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Abstract

Thi s docunent specifies the IPv4 service continuity requirenents for
| Pv6 Custoner Edge (CE) routers that are provided either by the
service provider or by vendors who sell through the retail narket.

Specifically, this docunent extends the basic requirenments for |Pv6
CE routers as described in RFC 7084 to allow the provisioning of |IPv6
transition services for the support of |Pv4-as-a-Service (IPv4aaS) by
means of new transition nmechani snms. The docunent only covers

| Pv4aaS, i.e., transition technologies for delivering IPv4d in

| Pv6-only access networks. |Pv4aaS is necessary because there aren't
sufficient |Pv4 addresses available for every possible custoner/
device. However, devices or applications in the custonmer Local Area
Net wor ks (LANs) may be I Pv4-only or IPv6-only and still need to
communi cate with I Pv4-only services on the Internet.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8585
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Copyri ght Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents

carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines |IPv4 service continuity features over an

I Pv6-only network for residential or small office routers (referred
to as "IPv6 Transition CE Routers") in order to establish an industry
baseline for transition features to be inplenmented on such routers.

These routers rely upon requirenments for 1Pv6 CE routers defined in
[ RFC7084]. The scope of this docunent is to ensure | Pv4 service
continuity support for devices in the LAN side. This ensures that
renote | Pv4-only services continue to be accessible, for both

I Pv4-only and | Pv6-only applications and devices, |ocated in the LAN
side behind an 1 Pv6 Transition CE Router connected to an |Pv6-only
access network. These |SP access networks are typically referred to
as Wde Area Networks (WANs), even if they may be netropolitan or
regional in some cases. Figure 1 presents a sinplified view of this
architecture.

R + R + \
| 1Pvd-only | | 1Pv4/1Pv6 | \
| Renot e | | Renot e | |
| Host | | Host | | Internet
S +-- -+ R + |
I I /
I I /
R I +- + \
| Servi ce | \
| Pr ovi der | \
| Rout er | | Service
R N + | Provider
| I'Pv6-only | Network
| Customer /
| I'nternet Connection /
/
R L -------- + \
| | Pv6 | \
| Transition CE | \
| Rout er | |
S N Y —— +-- -+ |
LAN A | | LAN B | End- User
R e T +- - R +- | Network(s)
+---L ------ + +----L ----- + - L----+
| I'Pv6-only]| | I'Pv4-only| |1Pv4/1Pv6 | /
| Host | | Host | | Host |/
R + R I + /

Figure 1. Sinplified Typical |1Pv6-Only Access Network
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Thi s docunent covers a set of IP transition techniques required when
| SPs have, or want to have, an | Pv6-only access network. This is a
comon situation when sufficient |IPv4 addresses are no | onger
avai l abl e for every possible custonmer and device, which causes |Pv4
addresses to becone prohibitively expensive. This, in turn, nmay
result in service providers provisioning | Pv6-only WAN access. At
the same tinme, they need to ensure that both |IPv4-only and | Pv6-only
devi ces and applications in the customer networks can still reach

I Pv4d-only devices and applications on the Internet.

Thi s docunent specifies the IPv4 service continuity nmechanisns to be
supported by an I Pv6 Transition CE Router and rel evant provisioning
or configuration information differences from[RFC7084].

Thi s docunent is not a reconmendation for service providers to use
any specific transition nmechani sm

Aut omat i ¢ provisioning of nore conplex topology than a single router
with multiple LAN interfaces nay be handl ed by neans of the Hone
Net wor ki ng Control Protocol (HNCP) [RFC7788], which is out of the
scope of this docunent.

Since it is inpossible to know prior to sale which transition
mechani sm a device will need over its lifetime, an I Pv6 Transition CE
Router intended for the retail market MJST support all the |Pv4aaS
transition nechanisns listed in this docunment. Service providers
that specify feature sets for the IPv6 Transition CE Router nay
define a different set of features fromthose included in this
docunent, for exanple, features that support only sone of the
transition nechani sns enunerated in this docunent.

Appendi ces A and B contain a conplete description of the usage
scenari os and end-user network architecture, respectively. These
appendi ces, along with [RFC7084], will facilitate a clearer
under st andi ng of this docunent.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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2. Term nol ogy

Thi s docunent uses the sane ternms as in [ RFC7084], with m nor
clarifications.

"I Pv4aaS"' stands for "IPv4-as-a-Service", neaning transition
technol ogies for delivering IPv4 in IPv6-only connectivity.

The term "1 Pv6 transition Customer Edge Router with | Pv4aaS"
(shortened as "I Pv6 Transition CE Router") is defined as an | Pv6
Cust omer Edge Router that provides features for the delivery of |Pv4
services over an | Pv6-only WAN network, including |Pv6-I1Pv4
conmuni cati ons.

The term "WAN Interface” as used in this docunent is defined as an
IPv6 Transition CE Router attachment to an IPv6-only link used to
provi de connectivity to a service provider network, including Iink
Internet-layer (or higher |ayers) tunnels, such as |Pv4-in-|Pv6
tunnel s.

3. Requirenents

The 1 Pv6 Transition CE Router MJUST conply with [ RFC7084] ("Basic
Requirenments for | Pv6 Custonmer Edge Routers"). This docunent adds
new requi renents, as described in the follow ng subsections.

3.1. LAN-Side Configuration

A new LAN requirenment is added, which is, in fact, conmon in regul ar
IPv6 Transition CE Routers, and is required by npst of the transition
mechani sns:

L-1: The IPv6 Transition CE Router MUST inplenment a DNS proxy as
described in [ RFC5625] ("DNS Proxy |Inplenentation Cuidelines").

3.2. Transition Technol ogi es Support for |Pv4 Service Continuity (IPv4-
as- a- Service)

The main target of this document is the support of |IPv6-only WAN
access. To enable |egacy |IPv4 functionality, this docunment also

i ncludes the support of |Pv4-only devices and applications in the
custonmer LANs, as well as |Pv4-only services on the Internet. Thus,
both I Pv4-only and | Pv6-only devices in the custoner-side LANs of the
IPv6 Transition CE Router are able to reach the |IPv4-only services.
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Note that this document only configures |Pvd4aaS in the |Pv6
Transition CE Router itself; it does not forward such information to
devices attached to the LANs. Thus, the WAN configuration and
availability of native IPv4d or |Pvd4aaS are transparent for the

devi ces attached to the LANSs.

Thi s docunent takes no position on sinmultaneous operation of one or
several transition mechani sns and/or native |Pv4

In order to seanm essly provide | Pv4 service continuity in the
customer LANs and al |l ow automated | Pv6 transition nechani sm
provi sioning, the follow ng general transition requirenents are
defi ned.

General transition requirements:

TRANS-1: The IPv6 Transition CE Router MJST support the DHCPv6 S46
priority options described in [ RFC8026] ("Unified |IPv4-in-
| Pv6 Softwire Custonmer Prenises Equipment (CPE): A
DHCPv6- Based Prioritizati on Mechanisni).

TRANS-2: The I Pv6 Transition CE Router MJST have a GU and either a
CLI or APl (or both) to manually enabl e/ di sabl e each of the
supported transition nmechani sns.

TRANS-3: If an IPv6 Transition CE Router supports nore than one LAN
subnet, the IPv6 Transition CE Router MJST all ow
appropriate subnetting and configuration of the address
space anong several interfaces. 1In sone transition
mechani sns, this may require differentiating mappi ngs/
transl ations on a per-interface basis.

In order to allow the service provider to disable all the transition
mechani sms and/ or choose the nost conveni ent one, the IPv6 Transition
CE Router MJST follow the foll owing configuration steps:

CONFI G 1: Request the relevant configuration options for each
supported transition mechani sms, which MJST remain
di sabl ed at this step.

CONFIG2: Following the steps in Section 1.4 of [RFC8026], MJST
check for a valid match in OPTI ON_S46_PRI ORI TY, which
al | ows enabling/disabling a transition mechani sm

CONFI G 3: Keep disabled all the transition nmechanisns if no match is
found between the priority list and the candidate |i st,
unl ess a NAT64 [ RFC6146] prefix has been configured, in
whi ch case, 464XLAT [RFC6877] MJST be enabl ed.
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Because 464XLAT has no DHCPv6 configuration options, it can’t
currently be included in the OPTION S46_ PRIORITY. In the future, an
updat e of [RFC8026] or a NAT64 DHCPv6 configuration option may enabl e
it. Meanwhile, if an operator provides 464XLAT, it needs to ensure
that OPTION S46 PRIORITY is not sent for any other transition
mechanismto the rel evant custoners

The foll owi ng subsections describe the requirenents for supporting
each one of the transition nechanisns. An IPv6 Transition CE Router
intended for the retail market MJST support all of them

3.2. 1. A464XLAT

464XLAT [ RFC6877] is a technique to provide |IPv4d service over an

| Pv6-only access network without encapsulation. This architecture
assunes a Stateful NAT64 [ RFC6146] function deployed at the service
provider or a third-party network.

The 1 Pv6 Transition CE Router MJST support custoner-side translator
(CLAT) functionality [RFC6877] if intended for the retail market. |If
464XLAT is supported, it MIST be inplenmented according to [ RFC6877].
The following IPv6 Transition CE Router requirenents al so apply.

464XLAT requi rements:

464XLAT-1: Unless a dedicated /64 prefix has been acquired, either
by usi ng DHCPv6-PD (Dynam c Host Configuration Protoco
for 1Pv6 Prefix Delegation) or by alternative neans, the
I Pv6 Transition CE Router MJST perform | Pv4 Network
Address Translation (NAT) on IPv4 traffic translated
usi ng the CLAT.

464XLAT-2: The IPv6 Transition CE Router SHOULD support |GD PCP | W
[ RFC6970] ("Universal Plug and Play (UPnP) Internet
Gat eway Device - Port Control Protocol Interworking
Function (1GD-PCP I W)").

464XLAT-3: If the Port Control Protocol (PCP) [RFC6887] is
i mpl emented, the IPv6 Transition CE Router MJST al so
i npl ement [ RFC7291] ("DHCP Options for the Port Contro
Protocol (PCP)"). Follow ng [RFC6887], if no PCP server
is configured, the IPv6 Transition CE Router MAY verify
if the default gateway or the NAT64 is the PCP server
The 1 Pv6 Transition CE Router MJST use plain | Pv6 node
(i.e., not IPv4-in-1Pv6 encapsul ation) to send PCP
requests to the server
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464XLAT-4: The IPv6 Transition CE Router MJST inpl ement [RFC7050]
("Discovery of the IPv6 Prefix Used for |Pv6 Address
Synthesis") in order to discover the provider-side
translator (PLAT) translation IPv4 and | Pv6
prefix(es)/suffix(es).

464XLAT-5: If PCP is inplenented, the IPv6 Transition CE Router MJST
foll ow [ RFC7225] ("Di scovering NAT64 | Pv6 Prefixes Using
the Port Control Protocol (PCP)") in order to |learn the
PLAT-side translation I Pv4 and | Pv6 prefix(es)/suffix(es)
used by an upstream PCP-control | ed NAT64 devi ce.

464XLAT-6: |If the network provides several choices for the
di scovery/l earning of the NAT64 prefix, the priority to
use one or the other MJUST follow this order: 1) [RFC7225]
and 2) [RFC7050].

The NAT64 prefix could be discovered by neans of the nethod defined
in [RFC7050] only if the service provider uses DNS64 [RFC6147]. It
may be the case that the service provider does not use or does not
trust DNS64 [ RFC6147] because the DNS configuration at the CE (or
hosts behind the CE) can be nodified by the custoner. In that case,
the service provider may opt to configure the NAT64 prefix by neans
of the option defined in [RFC7225]. This can also be used if the
service provider uses DNS64 [ RFC6147].

3.2.2. Dual-Stack Lite (DS-Lite)

DS-Lite [ RFC6333] enabl es continued support for |Pv4 services.
DS-Lite enabl es a broadband service provider to share | Pv4 addresses
anong custoners by conbining two well-known technologies: IPin IP

(I Pv4-in-1Pv6) and Network Address Translation (NAT). It is expected
that DS-Lite traffic is forwarded over the I1Pv6 Transition CE
Router’s native IPv6 WAN interface and not encapsul ated i n anot her

t unnel

The 1 Pv6 Transition CE Router MJST inplenent DS-Lite B4 functionality
[ RFC6333] if intended for the retail market. |If DS-Lite is
supported, it MJST be inplenented according to [ RFC6333]. The
following IPv6 Transition CE Router requirenments al so apply.
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DS-Lite requirenents

DSLI TE-1: The IPv6 Transition CE Router MJST support configuration

of DS-Lite via the DS-Lite DHCPv6 option [ RFC6334]
("Dynami ¢ Host Configuration Protocol for |Pv6 (DHCPv6)
Option for Dual-Stack Lite"). The IPv6 Transition CE
Rout er MAY use ot her nechanisns to configure DS-Lite
paraneters. Such mechani sms are outside the scope of this
docunent .

DSLI TE-2: The IPv6 Transiti on CE Router SHOULD support | GD PCP | WF

[ RFC6970] .

DSLITE-3: |If PCP [ RFC6887] is inplenented, the IPv6 Transition CE

Rout er SHOULD i npl ement [RFC7291]. |If PCP [RFC6887] is
i npl emented and a PCP server is not configured, the |IPv6
Transition CE Router MJST assune, by default, that the
Address Family Transition Router (AFTR, commonly called
"CGN' - Carrier-Grade NAT) is the PCP server. The |Pv6

Transition CE Router MJST use plain I Pv6 node (i.e., not

| Pv4-in-1Pv6 encapsul ation) to send PCP requests to the
server. The term"default" above is to be interpreted as
pertaining to a configuration as applied by a vendor prior
to the adm nistrator changing it for its initial
activati on.

DSLI TE-4: The IPv6 Transition CE Router MJST NOT perform | Pv4d

3.

Net wor k Address Transl ation (NAT) on IPv4 traffic
encapsul ated using DS-Lite [ RFC6333].

Li ght wei ght 4over6 (1 w406)

| w406 [ RFC7596] specifies an extension to DS-Lite that noves the NAPT

function fromthe DS-Lite tunnel concentrator to the tunnel client

| ocated in the I1Pv6 Transition CE Router, renpving the requirenent

for an AFTR (CG\) function in the tunnel concentrator and reducing
the armount of centralized state.

The 1 Pv6 Transition CE Router MJST inplenent |wB4 functionality

[ RFC7596] if intended for the retail market. |If DS-Lite is
i mpl ement ed, | w4o6 SHOULD be inplemented as well. [|If w406 is
supported, it MJST be inplenented according to [ RFC7596]. The

following IPv6 Transition CE Router requirenments al so apply.
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3.

3.

| w406 requirements:

LWIO6-1: The I Pv6 Transition CE Router MJST support configuration of
| w406 via the | wio6 DHCPv6 options [ RFC7598] (" DHCPv6
Options for Configuration of Softwire Address and Port -
Mapped Cients"). The IPv6 Transition CE Router MAY use
ot her nechanisns to configure | wWo6 paraneters. Such
mechani sms are outside the scope of this docunent.

LWI06-2: The I Pv6 Transition CE Router MJST support the DHCPv4-over-
DHCPv6 (DHCP 406) transport described in [ RFC7341]
(" DHCPv4- over - DHCPv6 (DHCP 406) Transport").

LWIO6-3: The I Pv6 Transition CE Router MAY support Dynanmic
Al'l ocation of Shared |IPv4 Addresses as described in
[ RFC7618] ("Dynam c Allocation of Shared | Pv4 Addresses").

2.4. MAP-E

Mappi ng of Address and Port with Encapsul ation (MAP-E) [RFC7597] is a
mechani sm for transporting | Pv4d packets across an | Pv6 network using
I P encapsul ation. MAP-E includes an al gorithm c nechanism for

mappi ng between | Pv6 and | Pv4 addresses.

The 1 Pv6 Transition CE Router MJST support MAP-E CE functionality

[ RFC7597] if intended for the retail market. |If MAP-E is supported,
it MJUST be inplemented according to [ RFC7597]. The follow ng | Pv6
Transition CE Router requirenents al so apply.

MAP- E requi renents:

MAPE-1: The IPv6 Transition CE Router MJST support configuration of
MAP-E via the MAP-E DHCPv6 options [RFC7598]. The |Pv6
Transition CE Router MAY use ot her nechanisns to configure
MAP- E paraneters. Such mechani sns are outside the scope of
thi s docunent.

MAPE-2: The IPv6 Transition CE Router MAY support Dynanic Allocation
of Shared | Pv4 Addresses as described in [RFC7618].

2.5. MAP-T
MAP-T [RFC7599] is a mechanismsimilar to MAP-E, differing fromit in

that MAP-T uses | Pv4-1Pv6 translation, instead of encapsul ation, as
the formof |1Pv6 domain transport.

Pal et Martinez, et al. I nf or mat i onal [ Page 10]



RFC 8585 Requirenents for IPv6 CE to Support |Pv4aaS May 2019

The 1 Pv6 Transition CE Router MJST support MAP-T CE functionality
[RFC7599] if intended for the retail market. |If MAP-T is supported,
it MJUST be inplemented according to [ RFC7599]. The follow ng | Pv6
Transition CE Router requirenents al so apply.

MAP- T requirenents:

MAPT-1: The IPv6 Transition CE Router MJST support configuration of
MAP-T via the MAP-T DHCPv6 options [RFC7598]. The |IPv6
Transition CE Router MAY use ot her nechanisns to configure
MAP-T paraneters. Such mechani sns are outside the scope of
thi s docunent.

MAPT-2: The IPv6 Transition CE Router MAY support Dynanic Allocation
of Shared | Pv4 Addresses as described in [RFC7618].

4. 1Pv4 Multicast Support

Exi sting | Pv4 depl oynents support |Pv4 multicast for services such as
IPTV. In the transition phase, it is expected that nulticast
services will still be provided using IPv4 to the customer LANSs.

If the IPv6 Transition CE Router supports delivery of IPv4 multicast
services, then it MJST support [RFC8114] ("Delivery of |IPv4 Milticast
Services to IPv4 Cients over an | Pv6 Milticast Network") and

[ RFC8115] ("DHCPv6 Option for |Pv4-Enbedded Milticast and Uni cast

| Pv6 Prefixes").

5. UPnP Support

If the UPnP WANI PConnecti on: 2 service [UPnP-WANIPC][OCF-1 QD] is
enabled on a CE router, but cannot be associated with an |Pv4
interface established by an | Pv4aaS nechani sm or cannot determ ne

whi ch ports are avail able, an AddPort Mappi ng() or AddAnyPort Mappi ng()
action MJST be rejected with error code 729

("ConflictWthQ herMechani sns"). Port availability could be

determ ned through PCP or access to a configured port set (if the

| Pv4aaS nechanismlimts the avail able ports).

An AddPort Mappi ng() request for a port that is not avail able MJST
result in "ConflictlnMppingEntry".

An AddAnyPort Mappi ng() request for a port that is not avail able
SHOULD result in a successful mapping with an alternative
"NewReservedPort" value fromw thin the configured port set range or
as assigned by PCP as per Section 5.6.1 of [RFC6970].

Pal et Martinez, et al. I nf or mat i onal [ Page 11]



RFC 8585 Requirenents for IPv6 CE to Support |Pv4aaS May 2019

Note that 1CGD:1 and its WANI PConnection: 1 service have been
deprecated by OCF (Open Connectivity Foundation) [OCF-1 GO

6. Conparison to RFC 7084

Thi s docunent doesn’t include support for 6rd [ RFC5969] because it is
an |1 Pv6-in-1Pv4 tunneling.

Regardi ng DS-LI TE [ RFC6333], this docunment includes slightly
different requirenents related to the support of PCP [ RFC6887],
| GD-PCP | W [ RFC6970], and the prioritization of the transition
mechani snms, i ncludi ng dual - st ack.

7. Code Consi derations

At the time of this witing, one of the apparent nmin issues for
vendors with regard to including new functionalities, such as support
for new transition nechanisns, is the |ack of space in the flash (or
equi val ent) nenory. However, it has been confirned from existing
open-source inplenentations (e.g., OpenWRT/LEDE, Linux, and VPP) that
addi ng the support for the new transition mechanisns requires around
10-12 KBs because npbst of the code base is shared anpbng severa
transition nechani sns, which are already supported by [RFC7084]. A
single data plane is common to all of them which typically nmeans, in
popul ar CEs already in the market [OpenWRT], the new required code is
only about 0.15% of the total existing code size.

In general, the new requirenents don’t have extra cost in terns of
RAM rmenory, nor other hardware requirenments such as nore powerful
CPUs, if conpared to the cost of NAT44 code. Thus, existing hardware
shoul d be able to support all of themw th m ninmal inpact.

The other issue seens to be the cost of devel oping the code for those
new functionalities. However, at the tinme of witing this docunent,
it has been confirmed that there are several open-source versions of
the required code for supporting all the new transition nmechani sns,
and several vendors already have inplenentations and provided themto
I SPs. Therefore, the devel opnent cost is negligible, and only
integration and testing cost may beconme an issue.

Finally, in sonme cases, operators supporting several transition
mechani snms may need to consider training costs for staff in all the
techni ques for the operation and managenent of these mechani sms, even
if the costs are not directly caused by supporting this document but
because of busi ness deci sions.
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8.

10.

10.

Security Considerations

The 1 Pv6 Transition CE Router nust conply with the Security
Consi derations in [RFC7084] as well as those for each transition
mechani sm i npl enented by the I Pv6 Transition CE Router.

As described in the Security Considerations of [RFC8026] and

[ RFC8415], there are generic DHCP security issues, which, in the case
of this docunent, nmean that malicious nodes may alter the priority of
the transition mechani smns.

Access network architecture for securing DHCP within the access
network is out of scope for this docunment. Securing DHCP in the LAN
is also not in scope. DHCP packets MJST NOT be forwarded between LAN
and WAN interfaces of an IPv6 Transition CE Router.
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Appendi x A.  Usage Scenari os

The situation of ongoing |IPv6 deployment and a | ack of |Pv4 addresses
is not happening at the sanme pace in every country and even within
every country for every ISP. For different technical, financial,
commer ci al / marketi ng, and soci o- econom ¢ reasons, each network is
transitioning at their own pace; the global transition timngs cannot
be reliably estimated.

Different studies (for exanple, [IPv6Survey]) al so show that |Pv6
depl oynent is a changing situation. |In a single country, not al
operators will necessarily provide |Pv6 support. Consuners may al so
switch 1 SPs and use the sanme |Pv6 Transition CE Router with either an
I SP that provides IPv4-only or an ISP that provides IPv6 with

| Pv4aaS

So, to cover all those evolving situations, an |IPv6 Transition CE
Router is required, at least fromthe perspective of transition
support.

Mor eover, because sone services and service providers will remain

I Pv4-only for an undeterm ned period of tine, |Pv4 service continuity
is required. Thus, there is a need for CEs to support |PvdaaS
indefinitely.

Based on these prem ses, this docunent ensures that the |Pv6
Transition CE Router allows the continued transition from networks
that today nay provide access with dual -stack or | Pv6-in-1Pv4 (as
described in [RFC7084]) to networks that provide |IPv6-only access
with | Pv4aaS

Consi dering that situation and different possible usage cases, the
I Pv6 Transition CE Router described in this docunent is expected to
be used in residential/household; small office, honme office (SOHO) ;
and snal |/ medi um enterprise (SVME). Conmon usage i s any kind of
Internet access (web, enmail, streaning, online gam ng, etc.), and
nmor e advanced requi rements include i nbound connections (IP caneras,
web, DNS, emmil, VPN, etc.).

The above is not intended to be a conprehensive list of all the
possi bl e usage cases, just an overview. In fact, conbinations of the
above usages are al so possible, along with situations where the sane
CE is used at different tinmes in different scenarios or even with
different | Pvd4aaSes at different service providers.
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The mechani snms for allow ng i nbound connections are naturally
available in any 1 Pv6 router when using | Pv6 d obal Unicast Addresses
(GUAs), unless they are blocked by firewall rules, which may require
some nmanual configuration

However, in the case of |Pv4aaS, because of the usage of private |Pv4
addresses and NAT and depending on the specific transition mechani sm
i nbound connections typically require some degree of nore conpl ex
manual configuration, such as setting up a DMZ, setting up virtua
servers, or setting up port/protocol forwarding. |In general, |IPv4 CE
Routers already provide a GUI, CLI, or APl to manually configure
them or provide the possibility to set up the CE in bridge node, so
anot her Router behind the original CE, takes care of inbound
connections. The requirenents for that support are out of the scope
of this docunent.

Who provides the IPv6 Transition CE Router is not relevant. |n nost
cases, the service provider is responsible for provisioning/ mnagi ng,
at least on the WAN side. Comonly, the user has access to configure
the LAN interfaces, firewall, DWZ, and many other features. However,
in many cases, the user nust supply or may replace the |IPv6
Transition CE Router. This underscores the inportance of the |IPv6
Transition CE Routers fulfilling the requirenments defined in this
docunent .

The 1 Pv6 Transition CE Router described in this docunment is not

i ntended for usage in other scenarios, such as |arge enterprises,
data centers, content providers, etc. Even if the docunented
requirenents nmeet their needs, they nay have additional requirenents,
whi ch are out of the scope of this docunent.

Appendi x B. End-User Network Architecture

An end-user network will likely support both IPv4 and | Pv6 (see
Section 1 and Appendix A). It is not expected that end users will
change their existing network topology with the introduction of |Pv6.
There are sone differences in how | Pv6 works and i s provisioned;
these differences have inplications for the network architecture.

A typical |Pv4 end-user network consists of a "plug and play" router
with NAT functionality and a single link upstream connected to the
service provi der network

From t he perspective of an | Pv4 user behind an I Pv6 Transition CE
Router, this doesn’t change
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However, while a typical |Pv4 NAT depl oynment, by default, blocks al

i ncom ng connections and may al |l ow openi ng of ports using a Universa
Plug and Play Internet Gateway Device (UPnP | GD) [ UPnP-1CD|[ OCF- 1 QD]
or sone other firewall control protocol, in the case of an |IPv6-only
access and | Pv4aaS, that may not be feasible depending on specific
transition mechanismdetails. PCP [RFC6887] nay be an alternative
sol uti on.

Anot her consequence of using I Pv4 private address space in the end-
user network is that it provides stable addressing; that is, it
doesn’t change, even when you change service providers, and the
addresses are al ways usabl e even when the WAN i nterface is down or
the customer edge router has not yet been provisioned. 1In the case
of IPv6-only access, private |Pv4 addresses are also available if the
I Pv4aaS transition mechani sm keeps running the NAT interface towards
the LAN side when the WAN interface is down.

More advanced routers support dynanmic routing (which | earns routes
fromother routers), and advanced end users can build arbitrary,
compl ex networks using manual configuration of address prefixes
combined with a dynam c routing protocol. Once again, this is true
for both I Pv4 and | Pv6.

In general, the end-user network architecture for |Pv6 shoul d provide
equi val ent or better capabilities and functionality than the current
I Pv4 architecture

The end-user network is a stub network in the sense that is not
providing transit to other external networks. However, HNCP

[ RFC7788] all ows support for automatic provisioning of downstream
routers. Figure 2 illustrates the nodel topology for the end-user
net wor k.
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. + \
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| Provi der | \
| Rout er | | Service
oo oo + | Provider
| | Pv6-only | Network
| Customner /
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Figure 2: Exanple of a Typical End-User Network
This architecture describes the:
0 Basic capabilities of the IPv6 Transition CE Router

o Provisioning of the WAN interface connecting to the service
provi der

o Provisioning of the LAN interfaces
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The 1 Pv6 Transition CE Router nmay be manual ly configured in an
arbitrary topology with a dynanmic routing protocol or HNCP [ RFC7788].
Aut omati ¢ provisioning and configuration are described for a single

I Pv6 Transition CE Router only.
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