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An alternative to the default Designated Forwarder (DF) selection
algorithmin Ethernet VPNs (EVPNs) is defined. The DF is the

Provi der Edge (PE) router responsible for sending Broadcast, Unknown
Uni cast, and Multicast (BUM traffic to a multihoned Custoner Edge
(CE) device on a given VLAN on a particul ar Ethernet Segnent (ES).
In addition, the ability to influence the DF election result for a
VLAN based on the state of the associated Attachment Circuit (AC) is
specified. This docunment clarifies the DF election Finite State
Machi ne in EVPN services. Therefore, it updates the EVPN
specification (RFC 7432).

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww rfc-editor.org/info/rfc8584.
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1. Introduction

The Desi gnated Forwarder (DF) in Ethernet VPNs (EVPNs) is the

Provi der Edge (PE) router responsible for sending Broadcast, Unknown
Uni cast, and Multicast (BUM traffic to a multihoned Custoner Edge
(CE) device on a given VLAN on a particular Ethernet Segnent (ES)
The DF is elected fromthe set of rmultihomed PEs attached to a given
ES, each of which advertises an ES route for the ES as identified by
its Ethernet Segment ldentifier (ESI). By default, the EVPN uses a
DF election algorithmreferred to as "service carving". The DF
election algorithmis based on a nodulus function (V nod N) that
takes the nunber of PEs in the ES (N) and the VLAN value (V) as
input. This docunent addresses inefficiencies in the default DF

el ection al gorithm by defining a new DF el ection algorithm and an
ability to influence the DF election result for a VLAN, depending on
the state of the associated Attachnent Circuit (AC. |In order to
avoid any anbiguity with the identifier used in the DF el ection
algorithm this docunment uses the term "Ethernet Tag" instead of
"VLAN'. This docunment also creates a registry with | ANA for future
DF el ection algorithms and capabilities (see Section 7). 1t also
presents a formal definition and clarification of the DF el ection
Finite State Machine (FSM. Therefore, this docunent updates

[ RFC7432], and EVPN i npl erentati ons MJUST conformto the

prescri bed FSM

The procedures described in this document apply to DF election in all
EVPN sol utions, including those described in [RFC7432] and [ RFC8214].
Apart fromthe formal description of the FSM this docunent does not
intend to update other procedures described in [RFC7432]; it only
ains to inprove the behavior of the DF election on PEs that are
upgraded to foll ow the procedures described in this docunent.

1.1. Conventions and Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

0 AC Attachnment Crcuit. An AC has an Ethernet Tag associ ated
with it.

0o ACS: Attachment Circuit Status.
o BUM Broadcast, unknown uni cast, and nulticast.

o DF: Designated Forwarder

Rabadan, et al. St andards Track [ Page 3]



RFC 8584 DF El ection Framework for EVPN Services April 2019

0 NDF: Non- Desi gnat ed Forwar der.
o BDF: Backup Designated Forwarder.

0 FEthernet A-D per ES route: Refers to Route Type 1 as defined in
[ RFC7432] or to Auto-discovery per Ethernet Segnent route.

0 FEthernet A-D per EVI route: Refers to Route Type 1 as defined in
[ RFC7432] or to Auto-discovery per EVPN Instance route.

o ES: Ethernet Segnent.
o ESI: Ethernet Segnent Identifier.
o EVI: EVPN I nstance.

o0 MCVRF:. A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on a PE

o BD: Broadcast Domain. An EVI may be conprised of one BD
(VLAN- based or VLAN Bundle services) or multiple BDs (VLAN- aware
Bundl e servi ces).

0o Bridge table: An instantiation of a BD on a MAC VRF.
o0 HRW Hi ghest Random Wi ght.

o VID: VLAN ldentifier.

0o CE-VID Custonmer Edge VLAN ldentifier.

0 FEthernet Tag: Used to represent a BD that is configured on a given
ES for the purpose of DF election. Note that any of the follow ng
may be used to represent a BD: VIDs (including Qin-Qtags),
configured IDs, VNIs (Virtual Extensible Local Area Network
(VXLAN) Network ldentifiers), normalized VIDs, |-SIDs (Service
Instance ldentifiers), etc., as long as the representation of the
BDs is configured consistently across the multihoned PEs attached
to that ES. The Ethernet Tag val ue MIST be different from zero.

0 FEthernet Tag ID: Refers to the identifier used in the EVPN routes
defined in [RFC7432]. Its value may be the sane as the Ethernet
Tag value (see the definition for Ethernet Tag) when adverti sing
routes for VLAN-aware Bundl e services. Note that in the case of
VLAN- based or VLAN Bundl e services, the Ethernet Tag IDis zero.
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(0]

(o]

DF el ection procedure: Also called "DF election". Refers to the
process in its entirety, including the discovery of the PEs in the
ES, the creation and mai ntenance of the PE candidate list, and the
sel ection of a PE

DF al gorithm A conponent of the DF el ection procedure. Strictly
refers to the selection of a PE for a given <ES, Ethernet Tag>

RR. Route Reflector. A network routing conponent for BGP

[ RFC4456]. It offers an alternative to the logical full-nesh
requirenent of the Internal Border Gateway Protocol (IBGP). The
purpose of the RRis concentration. Miltiple BGP routers can peer
with a central point, the RR-- acting as a route reflector server
-- rather than peer with every other router in a full nmesh. This
results in an Q(N) peering as opposed to QCN\2).

TTL: Tinme To Live.

Thi s docunent al so assunes that the reader is famliar with the
term nol ogy provided in [ RFC7432].

1.2

Def aul t Desi gnated Forwarder (DF) Election in EVPN Services

[ RFC7432] defines the DF as the EVPN PE responsible for:

0

Fl ooding BUMtraffic on a given Ethernet Tag on a particular ES to
the CE. This is valid for Single-Active and All-Active EVPN
mul ti homi ng.

Sendi ng unicast traffic on a given Ethernet Tag on a particular ES
to the CEE This is valid for Single-Active nultihom ng.
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Figure 1 illustrates an exanple that we will use to explain the DF
function.
S +
| | P/ MPLS |
| Core |
+----4+ ES1 +----+ +----+
| CE1|----- I I I | ES2
oot | PE1| | PE2] \
| | +----+ \+----+
too- - I | CE2|
| +---- 4+ [+----+
I I |/ |
| | PES] ES2 /
| +---- 4+ /
I I /
R +----4+ /
| PE4] | ES2
I I
F--- -+

Figure 1: EVPN Ml tihom ng

Figure 1 illustrates a case where there are two ESes: ES1 and ES2
PE1 is attached to CEl via ES1, whereas PE2, PE3, and PE4 are
attached to CE2 via ES2, i.e., PE2, PE3, and PE4 form a redundancy
group. Since CE2 is multihomed to different PEs on the sane ES, it
is necessary for PE2, PE3, and PE4 to agree on a DF to satisfy the
above- nenti oned requirenents.

The effect of forwarding loops in a Layer 2 network is particularly
severe because of the broadcast nature of Ethernet traffic and the
lack of a TTL. Therefore, it is very inportant that, in the case of
a multi honed CE, only one of the PEs be used to send BUMtraffic
toit.

One of the prerequisites for this support is that participating PEs
must agree anongst thenselves as to who would act as the DF. This
needs to be achieved through a distributed algorithmin which each
participating PE i ndependently and unanbi guously sel ects one of the
participating PEs as the DF, and the result should be consistent and
unani nous.

The default algorithmfor DF election defined by [ RFC7432] at the
granularity of (ESI, EVI) is referred to as "service carving”. 1In
this docunment, service carving and the default DF el ection algorithm
are used interchangeably. Wth service carving, it is possible to
elect nmultiple DFs per ES (one per EVI) in order to performload
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bal ancing of traffic destined to a given ES. The objective is that
t he | oad- bal anci ng procedures should carve up the BD space anong the
redundant PE nodes evenly, in such a way that every PE is the DF for
a distinct set of EVIs.

The DF election algorithm (as described in [ RFC7432], Section 8.5) is
based on a nodul us operation. The PEs to which the ES (for which DF
election is to be carried out per EVI) is multihomed form an ordered
(ordinal) list in ascending order by PE | P address value. For
exanple, there are N PEs: PEO, PEl,... PE(N-1) ranked as per
increasing | P addresses in the ordinal list; then, for each VLAN with
Et hernet Tag V, configured on ES1, PEx is the DF for VLAN V on ES1
when x equals (V nod N). 1In the case of a VLAN Bundle, only the

| ownest VLAN is used. In the case when the planned density is high
(meaning there are a significant nunber of VLANs and the Ethernet
Tags are uniformy distributed), the thinking is that the DF el ection
wi Il be spread across the PEs hosting that ES and good | oad bal anci ng
can be achi eved.

However, the described default DF el ection al gorithm has some

undesi rabl e properties and, in sone cases, can be somewhat disruptive
and unfair. This docunent describes some of those issues and defines
a nmechanismfor dealing with them These nechani sns do invol ve
changes to the default DF election algorithm but they do not require
any changes to the EVPN route exchange, and changes in the EVPN
routes will be m ninmal.

In addition, there is a need to extend the DF el ection procedures so
that new al gorithnms and capabilities are possible. A single
algorithm (the default DF election algorithn) may not neet the
requirenents in all the use cases

Note that while [RFC7432] elects a DF per <ES, EVI>, this docunent
elects a DF per <ES, BD>. This neans that unlike [RFC7432], where
for a VLAN-aware Bundl e service EVI there is only one DF for the EVI
thi s docunent specifies that there will be nultiple DFs, one for each
BD configured in that EVI
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1.3.

Pr obl em St at enent

This section describes sone potential issues with the default DF
el ection algorithm

1.3.

Unfair Load Bal ancing and Service Disruption

There are three fundanmental problenms with the current default DF
el ection al gorithm

1.

The algorithmwi |l not performwell when the Ethernet Tag foll ows
a non-uni formdistribution -- for instance, when the Ethernet
Tags are all even or all odd. |In such a case, let us assunme that
the ES is multihomed to two PEs; one of the PEs will be el ected
as the DF for all of the VLANs. This is very suboptimal. It
defeats the purpose of service carving, as the DFs are not really
evenly spread across the PEs hosting the ES. 1In fact, in this
particul ar case, one of the PEs does not get elected as the DF at
all, so it does not participate in DF responsibilities at all.
Consi der anot her exanple where, referring to Figure 1, let’s
assune that (1) PE2, PE3, and PE4 are listed in ascendi ng order
by I P address and (2) each VLAN configured on ES2 is associ ated
with an Ethernet Tag of the form (3x+1), where x is an integer.
This will result in PE3 always being selected as the DF.

The Ethernet Tag that identifies the BD can be as |arge as 2724;
however, it is not guaranteed that the tenant BD on the ES will
conformto a uniformdistribution. |In fact, it is up to the
custoner what BDs they will configure on the ES. Quoting

[ Knut h]:

In general, we want to avoid values of Mthat divide r*"k+a or
r"k-a, where k and a are small nunbers and r is the radi x of
the al phabetic character set (usually r=64, 256 or 100), since
a renmai nder nodul o such a value of Mtends to be largely a
sinpl e superposition of key digits. Such considerations
suggest that we choose Mto be a prime nunber such that

r k! =a( nodul o) M or r~k!=?a(modul o)M for small k & a.

In our case, Nis the nunber of PEs (Section 8.5 of [RFC7432]).
N corresponds to M above. Since N, N1, or N+1 need not satisfy
the primality properties of M as per the nodul o-based DF

assi gnnent [ RFC7432], whenever a PE goes down or a new PE boots
up (attached to the same ES), the modul o schenme will not
necessarily map BDs to PEs uniformy.
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3. Disruption is another problem Consider a case when the same ES
is multihonmed to a set of PEs. When the ES is DOM in one of the
PEs, say PEl, or PEl itself reboots, or the BGP process goes down
or the connectivity between PEl and an RR goes down, the
ef fective nunber of PEsS in the system now beconmes N-1, and DFs
are conputed for all the VLANs that are configured on that ES
In general, if the DF for a VLAN V happens not to be PEl, but
some other PE, say PE2, it is likely that some other PE
(different fromPEL and PE2) will becone the new DF. This is not
desirable. Simlarly, when a new PE hosts the sanme ES, the
mappi ng agai n changes because of the nodul us operation. This
results in needless churn. Again referring to Figure 1, say Vi,
V2, and V3 are VLANs configured on ES2 with associ ated Ethernet
Tags of values 999, 1000, and 1001, respectively. So, PE1l, PE2,
and PE3 are the DFs for V1, V2, and V3, respectively. Now when
PE3 goes down, PE2 will becone the DF for V1 and PE1 will becone
the DF for V2.

One point to note is that the default DF el ection algorithm assunes
that all the PEs who are nultihonmed to the sanme ES (and interested in
the DF el ection by exchangi ng EVPN routes) use an Originating
Router’s | P address [ RFC7432] of the sane famly. This does not need
to be the case, as the EVPN address fanmily can be carried over an

I Pv4 or |1 Pv6 peering, and the PEs attached to the sane ES may use an
address of either famly.

Mat hematically, a conventional hash function maps a key k to a nunber

i representing one of mhash buckets through a function h(k), i.e.,

i = h(k). In the EVPN case, h is sinply a nodul o-m hash function
viz. h(V) = Vnmd N, where Nis the nunber of PEs that are nultihomed
to the ES in question. It is well known that for good hash

di stribution using the nodul us operation, the nmodulus N should be a
prime nunmber not too close to a power of 2 [CLRS2009]. When the

ef fective nunber of PEs changes fromNto N1 (or vice versa), all
the objects (VLAN V) will be remapped except those for which V nod N
and V nod (N-1) refer to the same PE in the previous and subsequent
ordi nal rankings, respectively. Froma forwardi ng perspective, this
is achurn, as it results in reprogramm ng the PE ports as either

bl ocki ng or non-bl ocking at the PEs where the DF state changes.

Thi s docunent addresses this problemand furnishes a solution to this
undesi rabl e behavi or
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1.3.2. Traffic Black-Holing on Individual AC Failures

The default DF election algorithmdefined by [ RFC7432] takes into
account only two variables in the nodulus function for a given ES
the existence of the PE's | P address in the candidate |list and the
| ocal Iy provisioned Ethernet Tags.

If the DF for an <ESI, EVI> fails (due to physical |ink/node
failures), an ES route withdrawal will make the NDF PEs re-el ect the
DF for that <ESI, EVI> and the service will be recovered

However, the default DF el ection procedure does not provide
protection against "logical" failures or human errors that nay occur
at the service level on the DF, while the list of active PEs for a

gi ven ES does not change. These failures may have an inpact not only
on the | ocal PE where the issue happens but also on the rest of the
PEs of the ES. Sone exanples of such logical failures are |isted

bel ow.

(a) A given individual AC defined in an ES is accidentally shut down
or is not provisioned yet (hence, the ACS is DOM), while the ES
is operationally active (since the ES route is active).

(b) A given MAC-VRF with a defined ES is either shut down or not
provi sioned yet, while the ES is operationally active (since the
ES route is active). |In this case, the ACS of all the ACs
defined in that MAC-VRF is considered to be DOMN

Neither (a) nor (b) will trigger the DF re-election on the renpte
mul ti honed PEs for a given ES, since the ACS is not taken into
account in the DF election procedures. Wile the ACS is used as a DF
el ection tiebreaker and trigger in Virtual Private LAN Service (VPLS)
mul ti hom ng procedures [VPLS-MH], there is no procedure defined in
the EVPN specification [RFC7432] to trigger the DF re-el ection based
on the ACS change on the DF.
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Figure 2 shows an exanple of logical AC failure.

+---+
| CE4|
+-- -+
I
PE4 |
+--m - - +--m - - +
S | +- - - - - + | --------------- +
I | | BD-1] | I
| S + |
I I
| EVPN |
I I
| PE1 PE2 PE3 |
| (NDF) (DF) ( NDF) |
S + S + S +
| | BD-1 | | | BD-1 | | | BD-1 |
| +----- + |------- | +----- + |------- | +----- +
R + R + R +
AC1\ ES12 [ AC2 AC3\ ES23 | ACA
\ / \ /
\ / \ /
+----+ +----+
| CE12| | CE23|
+----+ +----+

Figure 2: Default DF Election and Traffic Bl ack-Holing

BD-1 is defined in PElL, PE2, PE3, and PE4. CE12 is a nultihonmed CE
connected to ES12 in PE1 and PE2. Similarly, CE23 is nultihoned to
PE2 and PE3 using ES23. Both CE12 and CE23 are connected to BD-1
through VLAN- based service interfaces: CE12-VID 1 (VID 1 on CE12) is
associated with ACL and AC2 in BD-1, whereas CE23-VID 1 is associated
with AC3 and AC4 in BD-1. Assune that, although not represented,
there are other ACs defined on these ESes mapped to different BDs.
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After executing the default DF election algorithmas described in
[ RFC7432], PE2 turns out to be the DF for ES12 and ES23 in BD-1. The
followi ng i ssues may ari se:

(a) If AC2 is accidentally shut down or is not configured yet, CE12
traffic will be inpacted. 1In the case of All-Active
mul ti homing, the BUMtraffic to CE12 will be "bl ack-hol ed",
whereas for Single-Active multihoming, all the traffic to/from
CE12 will be discarded. This is because a logical failure in
PE2's AC2 may not trigger an ES route w thdrawal for ES12 (since
there are still other ACs active on ES12); therefore, PEL will
not rerun the DF el ection procedures.

(b) If the bridge table for BD-1 is adnmnistratively shut down or is
not configured yet on PE2, CE12 and CE23 will both be inpacted:
BUMtraffic to both CEs will be discarded in the case of
All-Active nultihoming, and all traffic will be discarded
to/fromthe CEs in the case of Single-Active nultihonming. This
is because PEl1 and PE3 will not rerun the DF el ection procedures
and will keep assuming that PE2 is the DF.

Quoting [RFC7432], "Wen an Ethernet tag is decomm ssioned on an

Et hernet segnment, then the PE MJUST withdraw the Ethernet A-D per EV
route(s) announced for the <ESI, Ethernet tags> that are inpacted by
the decomm ssioning.” However, while this A-D per EVI route
withdrawal is used at the renote PEs perform ng aliasing or backup
procedures, it is not used to influence the DF election for the

af fected EVIs.

Thi s docunent adds an optional nodification of the DF el ection
procedure so that the ACS may be taken into account as a variable in
the DF election; therefore, EVPN can provide protection agai nst

| ogi cal failures.

1.4. The Need for Extending the Default DF El ection in EVPN Services

Section 1.3 describes some of the issues that exist in the default DF
el ection procedures. In order to address those issues, this docunent
i ntroduces a new DF el ection framework. This franmework allows the
PEs to agree on a common DF election algorithm as well as the
capabilities to enable during the DF el ection procedure. Cenerally,
"DF election algorithm' refers to the algorithm by which a nunber of

i nput paranmeters are used to deternmine the DF PE, while "DF el ection
capability" refers to an additional feature that can be used prior to
the invocation of the DF election algorithm such as nodifying the
inputs (or list of candidate PEs).
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Wthin this framework, this docunent defines a new DF el ection
al gorithm and a new capability that can influence the DF el ection
result:

0 The new DF el ection algorithmis referred to as "Hi ghest Random
Weight" (HRW. The HRW procedures are described in Section 3.

o0 The new DF el ection capability is referred to as "AC- Influenced DF
el ection" (AC-DF). The AC-DF procedures are described in
Section 4.

0 HRWand AC-DF nechani sns are i ndependent of each other.
Therefore, a PE may support either HRWor AC-DF independently or
may support both of themtogether. A PE may al so support the
AC-DF capability along with the default DF el ection al gorithm per
[ RFC7432] .

In addition, this docunent defines a way to indicate the support of
HRW and/ or AC-DF along with the EVPN ES routes advertised for a given
ES. Refer to Section 2.2 for nore details.

2. Designated Forwarder Election Protocol and BGP Extensions

Thi s section describes the BGP extensions required to support the new
DF el ection procedures. 1In addition, since the EVPN specification

[ RFC7432] | eaves several questions open as to the precise FSM

behavi or of the DF election, Section 2.1 precisely describes the

i nt ended behavi or.

2.1. The DF Election Finite State Machi ne (FSM

Per [RFC7432], the FSM shown in Figure 3 is executed per <ES, VLAN>
in the case of VLAN based service or <ES, [VLANs in VLAN Bundle]> in
the case of a VLAN Bundl e on each participating PE. Note that the
FSMis conceptual. Any design or inplenentation MIUST conply with
behavior that is equivalent to the behavior outlined in this FSM
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VLAN_CHANGE VLAN_CHANGE
RCVD_ES RCVD_ES
LOST_ES LOST_ES
E p—— E +
I I I v
| -4 ES _UP T ++
+->+ INT +-----mee e oo - >+ DF_VWAIT |
+4---- - + B S, +- +
" I
A + | | DF_TI MER
| ANY_STATE +------- + VLAN_CHANGE |
A + ES_DOWN R + |
| RCVD_ES % v
Fomm e ++ LOST_ES ++---- - - +- +
| DF_DONE +<-------------- + DF_CALC +<-+
et +  CALCULATED +------- +-+ |
I I
+----+
VLAN_CHANGE
RCVD_ES
LOST_ES

Figure 3: DF Election Finite State Machine

bserve that each EVI is locally configured on each of the nultihomed

PEs attached to a given ES and that the FSM does not provide any

protection agai nst inconsistent configuration between these PEs.

That is, for a given EVI, one or nore of the PEs are inadvertently

configured with a different set of VLANs for a VLAN-aware Bundl e

service or with different VLANs for a VLAN- based service.

The states and events shown in Figure 3 are defined as foll ows.

St at es:

1. INT: Initial state.

2. DF_WAIT: State in which the participant waits for enough
information to performthe DF election for the EVI/ESI/VLAN
conbi nati on.

3. DF_CALC. State in which the new DF i s reconput ed.

4. DF_DONE: State in which the corresponding DF for the EVI/ESI/VLAN
conbi nati on has been el ect ed.

5. ANY_STATE: Refers to any of the above states.
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Event s:

1. ES UP: The ES has been locally configured as "UP".

2. ES DOMN: The ES has been locally configured as "DOMN'.

3. VLAN CHANGE: The VLANs configured in a bundle (that uses the ES)
changed. This event is necessary for VLAN Bundl es only.

4. DF_TIMER DF tinmer [RFC7432] (referred to as "Wait tinmer" in this
docunent) has expired.

5. RCVD ES: A new or changed ES route is received in an Update
message with an MP_REACH NLRI. Receiving an unchanged Update
MUST NOT trigger this event.

6. LOST_ES: An Update nessage with an MP_UNREACH NLRI for a
previously received ES route has been received. If such a
message is seen for a route that has not been advertised
previously, the event MJST NOT be triggered.

7. CALCULATED: DF has been successfully cal cul at ed.

Correspondi ng actions when transitions are perforned or states are
ent ered/ exi t ed:

1.

ANY_STATE on ES_DOM:
(i) Stop the DF Wait tinmer.
(ii) Assune an NDF for the |ocal PE

INNT on ES UP: Transition to DF_WAIT.

INIT on VLAN CHANGE, RCVD ES, or LOST_ES: Do not hing.

DF WAIT on entering the state:

(i) Start the DF Wait timer if not started already or expired.
(ii) Assume an NDF for the local PE.

DF_WAIT on VLAN CHANGE, RCVD ES, or LOST_ES: Do not hi ng.

DF WAIT on DF_TIMER Transition to DF_CALC.

DF_CALC on entering or re-entering the state:

(i) Rebuild the candidate list, performa hash, and performthe
el ecti on.

(ii) Afterwards, the FSM generates a CALCULATED event agai nst
itself.
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8. DF_CALC on VLAN CHANGE, RCVD ES, or LOST_ES: Do as prescribed in
Transition 7.

9. DF_CALC on CALCULATED: Mark the election result for the VLAN or
bundl e, and transition to DF_DONE.

10. DF_DONE on exiting the state: If a new DF election is triggered
and the current DF is |lost, then assune an NDF for the | ocal PE
for the VLAN or VLAN Bundl e.

11. DF_DONE on VLAN CHANGE, RCVD ES, or LOST_ES:. Transition to
DF CALC

The above events and transitions are defined for the default DF
election algorithm As described in Section 4, the use of the AC DF
capability introduces additional events and transitions.

2.2. The DF El ection Extended Conmunity

For the DF el ection procedures to be consistent and unani nous, it is
necessary that all the participating PEs agree on the DF el ection

al gorithm and capabilities to be used. For instance, it is not

possi ble for sone PEs to continue to use the default DF election

al gorithmwhile some PEs use HRW For brownfield depl oynents and for
interoperability with legacy PEs, it is inportant that all PEs have
the ability to fall back on the default DF election. A PE can
indicate its willingness to support HRWand/or AC-DF by signaling a
DF El ection Extended Community along with the ES route (Route

Type 4).

The DF El ecti on Extended Conmunity is a new BGP transitive Extended
Conmunity attribute [ RFC4360] that is defined to identify the DF

el ection procedure to be used for the ES. Figure 4 shows the
encodi ng of the DF El ection Extended Comunity.

0 1 2 3
012345678901234567890123456789¢01

B T I e R i i i T S S e e I e ik oI I S S e S S
| Type = 0x06 | Sub-Type(0x06)| RSV | DF Alg | Bi t map ~
el i I e i it T e e e e i i T o S e e S e T R R
~ Bi t map | Reserved

T e S S S S T T

Figure 4: DF El ection Extended Comunity
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Wher e:

(o]

Type: 0x06, as registered with I ANA (Section 7) for EVPN Extended
Communi ti es.

Sub- Type: 0x06. "DF Election Extended Community", as registered
with | ANA

RSV/ Reserved: Reserved bits for information that is specific to
DF Al g.

DF Alg (5 bits): Encodes the DF el ection algorithmvalues (between
0 and 31) that the advertising PE desires to use for the ES. This
docunent creates an | ANA registry called "DF Al g" (Section 7),

whi ch contains the foll owi ng val ues:

- Type 0: Default DF el ection algorithm or nodul us-based
algorithmas defined in [ RFC7432].

- Type 1: HRWAl gorithm (Section 3).
- Types 2-30: Unassigned.
-  Type 31: Reserved for Experinental Use.

Bitmap (2 octets): Encodes "capabilities" to use with the DF
election algorithmin the DF Alg field. This docunent creates an
| ANA registry (Section 7) for the Bitmap field, with val ues 0-15.
This registry is called "DF Election Capabilities" and includes
the bit values listed bel ow

111111
0123456789012345
B i S S ik s S N S S
| Al I
S S R R R R S e
Figure 5: Bitmap Field in the DF El ection Extended Community

- Bit 0 (corresponds to Bit 24 of the DF El ection Extended
Conmuni ty): Unassi gned.

- Bit 1: AC-DF Capability (AC Influenced DF el ection; see
Section 4). Wen set to 1, it indicates the desire to use
AC-DF with the rest of the PEs in the ES.

- Bits 2-15: Unassi gned.
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The DF El ection Extended Conmmunity is used as follows:

(o]

A PE SHOULD attach the DF El ection Extended Community to any
advertised ES route, and the Extended Community MJUST be sent if
the ESis locally configured with a DF el ection al gorithm other
than the default DF election algorithmor if a capability is
required to be used. In the Extended Comunity, the PE indicates
the desired "DF Al g" algorithmand "Bitmap" capabilities to be
used for the ES

- Only one DF Election Extended Community can be sent along with
an ES route. Note that the intent is not for the advertising
PE to indicate all the supported DF el ection algorithms and
capabilities but to signal the preferred one.

- DF Alg values 0 and 1 can both be used with Bit 1 (AC DF) set
to 0 or 1.

- In general, a specific DF Alg SHOULD determ ne the use of the
reserved bits in the Extended Community, which may be used in a
different way for a different DF Alg. |In particular, for DF
Alg values 0 and 1, the reserved bits are not set by the
advertising PE and SHOULD be ignored by the receiving PE.

When a PE receives the ES routes fromall the other PEs for the ES
in question, it checks to see if all the advertisements have the
Ext ended Community with the same DF Al g and Bitmap:

- |If they do, this particular PE MJST follow the procedures for
the advertised DF Alg and capabilities. For instance, if al
ES routes for a given ES indicate DF Alg HRWand AC DF set
to 1, then the PEs attached to the ES will performthe DF
el ection as per the HRwWalgorithmand foll owi ng the AC DF
pr ocedur es.

- Oherwise, if even a single advertisenent for Route Type 4 is
received without the locally configured DF Alg and capability,
the default DF election algorithm MJUST be used as prescribed in
[ RFC7432]. This procedure handl es the case where participating
PEs in the ES di sagree about the DF algorithmand capability to
be appli ed.

- The absence of the DF El ection Extended Comunity or the
presence of nultiple DF Election Extended Comrunities (in the
same route) MJST be interpreted by a receiving PE as an
i ndication of the default DF election algorithmon the sending
PE -- that is, DF Alg 0 and no DF el ection capabilities.
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2

2

o Wen all the PEs in an ES advertise DF Type 31, they will rely on
the local policy to decide how to proceed with the DF el ection

0 For any new capability defined in the future, the applicability/
conpatibility of this new capability to/with the existing DF Al g
val ues nust be assessed on a case-by-case basis.

0 Likew se, for any new DF Alg defined in the future, its
applicability/conpatibility to/with the existing capabilities nust
be assessed on a case-by-case basis.

1. Backward Conpatibility

I mpl enentations that conply with [ RFC7432] only (i.e.,

i npl ementations that predate this specification) will not advertise
the DF El ection Extended Conmunity. That neans that all other
participating PEs in the ES will not receive DF preferences and will
revert to the default DF election algorithmw thout AC DF

Simlarly, an inplenmentation that conplies with [ RFC7432] only and
that receives a DF El ection Extended Community will ignore it and
will continue to use the default DF election al gorithm

The Hi ghest Random Wei ght DF El ection Al gorithm

The procedure discussed in this section is applicable to the DF
el ection in EVPN services [RFC7432] and the EVPN Virtual Private Wre
Servi ce (VPW5) [ RFC8214].

HRWas defined in [HRM999] is originally proposed in the context of
Internet caching and proxy server |oad bal ancing. G ven an object
nane and a set of servers, HRWmaps a request to a server using the
obj ect-nane (object-id) and server-nanme (server-id) rather than the
server states. HRWfornms a hash out of the server-id and the
object-id and forns an ordered |list of the servers for the particul ar
object-id. The server for which the hash value is highest serves as
the primary server responsible for that particular object, and the
server with the next-highest value in that hash serves as the backup
server. HRWalways maps a given object nane to the same server
within a given cluster; consequently, it can be used at client sites
to achi eve gl obal consensus on object-to-server mappings. Wen that
server goes down, the backup server becones the responsible

desi gnat e.

Choosi ng an appropriate hash function that is statistically oblivious
to the key distribution and inparts a good uniformdistribution of
the hash output is an inportant aspect of the algorithm

Fortunately, nmany such hash functions exist. [HRW999] provides
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pseudor andom functi ons based on the Unix utilities rand and srand and
easily constructed XOR functions that satisfy the desired hashing
properties. HRWalready finds use in nulticast and ECVP [ RFC2991]

[ RFC2992] .

3.1. HRWand Consistent Hashing

HRWis not the only algorithmthat addresses the object-to-server
mappi ng problemw th goals of fair |oad distribution, redundancy, and
fast access. There is another famly of algorithns that al so
addresses this problem these fall under the unbrella of the

Consi stent Hashing Algorithns [CHASH]. These will not be considered
her e.

3.2. HRWAlgorithmfor EVPN DF El ection

This section describes the application of HRWto DF el ection. Let
DF(V) denote the DF and BDF(V) denote the BDF for the Ethernet Tag V,
Si is the IP address of PEi; Es is the ESI; and Wight is a function
of V, Si, and Es.

Note that while the DF election algorithm provided in [ RFC7432] uses
a PE address and VLAN as inputs, this docunent uses an Ethernet Tag,
PE address, and ESI as inputs. This is because if the sane set of
PEs are nultihomed to the sane set of ESes, then the DF el ection

al gorithmused in [RFC7432] would result in the sane PE being el ected
DF for the sane set of BDs on each ES; this could have adverse

side effects on both | oad bal anci ng and redundancy. Including an ES
in the DF election algorithmintroduces additional entropy, which
significantly reduces the probability of the same PE being el ected DF
for the same set of BDs on each ES. Therefore, when using the HRW

al gorithm for EVPN DF el ection, the ESI value in the Wight function
bel ow SHOULD be set to that of the correspondi ng ES

In the case of a VLAN Bundl e service, V denotes the | owest VLAN,
simlar to the "lowest VLAN in bundle" l|ogic of [RFC7432].

1. DR(V) = Si| Wight(V, Es, Si) >= Wight(V, Es, §), for all j.
In the case of a tie, choose the PE whose I P address is
nunerically the least. Note that 0 <= i,] < nunber of PEs in the
r edundancy group.

2. BDF(V) = Sk| Wight(V, Es, Si) >= Wight(V, Es, Sk), and

Weight (V, Es, Sk) >= Weight(V, Es, §). 1In the case of a tie,
choose the PE whose I P address is nunmerically the | east.
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Wher e:

o DF(V) is defined to be the address Si (index i) for which
Weight(V, Es, Si) is the highest; 0 <= i < N 1.

o BDF(V) is defined as that PE with address Sk for which the
comput ed Weight is the next highest after the Wight of the DF
j is the running index fromO to N-1; i and k are sel ected val ues.

Since the Wight is a pseudorandom function with the domain as the
three-tuple (V, Es, S), it is an efficient and determnistic
algorithmthat is independent of the Ethernet Tag V sanple space

di stribution. Choosing a good hash function for the pseudorandom
function is an inportant consideration for this algorithmto perform
better than the default algorithm As nentioned previously, such
functions are described in [HRAM999]. W take as a candi date hash
function the first one out of the two that are listed as preferred in
[ HRWL999] :

Wand(V, Es, Si) = (1103515245((1103515245. Si +12345) XOR
D(V, Es))+12345)(nod 2°31)

Here, D(V, Es) is the 31-bit digest (CRC 32 and discarding the

nmost significant bit (MSB), as noted in [HRWM999]) of the 14-octet
stream (the 4-octet Ethernet Tag V followed by the 10-octet ESI). It
is mandated that the 14-octet stream be forned by the concatenation
of the Ethernet Tag and the ESI in network byte order. The CRC
shoul d proceed as if the streamis in network byte order
(big-endian). Si is the address of the ith server. The server’s

| P address | ength does not nmatter, as only the loworder 31 bits are
nmodul o si gnificant.

A point to note is that the Wight function takes into consideration
the conbination of the Ethernet Tag, the ES, and the PE | P address,
and the actual length of the server | P address (whether |Pv4 or |Pv6)
is not really relevant. The default algorithmdefined in [ RFC7432]
cannot enploy both I Pv4 and | Pv6 PE addresses, since [ RFC7432] does
not specify how to decide on the ordering (the ordinal list) when
both 1 Pv4 and | Pv6 PEs are present.

HRW sol ves the di sadvantages pointed out in Section 1.3.1 of this
docunent and ensures that:

0 Wth very high probability, the task of DF election for the VLANs
configured on an ES is nore or |less equally distributed anong the
PEs, even in the case of two PEs (see the first fundanenta
problemlisted in Section 1.3.1).
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o If a PEthat is not the DF or the BDF for that VLAN goes down or
its connection to the ES goes down, it does not result in a DF or
BDF reassignment. This saves conputation, especially in the case
when the connection flaps.

0o Mre inportantly, it avoids the third fundamental problemlisted
in Section 1.3.1 (needl ess disruption) that is inherent in the
exi sting default DF el ection

0o In addition to the DF, the algorithmal so furni shes the BDF, which
woul d be the DF if the current DF fails.

4. The AC-Influenced DF El ection Capability

The procedure discussed in this section is applicable to the DF
el ection in EVPN services [RFC7432] and EVPN VPWs [ RFC8214].

The AC-DF capability is expected to be generally applicable to any
future DF algorithm It nodifies the DF el ection procedures by
renovi ng from consi deration any candidate PE in the ES that cannot
forward traffic on the AC that belongs to the BD. This section is
applicable to VLAN-based and VLAN Bundl e service interfaces.
Section 4.1 describes the procedures for VLAN aware Bundl e service
i nterfaces.

In particular, when used with the default DF algorithm the AC DF
capability nodifies Step 3 in the DF election procedure described in
[ RFC7432], Section 8.5, as follows:

3. When the tiner expires, each PE builds an ordered candidate |ist
of the I P addresses of all the PE nodes attached to the ES
(including itself), in increasing nuneric value. The candidate
list is based on the Oiginating Router’s |IP addresses of the ES
routes but excludes any PE from whom no Ethernet A-D per ES route
has been received or fromwhomthe route has been w t hdrawn.
Afterwards, the DF election algorithmis applied on a per
<ES, Ethernet Tag>; however, the |P address for a PE will not be
considered to be a candidate for a given <ES, Ethernet Tag> unti
the correspondi ng Et hernet A-D per EVI route has been received
fromthat PEE In other words, the ACS on the ES for a given PE
must be UP so that the PE is considered to be a candidate for a
gi ven BD.

If the default DF algorithmis used, every PE in the resulting

candidate list is then given an ordinal indicating its position in
the ordered list, starting with 0 as the ordinal for the PE with
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the numerically lowest | P address. The ordinals are used to
det erm ne which PE node will be the DF for a given Ethernet Tag on
the ES, using the follow ng rule:

Assumi ng a redundancy group of N PE nodes, for VLAN based service,
the PE with ordinal i is the DF for an <ES, Ethernet Tag V> when
(Vmd N =i. 1In the case of a VLAN (-aware) Bundl e service,
then the nunerically | owest VLAN value in that bundle on that ES
MJUST be used in the nodul o function as the Ethernet Tag.

It should be noted that using the Oiginating Router’s |IP Address
field [RFC7432] in the ES route to get the PE | P address needed
for the ordered list allows for a CE to be nultihomed across

di fferent Autonomous Systens (ASes) if such a need ever arises.

The nodified Step 3, above, differs from|[RFC7432], Section 8.5,
Step 3 in two ways:

(]

Any DF Alg can be used -- not only the described nodul us-based DF
Alg (referred to as the default DF election or "DF Alg 0" in this
docunent) .

The candidate |list is pruned based upon non-recei pt of Ethernet
A-D routes: a PE's | P address MJST be renpved fromthe ES
candidate list if its Ethernet A-D per ES route is withdrawn. A
PE's | P address MJUST NOT be considered to be a candidate DF for an
<ES, Ethernet Tag> if its Ethernet A-D per EVI route for the

<ES, Ethernet Tag> is wi thdrawn.

The foll owing exanple illustrates the AC-DF behavior applied to the

def
(a)

(b)

(¢)

ault DF election algorithm assunming the network in Figure 2:

When PE1 and PE2 di scover ES12, they advertise an ES route for
ES12 with the associated ES-Inport Extended Comunity and the DF
El ecti on Extended Comunity indicating ACCDF = 1; they start a
DF Wait timer (independently). Likewi se, PE2 and PE3 advertise
an ES route for ES23 with AC-DF = 1 and start a DF Wit tiner.

PE1 and PE2 advertise an Ethernet A-D per ES route for ES12.
PE2 and PE3 advertise an Ethernet A-D per ES route for ES23.

In addition, PEl, PE2, and PE3 advertise an Ethernet A-D per EVI
route for ACl, AC2, AC3, and AC4 as soon as the ACs are enabl ed.
Note that the AC can be associated with a single customer VID
(e.g., VLAN based service interfaces) or a bundle of customer
VIDs (e.g., VLAN Bundle service interfaces).
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(d) Wen the timer expires, each PE builds an ordered candidate Iist
of the I P addresses of all the PE nodes attached to the ES
(including itself) as explained in the nodified Step 3 above.
Any PE from which an Ethernet A-D per ES route has not been
received is pruned fromthe |ist.

(e) Wien electing the DF for a given BD, a PE will not be considered
to be a candidate until an Ethernet A-D per EVI route has been
received fromthat PE. In other words, the ACS on the ES for a
given PE nust be UP so that the PE is considered to be a
candidate for a given BD. For exanple, PE1 will not consider
PE2 as a candidate for DF election for <ES12, VLAN-1> until an
Et hernet A-D per EVI route is received from PE2 for
<ES12, VLAN- 1>

(f) Once the PEs with ACS = DOMN for a given BD have been renoved
fromthe candidate |ist, the DF el ection can be applied for the
remai ni ng N candi dat es.

Note that this procedure only nodifies the existing EVPN control
pl ane by addi ng and processing the DF El ecti on Extended Comunity
and by pruning the candidate list of PEs that take part in the DF
el ection.

In addition to the events defined in the FSMin Section 2.1, the
followi ng events SHALL nodi fy the candidate PE |ist and trigger the
DF re-election in a PE for a given <ES, Ethernet Tag> In the FSM
shown in Figure 3, the events below MJST trigger a transition from
DF_DONE to DF_CALC:

1. Local AC goi ng DOW UP.

2. Reception of a new Ethernet A-D per EVI route update/w thdrawal
for the <ES, Ethernet Tag>.

3. Reception of a new Ethernet A-D per ES route update/w thdrawal
for the ES.

4.1. AC- Influenced DF El ection Capability for VLAN-Aware Bundl e
Servi ces

The procedure described in Section 4 works for VLAN based and VLAN
Bundl e service interfaces because, for those service types, a PE
advertises only one Ethernet A-D per EVI route per <ES, VLAN> or
<ES, VLAN Bundle>. In Section 4, an Ethernet Tag represents a given
VLAN or VLAN Bundl e for the purpose of DF el ection. The withdrawal
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of such a route neans that the PE cannot forward traffic on that
particul ar <ES, VLAN> or <ES, VLAN Bundl e>; therefore, the PE can be
renoved from consi deration for DF el ection.

According to [ RFC7432], in VLAN-aware Bundl e services, the PE
advertises nultiple Ethernet A-D per EVI routes per <ES, VLAN Bundl e>
(one route per Ethernet Tag), while the DF election is still
performed per <ES, VLAN Bundle>. The wi thdrawal of an individual
route only indicates the unavailability of a specific AC and not
necessarily all the ACs in the <ES, VLAN Bundl e>.

This docunent nodifies the DF el ection for VLAN-aware Bundl e services
in the foll owi ng ways:

o0 After confirmng that all the PEs in the ES advertise the AC DF
capability, a PEwill performa DF el ection per <ES, VLAN> as
opposed to per <ES, VLAN Bundl e> as described in [RFC7432]. Now,
the withdrawal of an Ethernet A-D per EVI route for a VLAN w ||
i ndicate that the advertising PEEs ACS is DOM and the rest of the
PEs in the ES can renove the PE from consideration for DF el ection
in the <ES, VLAN>.

o The PEs will now follow the procedures in Section 4.

For exanple, assuming three bridge tables in PEl for the sane MAC VRF
(each one associated with a different Ethernet Tag, e.g., VLAN-1,
VLAN-2, and VLAN-3), PE1 will advertise three Ethernet A-D per EVI
routes for ES12. Each of the three routes will indicate the status
of each of the three ACs in ES12. PEl1 will be considered to be a
valid candidate PE for DF election in <ES12, VLAN-1>, <ES12, VLAN- 2>,
and <ES12, VLAN-3> as long as its three routes are active. For
instance, if PEl withdraws the Ethernet A-D per EVI routes for

<ES12, VLAN-1>, the PEs in ES12 will not consider PEl as a suitable
DF candi date for <ES12, VLAN-1>. PE1 will still be considered for
<ES12, VLAN-2> and <ES12, VLAN- 3>, since its routes are active.

5. Solution Benefits

The solution described in this docunent provides the follow ng
benefits:

(a) It extends the DF election as defined in [ RFC7432] to address
the unfair | oad bal ancing and potential black-holing issues with
the default DF election algorithm The solution is applicable
to the DF election in EVPN services [RFC7432] and EVPN VPW5
[ RFCB8214] .
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(b) It defines a way to signal the DF election algorithmand
capabilities intended by the advertising PE. This is done by
defining the DF El ection Extended Comrunity, which allows the
advertising PE to indicate its support for the capabilities
defined in this docunment as well as any subsequently defined DF
el ection algorithms or capabilities.

(c) It is backwards conpatible with the procedures defined in

[RFC7432]. If one or nore PEs in the ES do not support the new
procedures, they will all follow DF el ection as defined in
[ RFC7432] .

6. Security Considerations

Thi s docunent addresses sone identified issues in the DF el ection
procedures described in [RFC7432] by defining a new DF el ection
franmework. |In general, this franework allows the PEs that are part

of the same ES to exchange additional information and agree on the DF
el ection type and capabilities to be used.

By following the procedures in this docunment, the operator will

m nimze such undesirable situations as unfair |oad bal anci ng,
service disruption, and traffic black-holing. Because such
situations could be purposely created by a nalicious user with access
to the configuration of one PE, this docunment al so enhances the
security of the network. Note that the network will not benefit from
the new procedures if the DF election algorithmis not consistently
configured on all the PEs in the ES (if there is no unanimty anong
all the PEs, the DF election algorithmfalls back to the default DF
el ection as provided in [RFC7432]). This behavior could be exploited
by an attacker that nanages to nodify the configuration of one PE in
the ES so that the DF el ection algorithmand capabilities in all the
PEs in the ES fall back to the default DF election. |If that is the
case, the PEs will be exposed to the unfair |oad bal ancing, service
di sruption, and bl ack-holing nentioned earlier.

In addition, the new franework is extensible and allows for new
security enhancenments in the future. Note that such enhancenents are
out of scope for this docunment. Finally, since this document extends
the procedures in [ RFC7432], the same security considerations as
those described in [RFC7432] are valid for this docunent.
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7.

| ANA Consi der ati ons

| ANA has:

(o]

Al l ocat ed Sub- Type val ue 0x06 in the "EVPN Ext ended Conmunity
Sub- Types" registry defined in [ RFC7153] as foll ows:

Sub- Type Val ue Narme Ref erence

0x06 DF El ection Extended Comunity Thi s docunent

Set up a registry called "DF Alg" for the DF Alg field in the
Ext ended Community. New registrations will be nade through the
"RFC Required" procedure defined in [RFC8126]. Value 31 is for
experinental use and does not require any other RFC than this
docunent. The following initial values in that registry exist:

Al g Nare Ref er ence

0 Default DF El ection Thi s docunent
1 HRW Al gorithm Thi s docunent
2- 30 Unassi gned

31 Reserved for Experinmental Use Thi s docunent

Set up a registry called "DF Election Capabilities" for the
2-octet Bitmap field in the Extended Comrunity. New registrations
wi |l be nmade through the "RFC Required"” procedure defined in

[ RFC8126]. The following initial value in that registry exists:

Bi t Nare Ref er ence

0 Unassi gned

1 AC- DF Capability Thi s docunent
2-15 Unassi gned
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