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1.

I nt roducti on

Thi s docunment defines a new D aneter overl oad-control abatenent
algorithm the "rate" al gorithm

The base Di aneter overload specification [ RFC7683] defines the "l oss
algorithm' as the default Dianmeter overload | oss abatenent al gorithm
The loss algorithmallows a reporting node (see Section 3) to
instruct a reacting node (see Section 3) to reduce the anmount of
traffic sent to the reporting node by abating (diverting or
throttling) a percentage of requests sent to the server. Wile this
can effectively decrease the | oad handl ed by the server, it does not
directly address cases where the rate of arrival of service requests
changes quickly. For instance, if the service requests that result
in Dianmeter transactions increase quickly, then the [ oss al gorithm
cannot guarantee the |l oad presented to the server remai ns below a
specific rate level. The loss algorithmcan be slowto ensure the
stability of reporting nodes when subjected to rapidly-changi ng

| oads. The "loss" algorithmerrs both in throttling too nmuch when
there is a dip in offered load, and throttling not enough when there
is a spike in offered | oad.

Consi der the case where a reacting node is handling 100 service
requests per second, where each of these service requests results in
one Di ameter transaction being sent to a reporting node. |If the
reporting node is approaching an overload state, or is already in an
overload state, it will send a Dianmeter Overload report requesting a
percentage reduction in traffic sent when the loss algorithmis used
as a Dianmeter overload abatenment algorithm Assune for this

di scussion that the reporting node requests a 10%reduction. The
reacting node will then abate (diverting or throttling) ten D aneter
transacti ons a second, sending the renmaining 90 transactions per
second to the reporting node.

Now assune that the reacting node’'s service requests spike to 1000
requests per second. The reacting node will continue to honor the
reporting node’s request for a 10%reduction in traffic. This
results, in this exanple, in the reacting node sendi ng 900 Di aneter
transacti ons per second, abating the remaining 100 transactions per
second. This spike in traffic is significantly higher than the
reporting node is expecting to handle and can result in negative
inpacts to the stability of the reporting node.

The reporting node can, and |likely would, send another Overl oad
report requesting that the reacting node abate 91% of requests to get
back to the desired 90 transactions per second. However, once the
spi ke has abated and the rate at which the reacting node handl es
requests has returned to 100 per second, this will result in just 9

Donovan & Noel St andards Track [ Page 3]



RFC 8582 D ameter Overload Rate Control August 2019

transacti ons per second being sent to the reporting node, requiring a
new Overl oad report setting the reduction percentage back to 10%
This control feedback | oop has the potential to nake the situation
worse by causing wide fluctuations in traffic on multiple nodes in
the Di aneter networKk.

One of the benefits of a rate-based algorithmover the |oss algorithm
is that it better handl es spikes in traffic. Instead of sending a
request to reduce traffic by a percentage, the rate approach all ows
the reporting node to specify the maxi num nunber of Di aneter requests
per second that can be sent to the reporting node. For instance, in
this exanple, the reporting node could send a rate-based request

speci fying the maxi num transacti ons per second to be 90. The
reacting node will send the 90 regardl ess of whether it is receiving
100 or 1000 service requests per second.

It should be noted that one of the inplications of the rate-based
algorithmis that the reporting node needs to deternine how it wants
to distribute its | oad over the set of reacting nodes fromwhich it
is receiving traffic. For instance, if the reporting node is
receiving Diameter traffic from 10 reacti ng nodes and has a capacity
of 100 transactions per second, then the reporting node could choose
to set the rate for each of the reacting nodes to 10 transactions per
second. This, of course, is assum ng that each of the reacting nodes
has equal perfornmance characteristics. The reporting node could also
choose to have a high-capacity reacti ng node send 55 transacti ons per
second and the remaining 9 | ow capacity reacting nodes send 5
transacti ons per second. The ability of the reporting node to
specify the anmount of traffic on a per-reacting-node basis inplies
that the reporting node nust naintain state for each of the reacting
nodes. This state includes the current allocation of Dianeter

traffic to that reacting node. |If the nunber of reacting nodes
changes, either because new nodes are added, nodes are renmpoved from
service, or nodes fail, then the reporting node will need to

redi stribute the maxi mum Di aneter transacti ons over the new set of
reacti ng nodes.

Thi s docunment extends the base Di ameter Overload Indication
Conveyance (DO C) solution [RFC7683] to add support for the rate
abat enent al gorithm

Thi s docunent draws heavily on work in the SIP Overload Control
Wirking Goup. The definition of the rate abatenent algorithmis
copi ed al nost verbatimfromthe SIP Overload Control (SOC) docunent

[ RFC7415], with changes focused on making the wording consistent with
the DA C solution and the Di aneter protocol
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2.

Requi rement s
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
Ter mi nol ogy
Di anet er Node

A Dianeter Cient, D anmeter Server, or Dianeter Agent [RFC6733]
D amet er Endpoi nt

A Dianeter Cient or Dianeter Server [RFC6733]
DA C Node

A Di aneter node that supports the DO C solution defined in
[ RFC7683]

Reporting Node

A DA C node that sends an Overload report in a Di aneter answer
nessage

Reacti ng Node
A DO C node that receives and acts on a DO C Overl oad report
Interaction with DO C Report Types

As of the publication of this specification, there are three DOC
report types:

HOST_REPORT O0:
Overl oad of a specific Diameter application at a specific D aneter
node as defined in [ RFC7683]

REALM REPORT 1:
Overl oad of a specific Dianmeter application at a specific Dianeter
real mas defined in [ RFC7683]

PEER_REPORT 2:
Overload of a specific D anmeter peer as defined in [ RFC8581]
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The rate al gorithm MAY be sel ected by reporting nodes for any of
these report types.

It is expected that all report types defined in the future wll
i ndi cate whether or not the rate algorithmcan be used with that
report type.

5. Capability Announcenent

Thi s docunent defines the rate abatenent algorithm (referred to as
"rate" in this docunent) feature. Support for the rate feature by a
DA C node will be indicated by a new val ue of the OC- Feat ure-Vector
attribute-value pair (AVP), as described in Section 7.1.1, per the
rules defined in [ RFC7683].

Since all nodes that support DO C are required to support the |oss
al gorithm DO C nodes supporting the rate feature will support both
the loss and rate abatenent al gorithns.

DA C reacting nodes supporting the rate feature MJST indi cate support
for both the loss and rate algorithnms in the OC Feature-Vector AVP
and MAY indicate support for other algorithns.

As defined in [ RFC7683], a DO C reporting node supporting the rate
feature selects a single abatenment algorithmin the OC- Feature-Vector
AVP and OC-Peer-Algo AVP in the answer nessage sent to the DO C
reacti ng nodes.

A reporting node can sel ect one abatenent algorithmto apply to Host
and Real mreports, and a different algorithmto apply to peer
reports.

For Host or Real mreports, the selected algorithmis reflected in the
OC- Feat ure-Vector AVP sent as part of the OC Supported-Features AVP

i ncluded in answer nessages for transactions where the request

contai ned an OC- Supported-Features AVP. This is per the procedures
defined in [ RFC7683].

For Peer reports, the selected algorithmis reflected in the OC Peer-
Al go AVP sent as part of the OC Supported-Features AVP included in
answer nessages for transacti ons where the request contained an

OC- Supported- Features AVP. This is per the procedures defined in

[ RFC8581] .
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6. Overl oad- Report Handling

Thi s section describes any changes to the behavior defined in
[ RFC7683] for the handling of Overload reports when the rate
abatenent algorithmis used.

6.1. Reporting-Node OCS

A reporting node that uses the rate abatenent al gorithm SHOULD
mai ntain reporting-node Overload Control State (OCS) for each
reacting node to which it sends a rate Overload Report (OLR).

Note: This is different fromthe behavior defined in [ RFC7683]
where a reporting node sends a single |oss percentage to all
reacti ng nodes.

A reporting node SHOULD naintain OCS entries when using the rate
abat enent al gorithm per supported Di aneter application, per targeted
reacti ng node and per report type.

Arate OCS entry is identified by the tuple of Application-1D, report
type, and Dianeterldentity of the target of the rate OLR

The rate OCS entry SHOULD include the rate allocated to the reacting
node.

A reporting node that has selected the rate abatenent al gorithm MJST
indicate the rate requested to be applied by DO C reacting nodes in
the OC-Maxi mum Rate AVP included in the OC OLR AVP.

Al'l other elenents for the OCS defined in [ RFC7683] and [ RFC8581]
al so apply to the reporting node’s OCS when using the rate abatenent
al gorithm

6.2. Reacting-Node CCS

A reacting node that supports the rate abatenent al gorithm MJST
indicate rate as the selected abatenment algorithmin the reacting-
node OCS based on the OC-Feature-Vector AVP or the OC- Peer-Al go AVP
in the recei ved OC Supported- Features AVP.

A reacting node that supports the rate abatenent al gorithm MJST
include the rate specified in the OC Maxi num Rate AVP included in the
OC-OLR AVP as an el enent of the abatenent-al gorithmspecific portion
of reacting-node OCS entries.
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Al other elenents for the OCS defined in [ RFC7683] and [ RFC8581]
al so apply to the reporting nodes OCS when using the rate abatenent
al gorithm

6.3. Reporting-Node Mintenance of CCS

A reporting node that has selected the rate abatenent al gorithm and
enters an overload condition MUST indicate rate as the abatenent

al gorithm and MJUST indicate the selected rate in the resulting
reporting-node COCS entri es.

When selecting the rate algorithmin the response to a request that
contai ned an OC- Supporting- Features AVP with an OC Feature-Vector AVP
i ndi cating support for the rate feature, a reporting node MJST ensure
that a reporting-node OCS entry exists for the target of the Overl oad
report. The target is defined as follows:

0 For Host reports, the target is the Dianeterldentity contained in
the Origin-Host AVP received in the request.

o0 For Realmreports, the target is the D aneterldentity contained in
the Oigin-Real m AVP received in the request.

o0 For Peer reports, the target is the Dianeterldentity of the
Di aneter peer from which the request was received.

A reporting node that receives a capability announcenent froma new
reacti ng node, neaning a reacting node for which it does not have an
OCS entry, and the reporting node that chooses the rate al gorithmfor
that reacting node nay need to recalculate the rate to be allocated
to all reacting nodes. Any changed rate values will be comrunicated
in the next OLR sent to each reacting node.

6.4. Reacting-Node Mi ntenance of OCS

When recei ving an answer nessage indicating that the reporting node
has selected the rate algorithm a reacting node MJST indicate the
rate abatenment algorithmin the reacting-node OCS entry for the
reporting node.

A reacting node receiving an Overload report for the rate abatenent

al gorithm MJUST save the rate received in the OC Maxi mum Rate AVP
contained in the OC-OLR AVP in the reacting-node CCS entry.
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6.5. Reporting-Node Behavior for Rate Abatenent Al gorithm

VWhen in an overload condition with rate selected as the overl oad
abat enent al gorithm and when handling a request that contained an
OC- Support ed- Features AVP that indicated support for the rate
abatenent algorithm a reporting node SHOULD i ncl ude an OC- OLR AVP
for the rate algorithmusing the paraneters stored in the
reporting-node OCS for the target of the Overload report.

Note: It is also possible for the reporting node to send Overl oad
reports with the rate algorithmindi cated even when the reporting
node is not in an overloaded state. This could be a strategy to

proactively avoid entering into an overl oaded state. \Wether or

not to do so is up to local policy.

When sending an Overload report for the rate algorithm the
OC- Maxi mum Rate AVP MUST be included in the OC OLR AVP and the
OC- Reducti on- Per cent age AVP MUST NOT be incl uded.

6.6. Reacting-Node Behavior for Rate Abatenment Al gorithm

When determining if abatenent treatnment should be applied to a
request being sent to a reporting node that has selected the rate
abatenent algorithm the reacting node can choose to use the
algorithmdetailed in Section 8.

O her algorithms for controlling the rate MAY be inplenented by the
reacting node. Any algorithminplenmented MJST correctly limt the
maxi mumrate of traffic being sent to the reporting node.
Once a determ nation is made by the reacting node that an individua
D anmeter request is to be subjected to abatenent treatnent, then the
procedures for throttling and diversion defined in [ RFC7683] and
[ RFC8581] apply.

7. Rate Abatenent Al gorithm AVPs

7.1. OC- Support ed- Features AVP

The rate al gorithm does not add any new AVPs to the OC- Support ed-
Feat ures AVP

The rate al gorithm does add a new feature bit to be carried in the
OC- Feat ur e- Vect or AVP
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7.1.1. OC- Feature-Vector AVP

Thi s extension adds the follow ng capability to the OC Feat ure-Vector
AVP.

OLR_RATE_ALGORI THM (0x0000000000000004)

This bit is assigned to the rate abatenent algorithm When this
flag is set by the overload-control endpoint, it indicates that
the DA C node supports the rate abatenent al gorithm

7.2. OC OLR AVP

Thi s extension defines the OC- Maxi mum Rate AVP to be an optional part
of the OC-CLR AVP.

OC-OLR ::= < AVP Header: 623 >

< OC Sequence- Nurber >

< OC- Report-Type >

[ OC-Reducti on- Percent age |

[ OC-Validity-Duration ]

[ Sourcel D ]

[ OC Maxi mum Rate ]

* [ AVP ]

Thi s extensi on makes no changes to the other AVPs that are part of
the OC- OLR AVP.

Thi s extension does not define new Overload report types. The

exi sting report types of HOST _REPORT and REALM REPORT defined in
[ RFC7683] apply to the rate control algorithm The report type of
PEER REPORT defined in [ RFC8581] also applies to the rate control
al gorithm

7.2.1. OC Maxi num Rate AVP
The OC- Maxi mum Rate AVP (AVP code 670) is of type Unsigned32 and
describes the maximumrate that the sender is requested to send

traffic. This is specified in terns of requests per second.

A value of zero indicates that no traffic is to be sent.
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7.3. Attribute-Value Pair Flag Rules

S R +
| AVP flag |
| rul es |
R e

AVP  Section | | MUST|
Attribute Name Code Defined Value Type | MUST| NOT|

T e

| OC- Maxi mum Rat e 670 7.2.1 Unsi gned32 | | V|

. S

8. Rate Abatenent Al gorithm

This section is pulled from|[RFC7415] with m nor changes needed to
make it apply to the Dianeter protocol

8.1. Overview

The reporting node is the one protected by the overload contro
al gorithm defined here. The reacting node is the one that abates
traffic towards the server

Fol I owi ng the procedures defined in [ RFC7683], the reacting node and
reporting node signal their support for rate-based overl oad control

Then, periodically, the reporting node relies on interna

measurenents (e.g., CPU utilization or queuing delay) to evaluate its
overload state and estinmate a target maxi mum Di aneter request rate in
nunber of requests per second (as opposed to target percent reduction
in the case of |oss-based abatenent).

VWhen in an overl oaded state, the reporting node uses the OC- OLR AVP
to informreacting nodes of its overload state and of the target
Di aneter request rate.

Upon receiving the Overload report with a target maxi mum Di aneter
request rate, each reacting node applies overload abatement for new
D ameter requests towards the reporting node.

8.2. Reporting-Node Behavi or
The actual algorithmused by the reporting node to determne its

overload state and estimate a target maxi mum Di aneter request rate is
beyond the scope of this docunent.
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However, the reporting node MJUST periodically evaluate its overl oad
state and estimate a target Diameter request rate beyond which it
woul d becone overl oaded. The reporting node nust allocate a portion
of the target Dianeter request rate to each of its reacting nodes.
The reporting node may set the sanme rate for every reacting node, or
may set different rates for different reacting nodes.

The maxi mumrate deternm ned by the reporting node for a reacting node
applies to the entire stream of Di aneter requests, even though
abatenent may only affect a particular subset of the requests, since
the reacting node might apply priority as part of its decision of

whi ch requests to abate.

When setting the maxinumrate for a particul ar reacting node, the
reporting node my need to take into account the workload (e.g., CPU
| oad per request) of the distribution of nessage types fromthat
reacti ng node. Furthernore, because the reacting node nmay prioritize
the specific types of messages it sends while under overl oad
restriction, this distribution of nmessage types may be different from
the message distribution for that reacting node under non-overl oad
conditions (e.g., either higher or |ower CPU | oad).

Note that the value of OC-Maxi mum Rate AVP (in request nessages per
second) for the rate algorithm provides a | oose upper bound on the
traffic sent by the reacting node to the reporting node.

In other words, when nultiple reacting nodes are being controlled by
an overl oaded reporting node, at any given tine, sone reporting nodes
may receive requests at a rate below its target maxi mnum Di aneter
request rate while receiving others above that target rate. But, the
resulting request rate presented to the overloaded reporting node
wi Il converge towards the target Diameter request rate or a | ower
rate.

Upon detection of overload, and the determination to i nvoke overl oad
controls, the reporting node follows the specifications in [ RFC7683]

to notify its reacting nodes of the allocated target naxi mum Di aneter
request rate, and to notify themthat the rate abatenment is in

ef fect.

The reporting node uses the OC Maxi num Rate AVP defined in this

specification to communi cate a target naxi mum Di anmeter request rate
to each of its clients.
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8.3. Reacting- Node Behavi or
8.3.1. Default Algorithmfor Rate-Based Control
A reference algorithmis shown bel ow.
Note that use of "//" below indicates a conment.
No priority case:
I/l T inter-transmission interval, set to 1/ OC Maxi num Rate
/1 TAU. tolerance paraneter

/[l ta: arrival tine of the npbst recent arrival
/1 LCT: arrival time of l|ast D aneter request that

/1 was sent to the server

/1 (initialized to the first arrival tinme)

/1 X: current value of the | eaky bucket counter (initialized to
11 TAUO)

/1 After most recent arrival, calculate auxiliary variable Xp
Xp = X - (ta - LCT);

if (Xp <= TAU) {
[l Transmt Dianmeter request
/1 Update X and LCT
X =mx (0, Xp) + T;
LCT = ta;

} else {
/'l Reject Dianeter request
/1 Do not update X and LCT

}

In determ ning whether or not to transnmt a specific nmessage, the
reacti ng node can use any algorithmthat Iimts the nessage rate to
the OC-Maxi num Rate AVP value in units of nessages per second. For
ease of discussion, we define T = 1/[ OC- Maxi rum Rate] as the target
inter-Di aneter request interval. It may be strictly determnistic,
or it may be probabilistic. It may or may not have a tol erance
factor, to allow for short bursts, as long as the long-termrate
remai ns bel ow 1/ T.

The al gorithm may have provisions for prioritizing traffic.
If the algorithmrequires other paraneters (in addition to "T", which
is 1/ 0OC Maxi num Rate), they may be set autononously by the reacting

node, or they may be negoti ated i ndependently between the reacting
node and the reporting node.
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In either case, the coordination is out of the scope of this
docunent. The default algorithms presented here (one with and one
wi thout provisions for prioritizing traffic) are only exanpl es.

To apply abatenent treatnent to new D aneter requests at the rate
specified in the OC Maxi num Rate AVP val ue sent by the reporting node
to its reacting nodes, the reacting node MAY use the proposed default
algorithm for rate-based control or any other equival ent algorithm
that forward nessages in conformance with the upper bound of 1/T
nessages per second.

The default |eaky bucket algorithm presented here is based on
Appendi x A2 of [ITUT-1.371]. The algorithm nmakes it possible for
reacting nodes to deliver Dianmeter requests at a rate specified in
the OC- Maxi num Rate value with tol erance paraneter TAU (preferably
confi gurable).

Conceptual ly, the | eaky bucket algorithmcan be viewed as a finite
capacity bucket whose real -val ued content drains out at a continuous
rate of 1 unit of content per time unit and whose content increases
by the increnent T for each forwarded Di aneter request. T is
conputed as the inverse of the rate specified in the OC Maxi num Rate
AVP value, nanely T = 1 / OC Maxi mum Rat e.

Note that when the OC-Maxi num Rate value is O with a non-zero
OC-Validity-Duration, then the reacting node should apply abatenent
treatment to 100% of Di aneter requests destined to the overl oaded
reporting node. However, when the OC-Validity-Duration value is 0,
the reacting node should stop applying abatenment treatnent.

If, at a new Di aneter request arrival, the content of the bucket is
|l ess than or equal to the linmt value TAU, then the D ameter request
is forwarded to the server; otherw se, the abatenent treatnment is
applied to the D aneter request.

Note that the capacity of the bucket (the upper bound of the counter)
is (T + TAU).

The tol erance paraneter TAU determ nes how cl ose the |ong-term
admtted rate is to an ideal control that would admt all Dianeter
requests for arrival rates less than 1/ T and then admt Di aneter
requests precisely at the rate of 1/T for arrival rates above 1/T.

In particular, at nean arrival rates close to 1/T, it determines the
tolerance to deviation of the inter-arrival time fromT. (The |arger
TAU, the nore tolerance to deviations fromthe inter-departure
interval T.)
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This deviation fromthe inter-departure interval influences the
admtted rate burstiness or the nunber of consecutive D aneter
requests forwarded to the reporting node (burst size proportional to
TAU over the difference between 1/T and the arrival rate).

In situations where reacting nodes are configured with sone know edge
about the reporting node and other traffic sources (e.g., operator
pre-provisioning), it can be beneficial to choose a value of TAU
based on how many reacting nodes will be sending requests to the
reporting node.

Reporting nodes with a very |arge nunber of reacting nodes, each with
arelatively small arrival rate, will generally benefit froma
smal l er value for TAU in order to limt queuing (and hence response
times) at the reporting node when subjected to a sudden surge of
traffic fromall reacting nodes. Conversely, a reporting node with a
relatively small nunber of reacting nodes, each with a proportionally
|arger arrival rate, will benefit froma |arger value of TAU.

Once the control has been activated, at the arrival tinme of the k-th
new Di aneter request, ta(k), the content of the bucket is
provisionally updated to the val ue

X = X - (ta(k) - LCT)

where X is the value of the | eaky bucket counter after arrival of the
| ast forwarded D anmeter request, and LCT is the time at which the
| ast Dianeter request was forwarded.

If X is less than or equal to the lint value TAU, then the new

D anmeter request is forwarded and the | eaky bucket counter X is set
to X (or to O if X is negative) plus the increnent T, and LCT is
set to the current time ta(k). If X is greater than the limt value
TAU, then the abatenent treatnent is applied to the new D aneter
request, and the values of X and LCT are unchanged.

When the first response fromthe reporting node has been received,

i ndi cating control activation (OCValidity-Duration>0), LCT is set to
the time of activation, and the | eaky bucket counter is initialized
to the paraneter TAU (preferably configurable), which is 0 or |arger
but | ess than or equal to TAU.

TAU can assune any positive real nunber value and is not necessarily
bounded by T.

TAU=4*T is a reasonabl e conproni se between burst size and abat enent
rate adaptation at |ow offered rate.
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8.

3.

Note that specification of a value for TAU, and any conmuni cation or
coordi nati on between servers, is beyond the scope of this docunent.

2. Priority Treatnent
A reference algorithmis shown bel ow.
Priority case:

/1 T: inter-transm ssion interval, set to 1/ OC Maxi num Rate
/1 TAUL: tolerance paraneter of no priority Dianeter requests
/1 TAU2: tolerance paraneter of priority Dianmeter requests

/1 ta: arrival time of the nbst recent arrival

/1 LCT: arrival time of l|ast D aneter request that

/1 was sent to the server

/1 (initialized to the first arrival tinme)

/1 X: current value of the | eaky bucket counter (initialized to
/1 TAUO)

/1 After most recent arrival, calculate auxiliary variable Xp
Xp = X - (ta - LCT);

i f (AnyRequest Received && Xp <= TAUl) || (PriorityRequestReceived &&
Xp <= TAU2 && Xp > TAUL) {

/1l Transmt Diameter request

/1 Update X and LCT

X =mx (0, Xp) + T;

LCT = ta;
} else {

/1 Apply abatenment treatnent to Di anmeter request

/1 Do not update X and LCT

}

The reacting node is responsible for applying nessage priority and
for maintaining two categories of requests: request candi dates for
reduction, and requests not subject to reduction (except under

ext enuating circunstances when there aren’'t any nessages in the first
category that can be reduced).

Accordingly, the proposed | eaky bucket inplenmentation is nodified to
support priority using two thresholds for Dianeter requests in the
set of request candidates for reduction. Wth two priorities, the
proposed | eaky bucket requires two thresholds TAUL < TAUZ2:

o Al new requests would be admtted when the | eaky bucket counter
is at or bel ow TAUL.
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0 Only higher priority requests would be adnmitted when the | eaky
bucket counter is between TAUl and TAU2.

o0 Al requests would be rejected when the bucket counter is above
TAU2.

This can be generalized to n priorities using n thresholds for n>2

Wth a priority scheme that relies on two tol erance paranmeters (TAU2
i nfluences the priority traffic, and TAUl i nfluences the non-priority
traffic), always set TAUL <= TAU2 (TAU is replaced by TAUL and TAU2).
Setting both tol erance paraneters to the sane value is equivalent to
having no priority. TAUL influences the adnmitted rate the sanme way
as TAU does when no priority is set, and the larger the difference
between TAU1 and TAU2, the closer the control is to strict priority
queui ng.

TAUL and TAU2 can assune any positive real nunber value and is not
necessarily bounded by T.

Reasonabl e val ues for TAUO, TAUl, and TAU2 are:

o TAW = 0,

o TAUl 1/2 * TAU2, and

o TAW =10 * T.

Not e that specification of a value for TAUL and TAU2, and any
conmmuni cation or coordination between servers, is beyond the scope of
thi s docunent.

8.3.3. Optional Enhancenent: Avoi dance of Resonance

As the nunber of reacting-node sources of traffic increases and the

t hroughput of the reporting node decreases, the maxinumrate adnitted
by each reacting node needs to decrease, and therefore the value of T
becones larger. Under sone circunstances, e.g., if the traffic

ari ses very quickly sinultaneously at many sources, the occupancies
of each bucket can beconme synchronized, resulting in both the

adm ssions from each source being close in tine and batched, or very
"peaky" arrivals at the reporting node. This gives rise not only to
control instability, but also very poor delays and even | ost

messages. An appropriate termfor this is "resonance" [Erram|lli].
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If the network topol ogy is such that resonance can occur, then a
sinmple way to avoid resonance is to random ze the bucket occupancy at
two appropriate points: at the activation of control, and whenever
the bucket enpties, as described bel ow

After updating the value of the | eaky bucket to X, generate a val ue
u as follows:

if X >0, then u=0

else, if X <=0, then let u be set to a randomvalue uniformy
distributed between -1/2 and +1/2

Then, (only) if the arrival is admtted, increase the bucket content
by an anpbunt T + uT, which will therefore be just T if the bucket
hadn't enptied, or lie between T/2 and 3T/2 if it had.

Thi s random zation should al so be done when control is activated,
i.e., instead of sinply initializing the | eaky bucket counter to
TAUO, initialize it to TAUO + uT, where u is unifornmy distributed as
above. Since activation wuld have been a result of the response to
a request sent by the reacting node, the second termin this
expression can be interpreted as being the bucket increnment follow ng
t hat adni ssi on.

This method has the foll owing characteristics:

o |If TAUW is chosen to be equal to TAU and all sources activate
control at the sane tine due to an extrenely high request rate,
then the tine until the first request admtted by each reacting
node woul d be uniformy distributed over [0, T];

o The maxi mum occupancy is TAU + (3/2)T, rather than TAU + T w t hout
randoni zati on

o For the special case of "classic gapping", where TAU=0, then the
m nimumtinme between adnissions is uniformy distributed over
[T/2, 3T/2], and the nean tinme between adm ssions is the sane,
i.e., T+1/R where Ris the request arrival rate.

o At high load, randonization rarely occurs. Therefore, there is no

| oss of precision of the admtted rate, even though the random zed
"phasi ng" of the buckets remains.
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9. | ANA Consi derations

| ANA has registered the follow ng values in the "Authentication,
Aut hori zation, and Accounting (AAA) Paranmeters" registry:

One new AVP code is defined in Section 7.2.1.
One new OC- Feature-Vector AVP value is defined in Section 7.1.1.
9.1. OC- Supported-Features

As indicated in Section 7.1.1, a new all ocati on has been nmade for the
OC- Feat ur e- Vect or AVP.

10. Security Considerations

The rate abatenent mechanismis an extension to the base Di aneter
Overl oad nmechanism As such, all of the security considerations
outlined in [ RFC7683] apply to the rate abatenent nechani sm

In addition, the rate algorithmcould be used to handl e deni al - of -
service (DoS) attacks nore effectively than the |oss algorithm
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