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1.

I nt roducti on

This application of BFD is an extension to Miltipoint BFD [ RFC38562],
which allows tails to notify the head of the lack of nultipoint

connectivity. As a further option, heads can request a notification
fromthe tails by means of a polling nechanism Notification to the
head can be enabled for all tails, or for only a subset of the tails.

The goal of this application is for the head to have reasonably rapid
know edge of tails that have | ost connectivity fromthe head.

Since scaling is a primary concern (particularly state expl osion
toward the head), it is required that the head be in control of all
timng aspects of the mechani smand that BFD packets fromthe tails
to the head not be synchroni zed.

Thr oughout this docunment, the term"multipoint" is defined as a
mechani sm by which one or nore systens receive packets sent by a
singl e sender. This specifically includes such things as IP
mul ti cast and point-to-nultipoint MPLS

The term "connectivity" in this docunent is not being used in the
context of connectivity verification in a transport network but as an
alternative to "continuity", i.e., the existence of a path between
the sender and the receiver

Thi s docunent effectively nodifies and adds to Sections 5.12 and 5.13
of the base BFD nultipoint networks specification [ RFC8562].

Term nol ogy and Acronyns

BFD: Bidirectional Forwarding Detection
c-poll: Conposite Pol
mpol | : Ml tipoint Pol

Keywor ds
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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4. Overview

A head may wish to be alerted of the tails’ connectivity (or |ack
thereof), and there are a nunber of options to achieve that. First,
if all that is needed is a best-effort failure notification, as

di scussed in Section 5.2.1, the tails can send unsolicited unicast
BFD Control packets to the head when the path fails, as described in
Section 6. 4.

If the head wishes to know of the active tails on the nmultipoint
path, it my send a nultipoint BFD Control packet with the Poll (P)
bit set, which will induce the tails to return a unicast BFD Contro
packet with the Final (F) bit set (see a detailed description in
Section 5.2.2). The head can then create BFD session state for each
of the tails that have multipoint connectivity. |f the head sends
such a packet on occasion, it can keep track of which tails answer,
thus providing a nore determnistic nmechanismfor detecting which
tails fail to respond (inplying a loss of nultipoint connectivity).
In this docunent, this method is referred to as the Miltipoint Pol
(mpoll).

If the head wi shes the definite indication of the tails’

connectivity, it may do all of the above, but if it detects that a
tail did not answer the previous multipoint poll, it may initiate a
Demand node Poll Sequence as a unicast to that tail (see a detailed
description in Section 5.2.3). This covers the case where either the

mul tipoint poll or the single reply is also lost in transit. |If
desired, the head may Poll one or nore tails proactively to track the
tails’ connectivity. 1In this docunent, the nmethod that conbi nes the

use of nultipoint and unicast polling of tails by the head is
referred to as the Conposite Poll (c-poll).

If the awareness of the state of some nodes is nore inmportant for the
head, in the sense that the head needs to detect the | ack of
mul ti point connectivity to a subset of tails at a different rate, the
head nmay transnmit unicast BFD Polls to that subset of tails. In this
case, the timng may be independent on a tail-by-tail basis.

I ndividual tails may be configured so that they never send BFD
Control packets to the head. Such tails will never be known to the
head but will still be able to detect multipoint path failures from
t he head.
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5.

5.

5.

5

Oper ational Scenari os

It is worth analyzing how this protocol reacts to various scenari o0s.
There are three path conponents present: nanely, the nmultipoint path,
the forward unicast path (fromthe head to a particular tail), and
the reverse unicast path (froma tail to the head). There are also
four options as to how the head is notified about failures fromthe
tail. For the different nodes described below, the setting of new
state variables are given even if these are only introduced later in
the docunent (see Section 6.3).

1. No Head Notification

In this scenario, only the multipoint path is used and none of the
others matter. A failure in the nmultipoint path will result in the
tail noticing the failure within a Detection Tine, and the head w |l
remain ignorant of the tail state. This nbpde enul ates the behavi or
described in [RFC8562]. In this node, bfd.SessionType is

Mul tipointTail, and the variable bfd.SilentTail (see Section 6.3.1)
MJUST be set to 1. |If bfd.SessionType is MiltipointHead or

Mul tipointdient, bfd.ReportTail Down MJST be set to zero. The head
MAY set bfd. RequiredM nRxInterval to zero and thus suppress tails
sendi ng any BFD Control packets.

2. Head Notification

In these scenarios, the tail sends unsolicited or solicited BFD
packets in response to the detection of a nultipoint path failure.
Al'l these scenarios have conmon settings:

o if bfd.SessionType is MultipointTail, the variable bfd.SilentTai
(see Section 6.3.1) MJIST be set to zero;

o if bfd.SessionType is MiltipointHead or Miultipointdient,
bf d. Report Tai | Down MJUST be set to 1

o0 the head MJST set bfd.RequiredM nRxlnterval to nonzero and thus
allow tails to send BFD Control packets

2.1. Head Notification without Polling
In this scenario, the tail sends unsolicited BFD packets in response

to the detection of a multipoint path failure. It uses the reverse
uni cast path, but not the forward unicast path.
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If the multipoint path fails but the reverse unicast path stays up,
the tail will detect the failure within a Detection Time, and the
head wi |l know about it within one reverse packet tine (since the
notification is del ayed).

If both the multipoint path and the reverse unicast paths fail, the
tail will detect the failure, but the head will remain unaware of it.

5.2.2. Head Notification and Tail Solicitation with Miltipoint Polling

In this scenario, the head sends occasional nultipoint Polls in
addition to (or in lieu of) non-Poll multipoint BFD Control packets,
expecting the tails toreply with Final. This also uses the reverse
uni cast path, but not the forward unicast path.

If the nultipoint path fails but the reverse unicast path stays up,
the tail will detect the failure within a Detection Time, and the
head wi Il know about it within one reverse packet tine (the
notification is delayed to avoid synchronization of the tails).

If both the multipoint path and the reverse unicast paths fail, the
tail will detect the failure, but the head will remain unaware of
this fact.

If the reverse unicast path fails but the multipoint path stays up,
the head will see the BFD session fail, but the state of the

mul tipoint path will be unknown to the head. The tail w Il continue
to receive nultipoint data traffic.

If either the nultipoint Poll or the unicast reply is lost in
transit, the head will see the BFD session fail, but the state of the
mul tipoint path will be unknown to the head. The tail wll continue
to receive nultipoint data traffic.

5.2.3. Head Notification with Conposite Polling

In this scenario, the head sends occasional nultipoint Polls in
addition to (or in lieu of) non-Poll multipoint BFD Control packets,
expecting the tails to reply with Final. |If a tail that had
previously replied to a nmultipoint Poll fails to reply (or if the
head sinply wishes to verify tail connectivity), the head issues a
uni cast Poll Sequence to the tail. This scenario nakes use of all
three paths. In this nmode for bfd. SessionType of MiltipointTail,
variable bfd.SilentTail (see Section 6.3.1) MIST be set to zero.

If the nultipoint path fails but the two unicast paths stay up, the

tail will detect the failure within a Detection Tine, and the head
wi Il know about it within one reverse packet tine (since the
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notification is delayed). Note that the reverse packet time my be
smaller in this case if the head has previously issued a unicast Pol
(since the tail will not delay transm ssion of the notification in
this case).

If both the multipoint path and the reverse unicast paths fai
(regardl ess of the state of the forward unicast path), the tail wll
detect the failure, but the head will remain unaware of this fact.
The head will detect a BFD session failure to the tail but cannot
make a determ nation about the state of the tail’s nultipoint
connectivity.

If the forward unicast path fails but the reverse unicast path stays
up, the head will detect a BFD session failure to the tail if it
happens to send a unicast Poll sequence but cannot make a

determ nati on about the state of the tail’s nultipoint connectivity.
If the nmultipoint path to the tail fails prior to any unicast Pol
being sent, the tail will detect the failure within a Detection Tine,
and the head will know about it within one reverse packet tinme (since
the notification is del ayed).

If the nultipoint path stays up but the reverse unicast path fails,
the head will see the particular MultipointCdient session fail if it
happens to send a Poll Sequence, but the state of the multipoint path
will be unknown to the head. The tail will continue to receive

mul tipoint data traffic.

If the multipoint path and the reverse unicast path both stay up but
the forward unicast path fails, neither side will notice this failure
as long as a unicast Poll Sequence is never sent by the head. |If the
head sends a unicast Poll Sequence, the head will detect the failure
in the forward uni cast path. The state of the multipoint path wll
be determined by the multipoint Poll. The tail will continue to
receive nmultipoint data traffic.

6. Protocol Details
Thi s section describes the operation of the BFD Miltipoint active
tail in detail. This section nodifies Section 4 of [RFC3562] as
fol | ows:

0 Section 6.3 introduces new state variables and nodi fies the usage
of a few existing ones;

0 Section 6.13 replaces the correspondi ng sections in the base BFD
for multipoint networks specification
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6.1. Miltipoint Cient Session

If the head is keeping track of sone or all of the tails, it has a
session of type MultipointCient per tail that it cares about. All
of the MultipointClient sessions for tails on a particular mnultipoint
path are associated with the MiltipointHead session to which the
clients are listening. A BFD Poll Sequence may be sent over a
MultipointCient session to a tail if the head wi shes to verify
connectivity. These sessions receive any BFD Control packets sent by
the tails and MJUST NOT transmt periodic BFD Control packets other
than Poll Sequences (since periodic transm ssion is always done by
the Mul tipointHead session). Note that the settings of all BFD
variables in a MiltipointCient session for a particular tail
override the corresponding settings in the MiltipointHead session.

6.2. Miltipoint dient Session Failure

If a MultipointCient session receives a BFD Control packet fromthe
tail with state Down or Adm nDown, the head reliably knows that the
tail has lost multipoint connectivity. |If the Detection Time expires
on a MiultipointCient session, it is anbiguous as to whether the
mul ti point connectivity failed or whether there was a unicast path
problemin one direction or the other, so the head does not reliably
know the tail’s state.

6.3. State Vari abl es

BFD Mul ti point active tail introduces new state variabl es and
nodi fi es the usage of a few existing ones defined in Section 5.4 of
[ RFC8562] .

6. 3. 1. New St ate Vari abl es

A few state variables are added in support of nultipoint BFD active
tail.

bfd. Sil ent Tai |

If zero, a tail may send packets to the head according to other
parts of this specification. Setting this to 1 allows tails to
be provisioned to always be silent, even when the head is
soliciting traffic fromthe tails. This can be useful, for
exanpl e, in deploynments of a |large nunber of tails when the
head wi shes to track the state of a subset of them This
variable MJST be initialized based on configuration. The
default value MUST be 1.
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6. 3. 2.

This variable is only pertinent when bfd. SessionType is
Mul tipointTail and SHOULD NOT be nodified after the
Mul tipoint Tail session has been created.

bf d. Report Tai | Down

Set to 1 if the head wishes tails to notify the head, via

peri odi c BFD Control packets, when they see the BFD session
fail. If zero, the tail will never send periodic BFD Control
packets, and the head will not be notified of session failures
by the tails. This variable MJST be initialized based on
configuration. The default value MJUST be zero.

This variable is only pertinent when bfd. Sessi onType is
Mul ti poi ntHead or Multipointdient.

bf d. Uni cast Rcvd
Set to 1 if a tail has received a unicast BFD Control packet
fromthe head while being in Up state. This variable MJST be
set to zero if the session transitions fromUp state to sone
other state.
This variable MIST be initialized to zero.

This variable is only pertinent when bfd. Sessi onType is
Mul ti point Tail .

New State Vari abl e Val ue

A new state variabl e val ue being added to:

bf d. Sessi onType

Kat z,

The type of this session as defined in [RFC7880]. A new val ue
i ntroduced is:

MultipointCient: A session on the head that tracks the state
of an individual tail, when desirable.

This variable MJUST be initialized to the appropriate type when the

session is created, according to the rules in Section 5.4 of
[ RFC8562] .
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6.3.3. State Variable Initialization and M nt enance

Sone state variables defined in Section 6.8.1 of [RFC5880] need to be
initialized or manipul ated differently depending on the session type.
The val ues of sonme of these variables relate to those of the same
vari abl es of a MiltipointHead session (see Section 5.4.2 of

[ RFC8562] ).

bf d. Local Di scr

For session type MiultipointCient, this variable MIST al ways
mat ch the val ue of bfd.Local Discr in the associated
Mul ti poi nt Head sessi on.

bf d. Desi r edM nTxI nt er val

For session type MiultipointCient, this variable MIST al ways
mat ch the val ue of bfd.DesiredM nTxlInterval in the associated
Mul ti poi nt Head sessi on.

bf d. Requi r edM nRxI nt er val
It MAY be set to zero at the head BFD systemto suppress
traffic fromthe tails. Setting it to zero in the
Mul ti poi nt Head sessi on suppresses traffic fromall tails; the

setting in a MultipointCient session suppresses traffic froma
single tail.

bf d. DemandMode

This variable MIUST be initialized to 1 for session types
Mul tipointdient.

bf d. Det ect Mul t
For session type MiultipointClient, this variable MIST al ways

mat ch the value of bfd.DetectMult in the associated
Mul ti poi nt Head sessi on.
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6.4. Controlling Miltipoint BFD Options

The state vari abl es defined above are used to choose which
operational options are active.

The nost basic formof the BFD operation in nultipoint networks is
explained in [RFC8562]. 1In this scenario, BFD Control packets flow
only fromthe head, and no tracking of tail state at the head is
desired. That can be acconplished by setting bfd. ReportTail Down to
zero in the MultipointHead session (Section 5.1).

If the head wishes to know of active tails, it sends multipoint Polls
as needed. Previously known tails that don't respond to the Polls
will be detected (as per Section 5.2.2).

If the head wishes to request a notification fromthe tails when they
| ose connectivity, it sets bfd.ReportTailDown to 1 in either the

Mul ti poi nt Head session (if such notification is desired from al

tails) or the MultipointCient session (if notification is desired
froma particular tail). Note that the setting of this variable in a
MultipointCient session for a particular tail overrides the setting
in the Miltipoi nt Head session

If the head wishes to verify the state of a tail on an ongoi ng basis,
it sends a Poll Sequence fromthe MiltipointCient session associated
with that tail as needed. This has the effect of elimnating the
initial delay, as described in Section 6.13.3, that the tail would
otherw se insert prior to transm ssion of the packet; thus, the head
may have notification of the session failure nore quickly when
conparing with use of mpoll.

If atail wishes to operate silently (sending no BFD Control packets
to the head), it sets bfd.SilentTail to 1 in the MiltipointTail
session. This allows a tail to be silent independent of the settings
on the head.

6.5. State Machine
Though the state transitions for the state nachine, as defined in
Section 5.5 of [RFC8562], for a session type MiltipointHead are only

adm nistratively driven, the state nachine for a session of type
MultipointCient is the sane, and the diagramis applicable.
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6.6. Session Establishnent

If BFD Control packets are received at the head, they are
denmul ti pl exed to sessions of type Miultipointdient, which represent
the set of tails that the head is interested in tracking. These
sessions will typically also be established dynam cally based on the
recei pt of BFD Control packets. The head has broad latitude in
choosing which tails to track, if any, without affecting the basic
operation of the protocol. The head directly controls whether or not
tails are allowed to send BFD Control packets back to the head by
setting bfd. RequiredM nRxlInterval to zero in a MiltipointHead or a
Mul tipointCient session

6.7. Discrimnators and Packet Demulti pl exi ng

When the tails send BFD Control packets to the head fromthe

Mul tipointTail session, the contents of Your Discrimnator (the
discrimnator received fromthe head) will not be sufficient for the
head to denultiplex the packet, since the sane value will be received
fromall tails on the multicast tree. |In this case, the head MJST
demul ti pl ex packets based on the source address and the val ue of Your
Di scrimnator, which together uniquely identify the tail and the
mul ti poi nt path.

When the head sends uni cast BFD Control packets to a tail froma

Mul tipointdient session, the value of Your Discrimnator will be
valid, and the tail MJST denultiplex the packet based solely on Your
Di scri m nat or.

6.8. Controlling Tail Packet Transm ssion

As the fan-in fromthe tails to the head may be very large, it is
critical that the flow of BFD Control packets fromthe tails is
control |l ed.

The head al ways operates in Denand nbde. This neans that no tai
wi Il send an asynchronous BFD Control packet as long as the session

is Up.

The value of Required Mn Rx Interval received by a tail in a unicast
BFD Control packet, if any, always takes precedence over the val ue
received in nmultipoint BFD Control packets. This allows the packet
rate fromindividual tails to be controlled separately as desired by
sendi ng a BFD Control packet fromthe corresponding Miltipointdient
session. This also elimnates the random del ay, as di scussed in
Section 6.13.3, prior to transmssion fromthe tail that would

ot herw se be inserted, reducing the latency of reporting a failure to
t he head.
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If the head wishes to suppress traffic fromthe tails when they
detect a session failure, it MAY set bfd. RequiredM nRxlnterval to
zero, which is a reserved value that indicates that the sender wi shes
to receive no periodic traffic. This can be set in the

Mul ti poi nt Head session (suppressing traffic fromall tails), or it
can be set in a Miltipointdient session (suppressing traffic from
only a single tail).

Any tail may be provisioned to never send *any* BFD Control packets
to the head by setting bfd.SilentTail to 1. This provides a
mechani sm by which only a subset of tails reports their session
status to the head.

6.9. Soliciting the Tails

If the head wishes to know of the active tails, the Miltipoi nt Head
session can send a BFD Control packet as specified in Section 6.13. 3,
with the Poll (P) bit set to 1. This will cause all of the tails to
reply with a unicast BFD Control Packet, random zed across one packet
i nterval .

The decision as to when to send a nmultipoint Poll is outside the
scope of this specification. However, it MJST NOT be sent nore often
than the regular multipoint BFD Control packet. Since the tail wll
treat a nultipoint Poll |ike any other multipoint BFD Control packet,
Poll's may be sent in lieu of non-Poll packets.

Soliciting the tails also starts the Detection Tinmer for each of the
associated MultipointCient sessions, which will cause those sessions
to tine out if the associated tails do not respond.

Note that for this mechanismto work properly, the Detection Tine
(which is equal to bfd.DesiredM nTxInterval) MJST be greater than the
round-trip time of BFD Control packets fromthe head to the tail (via
the multipoint path) and back (via a unicast path). See Section 6.11
for nmore details.

6.10. Verifying Connectivity to Specific Tails

If the head wishes to verify connectivity to a specific tail, the
corresponding MiultipointCient session can send a BFD Poll Sequence
to said tail. This might be done in reaction to the expiration of

the Detection Tinmer (the tail didn't respond to a multipoint Poll),
or it mght be done on a proactive basis.

The interval between transmtted packets in the Poll Sequence MJST be

cal culated as specified in the base BFD specification [ RFC5880] (the
greater of bfd.DesiredM nTxl nterval and bfd. RenoteM nRxl nterval).
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The value transmitted in Required Mn RX Interval will be used by the
tail (rather than the value received in any multipoint packet) when
it transmts BFD Control packets to the head to notify it of a
session failure, and the transnmtted packets will not be del ayed.
This value can potentially be set rmuch |lower than in the nultipoint
case, in order to speed up a notification to the head, since the

value will be used only by the single tail. This value (and the |ack
of delay) are "sticky", in that once the tail receives it, it wll
continue to use it indefinitely. Therefore, if the head no | onger

wi shes to single out the tail, it SHOULD reset the tiner to the

default by sending a Poll Sequence with the sane val ue of Required
Mn Rx Interval as is carried in the nultipoint packets, or it MY
reset the tail session by sending a Poll Sequence with state

Adm nDown (after the conpletion of which the session will come back

up) .

Note that a failure of the head to receive a response to a Pol
Sequence does not necessarily nean that the tail has |ost multipoint
connectivity, though a reply to a Poll Sequence does reliably

i ndi cate connectivity or |ack thereof (by virtue of the tail’s state
not being Up in the BFD Control packet).

6.11. Detection Tines

Mul tipointCient sessions at the head are always in the Demand node,
and as such only care about Detection Tine in two cases. First, if a
Pol I Sequence is being sent on a MiultipointCient session, the
Detection Tinme on this session is cal culated according to the base
BFD specification [ RFC5880], that is, the transm ssion interva

mul tiplied by bfd. Detect Mult. Second, when a nultipoint Poll is sent
to solicit tail replies, the Detection Tinme on all associated

Mul tipointCient sessions that aren’t currently sending Pol

Sequences is set to a value greater than or equal to

bf d. Requi redM nRxI nterval (one packet tine). This value can be nade
arbitrarily large in order to ensure that the Detection Tine is
greater than the round-trip tine of a BFD Control packet between the
head and the tail with no ill effects, other than del aying the
detection of unresponsive tails. Note that a Detection Tine
expiration on a MiultipointCient session at the head, while
indicating a BFD session failure, cannot be construed to nean that
the tail is not hearing nultipoint packets fromthe head.
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6.12. Miltipointdient Down/Adm nDown Sessions

If the MiultipointHead session is in Down/ Adm nDown state (which only
happens admini stratively), all associated MiultipointCient sessions
SHOULD be destroyed as they are superfl uous.

If a Miltipointdient session goes down due to the receipt of an
unsolicited BFD Control packet fromthe tail with state Down or

Adm nDown (not in response to a Poll), and tail connectivity
verification is not being done, the session MAY be destroyed. |f
verification is desired, the session SHOULD send a Poll Sequence and
t he session SHOULD be mai nt ai ned.

If the tail replies to a Poll Sequence with state Down or Adni nDown,
it means that the tail session is definitely domm. 1In this case, the
sessi on MAY be destroyed.

If the Detection Time expires on a MiltipointCient session (meaning
that the tail did not reply to a Poll Sequence), the session MAY be
destroyed.

6.13. Base BFD for Miltipoint Networks Specification Text Repl acenent

The foll owi ng sections are neant to extend the correspondi ng sections
in the base BFD for nultipoint networks specification [ RFC8562].

6.13.1. Reception of BFD Control Packets

The foll owi ng procedure nodifies parts of Section 5.13.1 of
[ RFC8562] .

When a BFD Control packet is received, the procedure defined in
Section 5.13.1 of [RFC8562] MJST be followed, in the order specified.
If the packet is discarded according to these rules, processing of
the packet MJUST cease at that point. |In addition to that, if tai
tracking is desired by the head, the foll owi ng procedure MJST be
appl i ed.

If bfd. SessionType is MiltipointTai
If bfd.UnicastRcvd is zero or the Multipoint (M bit is clear,
set bfd. RenoteM nRxInterval to the value of Required M n RX
I nterval .

If the Multipoint (M bit is clear, set bfd. UnicastRcvd to 1.
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El se (not MultipointTail)

Set bfd. RenbteM nRxlInterval to the value of Required Mn RX
I nterval .

If the Poll (P) bit is set, and bfd.SilentTail is zero, send a BFD
Control packet to the renote systemwth the Poll (P) bit clear
and the Final (F) bit set (see Section 6.13.3).

6.13.2. Demultiplexing BFD Control Packets

This section is part of the addition to Section 5.13.2 of [RFC8562],
separated for clarity.

If the Multipoint (M bit is clear
If the Your Discrimnator field is nonzero:

Sel ect a session based on the value of Your Discrimnator
If no session is found, the packet MJST be di scarded.

I f bfd. SessionType is Miltipoint Head:

Find a Multipointdient session grouped to this
Mul ti poi nt Head session, based on the source address and

the value of Your Discrimnator. |If a session is found
and is not MiultipointCient, the packet MJST be
discarded. If no session is found, a new session of type

Mul tipointCient MAY be created, or the packet MAY be
di scarded. This choice is outside the scope of this
speci fication.

If bfd. SessionType is not Miultipointdient, the packet
MJUST be di scarded.

6.13.3. Transmitting BFD Control Packets

A system MJUST NOT periodically transmt BFD Control packets if
bf d. Sessi onType is MiultipointCient and a Poll Sequence is not being
transmtted.

If the bfd. SessionType value is MiltipointTail and the periodic
transm ssion of BFD Control packets is just starting (due to Denmand
mode not being active on the rempote systen), the first packet to be
transmtted MJST be del ayed by a random anount of time between zero
and (0.9 * bfd. RenoteM nRxlnterval).
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If a BFD Control packet is received with the Poll (P) bit set to 1,
the receiving system MUST transmit a BFD Control packet with the Poll
(P) bit clear and the Final (F) bit, wthout respect to the

transmi ssion timer or any other transnmission limtations, the session
state, and whether Dermand node is active on either system A system
MAY limit the rate at which such packets are transmitted. |If rate
limting is in effect, the advertised value of Desired Mn TX
Interval MJST be greater than or equal to the interval between
transmtted packets inposed by the rate-limting function. |If the
Multipoint (M bit is set in the received packet, the packet

transm ssi on MJUST be del ayed by a random anount of tine between zero
and (0.9 * bfd. RenbteM nRxlnterval). Qherw se, the packet MJST be
transmtted as soon as practicabl e.

A system MJUST NOT set the Demand (D) bit if bfd.SessionType is
Mul tipointCdient unless bfd. Demandivbde is 1, bfd. SessionState is Up,
and bfd. Renpt eSessi onState is Up.

Content of the transmtted packet MJST be as explained in
Section 5.13.3 of [RFC8562].

7. Assunptions

If the head notification is to be used, it is assunmed that a
mul ti poi nt BFD packet encapsul ati on contains enough information so
that a tail can address a unicast BFD packet to the head.

If the head notification is to be used, it is assumed that there is
bi directi onal unicast comunication available (at the sane protocol
| ayer within which BFD is being run) between the tail and head.

For the head to know reliably that a tail has |ost multipoint
connectivity, the unicast paths in both directions between that tail
and the head nmust remain operational when the nmultipoint path fails.
It is thus desirable that unicast paths not share fate with the
mul ti point path to the extent possible if the head wants nore
definite know edge of the tail state.

Since the normal BFD t hree-way handshake is not used in this

application, a tail transitioning fromstate Up to Down and back to
Up again nmay not be reliably detected at the head.
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8.

10.

Oper ational Considerations

Section 7 of [RFC5880] includes the requirenents for inplenentation
of a congestion control nmechani smwhen BFD is used across nmultiple
hops and a mechani smthat uses congestion detection to reduce the
anmount of BFD packets the system generates. These requirenents are
al so applicable to this specification. Wen this specification is
used in the node with no head notifications by tails, as discussed in
Section 5.1, the head MIST limt the packet transmi ssion rate to no
hi gher than one BFD packet per second (see Section 5.13.3 of

[ RFC8562]). When the BFD uses one of the notifications by the tails
to the head mechani sms described in Section 5.2, Mn RX Interval can
be used by the tail to control the packet transm ssion rate of the
head. The exact mechani sm of processing changes in the Mn RX
Interval value in the received fromthe tail response to nulticast or
the unicast Poll BFD packet is outside the scope of this docunent.

As noted in Section 7 of [RFC5880], "any nmechani smthat increases the
transmt or receive intervals will increase the Detection Tine for
t he session".

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

The sane security considerations as those described in [ RFC5880] and
[ RFC8562] apply to this docunent.

Additionally, inplenmentations that create MultpointCient sessions
dynani cal | y upon recei pt of a BFD Control packet froma tail MJST

i npl ement protective measures to prevent a nunber of Miltipointdient
sessions from being created and growi ng out of control. Below are
sonme points to be considered in such inplenentations.

When the nunber of Miltipointdient sessions exceeds the number of
expected tails, the inplenmentation should generate an alarmto
users to indicate the anomaly.

The i npl enentati on shoul d have a reasonabl e upper bound on the
number of MiltipointCient sessions that can be created, with the
upper bound potentially being conmputed based on the nunber of

mul ticast streans that the systemis expecting.

Thi s specification does not raise any additional security issues
beyond those of the specifications referred to in the |ist of
normative references.
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