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1.

I nt roducti on

The Bidirectional Forwarding Detection (BFD) protocol [RFC5880]
specifies a nmethod for verifying unicast connectivity between a pair
of systems. This docunent updates [ RFC5880] by defining a new nethod
for using BFD. This new nethod provides verification of multipoint
or multicast connectivity between a multipoint sender (the "head")
and a set of one or more multipoint receivers (the "tails").

As multipoint transmissions are inherently unidirectional, this
mechani sm purports only to verify this unidirectional connectivity.
Al t hough this seenms in conflict with the "Bidirectional" in BFD, the
protocol is capable of supporting this use case. Use of BFD in
Demand nmode allows a tail to nonitor the availability of a multipoint
path even w thout the existence of some kind of a return path to the
head. As an option, if a return path froma tail to the head exists,
the tail may notify the head of the lack of multipoint connectivity.
Details of tail notification to the head are outside the scope of
this docunment and are di scussed in [ RFC8563].

This application of BFD allows for the tails to detect a | ack of
connectivity fromthe head. For sone applications, such detection of
the failure at the tail is useful, for exanple, the use of multipoint
BFD to enable fast failure detection and faster failover in nulticast
VPN as described in [ WPN-FAILOVER]. Due to its unidirectional
nature, virtually all options and tining paraneters are controlled by
the head.

Thr oughout this docunment, the term"multipoint" is defined as a
mechani sm by which one or nore systens receive packets sent by a
singl e sender. This specifically includes such things as IP
mul ti cast and point-to-nultipoint MPLS

The term "connectivity" in this docunent is not being used in the
context of connectivity verification in a transport network but as an
alternative to "continuity", i.e., the existence of a forwarding path
bet ween the sender and the receiver

Thi s docunent effectively updates and extends the base BFD
speci fication [ RFC5880].

Keywor ds

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

CGoal s

The primary goal of this nmechanismis to allowtails to rapidly
detect the fact that multipoint connectivity fromthe head has
failed.

Anot her goal is for the mechanismto work on any nul ticast
t echnol ogy.

A further goal is to support nultiple, overlapping point-to-

mul tipoint paths, as well as multipoint-to-nultipoint paths, and to
al | ow poi nt-to-point BFD sessions to operate simultaneously anong the
systens participating in nultipoint BFD.

It is not a goal for this protocol to verify point-to-point
bidirectional connectivity between the head and any tail. This can
be done i ndependently (and with no penalty in protocol overhead) by
usi ng poi nt-to-point BFD

Overvi ew

The heart of this protocol is the periodic transm ssion of BFD
Control packets along a multipoint path, fromthe head to all tails
on the path. The contents of the BFD packets provide the neans for
the tails to calculate the Detection Tinme for path failure. If no
BFD Control packets are received by a tail for a Detection Tinme, the
tail declares that the path has failed. For sone applications, this
is the only nechani sm necessary; the head can remain ignorant of the
status of connectivity to the tails.

The head of a nultipoint BFD session may wish to be alerted to the
tails’ connectivity (or lack thereof). Details of how the head keeps
track of tails and how tails alert their connectivity to the head are
outside the scope of this docunent and are discussed in [ RFC8563].

Al 't hough this docunment describes a single head and a set of tails
spanned by a single multipoint path, the protocol is capable of
supporting (and discrimnating between) nore than one multipoint path
at both heads and tails, as described in Sections 5.7 and 5.13. 2.
Furthernore, the sanme head and tail may share nmultiple nultipoint
paths, and a nmultipoint path may have nmultipl e heads.

Protocol Details

This section describes the operation of Miultipoint BFD in detail.
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5.1. Miltipoint BFD Control Packets

Mul ti poi nt BFD Control packets (packets sent by the head over a
mul tipoint path) are explicitly marked as such, via the setting of
the Multipoint (M bit [RFC5880]. This neans that nultipoint BFD
does not depend on the recipient of a packet to know whet her the
packet was received over a multipoint path. This can be useful in
scenarios where this information may not be available to the
recipi ent.

5.2. Session Mdel

Mul tipoint BFD is nodeled as a set of sessions of different types.
The el ements of procedure differ slightly for each type

The head has a session of type MiltipointHead, as defined in
Section 5.4.1, that is bound to a nultipoint path. Miltipoint BFD
Control packets are sent by this session over the multipoint path,
and no BFD Control packets are received by it.

Each tail has a session of type MultipointTail, as defined in
Section 5.4.1, associated with a nultipoint path. These sessions
recei ve BFD Control packets fromthe head over the nultipoint path.

5.3. Session-Failure Semantics

The semantics of session failure is subtle enough to warrant further
expl anat i on.

Mul ti poi nt Head sessions cannot fail (since they are controlled
adm ni stratively).

If a MultipointTail session fails, it means that the tail definitely
has | ost contact with the head (or the head has been adnministratively
di sabled), and the tail may use nechani sns other than BFD, e.g.,

| oggi ng or NETCONF [ RFC6241], to send a notification to the user

5.4. State Vari abl es

Mul tipoint BFD i ntroduces sone new state variables and nodifies the
usage of a few existing ones.

5.4.1. New State Vari abl e Val ues

A nunber of new values of the state variabl e bfd. Sessi onType are
added to the base BFD [ RFC5880] and base Seanl ess Bidirectiona
Forwar di ng Detection (S-BFD) [ RFC7880] specifications in support of
mul ti poi nt BFD
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bf d. Sessi onType

The type of this session as defined in [RFC7880]. Newly added
val ues are:

Poi nt ToPoi nt: C assic point-to-point BFD, as described in
[ RFC5880] .

Mul ti poi nt Head: A session on the head responsible for the
periodic transm ssion of nultipoint BFD Control packets
al ong the mul tipoint path.

Mul tipointTail: A nultipoint session on a tail

This variable MJIST be initialized to the appropriate type when
the session is created.

5.4.2. State Variable Initialization and Mi nt enance

Sone state variables defined in Section 6.8.1 of [RFC5880] need to be
initialized or mani pul ated differently depending on the session type.

bf d. Requi redM nRxI nt erva

This variable MJUST be initialized to zero for session type
Mul t i poi nt Head.

bf d. DemandMode

This variable MJUST be initialized to 1 for session type
Mul ti poi nt Head and MJST be initialized to zero for session type
Mul ti point Tail .

5.5. State Mchine

There are slight differences in how the BFD state machi ne works in
the multipoint application. In particular, since there is a nany-to-
one mappi ng, three-way handshakes for session establishment and
teardown are neither possible nor appropriate. As such, there is no
Init state. Sessions of type MiltipointHead MUST NOT send BFD
Control packets with the State field being set to INIT, and those
packets MJST be ignored on receipt.

The foll owi ng di agram provi des an overvi ew of the state nachine for
session type MiultipointTail. The notation on each arc represents the
state of the renpte system(as received in the State field in the BFD
Control packet) or indicates the expiration of the Detection Tiner.
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Sessions of type MiltipointHead never receive packets and have no
Detection Tinmer; as such, all state transitions are adm nistratively
driven.

5.6. Session Establishnent

Unl i ke point-to-point BFD, multipoint BFD provides a formof the

di scovery mechani smthat enables tails to discover the head. The

m ni mum anount of a priori information required both on the head and
tails is the binding to the multipoint path over which BFD is
running. The head transnits nultipoint BFD packets on that path, and
the tails listen for BFD packets on that path. Al other information
can be deterni ned dynam cal ly.

A session of type MiultipointHead is created for each nultipoint path
over which the head wi shes to run BFD. This session runs in the
Active role, per Section 6.1 of [RFC5880]. Except when

adm nistratively term nating BFD service, this session is always in
state Up and al ways operates in Demand node. No received packets are
ever demultiplexed to the MiltipointHead session. 1In this sense, it
is a degenerate formof a session

Sessions on the tail MAY be established dynanically, based on the
recei pt of a multipoint BFD Control packet fromthe head, and are of
type MultipointTail. Tail sessions always take the Passive role, per
Section 6.1 of [RFC5880].

5.7. Discrinmnators and Packet Demnul ti pl exi ng

The use of discrimnators is somewhat different in nultipoint BFD
than in point-to-point BFD

The head sends multipoint BFD Control packets over the multipoint
path via the MultipointHead session with My Discrinmnator set to a
val ue bound to the nultipoint path and with Your Discrimnator set to
zero.

I P and MPLS multipoint tails MJST demultiplex BFD packets based on a
conbi nation of the source address, My Discrimnator, and the identity
of the multipoint path that the nultipoint BFD Control packet was
received from Together they uniquely identify the head of the
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mul ti point path. Bootstrapping a BFD session to nultipoint MPLS
Label Switched Path (LSP) nmay use the control plane, e.g., as
described in [ WPN FAI LOVER], and is outside the scope of this
docunent .

Note that, unlike point-to-point sessions, the My Discrinminator val ue
on the MultipointHead session MJUST NOT be changed during the life of
a session. This is a side effect of the nmore conpl ex denul ti pl exi ng
schene.

5.8. Packet Consunption on Tails

BFD packets received on tails for an I P nmulticast group MJST be
consurmed by tails and MJUST NOT be forwarded to receivers. Nodes with
the BFD session of type MiultipointTail MJIST identify packets received
on an IP nultipoint path as a BFD Control packet if the destination
UDP port val ue equal s 3784.

For multipoint LSPs, when | P/ UDP encapsul ation of BFD Control packets
is used, MiultipointTail MJIST expect destination UDP port 3784. The
destination |IP address of a BFD Control packet MJST be in the
127.0.0.0/8 range for IPv4 or in the 0:0:0:0:0: FFFF: 7F00: 0/ 104 range
for IPv6. The use of these destination addresses is consistent with
the explanati ons and usage in [RFC8029]. Packets identified as BFD
packets MJST be consumed by MiltipointTail and denultipl exed as
described in Section 5.13.2. Use of other types of encapsul ati on of
the BFD control nessage over nultipoint LSP is outside the scope of
thi s docunent.

5.9. Bringing Up and Shutting Down Miltipoint BFD Service

Because there is no three-way handshake in multipoint BFD, a newy
started head (that does not have any previous state information
avai l abl ) SHOULD start with bfd. SessionState set to Down, and

bf d. Requi redM nRxI nterval MJST be set to zero in the Miltipoint Head
session. The session SHOULD remain in this state for a tine equal to
(bfd. DesiredM nTxl nterval * bfd.DetectMult). This will ensure that
all MultipointTail sessions are reset (so long as the restarted head
is using the sane or a larger value of bfd.DesiredM nTxl nterval than
it did previously).

Mul tipoint BFD service is brought up by adm nistratively setting
bf d. SessionState to Up in the MiltipointHead session
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The head of a nultipoint BFD session may wi sh to shut down its BFD
service in a controlled fashion. This is desirable because the tails
need not wait for a Detection Time prior to declaring the multipoint
session to be down (and taking whatever action is necessary in that
case).

To shut down a multipoint session in a controlled fashion, the head
MUST admi ni stratively set bfd. SessionState in the Miltipoint Head
session to either Down or Adm nDown and SHOULD set

bf d. Requi redM nRxI nterval to zero. The session SHOULD send BFD
Control packets in this state for a period equal to

(bfd. Desi redM nTxInterval * bfd.DetectMult). Alternatively, the head
MAY stop transmitting BFD Control packets and not send any nore BFD
Control packets with the new state (Down or Adm nDown). Tails wll
decl are the nmultipoint session down only after the Detection Tine
interval runs out.

5.10. Timer Manipul ation

Because of the one-to-many mapping, a session of type Miltipoint Head
SHOULD NOT initiate a Poll Sequence in conjunction with timer value
changes. However, to indicate a change in the packets, a

Mul ti poi nt Head sessi on MUST send packets with the P bit set. A

Mul tipointTail session MIUST NOT reply if the packet has the Mand P
bits set and bfd. Requi redM nRxI nterval set to zero. Because the Pol
Sequence is not used, the tail cannot negotiate down MiltpointHead s
transmt interval. |If the value of Desired Mn TX Interval in the
BFD Control packet received by MiultipointTail is too high (that
determ nati on may change in tine based on the current environnent),
it nmust be handl ed by the inplenentation and may be controll ed by

| ocal policy, e.g., close the MiltipointTail session

The Mul tipoi nt Head, when changing the transmt interval to a higher
val ue, MJST send BFD Control packets with the P bit set at the old
transmt interval before using the higher value in order to avoid
fal se detection timeouts at the tails. A MiltipointHead session MAY
al so wait sonme anount of time before making the changes to the
transmt interval (through configuration).

Change in the value of bfd. RequiredM nRxInterval is outside the scope
of this docunent and is discussed in [ RFC8563].

5.11. Detection Tines

Multipoint BFD is inherently asymretric. As such, each session type
has a different approach to Detection Tines.
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Si nce Multipoi nt Head sessions never receive packets, they do not
calcul ate a Detection Tine.

Mul ti pointTail sessions cannot influence the transm ssion rate of the
Mul ti poi nt Head session using the Required Mn Rx Interval field
because of its one-to-many nature. As such, the Detection Tine
calculation for a MiultipointTail session does not use

bf d. Requi redM nRxInterval. The Detection Time is calculated as the
product of the last received values of Desired Mn TX Interval and
Detect Milt.

The val ue of bfd.DetectMult may be changed at any tinme on any session
type.

5.12. State Mintenance for Down/ Adm nDown Sessi ons

The length of tinme the session state is kept after the session goes
down determines how | ong the session will continue to send BFD
Control packets (since no packets can be sent after the session is
destroyed).

5.12.1. MiltipointHead Sessions

When a Mul tipoi nt Head session transitions to states Down or

Admi nDown, the state SHOULD be mmintained for a period equal to

(bfd. Desi redM nTxInterval * bfd.DetectMult) to ensure that the tails
nmore qui ckly detect the session going down (by continuing to transmt
BFD Control packets with the new state)

5.12.2. MiltipointTail Sessions

Mul tipointTail sessions MAY be destroyed i mredi ately upon | eaving Up
state, since the tail will transmt no packets.

O herwi se, MiltipointTail sessions SHOULD be nmintained as |ong as
BFD Control packets are being received by it (which by definition
will indicate that the head is not Up).

5.13. Base Specification Text Repl acenent
The foll owing sections are neant to replace the correspondi ng
sections in the base specification [ RFC5880] to support BFD for

mul ti poi nt networ ks while not changing processing for point-to-point
BFD.
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5.13.1. Reception of BFD Control Packets
The foll owi ng procedure replaces Section 6.8.6 of [RFC5880] entirely.
When a BFD Control packet is received, the foll owi ng procedure MJST
be followed, in the order specified. |If the packet is discarded
according to these rules, processing of the packet MJUST cease at that
poi nt .

If the version nunber is not correct (1), the packet MJST be
di scar ded.

If the Length field is less than the mininmumcorrect value (24 if
the A bit is clear, or 26 if the ADbit is set), the packet MJST be
di scar ded.

If the Length field is greater than the payl oad of the
encapsul ati ng protocol, the packet MJST be di scarded.

If the Detect Mult field is zero, the packet MJST be di scarded.

If the My Discrimnator field is zero, the packet MJST be
di scar ded.

Denul ti pl ex the packet to a session according to Section 5.13.2.
The result is either a session of the proper type, or the packet
i s discarded (and packet processing MJST cease).

If the Abit is set and no authentication is in use (bfd.AuthType
is zero), the packet MJST be di scarded.

If the Abit is clear and authentication is in use (bfd.AuthType
i s nonzero), the packet MJST be di scarded.

If the Abit is set, the packet MJST be authenticated under the
rules of Section 6.7 of [RFC5880], based on the authentication
type in use (bfd.AuthType). This may cause the packet to be

di scar ded.

Set bfd. RenoteDiscr to the value of My Discrimnator.

Set bfd. RenpteState to the value of the State (Sta) field.

Set bf d. Renot eDemandMbde to the value of the Demand (D) bit.

Set bfd. RenbteM nRxInterval to the value of Required Mn RX
Interval .

Katz, et al. St andards Track [ Page 12]



RFC 8562 BFD for Ml tipoint Networks April 2019

Kat z,

If the Required Mn Echo RX Interval field is zero, the
transm ssi on of Echo packets, if any, MJST cease.

If a Poll Sequence is being transmitted by the |ocal system and
the Final (F) bit in the received packet is set, the Poll Sequence
MUST be terni nated.

I f bfd. SessionType i s PointToPoint, update the transnmit interval
as described in Section 6.8.2 of [RFC5880].

I f bfd. SessionType i s Point ToPoint, update the Detection Tine as
described in Section 6.8.4 of [RFC5880].

El se
I f bfd. SessionType is MiultipointTail, then update the Detection
Time as the product of the |ast received values of Desired Mn
TX Interval and Detect Mult, as described in Section 5.11 of
this specification.
If bfd.SessionState is Adm nDown
Di scard t he packet
If the received State is Adnm nDown
If bfd.SessionState is not Down
Set bfd.Local Diag to 3 (Nei ghbor signal ed session down)
Set bfd. SessionState to Down
El se
If bfd.SessionState is Down
I f bfd. Sessi onType i s Poi nt ToPoi nt
If received State is Down
Set bfd. SessionState to Init

Else if received State is Init

Set bfd. SessionState to Up
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El se (bfd. Sessi onType i s not Poi nt ToPoi nt)
If received State is Up
Set bfd. SessionState to Up
El se if bfd.SessionState is Init
If received State is Init or Up
Set bfd. SessionState to Up
El se (bfd. SessionState is Up)
If received State is Down
Set bfd.Local Diag to 3 (Nei ghbor signal ed session down)
Set bfd. SessionState to Down

Check to see if Demand node shoul d becone active or not (see
[ RFC5880], Section 6.6).

I f bfd. Renot eDemandMode is 1, bfd. SessionState is Up, and

bf d. Renot eSessi onState is Up, Demand node is active on the renote
system and the | ocal system MJUST cease the periodic transm ssion
of BFD Control packets (see Section 5.13.3).

I f bfd. Renot eDemandMode is zero, bfd.SessionState is not Up, or
bf d. Renot eSessi onState is not Up, Denand nbde is not active on the
renote systemand the | ocal system MJST send periodic BFD Control
packets (see Section 5.13.3).

If the Poll (P) bit is set, and bfd. Sessi onType i s Poi nt ToPoi nt,
send a BFD Control packet to the renpte systemwith the Poll (P)
bit clear, and the Final (F) bit set (see Section 5.13.3).

If the packet was not discarded, it has been received for purposes

of the Detection Tine expiration rules in Section 6.8.4 of
[ RFC5880] .
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5.13.2. Demultiplexing BFD Control Packets

This section is part of the replacenent for Section 6.8.6 of
[ RFC5880]; it is separated for clarity.

If the Multipoint (M bit is set

If the Your Discrimnator field is nonzero, the packet MJST be
di scar ded.

Sel ect a session based on the source address, My Discrimnnator,
and the identity of the nultipoint path on which the multipoint
BFD Control packet was received.

If a session is found, and bfd. Sessi onType i s not
Mul tipointTail, the packet MJST be discarded.

El se

If a session is not found, a new session of type

Mul tipointTail MAY be created, or the packet MAY be

di scarded. This choice can be controlled by the |ocal
policy, e.g., by setting a maxi mum nunber of Milti pointTail
sessions. Use of the local policy and the exact mechani sm
of it are outside the scope of this specification.

Else (Multipoint (M bit is clear)
If the Your Discrimnator field is nonzero

Sel ect a session based on the val ue of Your Discrinmninator.
If no session is found, the packet MJST be di scarded.

El se (Your Discrimnator is zero)

If the State field is not Down or Adm nDown, the packet MJST
be di scarded.

O herw se, the session MJST be sel ected based on sone

conbi nation of other fields, possibly including source
addressing information, the My Discrimnator field, and the
interface over which the packet was received. The exact
met hod of selection is application specific and is thus
out side the scope of this specification.

If a matching session is found, and bfd. SessionType is not
Poi nt ToPoi nt, the packet MJST be di scarded.
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If a matching session is not found, a new session of type
Poi nt ToPoi nt MAY be created, or the packet MAY be di scarded.
Thi s choice MAY be controlled by a local policy and is
outside the scope of this specification.

If the State field is Init and bfd. SessionType is not
Poi nt ToPoi nt, the packet MJST be di scarded.

5.13.3. Transmitting BFD Control Packets
The foll owi ng procedure replaces Section 6.8.7 of [RFC5880] entirely.

Wth the exceptions listed in the remainder of this section, a system
MUST NOT transmit BFD Control packets at an interval |ess than the

| arger of bfd.DesiredM nTxlnterval and bfd. RenoteM nRxInterval, |ess
applied jitter (see below). |In other words, the systemreporting the
sl ower rate determnes the transm ssion rate.

The periodic transm ssion of BFD Control packets MJST be jittered on
a per-packet basis by up to 25% that is, the interval MJST be
reduced by a randomvalue of 0 to 25% in order to avoid self-
synchroni zati on with other systens on the sane subnetwork. Thus, the
average interval between packets will be roughly 12.5% 1 ess than that
negot i at ed.

If bfd.DetectMult is equal to 1, the interval between transmitted BFD
Control packets MJST be no nore than 90% of the negoti ated

transm ssion interval and MJST be no | ess than 75% of the negoti ated

transmission interval. This is to ensure that, on the renote system
the cal cul ated Detection Tine does not pass prior to the receipt of

t he next BFD Control packet.

A system MUST NOT transmt any BFD Control packets if bfd. RenoteDi scr
is zero and the systemis taking the Passive role.

A system MJUST NOT transmit any BFD Control packets if bfd. SessionType
is MiltipointTail.

A system MJUST NOT periodically transmt BFD Control packets if Denmand
node is active on the renote system (bfd. Renot eDenandMode is 1,

bfd. SessionState is Up, and bfd. RenpbteSessionState is Up), and a Pol |l
Sequence is not being transmitted.

A system MJUST NOT periodically transmt BFD Control packets if
bf d. Renbt eM nRxI nterval is zero.
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I f bfd. SessionType is MiltipointHead, the transmit interval MJST be
set to bfd. DesiredM nTxlnterval (this should happen autonmatically, as
bf d. Renot eM nRxI nterval will be zero).

I f bfd. SessionType is not MiltipointHead, the transmt interval MJST
be recal cul at ed whenever bfd. DesiredM nTxInterval changes, or
whenever bfd. Renot eM nRxI nterval changes, and is equal to the greater
of those two values. See Sections 6.8.2 and 6.8.3 of [RFC5880] for
details on transmt tiners.

A system MJUST NOT set the Demand (D) bit if bfd.SessionType is
Mul tipointTail.

A system MUST NOT set the Demand (D) bit if bfd.SessionType is

Poi nt ToPoi nt unl ess bf d. DenandMbde is 1, bfd. SessionState is Up, and
bf d. Renpt eSessi onState is Up.

I f bfd. SessionType is PointToPoint or MiltipointHead, a BFD Control
packet SHOULD be transmitted during the interval between periodic
Control packet transm ssions when the contents of that packet woul d
differ fromthat in the previously transmtted packet (other than the
Poll (P) and Final (F) bits) in order to nore rapidly communicate a
change in state.

The contents of transmitted BFD Control packets MJST be set as
fol |l ows:

Ver si on
Set to the current version nunmber (1).
Di agnosti c (Di ag)
Set to bfd.Local D ag.
State (Sta)
Set to the value indicated by bfd. SessionState.
Pol I (P)
Set to 1 if the local systemis sending a Poll Sequence or is a

session of type MiltipointHead soliciting the identities of the
tails, or zero if not.

Katz, et al. St andards Track [ Page 17]



RFC 8562 BFD for Ml tipoint Networks April 2019

Final (F)

Set to 1 if the local systemis responding to a BFD Control
packet received with the Poll (P) bit set, or zero if not.

Control Pl ane | ndependent (C)
Set to 1 if the local systemis BFD inplenmentation is
i ndependent of the control plane (it can continue to function
through a disruption of the control plane).

Aut henti cation Present (A)

Set to 1 if authentication is in use in this session
(bfd. Aut hType is nonzero), or zero if not.

Demand (D)
Set to bfd.DemandMode if bfd. SessionState is Up and
bf d. Renot eSessionState is Up. Set to 1 if bfd. SessionType is
Mul tipoi ntHead. Oherwise, it is set to zero.

Mul tipoint (M

Set to 1 if bfd.SessionType is MiltipointHead. Qherw se, it
is set to zero.

Detect Ml t
Set to bfd. DetectMlt.
Lengt h

Set to the appropriate I ength, based on the fixed header |ength
(24) plus any Authentication Section.

My Di scrim nator

Set to bfd.Local D scr.
Your Discrim nator

Set to bfd. RenpteDi scr.
Desired Mn TX Interval

Set to bfd.DesiredM nTxl nterval.
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Required M n RX Interva
Set to bfd.RequiredM nRxl nterval
Required M n Echo RX Interva

Set to zero if bfd. SessionType is MiltipointHead or
MultipointTail. Oherw se, set to the minimumrequired Echo
packet receive interval for this session. |If this field is set
to zero, the local systemis unwilling or unable to | oop back
BFD Echo packets to the renpte system and the renpte system
wi Il not send Echo packets.

Aut henticati on Section

I ncl uded and set according to the rules in Section 6.7 of
[ RFC5880] if authentication is in use (bfd.AuthType is
nonzero). Oherwise, this section is not present.

6. Congestion Considerations

As a foreword, although congestion can occur because of a nunber of
factors, it should be noted that high transmi ssion rates are by

t hensel ves subject to creating congestion either along the path or at
the tail end(s). As such, as stated in [RFC5883]:

it is required that the operator correctly provision the rates at
which BFD is transmitted to avoid congestion (e.g link, 1/0Q CPU)
and false failure detection.

Use of BFD in multipoint networks, as specified in this docunent,
over multiple hops requires consideration of the mechani snms to react
to network congestion. Requirenents stated in Section 7 of the BFD
base specification [ RFC5880] equally apply to BFD in multipoint
networ ks and are repeated here:

When BFD i s used across nultiple hops, a congestion contro
mechani sm MUST be i npl enent ed, and when congestion is detected,
the BFD i nmpl enentati on MJST reduce the anount of traffic it
gener at es.

The mechanismto control the |load of BFD traffic MAY use BFD s
configuration interface to control BFD state variabl e

bf d. Desi redM nTxl nterval. However, such a control |oop does not form
part of the BFD protocol itself, and its specification is thus
outside the scope of this docunent.
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Addi tional considerations apply to BFD in nultipoint networks, as
specified in this docunent. |Indeed, because a tail does not transmt
any BFD Control packets to the head of the BFD session, such a head
node has no BFD-based nechani smand thus is not aware of the state of

the session at the tail. |In the absence of any other nechanism the
head of the session could thus continue to send packets towards the
tail (s) even though a link failure has happened. |In such a scenario,

when it is required for the head of the session to be aware of the
state of the tail of the session, it is RECOMENDED to inpl ement the
ext ensi on described in [ RFC8563].

7. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
8. Security Considerations

The sane security considerations as those described in [ RFC5880]
apply to this docunent. Additionally, inplenmentations that create

Mul t poi nt Tai | sessions dynamically upon receipt of multipoint BFD
Control packets MJST inplement protective measures to prevent an
infinite nunber of MiltipointTail sessions frombeing created. Bel ow
are sone points to consider in such inplenentations.

If a multipoint BFD Control packet did not arrive on a multicast
path (e.g., on the expected interface, with the expected MPLS
| abel, etc.), a MiltipointTail session should not be created.

I f redundant streans are expected for a given nmulticast stream
the inplenentations should not create nmore MultipointTail sessions
than the nunber of streans. Additionally, when the nunber of

Mul tipoi nt Tail sessions exceeds the nunber of expected streans,
the inplementation should generate an alarmto users to indicate
the anonal y.

The i npl enent ati on shoul d have a reasonabl e upper bound on the
nunber of MultipointHead sessions that can be created, with the
upper bound potentially being conmputed based on the | oad these
woul d gener at e.

The i npl enentati on shoul d have a reasonabl e upper bound on the
nunber of MultipointTail sessions that can be created, with the
upper bound potentially being conmputed based on the nunber of
mul ticast streans that the systemis expecting.

If authentication is in use, the head and all tails may be configured

to have a common aut hentication key in order for the tails to
val idate nultipoint BFD Control packets.
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9.

9.

Shared keys in nultipoint scenarios allow any tail to spoof the head
fromthe viewpoint of any other tail. For this reason, using shared
keys to authenticate BFD Control packets in nultipoint scenarios is a
significant security exposure unless all tails can be trusted not to
spoof the head. O herw se, asymmetric nessage authentication would
be needed, e.g., protocols that use Tined Efficient Stream Loss-

Tol erant Aut hentication (TESLA) as described in [ RFC4082].
Applicability of the asynmetric nessage authentication to BFD for

mul ti point networks is outside the scope of this specification and is
for further study.
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