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Virtual Private LAN Service (VPLS) and
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Abst ract

Thi s docunent specifies mechanisns for backward conpatibility of

Et hernet VPN (EVPN) and Provi der Backbone Bridge Ethernet VPN
(PBB-EVPN) solutions with Virtual Private LAN Service (VPLS) and

Provi der Backbone Bridge VPLS (PBB-VPLS) solutions. |t also provides
mechani sns for the seanml ess integration of these two technologies in
the same MPLS/ I P network on a per-VPN-instance basis. |nplenmentation
of this docunent enables service providers to introduce EVPN PBB- EVPN
Provi der Edges (PEs) in their brownfield depl oynents of VPLS/ PBB-VPLS
networks. This docunent specifies the control-plane and forwarding
behavi or needed for the auto-discovery of the following: 1) a VPN
instance, 2) multicast and uni cast operation, and 3) a Media Access
Control (MAC) nmobility operation. This enables seam ess integration
bet ween EVPN and VPLS PEs as well as between PBB-VPLS and PBB- EVPN
PEs.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8560.
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1. Introduction

Virtual Private LAN Service (VPLS) and Provi der Backbone Bridgi ng
VPLS (PBB-VPLS) are wi dely depl oyed Layer 2 VPN (L2VPN) technol ogi es.
Many service providers who are | ooking at adopting Ethernet VPN
(EVPN) and Provi der Backbone Bridgi ng EVPN (PBB- EVPN) want to
preserve their investnments in the VPLS and PBB-VPLS networks. Hence,
they require nechani sns by which EVPN and PBB- EVPN t echnol ogi es can
be introduced into their brownfield VPLS and PBB-VPLS net wor ks

wi t hout requiring any upgrades (software or hardware) to these
networks. This docunent specifies procedures for the seanl ess
integration of the two technologies in the same MPLS/ | P networKk.

Thr oughout this docunment, we use the term " (PBB-)EVPN' to correspond
to both EVPN and PBB- EVPN, and we use the term " (PBB-)VPLS" to
correspond to both VPLS and PBB-VPLS. This docunent specifies the
control -plane and forwardi ng behavi or needed for 1) auto-discovery of
a VPN instance, 2) nulticast and unicast operations, and 3) a MAC
mobil ity operation. This enables seanl ess integration between

(PBB-) EVPN Provi der Edge (PE) devices and (PBB-)VPLS PEs.

VPLS PE
+---+
| PEL|
+---+

/

EVPN VPLS PE  +--------------- + EVPN VPLS PE
+-- -+ | | +-- -+
| PE4| - ---| MPLS/ | P | ---| PE5|
+-- -+ | Core | +-- -+

I I
R R +
/ \
+---+ +---+
| PE2| | PE3|
+---+ +---+
VPLS PE VPLS PE

Figure 1: Seaml ess Integration of (PBB-)EVPN and (PBB-)VPLS

Section 2 provides the details of the requirenments. Section 3
specifies procedures for the seam ess integration of VPLS and EVPN
networks. Section 4 specifies procedures for the seanl ess

i ntegration of PBB-VPLS and PBB- EVPN net wor ks.

It should be noted that the scenarios for both PBB-VPLS integration
with EVPN and VPLS integration with PBB-EVPN are not covered in this
docunent because there haven't been any requirenents from service
providers for these scenarios; deploynents that enpl oy PBB-VPLS
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typically require PBB encapsul ation for various reasons. Hence, it
is expected that for those depl oynents, the evolution path would nove
from PBB- VPLS towards PBB-EVPN. Furthernore, the evolution path from
VPLS is expected to nove towards EVPN.

The seam ess integration solution described in this docunent has the
followi ng attri butes:

- \When ingress replication is used for nulti-destination traffic
delivery, the solution reduces the scope of MVRP (which is a soft-
state protocol defined in Cause 10 of [IEEE. 802.1Q) to only that
of existing VPLS PEs and uses the nore robust BGP-based nechani sm
for multicast pruning anong new EVPN PEs.

- It is conpletely backward conpati bl e.

- New PEs can | everage the extensive nultihom ng nmechani sns and
provi sioning sinplifications of (PBB-)EVPN:

(a) Auto-sensing of Miltihonmed Networks (MHNs) / Ml tihomed
Devi ces ( MHDs)

(b) Auto-discovery of redundancy groups

(c) Auto-provisioning of Designated Forwarder election and VLAN
carving

1.1. Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Abbreviations

B- MAC: Backbone MAC, e.g., the PE' s MAC address

C- MAC Customer MAC, e.g., a host or CE's MAC address

CE: A Custoner Edge device, e.g., a host, router, or switch
ES: Et hernet Segment -- refers to the set of Ethernet |inks

that connects a custoner site (device or network) to one
or nore PEs

FEC. Forwar di ng Equi val ence O ass
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Fl B:

I -SID:

LSP:

MAC:

MAC- VRF:

MP2P:

P2 VP:

PBB:

( PBB- ) EVPN:

( PBB-) VPLS:

PE:

PW

Rl B:

VSI :

VPLS:

VPLS A-D:
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Forwardi ng I nformati on Base -- an instantiation of a
forwardi ng table on a MAC VRF
Servi ce Instance ldentifier
Label Switched Path
Medi a Access Contr ol

A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on an EVPN PE

Mul ti homed Devi ce

Mul ti honed Net wor k

Multipoint to Point -- an MP2P LSP typically refers to an
LSP for unicast traffic as the result of a downstream

assi gned | abel

Point to Miultipoint -- a P2MP LSP typically refers to an
LSP for nulticast traffic

Provi der Backbone Bridge

Bot h PBB- EVPN and EVPN -- this document uses this
abbrevi ati on when a given description applies to both
t echnol ogi es

Bot h PBB-VPLS and VPLS -- this document uses this
abbrevi ati on when a given description applies to both
t echnol ogi es

Provi der Edge device

Pseudowi r e

Routing Information Base -- an instantiation of a routing
table on a MAC VRF

Virtual Switch Instance
Virtual Private LAN Service

Virtual Private LAN Service with BGP-based auto-di scovery
as in [ RFC6074]
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1.3. Termi nol ogy

Al'l - Active redundancy node: When all PEs attached to an Ethernet
segnent are allowed to forward known unicast traffic to/fromthat
Et hernet segment for a given VLAN, then the Ethernet segment is
defined as operating in Al-Active redundancy node.

Bridge table: An instantiation of a broadcast domain on a MAC VRF
(VPN Routing and Forwardi ng).

Broadcast domain: In a bridged network, the broadcast donmain
corresponds to a Virtual LAN (VLAN), where a VLAN is typically
represented by a single VLAN ID (VID) but can be represented by
several VIDs where Shared VLAN Learning (SVL) is used, per
[ 1 EEE. 802. 1Q .

Et hernet Tag: An Ethernet Tag identifies a particul ar broadcast
domain, e.g., a VLAN. An EVPN instance consists of one or nore
broadcast donmai ns.

Si ngl e- Active redundancy node: When only a single PE, anong all the
PEs attached to an Ethernet segnent, is allowed to forward traffic
to/fromthat Ethernet segnent for a given VLAN, then the Ethernet
segnent is defined as operating in Single-Active redundancy node.

2. Requirements

The following are the key requirenments for backward conpatibility
bet ween (PBB-) EVPN and (PBB-)VPLS

1. The solution rmust allow for staged nigration towards (PBB-)EVPN
on a site-by-site basis per VPN instance, e.g., new EVPN sites to
be provisioned on (PBB-)EVPN Provi der Edge devices (PEs).

2. The solution nust not require any changes to existing VPLS or
PBB- VPLS PEs, not even a software upgrade.

3. The solution nust allow for the coexistence of PE devices running
(PBB-) EVPN and (PBB-)VPLS for the sane VPN instance and singl e-
honed segnents.

4. The solution nust support single-active redundancy of nultihoned
networ ks and nul ti homed devi ces for (PBB-)EVPN PEs.

5. In cases of single-active redundancy, the participant VPN

i nstances may span across both (PBB-)EVPN PEs and (PBB-)VPLS PEs
as long as the MHD or MAN i s connected to (PBB-)EVPN PEs.
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6. Support of the Al-Active redundancy node across both (PBB-)EVPN
PEs and (PBB-)VPLS PEs is outside the scope of this docunent.
Al'l -Active redundancy is not applicable to VPLS and PBB- VPLS
Theref ore, when EVPN (or PBB-EVPN) PEs need to operate seamn essly
with VPLS (or PBB-VPLS) PEs, they MJUST use a redundancy node that
is applicable to VPLS (or PBB-VPLS). This redundancy node is
Si ngl e- Actii ve.

These requirenments collectively allow for the seam ess insertion of
(PBB-) EVPN t echnol ogy into brownfield (PBB-)VPLS depl oynents.

3. VPLS Integration with EVPN

In order to support seam ess integration with VPLS PEs, this docunent
requires that VPLS PEs support VPLS A-D per [RFC6074], and it
requires EVPN PEs to support both BGP EVPN routes per [RFC7432] and
VPLS A-D per [RFC6074]. Al the logic for seam ess integration shal
reside on the EVPN PEs. If a VPLS instance is set up w thout the use
of VPLS A-D, it is still possible (but cunbersone) for EVPN PEs to
integrate that VPLS instance by manual |y configuring pseudow res
(PW) to all the VPLS PEs in that instance (i.e., the integration is
no | onger seanl ess).

3.1. Capability Discovery

The EVPN PEs MJST advertise both the BGP VPLS auto-di scovery (A-D)
route as well as the BGP EVPN Inclusive Milticast Ethernet Tag (I MET)
route for a given VPN instance. The VPLS PEs only advertise the BGP
VPLS A-D route, per the procedures specified in [ RFC4761], [RFC4762]
and [ RFC6074]. The operator may deci de to use the sane Route Target
(RT) to identify a VPN on both EVPN and VPLS networks. In this case,
when a VPLS PE receives the EVPN | MET route, it MJST ignore it on the
basis that it belongs to an unknown Subsequent Address Famly
Identifier (SAFl). However, the operator nay choose to use two RTs
-- one to identify the VPN on the VPLS network and another for the
EVPN network -- and enploy RT Constrain nmechani sns [ RFC4684] in order
to prevent BGP EVPN routes fromreaching the VPLS PEs.

VWhen an EVPN PE receives both a VPLS A-D route as well as an EVPN

I MET route froma given renote PE for the sane VPN instance, it MJST
give preference to the EVPN route for the purpose of discovery. This
ensures that, at the end of the route exchanges, all EVPN capabl e PEs
di scover other EVPN-capable PEs in addition to the VPLS-only PEs for
that VPN instance. Furthernore, all the VPLS-only PEs will discover
the EVPN PEs as if they were standard VPLS PEs. In other words, when
the di scovery phase is conplete, the EVPN PEs wi || have di scovered
all the PEs in the VPN instance along with their associated
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capability (EVPN or VPLS-only), whereas the VPLS PEs will have
di scovered all the PEs in the VPN instance as if they were all VPLS-
only PEs.

3.2. Forwarding Setup and Uni cast Operation

The procedures for the forwarding state setup and uni cast operation
on the VPLS PE are per [RFC8077], [RFC4761], and [ RFCA762].

The procedures for forwarding state setup and uni cast operation on
the EVPN PE are as foll ows:

-  The EVPN PE MJST establish a PWto each remote PE fromwhich it
has received only a VPLS A-D route for the correspondi ng VPN
i nstance and MJST set up the | abel stack corresponding to the PW
FEC. For seanless integration between EVPN and VPLS PEs, the PW
that is set up between a pair of VPLS and EVPN PEs is between the
VSl of the VPLS PE and the MAC-VRF of the EVPN PE.

- The EVPN PE MJST set up the | abel stack corresponding to the MP2P
VPN uni cast FEC to any renote PE that has advertised an EVPN | MET
route.

- |If an EVPN PE receives a VPLS A-D route froma given PE, it sets
up a PWto that PE. If it then receives an EVPN I MET route from
the sane PE, the EVPN PE MJST bring that PWoperationally down.

- |If an EVPN PE receives an EVPN | MET route followed by a VPLS A-D
route fromthe sane PE, then the EVPN PE will set up the PW but
MUST keep it operationally down.

- In case VPLS A-Dis not used in sone VPLS PEs, the EVPN PEs need
to be provisioned manually with PW to those renmpte VPLS PEs for
each VPN instance. 1In that case, if an EVPN PE receives an EVPN
I MET route froma PE to which a PWexists, the EVPN PE MJUST bring
the PWoperationally down.

When the EVPN PE receives traffic over the VPLS PW, it |earns the
associ ated C-MAC addresses in the data plane. The C MAC addresses

| earned over these PW MJST be injected into the bridge table of the
associ ated MAC-VRF on that EVPN PE. The | earned C MAC addresses MAY
also be injected into the RIB/FIB tables of the associ ated MAC VRF on
that EVPN PE. For seam ess integration between EVPN and VPLS PEs,
because these PW belong to the same split-horizon group (see

[ RFC4761] and [RFC4A762]) as the MP2P EVPN service tunnels, the C MAC
addresses | earned and associated with the PW MJST NOT be adverti sed
in the control plane to any renote EVPN PEs. This is because every
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EVPN PE can send and receive traffic directly to/fromevery VPLS PE
bel onging to the same VPN instance; thus, every EVPN PE can |l earn the
C- MAC addresses over the corresponding PW directly.

The C- MAC addresses | earned over |ocal Attachnent G rcuits (ACs) by
an EVPN PE are learned in the data plane. For EVPN PEs, these C MAC
addresses MUST be injected into the correspondi ng MAC- VRF and
advertised in the control plane using BGP EVPN routes. Furthernore,
the C- MAC addresses learned in the control plane via the BGP EVPN
routes sent by renote EVPN PEs are injected into the correspondi ng
MAC- VRF t abl e.

In case of alink failure in a single-active Ethernet segnent, the
EVPN PEs MJST perform both of the follow ng tasks:

1. send a BGP nmass withdraw to the EVPN peers
2. follow existing VPLS MAC Fl ush procedures with the VPLS peers
3.3. MAC Mobility

In EVPN, host addresses (C MAC addresses) can nove around anong EVPN
PEs or even between EVPN and VPLS PEs.

When a C- MAC address noves froman EVPN PE to a VPLS PE, as soon as
Br oadcast, Unknown Unicast, and Multicast (BUM traffic is initiated
fromthat MAC address, it is flooded to all other PEs (both VPLS and
EVPN PEs), and the receiving PEs update their MAC tables (VSI or
MAC-VRF). The EVPN PEs do not advertise the C- MAC addresses | earned
over the PWto each other because every EVPN PE | earns themdirectly
over its associated PWto that VPLS PE. |f only known uni cast
traffic is initiated fromthe mved C MAC address toward a known
C-MAC, the result can be the black-holing of traffic destined to the
C-MAC that has noved until there is BUMtraffic that has been
originated with the noved C MAC address as the source MAC address
(e.g., as a result of the MAC age-out timer expiring). Such

bl ack- hol i ng happens for traffic destined to the noved C MAC from
bot h EVPN and VPLS PEs and is typical for VPLS PEs.

When a G- MAC address noves froma VPLS PE to an EVPN PE, then as soon
as any traffic is initiated fromthat C MAC address, the CGMAC is

| earned and advertised in the BG to other EVPN PEs, and the MAC
mobility procedure is perforned anong EVPN PEs. For BUMtraffic,
both EVPN and VPLS PEs | earn the new | ocati on of the noved C MAC
address; however, if there is only known unicast traffic, then only
EVPN PEs | earn the new |l ocation of the CGMAC that has npved and not
VPLS PEs. This can result in the black-holing of traffic sent from
VPLS PEs destined to the G- MAC that has noved until there is BUM
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3.

3.

3.

4.

traffic originated with the noved C-MAC address as the source MAC
address (e.g., as a result of the MAC age-out tiner expiring). Such
bl ack- hol i ng happens for traffic destined to the noved C-MAC for only
VPLS PEs but not for EVPN PEs and is typical for VPLS PEs.

4. Multicast Operation
4.1. Ingress Replication

The procedures for nulticast operation on the VPLS PE using ingress

replication are per [ RFC4761], [RFCA762], and [ RFC7080].

The procedures for nulticast operation on the EVPN PE for ingress

replication are as foll ows:

- The EVPN PE builds a replication sub-list to all the renote EVPN
PEs per EVPN instance as the result of the exchange of the EVPN
| MET routes per [RFC7432]. This will be referred to as sub-Ilist
A. It conprises MP2P service tunnels (for ingress replication)
used for delivering EVPN BUMtraffic [RFC7432].

- The EVPN PE builds a replication sub-list per VPLS instance to all
the remote VPLS PEs. This will be referred to as sub-list B. It
conprises PW fromthe EVPN PE in question to all the renote VPLS
PEs in the sane VPLS instance

The replication list, maintained per VPN instance, on a given EVPN PE

will be the union of sub-list A and sub-list B. The EVPN PE MUST

enabl e split horizon over all the entries in the replication |ist
across both PW and MP2P service tunnels.
4.2. P2MP Tunne
The procedures for nulticast operation on the EVPN PEs using P2MP
tunnel s are outside of the scope of this docunent.
PBB- VPLS | ntegration with PBB-EVPN

In order to support seanl ess integration between PBB-VPLS and

PBB- EVPN PEs, this docunent requires that PBB-VPLS PEs support VPLS
A-D per [ RFC6074] and PBB- EVPN PEs support both BGP EVPN routes per
[ RFC7432] and VPLS A-D per [RFC6074]. Al the logic for this

seam ess integration shall reside on the PBB- EVPN PEs.
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Capabi lity Di scovery
procedures for capability discovery are per Section 3.1.
Forwar di ng Setup and Uni cast QOperation

procedures for forwarding state setup and uni cast operation on
PBB- VPLS PE are per [RFC8077] and [ RFC7080].

procedures for forwarding state setup and uni cast operation on
PBB- EVPN PE are as foll ows:

The PBB- EVPN PE MJUST establish a PWto each renote PBB-VPLS PE
fromwhich it has received only a VPLS A-D route for the
correspondi ng VPN i nstance and MJST set up the |abel stack
corresponding to the PWFEC. For seanl ess integration between
PBB- EVPN and PBB-VPLS PEs, the PWthat is set up between a pair of
PBB- VPLS and PBB- EVPN PEs is between the B-conponents of PBB-EVPN
PE and PBB-VPLS PE per Section 4 of [RFC7041].

The PBB- EVPN PE MJUST set up the | abel stack corresponding to the
MP2P VPN uni cast FEC to any renote PBB-EVPN PE t hat has adverti sed
an EVPN | MET route.

If a PBB-EVPN PE receives a VPLS A-D route froma given PE, it
sets up a PWto that PE. If it then receives an EVPN | MET route
fromthe sane PE, the PBB-EVPN PE MJUST bring that PWoperationally
down.

If a PBB-EVPN PE receives an EVPN I MET route foll owed by a VPLS
A-D route fromthe sane PE, then the PBB-EVPN PE will set up the
PW but MJUST keep it operationally down.

In case VPLS A-D is not used in sone PBB-VPLS PEs, the PBB-EVPN
PEs need to be provisioned nmanually with PW to those renote

PBB- VPLS PEs for each VPN instance. |In that case, if a PBB-EVPN
PE receives an EVPN | MET route froma PE to which a PWexists, the
PBB- EVPN PE MUST bring the PWoperationally down.

Wien the PBB-EVPN PE receives traffic over the PBB-VPLS PW, it

| earns the associ ated B-MAC addresses in the data plane. The

B- MAC addresses | earned over these PW MJST be injected into the
bridge table of the associated MAC-VRF on that PBB-EVPN PE. The
| earned B- MAC addresses MAY also be injected into the R B/FIB
tabl es of the associated MAC-VRF on that BPP-EVPN PE. For

seanl ess integration between PBB-EVPN and PBB-VPLS PEs, since
these PW belong to the sane split-horizon group as the MP2P EVPN
service tunnels, the B-MAC addresses | earned and associated with

i, et al. St andards Track [ Page 11]
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the PW MUST NOT be advertised in the control plane to any renote
PBB- EVPN PEs. This is because every PBB-EVPN PE can send and
receive traffic directly to/fromevery PBB-VPLS PE bel onging to
the same VPN instance.

- The C MAC addresses | earned over |local Attachnent Circuits (ACs)
by a PBB-EVPN PE are |l earned in the data plane. For PBB- EVPN PEs,
these C-MAC addresses are learned in the |-conponent of PBB-EVPN
PEs and are not advertised in the control plane, per [RFC7623].

- The B-MAC addresses |l earned in the control plane via the BGP EVPN
routes sent by renote PBB-EVPN PEs are injected into the
correspondi ng MAC- VRF t abl e.

In case of a link failure in a single-active Ethernet segnent, the
PBB- EVPN PEs MUST perform both of the follow ng tasks:

1. send a BGP B-MAC wit hdraw nessage to the PBB-EVPN peers *or* MAC
advertisenent with the MAC Mobility extended comunity

2. follow existing VPLS MAC Fl ush procedures with the PBB-VPLS peers
4.3. MAC Mdbility

In PBB-EVPN, a given B-MAC address can be | earned either over the BGP
control plane froma renote PBB-EVPN PE or in the data plane over a
PWfroma renote PBB-VPLS PE. There is no nobility associated with
B- MAC addresses in this context. Hence, when the same B- MAC address
shows up behind both a renpote PBB-VPLS PE as well as a PBB- EVPN PE
the |l ocal PE can deduce that it is an anomaly and SHOULD notify the
operat or.

4.4. Milticast Operation
4.4.1. Ingress Replication

The procedures for nulticast operation on the PBB-VPLS PE using
ingress replication are per [RFC7041] and [ RFC7080].

The procedures for nulticast operation on the PBB-EVPN PE for ingress
replication are as foll ows:

- The PBB-EVPN PE builds a replication sub-list per I-SIDto all the
renote PBB-EVPN PEs in a given VPN instance as a result of the
exchange of the EVPN I MET routes, as described in [RFC7623]. This
will be referred to as sub-list A It conprises MP2P service
tunnel s used for delivering PBB-EVPN BUMtraffic.
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- The PBB-EVPN PE builds a replication sub-list per VPN instance to
all the renpte PBB-VPLS PEs. This will be referred to as sub-li st
B. It conprises PW fromthe PBB-EVPN PE in question to all the
renote PBB-VPLS PEs in the sane VPN instance.

-  The PBB-EVPN PE nmay further prune sub-list B on a per-1-SID basis
by running MVRP (see O ause 10 of [|EEE.802.1( ) over the PBB-VPLS
network. This will be referred to as sub-list C. This list
conmprises a pruned set of the PW in sub-list B

The replication list maintained per |-SID on a given PBB-EVPN PE wil |
be the union of sub-list A and sub-list Bif MVRP is not used and the
uni on of sub-list A and sub-list Cif MVRP is used. Note that the PE
MJST enable split horizon over all the entries in the replication
list, across both pseudow res and MP2P service tunnels.

4.4.2. P2MP Tunnel: Inclusive Tree

The procedures for nulticast operation on the PBB-EVPN PEs using P2MP
tunnel s are outside of the scope of this docunent.

5. Security Considerations

Al the security considerations in [RFC4761], [RFC4762], [RFC7080],
[ RFC7432], and [RFC7623] apply directly to this docunent because it
| everages the control -pl ane and dat a- pl ane procedures described in
t hose RFCs.

Thi s docunent does not introduce any new security considerations
beyond t hose of the above RFCs because the advertisenments and
processing of MAC addresses in BGP foll ow [ RFC7432], and the
processi ng of MAC addresses | earned over PW follows [RFCA761],
[ RFC4762], and [ RFC7080].

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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