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Abst r act

By introducing new Informati on El enents (IEs), this docunent extends
the existing BGP-related IEs to enable IP Flow Informati on Export
(IPFIX) to export BGP community information, including the BGP

St andard Conmunities defined in RFC 1997, BGP Extended Communiti es
defined in RFC 4360, and BGP Large Comunities defined in RFC 8092
According to the network operator’s BGP conmunity planni ng, network
traffic informati on can then be accumul ated and anal yzed at the BGP
community granularity, which represents the traffic of different

ki nds of customers, services, or geographical regions. Network
traffic information at the BGP comunity granularity is useful for
network traffic anal ysis and engi neeri ng.

Status of This Meno

Li,

This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8549
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1.

Li,

I nt roducti on

I P Flow I nformati on Export (IPFIX) [RFC7011] provi des network

adm nistrators with traffic flow information using the Infornmation
El ements (I Es) defined in the "I PFI X Informati on El enents" registry
[ANA- I PFI X]. Based on the traffic flow information, network

adm ni strators know the amount and direction of the traffic in their
network and can then optim ze the network when needed. For exanpl e,
the collected information could be used for traffic nonitoring and,
optionally, for traffic optim zation according to the operator’s

policy.

The "I PFI X Information El ements" registry [I ANA-IPFI X] defines the
following IEs for traffic flowinformation export in different

granul arities: sourcel Pv4Address, sourcel Pv4Prefi x,

desti nationl Pv4Addr ess, destinationl Pv4Prefix, bgpSourceAsNunber,
bgpDesti nati onAsNunber, bgpNext Hopl Pv4Address, etc. |n sone

ci rcunmst ances, however, traffic flow information based on these |Es
may not be conpletely suitable or sufficient, especially when traffic
engi neering and optimn zation are executed in Tier 1 or Tier 2
operators’ backbone networks. For exanple, flow information based on
| P address or |IP prefix may provide nuch too fine granularity for a

| arge network. On the contrary, flow information based on Autononous
System Nunber (ASN) nay be too coarse

BGP community is a BGP path attribute that includes Standard
Conmuni ti es [ RFC1997], Extended Communities [ RFC4360], and Large
Conmunities [ RFC8092]. The BGP community attribute has a variety of
use cases, one of which is to use BGP comunity with planned specific
val ues to represent groups of custoners, services, and geographica

or topol ogical regions, as used by operators in their networks.
Det ai | ed exanpl es can be found in [ RFC4384], [RFC8195], and Section 3
of this docunent. To understand the traffic generated 1) by
different kinds of custoners, 2) fromdifferent geographical or
topol ogi cal regions, or 3) by different kinds of custoners from
different regions, we need the community information corresponding to
the traffic flow information exported by IPFIX  Network traffic
statistics at the BGP comunity granularity are useful not only for
traffic analysis, but also for use by other applications, such as
traffic optimzation applications |ocated in an | PFI X Collector,

Sof t war e- Defi ned Networking (SDN) controller, or PCE. [COVWUN TY-TE]
al so states that analyzing network traffic information at the BGP
community granularity is preferred for inbound traffic engineering.
However, the "I PFI X Information El ements” registry [|ANA-IPFI X

| acked | Es defined for the BGP community attribute.
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Fl ow i nformati on based on the BGP community attribute may be
collected by an | PFI X Medi ator (defined in [RFC6183]). The |IPFIX
Medi ator is responsible for the correlation between fl ow information
and the BGP community attribute. However, no IEs are defined in

[ RFC6183] for exporting BGP comunity information in | PFI X
Furthernmore, to correlate the BGP community attribute with the flow

i nformation, the | PFI X Medi ator needs to | earn BGP routes and perform
| ookups in the BGP routing table to get the matching entry for a
specific flow BGP route |learning and routing table | ookup are not
trivial for an I PFI X Mediator. The IPFIX Mediator is mainly

i ntroduced to reduce the performance requirenent for the Exporter

[ RFC5982]. In fact, to obtain information for the already-defined
BGP-rel ated | Es, such as bgpSourceAsNumber, bgpDesti nati onAsNunber,
and bgpNext Hopl Pv4Address, etc., the Exporter has to hold the up-to-
date BGP routing table and perform | ookups in the table. The
Exporter can obtain the BGP comunity information in the sane
procedure; thus, the additional |oad added by exporting BGP conmunity
information is mnimal if the Exporter is already exporting the
existing BGP-related IEs. It is RECOMVENDED that the BGP comunity

i nformati on be exported by the Exporter directly using | PFI X

By running BGP [ RFC4271] or the BGP Mdnitoring Protocol (BM)

[ RFC7854] and perform ng | ookups in the BGP routing table to
correlate the matching entry for a specific flow, IPFIX Collectors
and ot her applications, such as an SDN controller or PCE, can
determne the network traffic at the BGP conmunity granularity.
However, running BGP or BMP and performing routing table | ookup are
not trivial for the IPFIX Collectors and other applications.

Mor eover, correlation between |PFIX flow information and the BGP RI B
on the Exporter (such as a router) is nore accurate conpared to the
correlation on a Collector, since the BGP routing table may be
updat ed when the | PFI X Coll ectors and other applications receive the
IPFI X flow information. As stated above, the Exporter can obtain the
BGP community information during the sane procedure when it obtains
other BGP-related information. Therefore, exporting the BGP
community information directly by the Exporter to the Collector is
both efficient and accurate. |If the IPFIX Collectors and ot her
applications only want to determine the network traffic at the BGP
community granularity, they do not need to run the full BGP or BWP
protocol s when the BGP community information can be obtai ned by

| PFI X.  However, BMP has its own application scenario, and the
mechani smintroduced in this docunent is not neant to replace it.

By introduci ng new | Es, this document extends the existing BGP-
related 1Es to enable IPFI X [ RFC7011] to export BGP conmunity
information, including the BG Standard Communities [ RFC1997], BGP
Ext ended Communities [ RFC4360], and BGP Large Communities [ RFC3092].
Fl ow i nformation (including packetDeltaCount [RFC7011] [RFC7012],
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oct et Del t aCount [RFC7011] [RFC7012], etc.) can then be accunul ated
and anal yzed by the Collector or other applications, such as an SDN
controller or PCE [ RFC4655], at the BGP comunity granularity. This
is useful for nmeasuring the traffic generated 1) by different kinds
of custoners or 2) fromdifferent geographical or topol ogical regions
according to the operator’'s BGP comunity plan. Flow information can
then be used by the traffic engineering or traffic optim zation
applications, especially in the backbone networKk.

The 1Es introduced in this docunent are applicable to both IPv4 and
IPv6 traffic. Both the Exporter and the |PFI X Medi ator can use these
| Es to export BGP community information in I PFIX. Wen needed, the

| PFI X Medi ator or Collector can use these IEs to report BGP
community-related traffic flow information it gets either from
Exporters or through local correlation to other |PFIX devices.

As stated above, the nethod introduced in this docunment is not the
sole, definitive one for obtaining BGP community information rel ated
to a specific traffic flow, but it is possible, efficient, and
accur at e.

No new BGP conmmunity attributes are defined in this docunent.

Note that this document does not update the | PFI X specification

[ RFC7011] or information nodel [RFC7012]. Rather, the "IPFI X
Information El enents” registry [I ANA-1PFI X] contains the current
complete reference for IPFI X Information El ements, per Section 1 of
[ RFC7012] .

Pl ease refer to the "I PFI X Informati on El enents" registry
[1ANA- I PFI X] for the conplete list of BGP-related |Es.

Pl ease refer to Appendi x A of this docunent for the encodi ng exanple
and Section 3 for a detailed use case.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The | PFI X-specific term nol ogy used in this docunent is defined in
Section 2 of [RFC7011] and Section 2 of [RFC6183].
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Thi s docunent uses the term "BGP Standard Community" to refer to the
BGP community attribute defined in [RFCL997] in order to distinguish
it from BGP Extended Community [ RFC4360] and Large Comunity

[ RFC8092] .

3. Traffic Collection Based on BGP Conmunity

[ RFC4384] introduces the mechani smof using BGP Standard Comunity
and Extended Community to coll ect geographi cal and topol ogi ca
information in the BGP routing system [RFC8195] gives sone exanples
of the application of BGP Large Communities to represent the
geographi cal regions. Since the network traffic at the BGP community
granularity represents the traffic generated 1) by different kinds of
custonmers or 2) fromdifferent geographical regions according to the
networ k operator’s BGP community plan, it is useful for network
operators to anal yze and optim ze the network traffic anong different
custoners and regions. This section gives a use case in which the
network operator uses traffic information based on BGP comunity to
adj ust the network paths for different traffic flows.

Consi der the foll owi ng scenario. Autononous System (AS) C provides a
transit connection between ASes A and B. By tagging different BGP
communities, the routes of AS A and B are categorized into severa
groups in the operator’s plan. For exanple, comunities A X and A'Y
are used for routes that originated fromdifferent geographica
regions in AS A, and communities B:Mand B: N are used for routes
representing the different kinds of custoners in AS B (e.g., B:Mis
for nobile custoners and B:Nis for fixed |ine custoners). By
default, all traffic originating fromAS A and destined for AS B
(i.e., traffic A-B) goes through path C1-C2-C3 (i.e., Path-1) in AS
C. Wen the link between C1 and C2 is congested, we cannot sinply
steer all the traffic A-B fromPath-1 to Path C1-C4-C3 (i.e., Path-2)
because it will cause congestion in Path-2.
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Figure 1: Traffic Collection Based on BGP Conmunity

If the PCE/ SDN controller in AS C can obtain network traffic
information at the BGP community granularity, it can steer sone
traffic related to sone BGP conmmunities (when we consider only the
source or destination of the traffic) or sone BGP community pairs
(when we consider both the source and the destination of the traffic)
fromPath-1 to Path-2 according to the utilization of different

paths. For instance, it can steer the traffic generated by conmunity
A: X fromPath-1 to Path-2 by deploying a route policy at Router Cl or
steer the traffic fromconmunity A'Y to comunity B:MfromPath-1 to
Path-2. Using the IEs defined in this docunent, |PFIX can export the
BGP community information related to a specific traffic flow together
with other flow information. The traffic information can then be
accunul ated at the BGP conmunity granularity and used by the PCE SDN
controller to steer the appropriate traffic fromPath-1 to Path-2.

| Es for BGP Standard Comunity

[ RFC1997] defines the BGP community attribute (referred to as "BGP
Standard Community" in this docunment), which describes a group of
routes sharing sone comopn properties. BGP Standard Community is
treated as a 32-bit value, as stated in [ RFC1997].

In order to export BGP Standard Community information along with
other flow information defined by |IPFIX this docunment introduces
three new | Es:

0 bgpComunity - used to identify that the value in this IEis a BGP
St andard Communi ty.
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0 bgpSourceCommuni tylList - a basicList [ RFC6313] of bgpComunity
used to export BGP Standard Community information corresponding to
a specific flow s source |IP address.

0 bgpDesti nati onComruni tyList - a basicList [ RFC6313] of
bgpCommunity used to export BGP Standard Comrunity information
corresponding to a specific flow s destination |IP address.

See Section 9 ("I ANA Consi derations”) for detail ed informtion about
these three new | Es.

| Es for BGP Extended Comunity

[ RFC4360] defines the BGP Extended Conmunities attribute, which
provi des a mechanismfor |abeling the information carried in BGP
Each Extended Community is encoded as an 8-octet quantity with the
format defined in [ RFC4360].

In order to export BGP Extended Community information together with
other flow information by |IPFI X, this document introduces three new
| Es:

0 bgpExtendedComunity - used to identify that the value in this IE
is a BGP Extended Community.

0 bgpSour ceExt endedConmuni t yLi st - a basicList [ RFC6313] of
bgpExt endedCommunity used to export the BGP Extended Community
informati on corresponding to a specific flow s source |IP address.

0 bgpDesti nati onExt endedComruni tyLi st - a basicList [ RFC6313] of
bgpExt endedCommunity used to export the BGP Extended Community
i nformati on corresponding to a specific flow s destination IP
addr ess.

See Section 9 ("I ANA Consi derations") for detail ed information about
these three new | Es.

| Es for BGP Large Comunity
[ RFC8092] defines the BGP Large Conmunities attribute, which is
suitable for use with all Autononobus System Nunbers (ASNs), including

4-octet ASNs. Each BGP Large Community is encoded as a 12-octet
quantity with the format defined in [ RFC8092].
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In order to export BGP Large Conmunity information together with
other flow information by |IPFI X, this document introduces three new
| Es:

0 bgpLargeComunity - used to identify that the value in this IEis
a BGP Large Community.

o0 bgpSourcelLar geCommuni tyLi st - a basicList [ RFC6313] of
bgpLar geConmunity used to export the BGP Large Conmunity
i nformati on corresponding to a specific flow s source |IP address.

0 bgpDesti nati onLargeComuni tyList - a basicList [ RFC6313] of
bgpLar geConmunity used to export the BGP Large Conmunity
i nformati on corresponding to a specific flow s destination IP
addr ess.

See Section 9 ("I ANA Consi derations") for detail ed information about
these three new | Es.

Oper ational Considerations

The maxi mum | ength of an I PFI X nessage is 65535 bytes as per

[ RFC7011], and the maxi num | ength of a nornal BGP nessage is 4096
bytes as per [RFC4271]. Since BGP comunities, including Standard,
Ext ended, and Large Communities, are BGP path attributes carried in
BGP Updat e messages, the total length of these attributes cannot
exceed the length of a BGP nessage, i.e., 4096 bytes. Therefore, one
| PFI X message with a maxi mum | ength of 65535 bytes has enough space
to fit all the communities relating to a specific flow s source and
destination | P address.

[ EXT-M5G extends the maxi num size of a BGP Update message to 65535
bytes. In that case, the BGP comunity information related to a
specific flow could theoretically exceed the | ength of one |PFIX
message. However, according to information regardi ng actual networks
inthe field, the nunber of BGP comunities in one BGP route is
usually no nore than ten. Neverthel ess, BGP speakers that support
the extended nessage SHOULD only convey as many conmunities as
possi bl e wi t hout exceeding the 65535-byte limt of an | PFI X message.
The Col | ector, which receives an | PFI X nessage with the naxi mum

| ength and BGP communities contained in its data set, SHOULD generate
a warning or log nessage to indicate that the BGP communities may be
truncated due to linited message space. 1In this case, it is
recomrended that the export policy of BG communities be configured
tolimt the BGP conmunities by including or excluding specific
communi ties.
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I f needed, the | PFI X nessage | ength can be extended from 16 bits to
32 bits to solve this problemconpletely. The details about
increasing the | PFI X message length is out of scope of this docunent.

To align with the sizes of the BGP Extended Community and Large
Conmunity attributes, the sizes of bgpExtendedCommunity and
bgpLargeConmmunity are 8 octets and 12 octets, respectively. In the
event that the bgpExtendedComrunity or bgpLargeComrunity IE is not
the expected size, the IPFIX Collector SHOULD ignore it. This is
intended to protect inplenentations using BGP logic fromcalling
their parsing routines with invalid | engths.

To properly process the Exporter when it receives the tenplate
requesting to report the BGP conmunity information (refer to
Appendi x A for an exanple), the Exporter SHOULD obtain the
correspondi ng BG community information through a BGP | ookup using
the correspondi ng source or destination |IP address of the specific
traffic flow Wen exporting the IPFIX information to the Collector,
the Exporter SHOULD include the corresponding BGP comunities in the
| PFI X message.

8. Security Considerations

Thi s docunent defines new |Es for IPFIX. The sane security
consi derations as for the |IPFI X protocol specification [RFC7011] and
i nformati on nodel [RFC7012] apply.

Systens processing BGP community information collected by | PFI X

Col l ectors need to be aware of the use of communities as an attack
vector [ VWEAPONI ZI NG BGP] and only include BGP conmunity infornmation
in decisions where they are confident of its validity. Thus, we
cannot assune that all BGP comunity information collected by |IPFIX
Collectors is credible and accurate. It is RECOWENDED to use only
the I PFI X-col |l ected BGP comunity information that the processing
systemcan trust, for exanple, the BGP comrunities generated by the
consecutive nei ghboring ASes within the sanme trust donmain as the
processing system (i.e., the consecutive nei ghboring ASes and the
processing system are operated by one carrier).

[ RFC7011] notes that the storage of the information collected by

I PFI X must be protected and its visibility confined to authorized
users via technical as well as policy means to ensure the privacy of
the information collected. [RFC7011] al so provi des nechanisns to
ensure the confidentiality and integrity of I PFI X data transferred
froman Exporting Process to a Collecting Process. The mechanismto
authenticate | PFI X Col |l ecting and Exporting Processes is al so
provided in [ RFC7011]. |If sensitive information is contained in the

Li, et al. St andards Track [ Page 10]
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t he above recommendati ons and nechani sns are

recomrended. No additional privacy risks are introduced by this

docunent .

| ANA Consi der ati ons

Thi s docunent specifies IPFIX IEs to enabl e export of BGP comunity

information along with other flow information

| ANA has assigned the

following ElenentIDs for these IEs in the "I PFI X Information
El ements" registry [I ANA-IPFI X]:

| El erent | D Narme | Abstract Data Type |
| | Data Type Semantics |
____________________________________________________________________ |
483 | bgpCommuni ty | unsi gned32 identifier

____________________________________________________________________ |
484 | bgpSourceCommunityLi st | basi cLi st list |
.................................................................... |
485 | bgpDesti nati onComuni tyLi st| basicLi st list |

486 | bgpExt endedCommunity |octetArray def aul t
____________________________________________________________________ |
487 | bgpSour ceExt ended | |
Comuni t yLi st | basi cLi st I'ist |
.................................................................... |
488 | bgpDestinati onExt ended | |
Comuni t yLi st | basi cLi st Iist |

489 | bgpLar geConmuni ty | octet Array def aul t
.................................................................... |
490 | bgpSour ceLar geComuni t yLi st| basi cLi st list |
____________________________________________________________________ |
491 | bgpDesti nati onLar ge | |
Conmruni t yLi st | basi cLi st Iist |
____________________________________________________________________ |
et al. St andards Track [ Page 11]
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| basicList of zero or nmore bgpConmmunity |Es,
| containing the BGP conmunities corresponding
| wth source I P address of a specific flow

| basicList of zero or nore bgpComunity | Es,
| contai ning the BGP comunities corresponding
|with destination | P address of a specific flo

=__

| BGP Ext ended Community as defined in RFC 4360; |
|the size of this IE MUST be 8 octets |

| basi cLi st of zero or nore bgpExt endedConmuni ty|
| Es, containing the BGP Extended Communities |
| corresponding with source | P address of |
| a specific flow |

basi cLi st of zero or nore bgpExtendedComrunity|
| Es, containing the BGP Extended Comunities
correspondi ng with destination | P address
of a specific flow

| BGP Large Community as defined in [ RFC8092]; |
| the size of this IE MUST be 12 octets |

| basicList of zero or nore bgpLargeComunity |
| [IEs, containing the BGP Large Comuniti es |
| corresponding with source | P address |
| of a specific flow |

| basicList of zero or nore bgpLargeCommunity |
| [IEs, containing the BGP Large Comunities |
| corresponding with destination |IP address |
| of a specific flow |

St andards Track

April 2019
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El ement | O Ref er ences | Requester | Revision |
483 | RC1997 | RFC8549 | 0 |
484 | RFC 6313, RFC 1997 | RFC 8549 | 0 |
485 | RFC 6313, REC 1997 | RFC 8549 | 0 |
486 |  RFC4360 | RFC8549 | 0 |
487 | RFC 6313, RFC 4360 | RFC 8549 | 0 |
488 | RFC 6313, RFC 4360 | RFC 8549 | 0 |
489 |  RCB092 | RFC8549 | 0 |
4% | RFC 6313, RFC 8092 | RFC 8549 | 0 |
491 | RFC 6313, REC 8092 | RFC 8549 | 0 |

April 2019

Figure 2: Updates to "IPFIX Information El ements" Registry
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Appendi x A.  Encodi ng Exanpl e

A 1.

Li,

In this section, we provide an exanple to show t he encodi ng format
for the newy introduced I|Es.

Fl ow i nformation, including BGP communities, is shown in the

following table. In this exanple, all the fields are reported by
| PFI X.
Source | Destination| BGP community | BGP community |
I P | I P | corresponding with | corresponding with |
| | Source I P | Destination IP |
1.1.1.1 | 2.2.2.2 | 1:1001, 1:1002, 8:1001 | 2:1002, 8:1001 |
3.3.3.3 | 4.4.4.4 | 3:1001, 3:1002, 8:1001 | 4:1001, 8:1001 |

Figure 3: Flow Information | ncluding BGP Comunities
Tenpl ate Record
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| SET ID = 2 | Length = 24 |
B T S i T s i i e e SEI S
| Tenplate I D = 256 | Field Count = 4 |
I S i o T s S S S e s s T
| O] Sour cel Pv4Address = 8 | Field Length = 4 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| 0| Destinationl Pv4Address = 12 | Field Length = 4 |
B T S i T s i i e e SEI S
| 0| bgpSour ceComruni tyLi st=484 | Field Length = OXFFFF |
I S i o T s S S S e s s T
| 0| bgpDesti nati onComunityLi st | Field Length = OxFFFF |
= 485
!l-— !l-— B ih T (T I S S S S S !l-— B ih T (T I S S S S S +-!|-

Figure 4: Tenpl ate Record Encodi ng For mat

In this exanple, the Tenplate IDis 256, which will be used in the
Data Record. The field Iength for bgpSourceComunitylist and
bgpDesti nati onComuni tyLi st is OxFFFF, which nmeans the length of this
IE is variable, and the actual length of this IEis indicated by the
List Length field in the basiclList format as per [ RFC6313].
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A. 2. Data Set
The data set is represented as foll ows:

0 1 2 3

01234567890123456789012345678901
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| SET I D = 256 | Length = 92 |
B i s T T i i o S o T Ji I
| Sourcel Pv4Address = 1.1.1.1 |
R e s T o T S R El ok i R e e S S e o o s
| Destinationl Pv4Address = 2.2.2.2

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+|+
| 255 | Li st Length = 17 | semanti c=al | of |
B i s T T i i o S o T Ji I
| bgpCommunity = 483 | Field Length = 4 |
L e L i i T i s ik ik i R S S S
| BGP Source Comunity Value 1 = 1:1001 |
i e e R e o o e O i ki Sl S N S T
| BGP Source Conmunity Value 2 = 1:1002 |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| BGP Source Community Value 3 = 8:1001 |
e L o i T i R SR
| 255 | Li st Length = 13 | semanti c=al | of |
i e e R e s o e e i o i N S T
| bgpCommunity = 483 | Field Length = 4 |
B i s T T i i o S o T Ji I
| BGP Destination Community Value 1 = 2:1002 |
e L i i T i s ik ik I R S S S
| BGP Destination Community Value 2 = 8:1001 |
i e e R e s o e e b i o I N S T
| Sour cel Pv4Address = 3.3.3.3 |
B i s T T i i o S o T Ji I
| Destinationl Pv4Address = 4.4.4. 4 |
e L o i e S  th o i R S
| 255 | Li st Length = 17 | semantic=all of |
i e e R e s o e e i o i N S T
| bgpCommunity = 483 | Field Length = 4 |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| BGP Source Community Value 1 = 3:1001 |
e L o i T i R SR
| BGP Source Conmunity Value 2 = 3:1002 |
i e e R e o o e O i ki Sl S N S T
| BGP Source Conmunity Value 3 = 8:1001 |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| 255 | Li st Length = 13 | semantic=all of |
e L i i T e i st i it NI R SR S
| bgpCommunity = 483 | Field Length = 4 |
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T e L o o o e i i s it NN R SR S B S
| BGP Destination Community Value 1 = 4:1001 |
B i s T T i i o S o T Ji I
| BGP Destination Community Value 2 = 8:1001 |

T T S s Sup S U S S S AR Tk o e

Figure 5: Data Set Encoding Fornat
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