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Abstract

Thi s docunent specifies "tcpcrypt", a TCP encryption protoco

designed for use in conjunction with the TCP Encrypti on Negoti ation
Option (TCP-ENO). Tcpcrypt coexists with niddl eboxes by tolerating
resegnent ati on, NATs, and ot her mani pul ati ons of the TCP header. The
protocol is self-contained and specifically tailored to TCP

i mpl ement ati ons, which often reside in kernels or other environments
in which |arge external software dependenci es can be undesirabl e.
Because the size of TCP options is limted, the protocol requires one
addi ti onal one-way nessage | atency to perform key exchange before
application data can be transmtted. However, the extra latency can
be avoi ded between two hosts that have recently established a

previ ous tcpcrypt connection
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Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the |ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docunents approved by the | ESG are candi dates for any |evel of
Internet Standard; see Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/infol/rfc8548

Copyri ght Notice

Copyright (c) 2019 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

3.

I nt roducti on

Thi s docunent describes tcpcrypt, an extension to TCP for
cryptographic protection of session data. Tcpcrypt was designed to
meet the follow ng goals:

0 Meet the requirements of the TCP Encryption Negotiation Option
(TCP-ENO) [ RFC8547] for protecting connection data.

0 Be anmenable to small, self-contained inplenentations inside TCP
st acks.

0 Mnimze additional |atency at connection startup

0 As nuch as possible, prevent connection failure in the presence of
NATs and ot her m ddl eboxes that m ght normalize traffic or
ot herwi se mani pul ate TCP segnents.

0 Operate independently of |IP addresses, making it possible to
aut henticate resuned sessions efficiently even when either end
changes | P address.

A conpani on docunent [ TCPINC- APl ] describes reconmended interfaces
for configuring certain paraneters of this protocol

Requi renment s Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Encryption Protoco

Thi s section describes the operation of the tcpcrypt protocol. The
wire format of all nessages is specified in Section 4.

1. Cryptographic Al gorithns

Setting up a tcpcrypt connection enploys three types of cryptographic
al gorithns:

0 A key agreenent scheme is used with a short-lived public key to
agree upon a shared secret.
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0 An extract function is used to generate a pseudo-random key (PRK)
fromsonme initial keying material produced by the key agreenent
schene. The notation Extract(S, |1KM denotes the output of the
extract function with salt S and initial keying material |KM

0 A collision-resistant pseudo-random function (CPRF) is used to
generate nultiple cryptographic keys froma pseudo-random key,
typically the output of the extract function. The CPRF produces
an arbitrary anount of Qutput Keying Material (OKM, and we use
the notation CPRF(K, CONST, L) to designate the first L bytes of
the OKM produced by the CPRF when paraneterized by key K and the
const ant CONST.

The Extract and CPRF functions used by the tcpcrypt variants defined
in this docunent are the Extract and Expand functions of the HVAC
based Key Derivation Function (HKDF) [RFC5869], which is built on
Keyed- Hashing for Message Authentication (HVAC) [ RFC2104]. These are
defined as follows in terns of the function HVAC Hash(key, value) for
a negoti ated Hash function such as SHA-256; the synbol "|" denotes
concat enati on, and the counter concatenated to the right of CONST
occupi es a single octet.

HKDF- Extract (salt, KM -> PRK
PRK = HVAC- Hash(salt, |KM

HKDF- Expand( PRK, CONST, L) -> OKM

T(0) = enpty string (zero | ength)

T(1) = HVAC Hash(PRK, T(0) | CONST | 0x01)

T(2) = HVAC Hash(PRK, T(1) | CONST | 0x02)
= HVAC Hash(PRK, T(2) | CONST | 0x03)

T(3)

OKM = first L octets of T(1) | T(2) | T(3) |
where L <= 255*Qut put Lengt h( Hash)

Fi gure 1: HKDF Functions Used for Key Derivation

Lastly, once tcpcrypt has been successfully set up and encryption
keys have been derived, an algorithmfor Authenticated Encryption
with Associated Data (AEAD) is used to protect the confidentiality
and integrity of all transmtted application data. AEAD algorithns
use a single key to encrypt their input data and al so to generate a
cryptographic tag to acconpany the resulting ciphertext; when
decryption is perfornmed, the tag all ows authentication of the
encrypted data and of optional associated plaintext data.
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3.2. Protocol Negotiation

Tcpcrypt depends on TCP- ENO [ RFC8547] to negoti ate whether encryption
will be enabled for a connection as well as which key-agreenent
schene to use. TCP-ENO negotiates the use of a particular TCP
encryption protocol (TEP) by including protocol identifiers in ENO
suboptions. This docunent associates four TEP identifiers with the
tcperypt protocol as listed in Table 4 of Section 7. Each identifier
i ndicates the use of a particul ar key-agreenent schenme, with an
associ ated CPRF and | ength paraneter. Future standards can associate
additional TEP identifiers with tcpcrypt foll owing the assignnent
policy specified by TCP-ENO

An active opener that w shes to negotiate the use of tcpcrypt
includes an ENO option in its SYN segnent. That option includes
suboptions with tcpcrypt TEP identifiers indicating the key-agreenent
schenes it is willing to enable. The active opener MAY additionally
i ncl ude suboptions indicating support for encryption protocols other
than tcpcrypt, as well as gl obal suboptions as specified by TCP-ENO

If a passive opener receives an ENO option including tcpcrypt TEPs
that it supports, it MAY then attach an ENO option to its SYN ACK
segnent, including solely the TEP it wi shes to enabl e.

To establish distinct roles for the two hosts in each connecti on,
tcpcrypt depends on the rol e-negotiati on mechani sm of TCP-ENO. As
one result of the negotiation process, TCP-ENO assigns hosts uni que
roles abstractly called "A" at one end of the connection and "B" at
the other. Generally, an active opener plays the "A" role and a
passi ve opener plays the "B" role, but in the case of sinultaneous
open, an additional mechani sm breaks the symmetry and assigns a
distinct role to each host. TCP-ENO uses the terms "host A" and
"host B" to identify each end of a connection uniquely; this docunent
enpl oys those terns in the sane way.

An ENO suboption includes a flag "v" which indicates the presence of
associ ated variable-length data. 1In order to propose fresh key
agreenment with a particular tcpcrypt TEP, a host sends a one-byte
suboption containing the TEP identifier and v = 0. |In order to
propose session resunption (described further below) with a
particular TEP, a host sends a variabl e-1ength suboption contai ning
the TEP identifier, the flag v = 1, an identifier derived froma
session secret previously negotiated with the sane host and the sane
TEP, and a nonce.
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Once two hosts have exchanged SYN segnents, TCP-ENO defines the
negotiated TEP to be the last valid TEP identifier in the SYN segnent
of host B (that is, the passive opener in the absence of sinultaneous
open) that also occurs in that of host A. If there is no such TEP
hosts MJST di sabl e TCP- ENO and tcpcrypt.

If the negotiated TEP was sent by host Bwith v = 0, it neans that
fresh key agreement will be perforned as described in Section 3. 3.

If, on the other hand, host B sent the TEP with v = 1 and both hosts
sent appropriate resunption identifiers in their suboption data, then
t he key-exchange nessages will be omtted in favor of deternining
keys via session resunption as described in Section 3.5. Wth
session resunption, protected application data MAY be sent

i medi ately as detailed in Section 3.6.

Note that the negotiated TEP is determ ned without reference to the
"v" bits in ENO suboptions, so if host A offers resunption with a
particular TEP and host B replies with a non-resunpti on suboption
with the sane TEP, that could becone the negotiated TEP, in which
case fresh key agreenment will be performed. That is, sending a
resunption suboption also inplies willingness to performfresh key
agreenent with the indicated TEP

As REQUI RED by TCP-ENO, once a host has both sent and received an ACK
segnment containing a valid ENO option, encryption MIST be enabl ed and
pl ai nt ext application data MJUST NOT ever be exchanged on the
connection. |If the negotiated TEP is anmong those listed in Table 4,
a host MJST foll ow the protocol described in this docunent.

3.3. Key Exchange

Fol | owi ng successful negotiation of a tcpcrypt TEP, all further
signaling is perforned in the Data portion of TCP segnents. Except
when resunpti on was negotiated (described in Section 3.5), the two
hosts perform key exchange through two nessages, Initl and Init2, at
the start of the data streans of host A and host B, respectively.
These nessages MAY span nultiple TCP segnents and need not end at a
segnment boundary. However, the segnent containing the |ast byte of
an Initl or Init2 message MUST have TCP's push flag (PSH) set.

The key exchange protocol, in abstract, proceeds as foll ows:

A -> B: Initl
B -> A Init2

{ INNT1L_MAG C, symcipher_list, NA Pub_A}
{ INNT2_MAG C, symcipher, N B, Pub B}

The concrete format of these nessages is specified in Section 4.1

Bittau, et al. Experi ment al [ Page 7]



RFC 8548 tcperypt: TCP Encryption Protocol May 2019

The paraneters are defined as foll ows:
o INTL MAAC, INT2 MAGC. Constants defined in Section 4.3

o0 symcipher list: Alist of identifiers of symmetric ciphers (AEAD
al gorithnms) acceptable to host A. These are specified in Table 5
of Section 7.

0 symcipher: The symetric cipher selected by host B fromthe
sym ci pher _list sent by host A

o0 NA NB: Nonces chosen at random by hosts A and B, respectively.

o0 Pub_A, Pub_B: Epheneral public keys for hosts A and B
respectively. These, as well as their corresponding private keys,
are short-lived values that MJST be refreshed frequently. The
private keys SHOULD NOT ever be witten to persistent storage.

The security risks associated with the storage of these keys are
di scussed in Section 8.

If a host receives an epheneral public key fromits peer and a key-
validation step fails (see Section 5), it MJST abort the connection
and raise an error condition distinct fromthe end-of-file condition

The epheneral secret ES is the result of the key-agreenent algorithm
(see Section 5) indicated by the negotiated TEP. The inputs to the
algorithmare the | ocal host’s epheneral private key and the renote
host’ s epheneral public key. For exanple, host A would conpute ES
using its own private key (not transnmtted) and host B s public key,
Pub_B.

The two sides then conmpute a pseudo-random key, PRK, from which all
session secrets are derived, as foll ows:

PRK = Extract(N_A, eno _transcript | Initl | Init2 | ES)
Above, "|" denotes concatenation, eno_transcript is the protocol -
negoti ation transcript defined in Section 4.8 of [RFC8547], and Initl
and Init2 are the transmtted encodi ngs of the nmessages described in
Section 4.1.
A series of session secrets are conputed from PRK as foll ows:

ss[ 0]
ss[i]

PRK
CPRF(ss[i-1], CONST_NEXTK, K_LEN)
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The value ss[0] is used to generate all key material for the current
connection. The values ss[i] for i > 0 are used by session
resunption to avoid public key cryptography when establishing
subsequent connections between the sanme two hosts as described in
Section 3.5. The CONST_* values are constants defined in

Section 4.3. The length K LEN depends on the tcpcrypt TEP in use,
and is specified in Section 5

G ven a session secret ss[i], the two sides conpute a series of
mast er keys as foll ows:

nk[ 0]
mk[j ]

CPRF(ss[i], CONST_REKEY | sn[i], K_LEN)
CPRF(1k[j-1], CONST_REKEY, K_LEN)

The process of advancing through the series of master keys is
described in Section 3.8. The values represented by sn[i] are
session nonces. For the initial session with i = 0, the session
nonce is zero bytes long. The values for subsequent sessions are
derived fromfresh connection data as described in Section 3.5.

Finally, each master key nk[j] is used to generate traffic keys for
protecting application data using authenticated encryption

CPRF(k[j], CONST _KEY A, ae key len + ae_nonce_l en)
CPRF(nk[j], CONST_KEY_ B, ae_key len + ae_nonce_l en)

ab[j]
k_ba[]]
In the first session derived fromfresh key agreenent, traffic keys
k_ab[j] are used by host A to encrypt and host B to decrypt, while
keys k ba[j] are used by host B to encrypt and host A to decrypt. In
a resuned session, as described nore thoroughly in Section 3.5, each
host uses the keys in the sane way as it did in the original session,
regardl ess of its role in the current session; for exanple, if a host
pl ayed role "A" in the first session, it will use keys k_ab[j] to
encrypt in each derived session

The val ues ae_key_ |l en and ae_nonce_|l en depend on the authenti cated-
encryption algorithmselected and are given in Table 3 of Section 6.
The al gorithmuses the first ae_key |l en bytes of each traffic key as
an aut henti cated-encryption key, and it uses the foll ow ng
ae_nonce | en bytes as a nonce random zer

I mpl ement ati ons SHOULD provide an interface allowi ng the user to
specify, for a particular connection, the set of AEAD algorithns to
advertise in symcipher_list (when playing role "A") and al so the
order of preference to use when selecting an algorithmfromthose
of fered (when playing role "B"). A conpani on docurent [ TCPI NC- API ]
descri bes recomended interfaces for this purpose.
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After host B sends Init2 or host Areceives it, that host MNAY
i medi ately begin transmitting protected application data as
descri bed in Section 3.6.

If host Areceives Init2 with a symcipher value that was not present
in the symcipher_list it previously transmitted in Initl, it MJST
abort the connection and raise an error condition distinct fromthe
end-of -file condition

Thr oughout this docunment, to "abort the connection" neans to issue
the "Abort" command as described in Section 3.8 of [RFC793]. That
is, the TCP connection is destroyed, RESET is transmitted, and the
|l ocal user is alerted to the abort event.

3.4. Session ID

TCP-ENO requires each TEP to define a session |ID value that uniquely
i dentifies each encrypted connection

A tcpcrypt session ID begins with the byte transmtted by host B that
contains the negotiated TEP identifier along with the "v" bit. The
remai nder of the IDis derived fromthe session secret and session
nonce, as foll ows:

session_id[i] = TEP-byte | CPRF(ss[i], CONST_SESSID | sn[i], K_LEN)

Again, the length K LEN depends on the TEP and is specified in
Section 5.

3.5. Session Resunption

If two hosts have previously negotiated a session with secret
ss[i-1], they can establish a new connection w thout public-key
operations using ss[i], the next session secret in the sequence
derived fromthe original PRK

A host signals its willingness to resume with a particul ar session
secret by sending a SYN segnent with a resunption suboption, i.e., an
ENO suboption containing the negotiated TEP identifier of the

previ ous session, half of the resunption identifier for the new
session, and a resunption nonce.

The resunption nonce MJST have a ninimumlength of zero bytes and
maxi mum | ength of eight bytes. The value MJST be chosen randomy or
usi ng a mechani smthat guarantees uni queness even in the face of
virtual -machi ne cl oning or other re-execution of the sane session

An attacker who can force either side of a connection to reuse a
session secret with the same nonce will conpletely break the security
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of tcpcrypt. Reuse of session secrets is possible in the event of
vi rtual - machi ne cl oning or reuse of systemlevel hibernation state.
I mpl enent ati ons SHOULD provi de an APl through which to set the
resunption nonce |length and MUST default to eight bytes if they
cannot prohibit the reuse of session secrets.

The resunption identifier is calculated froma session secret ss[i]
as foll ows:

resune[i] = CPRF(ss[i], CONST_RESUME, 18)

To nane a session for resunption, a host sends either the first or
second half of the resunmption identifier according to the role it
pl ayed in the original session with secret ss[O0].

A host that originally played role "A" and wi shes to resune froma
cached session sends a suboption with the first half of the
resunption identifier

byt e 0 1 9 10
R R T R +- - [ +
| TEP- | resune[i]{0..8} | nonce_a |
| byte | I
Fomm o - Fomm o - +- - g Fomm o - +- - g +

Figure 2: Resunption suboption sent when original role was "A"

The TEP-byte contains a tcpcrypt TEP identifier and v = 1. The nonce
val ue MUST have | ength between 0 and 8 bytes.

Simlarly, a host that originally played role "B" sends a suboption
with the second half of the resunption identifier:

byte 0 1 9 10
Femmm o - Femmm o - S Femmm o - +- - g +
| TEP- | resune[i]{9..17} | nonce_b |
| byte | I
Fom e e - - Fom e e - - +- - e Fom e e - - +- - e +

Figure 3: Resunption suboption sent when original role was "B".

The TEP-byte contains a tcpcrypt TEP identifier and v = 1. The nonce
val ue MUST have | ength between 0 and 8 bytes.

If a passive opener receives a resunption suboption containing an
identifier-half that nanes a session secret that it has cached, and
the subobtion’s TEP matches the TEP used in the previous session, it
SHOULD (with exceptions specified below) agree to resune fromthe
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cached session by sending its own resunption suboption, which wll
contain the other half of the identifier. Qherwise, it MJST NOT
agree to resunption.

If a passive opener does not agree to resunption with a particul ar
TEP, it MAY either request fresh key exchange by responding with a
non-resunpti on suboption using the same TEP or el se respond to any
ot her received TEP suboption

If a passive opener receives an ENO suboption with a TEP identifier
and v = 1, but the suboption data is less than 9 bytes in length, it
MJUST behave as if the same TEP had been sent with v = 0. That is,
the suboption MJUST be interpreted as an offer to negotiate fresh key
exchange with that TEP

If an active opener sends a resunption suboption with a particul ar
TEP and the appropriate half of a resunption identifier, and then, in
the same TCP handshake, it receives a resunption suboption with the
sane TEP and an identifier-half that does not match that resunption
identifier, it MJST ignore that suboption. 1In the typical case that
this was the only ENO suboption received, this neans the host MJST

di sabl e TCP-ENO and tcpcrypt; it MJST NOT send any nore ENO options
and MJUST NOT encrypt the connection

When a host concl udes that TCP-ENO negotiati on has succeeded for some
TEP that was received in a resunption suboption, it MJST then enable
encryption with that TEP using the cached session secret. To do
this, it first constructs sn[i] as follows:

sn[i] = nonce_a | nonce_b

Mast er keys are then conputed froms[i] and sn[i] as described in
Section 3.3 as well as from application data encrypted as descri bed
in Section 3.6.

The session ID (Section 3.4) is constructed in the sane way for
resunmed sessions as it is for fresh ones. In this case, the first
byte will always have v = 1. The remainder of the IDis derived from
the cached session secret and the session nonce that was generated
during resunption.

In the case of simultaneous open where TCP-ENO is able to establish
asymetric roles, two hosts that sinultaneously send SYN segments
with conpatible resunption suboptions MAY resune the associ ated
sessi on.

In a particular SYN segnent, a host SHOULD NOT send nore than one
resunption suboption (because this consunmes TCP option space and is
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unlikely to be a useful practice), and it MJST NOT send nore than one
resunption suboption with the same TEP identifier. But in addition
to any resunption suboptions, an active opener MAY include
non-resunpti on suboptions describing other TEPs it supports (in
addition to the TEP in the resunption suboption).

After using the session secret ss[i] to conpute nk[O0],

i mpl ement ati ons SHOULD conput e and cache ss[i+1] for possible use by
a later session and then erase ss[i] fromnmenory. Hosts MAY retain
ss[i+1] until it is used or the nenory needs to be reclained. Hosts
SHOULD NOT wite any session secrets to non-volatile storage.

When proposing resunption, the active opener MJST use the | owest
value of "i" that has not already been used (successfully or not) to
negoti ate resunption with the same host and for the sane origina
session secret ss[0].

A given session secret ss[i] MJST NOT be used to secure nore than one
TCP connection. To prevent this, a host MJST NOT resune with a
session secret if it has ever enabled encryption in the past with the
same secret, in either role. In the event that two hosts

si mul taneously send SYN segnents to each other that propose
resunption with the sane session secret but with both segnments not
part of a sinultaneous open, both connections would need to revert to
fresh key exchange. To avoid this limtation, inplenmentations MAY
choose to inplement session resunption such that all session secrets
derived froma given ss[0] are used for either passive or active
opens at the same host, not both.

If two hosts have previously negotiated a tcpcrypt session, either
host MAY later initiate session resunption regardl ess of which host
was the active opener or played the "A" role in the previous session

However, a given host MJST either encrypt with keys k _ab[j] for al
sessions derived fromthe same original session secret ss[0], or with
keys k_ba[j]. Thus, which keys a host uses to send segnents is not
affected by the role it plays in the current connection: it depends
only on whether the host played the "A" or "B" role in the initia
sessi on.

I mpl enent ati ons that cache session secrets MJST provide a neans for
applications to control that caching. |In particular, when an
application requests a new TCP connection, it MJST have a way to
specify two policies for the duration of the connection: 1) that
resunption requests will be ignored, and thus fresh key exchange w ||
be necessary; and 2) that no session secrets will be cached. (These
policies can be specified independently or as a unit.) And for an
est abl i shed connection, an application MJST have a neans to cause any
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cache state that was used in or resulted fromestablishing the
connection to be flushed. A conpani on docunent [ TCPI NC- API ]
descri bes reconmrended interfaces for this purpose.

3.6. Data Encryption and Authentication

Fol | owi ng key exchange (or its om ssion via session resunption), al
further comunication in a tcpcrypt-enabled connection is carried out
within delimted encryption frames that are encrypted and

aut henti cated usi ng the agreed-upon keys.

This protection is provided via algorithnms for Authenticated
Encryption with Associated Data (AEAD). The pernitted algorithns are
listed in Table 5 of Section 7. Additional algorithms can be
specified in the future according to the policy in that section. One
algorithmis selected during the negotiation described in

Section 3.3. The lengths ae _key | en and ae _nonce_ | en associated with
each algorithmare found in Table 3 of Section 6 along with
requirenents for which algorithnms MJST be inpl ement ed.

The format of an encryption frame is specified in Section 4.2. A
sendi ng host breaks its streamof application data into a series of
chunks. Each chunk is placed in the data field of a plaintext value,
which is then encrypted to yield a frame’s ciphertext field. Chunks
MJUST be smal |l enough that the ciphertext (whose |Iength depends on the
AEAD ci pher used, and is generally slightly |longer than the

pl ai ntext) has length | ess than 2716 bytes.

An "associ ated data" value (see Section 4.2.2) is constructed for the
frane. It contains the frame’'s control field and the length of the
ci phertext.

A "frame 1 D" value (see Section 4.2.3) is also constructed for the
frame, but not explicitly transmtted. It contains a 64-bit offset
field whose integer value is the zero-indexed byte offset of the

begi nning of the current encryption frame in the underlying TCP
datastream (That is, the offset in the fram ng stream not the

pl ai ntext application stream) The offset is then |eft-padded with
zero-val ued bytes to forma value of |length ae_nonce_| en. Because it
is strictly necessary for the security of the AEAD al gorithns
specified in this docunent, an inplenentation MJST NOT ever transmt
distinct frames with the same frane | D val ue under the sane
encryption key. In particular, a retransmtted TCP segnment MJST
contain the sane payl oad bytes for the same TCP sequence nunbers, and
a host MJST NOT transmit nore than 2764 bytes in the underlying TCP
dat astream (whi ch woul d cause the offset field to wap) before
rekeyi ng as described in Section 3.8.

Bittau, et al. Experi ment al [ Page 14]



RFC 8548 tcperypt: TCP Encryption Protocol May 2019

Keys for AEAD encryption are taken fromthe traffic key k_ab[j] or

k_ba[j] for some "j", according to the host’s role as described in
Section 3.3. First, the appropriate traffic key is divided into two
parts:

ae key len + ae _nonce len - 1

byte 0 ae_key_len |
| | |
% % %
e R T T T T E I ey
I K I NR I
R o e e SR R

Figure 4: Format of Traffic Key

Wth reference to the "AEAD Interface" described in Section 2 of

[ RFC5116], the first ae_key_ len bytes of the traffic key provide the
AEAD key K. The renmining ae_nonce_| en bytes provide a nonce

random zer value NR, which is conbined via bitw se exclusive-or with
the frame IDto yield N, the AEAD nonce for the frame:

N = frame_I D XOR NR

The remai ni ng AEAD inputs, P and A are provided by the frane's
pl ai nt ext val ue and associ ated data, respectively. The output of the
AEAD operation, C, is transmtted in the frame’s ciphertext field.

When a frame is received, tcpcrypt reconstructs the associ ated data
and frame I D values (the former contains only data sent in the clear,
and the latter is inplicit in the TCP strean), computes the nonce N
as above, and provides these and the ciphertext value to the AEAD
decryption operation. The output of this operation is either a

pl ai ntext value P or the special synmbol FAIL. 1In the latter case,
the inplementati on SHOULD abort the connection and rai se an error
condition distinct fromthe end-of-file condition. But if none of
the TCP segnent (s) containing the frane have been acknow edged and
retransm ssion could potentially result in a valid frane, an

i npl ementati on MAY instead drop these segnents (and renege if they
have been sel ectively acknow edged (SACKed), according to Section 8
of [RFC2018]).
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3.7. TCP Header Protection

The ciphertext field of the encryption frame contains protected
versions of certain TCP header val ues.

When the URGp bit is set, the urgent field indicates an offset from
the current frame's beginning offset; the sum of these offsets gives
the index of the |l ast byte of urgent data in the application

dat astream

A sender MJST set the FINp bit on the last frane it sends in the
connection (unless it aborts the connection) and MJST NOT set FINp on
any other frane.

TCP sets the FIN flag when a sender has no nore data, which with
tcpcrypt nmeans setting FIN on the segnent containing the |ast byte of
the last frane. However, a receiver MJIST report the end-of-file
condition to the connection’s |ocal user when and only when it
receives a frame with the FINp bit set. |If a host receives a segnent
with the TCP FIN flag set but the received datastreamincluding this
segnment does not contain a frane with FINp set, the host SHOULD abort
the connection and raise an error condition distinct fromthe end-of-
file condition. But if there are unacknow edged segnments whose
retransm ssion could potentially result in a valid frane, the host
MAY instead drop the segnent with the TCP FIN flag set (and renege if
it has been SACKed, according to Section 8 of [RFC2018]).

3.8. Rekeying

Rekeying all ows hosts to wipe fromnmenory keys that coul d decrypt
previously transmitted segnents. It also allows the use of AEAD

ci phers that can securely encrypt only a bounded nunber of nessages
under a given key.

As described in Section 3.3, a master key nk[j] is used to generate
two encryption keys k_ab[j] and k_ba[j]. W refer to these as a key
set with generation nunber "j". Each host naintains both a |oca
generati on nunber that determ nes which key set it uses to encrypt
outgoing frames and a renote generati on nunber equal to the highest
generation used in franes received fromits peer. Initially, these
two generation nunbers are set to zero

A host MAY increnent its |ocal generation nunber beyond the renote

generation nunber it has recorded. W call this action "initiating
rekeyi ng".
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When a host has increnented its |ocal generation number and uses the
new key set for the first tine to encrypt an outgoing frame, it MJST
set rekey = 1 for that frame. It MJIST set rekey = 0 in all other
cases.

When a host receives a frane with rekey = 1, it increments its record
of the renote generation nunmber. |If the renmote generation nunber is
now greater than the | ocal generation nunber, the receiver MJST

i medi ately increnment its |ocal generation nunmber to match

Moreover, if the receiver has not yet transmtted a segnent with the
FIN flag set, it MJST immediately send a frane (with enpty
application data if necessary) with rekey = 1.

A host MJUST NOT initiate nore than one concurrent rekey operation if
it has no data to send; that is, it MJUST NOT initiate rekeying with
an enpty encryption franme nore than once while its record of the
renote generation nunber is less than its own.

Note that when parts of the datastreamare retransmtted, TCP
requires that inplenmentations always send the sanme data bytes for the
same TCP sequence nunbers. Thus, frane data in retransmtted
segnments MUST be encrypted with the sane key as when it was first
transmtted, regardless of the current |ocal generation nunber.

| mpl enent ati ons SHOULD del ete ol der-generation keys from nenory once
they have received all frames they will need to decrypt with the old
keys and have encrypted all outgoing frames under the ol d keys.

3.9. Keep-Aive

I nstead of using TCP keep-alives to verify that the renote endpoint
is still responsive, tcpcrypt inplenmentations SHOULD enpl oy the
rekeyi ng mechanismfor this purpose, as follows. Wen necessary, a
host SHOULD probe the liveness of its peer by initiating rekeying and
transmtting a new frame i mediately (with enpty application data if
necessary).

As described in Section 3.8, a host receiving a frame encrypted under
a generation number greater than its own MJST increnent its own
generation nunber and (if it has not already transmtted a segnent
with FIN set) imediately transmit a new frame (with zero-length
application data if necessary).

| mpl enent ati ons MAY use TCP keep-alives for purposes that do not
requi re endpoint authentication, as discussed in Section 8. 2.
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4. Encodi ngs

This section provides byte-level encodings for values transnmitted or
conmput ed by the protocol

4.1. Key-Exchange Messages

The I nitl message has the foll ow ng encoding:

byte 0O 1 2 3
fome oo fome oo fome oo fome oo +
| INIT1L_MAG C |
I I
o - o - o - o - +
4 5 6 7
fome oo fome oo fome oo fome oo +

N N N N +

8
S . S S R ooy . +
| nci phers| sym_ | sym_ | | sym_ |
| =K | ci pher[0] |cipher[1] | | ci pher[ K-1] |
Fomm e - o - Fomm - - S s Fomm - - +

2*K + 9 2*K + 9 + N_A LEN

I I

v v
Fommma - +- - - B e I R +
| N_A | Pub_A |
| | |
AR, +- - - me e e o AR, +- - - me e e o +

M- 1

Fommma - I R +
| i gnor ed |
| |
AR, i +

The constant INNTL_MAG Cis defined in Section 4.3. The four-byte
field message_len gives the length of the entire Initl nmessage,
encoded as a big-endian integer. The nciphers field contains an

i nteger value that specifies the nunber of two-byte synmmetric-cipher
identifiers that follow The symcipher[i] identifiers indicate
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cryptographic algorithns in Table 5 in Section 7. The length N_A LEN
and the length of Pub_A are both deternined by the negotiated TEP as
described in Section 5.

I mpl enentati ons of this protocol MJUST construct Initl such that the
ignored field has zero length; that is, they MJST construct the
message such that its end, as determ ned by nessage_| en, coincides
with the end of the field Pub_A. Wen receiving Initl, however,

i npl ement ati ons MJUST permit and ignore any bytes follow ng Pub_A

The 1 nit2 nessage has the foll ow ng encoding:

byt e 0 1 2 3
N N N N +
| INIT2_MAG C |
I I
Fomm o - Fomm o - Fomm o - Fomm o - +
4 5 6 7 8 9
R, R, R, R, R, R, +
| message_| en | sym.cipher |
I =M I I
Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - +
10 10 + N.B LEN
I I
v v
Fomm o - +- - - [ Fomm o - e e +
| N B | Pub_B |
I I I
N +- - - I N +- - - I +
M- 1
Fomm o - e e +
| i gnor ed |
I I
N e +

The constant INIT2 MMG C is defined in Section 4.3. The four-byte
field nessage | en gives the length of the entire Init2 nessage,
encoded as a big-endian integer. The symcipher value is a selection
fromthe symretric-cipher identifiers in the previously-received
Initl message. The length N B LEN and the length of Pub_B are both
determ ned by the negotiated TEP as described in Section 5
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I mpl ement ati ons of this protocol MJST construct Init2 such that the
field "ignored" has zero length; that is, they MJST construct the
message such that its end, as determ ned by nmessage_| en, coincides
with the end of the Pub B field. Wen receiving Init2, however,

i npl ementations MJUST pernit and ignore any bytes followi ng Pub_B.

4.2. Encryption Franes

An encryption frame conprises a control byte and a | ength-prefixed
ci phertext val ue:

byt e 0 1 2 3 clen+2
Fommma - Fommma - Fommma - Fommma - +- - - B +
| control | clen | ci phertext
R, R, R, R, I +

The field clen is an integer in big-endian format and gi ves the
I ength of the ciphertext field.

The control field has this structure:

bi t 7 1 0

The seven-bit field cres is reserved; inplenentations MIST set these
bits to zero when sending and MJST ignore them when receiving.

The use of the rekey field is described in Section 3.8.
4.2.1. Plaintext
The ciphertext field is the result of applying the negotiated

aut henti cated-encryption algorithmto a plaintext value, which has
one of these two formats:

byt e 0 1 pl en-1
R, R, +- - - me e e - +
| flags | dat a |
S DT S D +-- - B +

byt e 0 1 2 3 pl en-1
R, R, R, R, +- - - me e e - +
| flags | ur gent | dat a |
S DT S D S S S D +-- - B +
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(Note that clen in the previous section will generally be greater
than plen, as the ciphertext produced by the authenticated-encryption
schenme both encrypts the application data and provi des redundancy
with which to verify its integrity.)

The flags field has this structure:

bi t 7 6 5 4 3 2 1 0

T S S I e
| fres | URGp| FI Np|
T e LTI JNpup U S

The six-bit field fres is reserved; inplenmentations MJST set these
six bits to zero when sendi ng, and MJST ignore them when receiving.

When the URGp bit is set, it indicates that the urgent field is
present, and thus that the plaintext value has the second structure
vari ant above; otherw se, the first variant is used.

The neaning of the urgent field and of the flag bits is described in
Section 3.7.

4.2.2. Associated Data
An encryption frame’'s associated data (which is supplied to the AEAD

al gorithm when decrypting the ciphertext and verifying the frame’s
integrity) has this format:

byt e 0 1 2
Fomm o - Fomm o - Fomm o - +
| control | clen |
N N N +

It contains the sane values as the frame’s control and clen fields.
4. 2. 3. Frane ID

Lastly, a frane ID (used to construct the nonce for the AEAD
algorithm has this format:

byte 0 ae_nonce len - 8 ae_nonce len - 1
I I I
v v v
Fomm - - +- - e Fomm - - B +
| 0 | | 0 | of f set |
+----- +- - R R +----- e e +

Bittau, et al. Experi ment al [ Page 21]



RFC 8548 tcperypt: TCP Encryption Protocol May 2019

The 8-byte offset field contains an integer in big-endian format.
Its value is specified in Section 3.6. Zero-valued bytes are
prepended to the offset field to forma structure of |length
ae_nonce_| en.

4.3. Constant Val ues

The tabl e bel ow defines values for the constants used in the

pr ot ocol .
R S S +
| Val ue | Nane |
. e +
| 0x01 | CONST_NEXTK |
| 0x02 | CONST_SESSI D |
| 0x03 | CONST_REKEY |
| 0x04 | CONST_KEY_A |
| 0x05 | CONST_KEY B |
| 0x06 | CONST_RESUME |
| 0x1510l1a0e | INIT1_MAG C |
| 0x097105e0 | INIT2_MAG C |
Fom e m oo - - o e oo - +

Table 1: Constant Values Used in the Protocol
5. Key-Agreement Schenes

The TEP negotiated via TCP-ENO i ndi cates the use of one of the key-
agreenent schenes nanmed in Table 4 in Section 7. For exanple,
TCPCRYPT_ECDHE P256 nanes the tcpcrypt protocol using ECDHE- P256
together with the CPRF and | ength parameters specified bel ow

Al the TEPs specified in this document require the use of HKDF-
Expand- SHA256 as the CPRF, and these | engths for nonces and session

secrets:
N_A LEN: 32 bytes
N B LEN: 32 bytes
K_LEN: 32 bytes

Future docunments assigning additional TEPs for use with tcpcrypt

m ght specify different values for the | engths above. Note that the
m ni mum session I D length specified by TCP-ENO, together with the way
tcperypt constructs session IDs, inplies that K LEN MJST have | ength
at | east 32 bytes.

Key- agreenent schenes ECDHE- P256 and ECDHE- P521 enploy the Elliptic
Curve Secret Value Derivation Primtive, Diffie-Hellnmn version
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(ECSVDP-DH) defined in [I EEE-1363]. The naned curves are defined in
[Nl ST-DSS]. When the public-key values Pub_A and Pub_B are
transmtted as described in Section 4.1, they are encoded with the
"Elliptic Curve Point to Octet String Conversion Primtive" described
in Section E. 2.3 of [IEEE-1363] and are prefixed by a two-byte | ength
in big-endian format:

byt e 0 1 2 L-1
R, R, R, I +
| pubkey len | pubkey |
I =L I I
S S S I +

| mpl enent ati ons MJUST encode these pubkey values in "conpressed
format". Inplenmentati ons MIST validate these pubkey val ues according
to the algorithmin Section A 16.10 of [I|EEE-1363].

Key- agr eement schenmes ECDHE- Curve25519 and ECDHE- Curve448 performthe
Diffie-Hellman protocol using the functions X25519 and X448,
respectively. |nplenentations SHOULD conmpute these functions using
the al gorithms described in [RFC7748]. \Wen they do so,

i mpl ement ati ons MJUST check whether the conputed Diffie-Hellnman shared
secret is the all-zero value and abort if so, as described in

Section 6 of [RFC7748]. Alternative inplenentations of these
functions SHOULD abort when either input forces the shared secret to
one of a small set of values as discussed in Section 7 of [RFC7748].

For these schenes, public-key values Pub_A and Pub_B are transnmitted
directly with no I ength prefix: 32 bytes for ECDHE- Curve25519 and 56
byt es for ECDHE- Curve448.

Tabl e 2 bel ow specifies the requirenent |evels of the four TEPs
specified in this docunent. |In particular, all inplenentations of
tcpcrypt MJST support TCPCRYPT_ECDHE Curve25519. However, system
adm ni strators MAY configure which TEPs a host will negotiate

i ndependent of these inplenmentation requirenents.

o e e e e oo o o m e e e e e e e maaaoo- +
| Requirenment | TEP |
S o e e e e e e e oo - +
| REQUI RED | TCPCRYPT_ECDHE_Curve25519 |
| RECOMMENDED | TCPCRYPT_ECDHE Curve448

| OPTI ONAL | TCPCRYPT_ECDHE_P256 |
| OPTI ONAL | TCPCRYPT_ECDHE_P521 |
S o e e e e e e e e oo - +

Table 2: Requirenents for |nplenentation of TEPs
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AEAD Al gorithns

Thi s docunent uses sym cipher identifiers in the nmessages Initl and

Init2 (see Section 3.3) to negotiate the use of AEAD al gorithns; the
val ues of these identifiers are given in Table 5 in Section 7. The

al gorithms AEAD AES 128 GCM and AEAD AES 256 _CCM are specified in

[ RFC5116]. The al gorithm AEAD CHACHA20_POLY1305 is specified in

[ RFC8439] .

I mpl enent ati ons MUST support certain AEAD al gorithns according to
Table 3. Note that system adm nistrators MAY configure which
algorithms a host will negotiate independently of these requirenents.

Lastly, this docunment uses the |l engths ae _key |l en and ae_nonce len to
specify aspects of encryption and data formats. These val ues depend
on the negotiated AEAD al gorithm also according to the table bel ow

| AEAD AES 128 GCM |
| AEAD_AES_256_GCM
| AEAD_CHACHA20_ POLY1305 |

REQU RED |
RECOMVENDED |
RECOMVENDED |

16 bytes |
32 bytes |
32 bytes |

12 bytes |
12 bytes |
12 bytes |

Tabl e 3: Requirenment and Lengths for Each AEAD Al gorithm

| ANA Consi der ati ons

For use with TCP-ENO s negotiation nmechanism tcpcrypt’'s TEP
identifiers have been incorporated in ANA's "TCP Encryption Protoco
Identifiers" registry under the "Transm ssion Control Protocol (TCP)
Paranmeters” registry, as in Table 4. The various key-agreenent
schenes used by these tcpcrypt variants are defined in Section 5

Tabl e 4:

TCPCRYPT_ECDHE_P256
TCPCRYPT_ECDHE_P521
TCPCRYPT_ECDHE_Cur ve25519
TCPCRYPT_ECDHE_Cur ve448

TEP I dentifiers for

| [RFC8548] |
| [RFC8548] |
| [RFC8548] |
| [RFC8548] |

Use with tcpcrypt

Bittau,

In Section 6, this docunment defines the use of several AEAD
algorithnms for encrypting application data. To nane these
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al gorithms, the tcpcrypt protocol uses two-byte identifiers in the
range 0x0001 to OxFFFF, inclusively, for which I ANA maintains a new
"tcpcrypt AEAD Al gorithms" registry under the "Transm ssion Control
Protocol (TCP) Paraneters" registry. The initial values for this
registry are given in Table 5. Future assignnents are to be nade

upon satisfying either of two policies defined in [RFC8126]: "IETF
Revi ew' or (for non-1ETF stream specifications) "Expert Review wth
RFC Required.” I1ANA will furthernmore provide early allocation

[ RFC7120] to facilitate testing before RFCs are finalized.

T Fom e e e e a e e oo g +
| Value | AEAD Algorithm | Reference |
R o o +
| 0x0001 | AEAD _AES 128 GCM | [RFC8548], Section 6 |
| 0x0002 | AEAD_AES 256_GCM | [RFC8548], Section 6 |
| 0x0010 | AEAD _CHACHA20_POLY1305 | [RFC8548], Section 6 |
T Fom e e e e a e e oo g +

Table 5: Authenticated-Encryption Algorithms for Use with tcpcrypt

8. Security Considerations

Al'l of the security considerations of TCP-ENO apply to tcpcrypt. In
particular, tcpcrypt does not protect against active network
attackers unless applications authenticate the session ID. If it can

be established that the session | Ds conputed at each end of the
connection match, then tcpcrypt guarantees that no man-in-the-mnddle
attacks occurred unless the attacker has broken the underlying
cryptographic prinmtives, e.g., Elliptic Curve Diffie-Hellnmn (ECDH).
A proof of this property for an earlier version of the protocol has
been published [tcpcrypt].

To ensure m ddl ebox conpatibility, tcpcrypt does not protect TCP
headers. Therefore, the protocol is vulnerable to denial-of-service
fromoff-path attackers just as plain TCP is. Possible attacks

i ncl ude desynchroni zing the underlying TCP stream injecting RST or
FI N segnents, and forging rekey bits. These attacks will cause a
tcpcrypt connection to hang or fail with an error, but not in any

ci rcunst ance where plain TCP coul d continue uncorrupt ed.

I npl enent ati ons MUST gi ve hi gher-level software a way to distinguish
such errors froma clean end-of-stream (indicated by an authenticated
FINp bit) so that applications can avoid semantic truncation attacks.

There is no "key confirmation" step in tcpcrypt. This is not needed
because tcpcrypt’s threat nodel includes the possibility of a
connection to an adversary. |f key negotiation is conprom sed and
yields two different keys, failed integrity checks on every
subsequent frane will cause the connection either to hang or to
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abort. This is not a newthreat as an active attacker can achieve
the sane results against a plain TCP connection by injecting RST
segnments or nodifying sequence and acknow edgenent nunbers

Tcpcrypt uses short-lived public keys to provide forward secrecy;
once an inplenentation renoves these keys from nenory, a conprom se
of the systemw |l not provide any nmeans to derive the session
secrets for past connections. Al currently-specified key agreenent
schenes invol ve key agreenent based on Epheneral Elliptic Curve
Diffie-Hell man (ECDHE), neaning a new key pair can be efficiently
conputed for each connection. |f inplenentations reuse these
paraneters, they MIST linit the lifetine of the private paranmeters as
far as is practical in order to minimze the nunber of past
connections that are vulnerable. O course, placing private keys in
persi stent storage introduces severe risks that they will not be
destroyed reliably and in a tinely fashion, and it SHOULD be avoi ded
whenever possi bl e.

At t ackers cannot force passive openers to nove forward in their
session resunption chain w thout guessing the content of the
resunption identifier, which will be difficult w thout key know edge.

The cipher-suites specified in this docunent all use HVAC SHA256 to
i mpl ement the collision-resistant pseudo-random function denoted by
CPRF. A collision-resistant function is one for which, for
sufficiently large L, an attacker cannot find two distinct inputs
(K_1, CONST_1) and (K 2, CONST_2) such that CPRF(K_1, CONST_ 1, L) =
CPRF(K 2, CONST 2, L). Collision resistance is inportant to assure
t he uni queness of session IDs, which are generated using the CPRF.

Lastly, many of tcpcrypt’s cryptographic functions require random

i nput, and thus any host inplenenting tcpcrypt MJST have access to a
crypt ogr aphi cal | y-secure source of randommess or pseudo-randonmess.

[ RFC4086] provi des recomrendati ons on how to achieve this.

Most inplenentations will rely on a device's pseudo-random gener at or,
seeded from hardware events and a seed carried over fromthe previous
boot. Once a pseudo-random generator has been properly seeded, it
can generate effectively arbitrary amunts of pseudo-random dat a.
However, until a pseudo-random generator has been seeded with
sufficient entropy, not only will tcpcrypt be insecure, it wll

reveal information that further weakens the security of the pseudo-
random generator, potentially harm ng other applications. As

REQUI RED by TCP- ENO, i npl enentati ons MJST NOT send ENO options unl ess
they have access to an adequate source of randomess.
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8.1. Asymetric Roles

Tcperypt transforns a shared pseudo-random key (PRK) into
cryptographic traffic keys for each direction. Doing so requires an
asymmetry in the protocol, as the key derivation function nust be
perturbed differently to generate different keys in each direction
Tcperypt includes other asymretries in the roles of the two hosts,
such as the process of negotiating algorithns (e.g., proposing vs.
sel ecting ci pher suites).

8.2. Verified Liveness

Many hosts inplenent TCP keep-alives [RFC1122] as an option for
applications to ensure that the other end of a TCP connection stil
exi sts even when there is no data to be sent. A TCP keep-alive
segnent carries a sequence nunber one prior to the beginning of the
send wi ndow and may carry one byte of "garbage" data. Such a segnent
causes the renote side to send an acknow edgnent .

Unfortunately, tcpcrypt cannot cryptographically verify keep-alive
acknow edgments. Therefore, an attacker could prolong the existence
of a session at one host after the other end of the connection no

| onger exists. (Such an attack m ght prevent a process with
sensitive data fromexiting, giving an attacker nore tine to
conprom se a host and extract the sensitive data.)

To counter this threat, tcpcrypt specifies a way to stinulate the
renote host to send verifiably fresh and authentic data, described in
Section 3.9.

The TCP keep-alive mechani smhas al so been used for its effects on

i ntermedi ate nodes in the network, such as preventing flow state from
expiring at NAT boxes or firewalls. As these purposes do not require
the aut hentication of endpoints, inplenentations MAY safely
acconplish themusing either the existing TCP keep-alive mechani sm or
tcperypt’s verified keep-alive nmechani sm

8.3. Mandatory Key- Agreenent Schenes

Thi s docunent nandates that tcpcrypt inplenentations provide support
for at |east one key-agreenent scheme: ECDHE using Curve25519. This
choice of a single nmandatory algorithmis the result of a difficult
tradeoff between cryptographic diversity and the ease and security of
actual depl oynent.

The I ETF s apprai sal of best current practice on this matter

[ RFC7696] says, "ldeally, two independent sets of nandatory-to-
i npl ement algorithms will be specified, allowing for a primary suite
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and a secondary suite. This approach ensures that the secondary
suite is widely deployed if a flawis found in the primary one."

To neet that ideal, it mght appear natural to al so nandate ECDHE
usi ng P-256. However, inplenenting the Diffie-Hellman function using
NI ST elliptic curves (including those specified for use with
tcperypt, P-256 and P-521) appears to be very difficult to achieve

wi t hout introducing vulnerability to side-channel attacks
[NIST-fail]. Although well-trusted inplenmentations are avail abl e as
part of large cryptographic libraries, these can be difficult to
extract for use in operating-systemkernels where tcpcrypt is usually
best inplenented. |In contrast, the characteristics of Curve25519
together with its recent popularity has led to many safe and
efficient inplementations, including some that fit naturally into the
kernel environnent.

[ RFC7696] insists that, "The selected algorithnms need to be resistant
to side-channel attacks and al so neet the performance, power, and
code size requirenents on a wide variety of platforns." On this
principle, tcpcrypt excludes the NI ST curves fromthe set of
mandat ory-t o-i npl ement key-agreenent al gorithns.

Lastly, this docunent encourages support for key agreement with
Curve448, categorizing it as RECOWENDED. Curve448 appears likely to
admt safe and efficient inplenentations. However, support is not
REQUI RED because exi sting inplenentations nmight not yet be
sufficiently well proven

9. Experinents

Sone experience will be required to deternine whether the tcpcrypt
protocol can be depl oyed safely and successfully across the diverse
environments of the global internet.

Saf ety neans that TCP i npl enentations that support tcpcrypt are able
to communicate reliably in all the sane settings as they woul d

wi t hout tcpcrypt. As described in Section 9 of [RFC8547], this
property can be subverted if m ddl eboxes strip ENO options from

non- SYN segnents after allowing themin SYN segnments, or if the
particul ar communi cation patterns of tcpcrypt offend the policies of
m ddl eboxes doi ng deep- packet inspection

Success, in addition to safety, means hosts that inplenent tcpcrypt
actual ly enabl e encrypti on when connecting to one another. This
property depends on the network’s treatment of the TCP- ENO handshake
and can be subverted if m ddl eboxes nerely strip unknown TCP options
or termnate TCP connections and relay data back and forth
unencr ypt ed.
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10.

10.

Ease of inplenmentation will be a further challenge to depl oynent.
Because tcpcrypt requires encryption operations on franes that may
span TCP segnents, kernel inplementations are forced to buffer
segnents in different ways than are necessary for plain TCP. More

i mpl ement ati on experience will show how nuch additional code
conplexity is required in various operating systens and what kind of
performance effects can be expected.
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