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Abst ract

Despite growi ng adoption of TLS, a significant fraction of TCP
traffic on the Internet remains unencrypted. The persistence of
unencrypted traffic can be attributed to at |east tw factors.
First, sonme |egacy protocols lack a signaling nmechanism (such as a
STARTTLS command) by which to convey support for encryption, thus
maki ng i ncrenental depl oynent inpossible. Second, |egacy
appl i cations thensel ves cannot al ways be upgraded and therefore
require a way to inplenent encryption transparently entirely within
the transport layer. The TCP Encryption Negotiation Option (TCP-ENO
addresses both of these probl ens through a new TCP option ki nd
provi di ng out-of-band, fully backward-conpatible negotiation of
encryption.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunent is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
community. |t has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docurents approved by the | ESG are candi dates for any |evel of
Internet Standard; see Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc8547
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
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(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
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to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

I nt roducti on

Many applications and protocols running on top of TCP today do not
encrypt traffic. This failure to encrypt lowers the bar for certain
attacks, harm ng both user privacy and system security.

Counteracting the problem demands a nminimally intrusive, backward-
conpati bl e nechanismfor increnentally deploying encryption. The TCP
Encrypti on Negotiation Option (TCP-ENO specified in this docunent
provi des such a mechani sm

I ntroduci ng TCP options, extending operating systeminterfaces to
support TCP-level encryption, and extending applications to take
advant age of TCP-level encryption all require effort. To the
greatest extent possible, the effort invested in realizing TCP-1eve
encryption today needs to remain applicable in the future should the
need arise to change encryption strategies. To this end, it is
useful to consider two questions separately:

1. How to negotiate the use of encryption at the TCP | ayer
2. Howto performencryption at the TCP | ayer

Thi s docunent addresses question 1 with a new TCP option, ENO

TCP- ENO provides a franmework in which two endpoints can agree on a
TCP encryption protocol (TEP) out of nultiple possible TEPs. For
future compatibility, TEPs can vary widely in ternms of wire format,
use of TCP option space, and integration with the TCP header and
segnentation. However, ENO abstracts these differences to ensure the
i ntroduction of new TEPs can be transparent to applications taking
advant age of TCP-1evel encryption

Question 2 is addressed by one or nore conpani on TEP specification
docunents. Wile current TEPs enable TCP-level traffic encryption
today, TCP-ENO ensures that the effort invested to deploy today's
TEPs will additionally benefit future ones.

1. Design CGoals
TCP- ENO was designed to achieve the foll owi ng goals:

1. Enable endpoints to negotiate the use of a separately specified
TCP encryption protocol (TEP) suitable for either opportunistic
security [RFC7435] of arbitrary TCP conmuni cations or stronger
security of applications willing to perform endpoint
aut henti cati on.
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2. Transparently fall back to unencrypted TCP when not supported by
bot h endpoi nt s.

3. Provide out-of-band signaling through which applications can
better take advantage of TCP-1evel encryption (for instance, by
i nprovi ng aut henticati on nmechanisns in the presence of TCP-Ieve
encryption).

4. Define a standard negotiation transcript that TEPs can use to
def end agai nst tanpering w th TCP- ENO

5.  Make parsinonious use of TCP option space.

6. Define roles for the two ends of a TCP connection, so as to nane
each end of a connection for encryption or authentication
pur poses even following a symmetric sinultaneous open

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter m nol ogy

Thr oughout this docunment, we use the follow ng ternms, several of
whi ch have nore detail ed nornmative descriptions in [RFC793]:

SYN segnent
A TCP segment in which the SYNflag is set

ACK segnent
A TCP segnment in which the ACK flag is set (which includes nost
segnents other than an initial SYN segnent)

Non- SYN segnent
A TCP segnment in which the SYN flag is clear

SYN-only segnent
A TCP segnment in which the SYNflag is set but the ACK flag is
cl ear

SYN- ACK segnent
A TCP segnment in which the SYN and ACK flags are both set
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Active opener
A host that initiates a connection by sending a SYN-only segnent.

Wth the BSD socket APlI, an active opener calls "connect”. In
client-server configurations, active openers are typically
clients.

Passi ve opener
A host that does not send a SYN-only segnment but responds to one
with a SYN-ACK segnment. Wth the BSD socket API, passive openers
call "listen" and "accept", rather than "connect". In client-
server configurations, passive openers are typically servers.

Si mul t aneous open
The act of symmetrically establishing a TCP connection between two
active openers (both of which call "connect” with BSD sockets).
Each host of a sinmultaneous open sends both a SYN-only and a SYN
ACK segnent. Sinultaneous open is | ess compn than asymmetric
open with one active and one passive opener, but it can be used
for NAT traversal by peer-to-peer applications [ RFC5382].

TEP
A TCP encryption protocol intended for use with TCP-ENO and
specified in a separate docunent

TEP identifier
A unique 7-bit value in the range 0x20-0x7f that | ANA has assi ghed
to a TEP

Negoti ated TEP
The single TEP governing a TCP connection, deternined by use of
the TCP ENO option specified in this docunent

4. TCP-ENO Specification
TCP- ENO ext ends TCP connection establishnent to enabl e encryption
opportunistically. It uses a new TCP option kind [RFC793] to
negoti ate one anong nultiple possible TCP encryption protocols
(TEPs). The negoti ation involves hosts exchangi ng sets of supported
TEPs, where each TEP is represented by a suboption within a | arger
TCP ENO option in the offering host’s SYN segnent.
I f TCP-ENO succeeds, it yields the follow ng information:
0 a negotiated TEP represented by a unique 7-bit TEP identifier,

0o a fewextra bytes of suboption data fromeach host, if needed by
t he TEP,
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0O a negotiation transcript with which to mitigate attacks on the
negotiation itself,

o0 role assignnents designating one endpoint "host A" and the other
endpoi nt "host B", and

0 a bit available to higher-layer protocols at each endpoint for
out - of - band negoti ati on of updated behavior in the presence of TCP
encryption.

If TCP-ENO fails, encryption is disabled and the connection falls
back to traditional unencrypted TCP.

The remai nder of this section provides the normative description of
the TCP ENO option and handshake protocol.

4.1. ENO Option

TCP- ENO enpl oys an option in the TCP header [RFC793]. Figure 1
illustrates the high-level format of this option.

byt e 0 1 2 N+1 (N+2 bytes total)
+--m o= +--m o= +--m o= T S +
| Ki nd=| Len= | |
| 69 | N+2 | contents (N bytes) |
Fomm - - Fomm - - Fomm - - Fom - - +

Figure 1: The TCP- ENO Option

The contents of an ENO option can take one of two forns. A SYN-form

ENO option, illustrated in Figure 2, appears only in SYN segnents. A
non- SYN-form ENO option, illustrated in Figure 3, appears only in
non- SYN segnents. The SYN-form ENO option acts as a container for
zero or nore suboptions, |abeled "Opt_0", "Opt _1", ... in Figure 2.

The non- SYN-form ENO option, by its presence, acts as a one-bit
acknow edgnent, with the actual contents ignored by ENO  Particul ar
TEPs MAY assign additional meaning to the contents of non-SYN-form
ENO options. Wen a negotiated TEP does not assign such neaning, the
contents of a non-SYN-form ENO option MJUST be zero bytes (i.e.,

N = 0) in sent segnents and MJUST be ignored in received segnents.

byt e 0 1 2 3 oo N+1
+--- - - +--- - - +--- - - +o--- - LTI R R T
| Ki nd=| Len= | Opt _0] Opt _1]| | Opt _i | Opt _i |
| 69 | N+2 | | | | | dat a |
+----- +----- +----- +----- e e R

Fi gure 2: SYN-Form ENO Option
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byt e 0 1 2 N+1
+----- +----- +----- I
| Ki nd=| Len= | ignored
| 69 | N+2 | by TCP-ENO |
+--mna +--mna +--mna ===t

Fi gure 3: Non- SYN-Form ENO option, Were N MAY Be 0

Every suboption starts with a byte of the formillustrated in
Figure 4. The high bit "v", when set, introduces suboptions with
vari abl e-1ength data. Wien v = 0, the byte itself constitutes the
entirety of the suboption. The renmaining 7-bit value, called "glt",
takes on various neani ngs as defined bel ow

0 dobal configuration data (discussed in Section 4.2)

0 Suboption data length for the next suboption (discussed in
Section 4.4)

0 An offer to use a particular TEP defined in a separate TEP
speci ficati on docunent

bi t 7 6 5 4 3 2 1 0
S A S S
| v | glt I

e B &

Y% - non-zero for use with variable-length suboption data
glt - dobal suboption, Length, or TEP identifier

Figure 4: Format of Initial Suboption Byte

Table 1 summari zes the meaning of initial suboption bytes. Values of
glt bel ow 0x20 are used for global suboptions and |length infornmation
(the "gl" in "glt"), while those greater than or equal to 0x20 are
TEP identifiers (the "t"). Wen v = 0, since the initial suboption
byte constitutes the entirety of the suboption, all information is
expressed by the 7-bit glt value, which can be either a gl oba
suboption or a TEP identifier. Wen v =1, it indicates a suboption
with variabl e-1ength suboption data. Only TEP identifiers have
suboption data, not global suboptions. Therefore, bytes with v =1
and glt < 0x20 are not gl obal suboptions but rather |ength bytes
governing the length of the next suboption (which MJIST be a TEP
identifier). |In the absence of a length byte, a TEP identifier
suboption with v = 1 has suboption data extending to the end of the
TCP option
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| 0x00-0x1f | O | G obal suboption (Section 4.2) |
| Ox00-0x1f | 1 | Length byte (Section 4.4) |
| O0x20-0x7f | O | TEP identifier w thout suboption data |
| 0x20-0x7f | 1 | TEP identifier followed by suboption data

Table 1: Initial Suboption Byte Val ues

A SYN segnent MJUST contain at nmost one TCP ENO option. If a SYN
segrment contains nore than one ENO option, the receiver MJIST behave
as though the segnent contained no ENO options and di sabl e
encryption. A TEP MAY specify the use of multiple ENO options in a
non- SYN segnent. For non- SYN segnents, ENO itself only distinguishes
bet ween the presence or absence of ENO options; multiple ENO options
are interpreted the sane as one.

4.2. The d obal Suboption

Suboptions 0x00-0x1f are used for global configuration that applies
regardl ess of the negotiated TEP. A TCP SYN segnment MJST incl ude at
nmost one ENO suboption in this range. A receiver MJST ignore all but
the first suboption in this range in any given TCP segnment so as to
anticipate updates to ENO that assign new nmeaning to bits in
subsequent gl obal suboptions. The value of a gl obal suboption byte
is interpreted as a bit mask, illustrated in Figure 5

bi t 7 6 5 4 3 2 1 0
R R R SR S
| O] O] O0]z1]z2|z3 ] a| b
T T Sep

b - Passive role bit
a - Application-aware bit
z* - Zero bits (reserved for future use)

Figure 5: Format of the d obal Suboption Byte
The fields of the bit nask are interpreted as foll ows:

b
The passive role bit MJST be 1 for all passive openers. For
active openers, it MJST default to O, but inplenentati ons MIST
provide an APl through which an application can explicitly set b =
1 before initiating an active open. (Manual configuration of "b"
is only necessary to enable encryption with a sinmultaneous open
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and requires prior coordination to ensure exactly one endpoi nt
sets b = 1 before connecting.) See Section 8.3 for further
di scussi on.

Legacy applications can benefit from ENO specific updates that

i nprove endpoi nt authentication or avoid double encryption. The
application-aware bit "a" is an out-of-band signal through which
hi gher -1 ayer protocols can enabl e ENO specific updates that woul d
ot herwi se not be backwards conpatible. Inplenentations MIST set
this bit to zero by default, and MJST provide an APl through which
applications can change the value of the bit as well as exam ne
the value of the bit sent by the rempte host. Inplenentations
MUST furthernore support a mandatory application-aware node in
which TCP-ENO is automatically disabled if the renote host does
not set a = 1. See Section 8.4 for further discussion

z1, z2, z3
The "z" bits are reserved for future updates to TCP-ENO  They
MJST be set to zero in sent segnents and MUST be ignored in
recei ved segnents.

A SYN segnment without an explicit global suboption has an inplicit
gl obal suboption of 0x00. Because passive openers MJST al ways set
b =1, they cannot rely on this inplicit 0x00 byte and MJST i ncl ude
an explicit global suboption in their SYN-ACK segments.

4.3. TCP-ENO Rol es

TCP- ENO uses abstract roles called "A" and "B" to distinguish the two
ends of a TCP connection. These roles are deternined by the "b" bit
in the gl obal suboption. The host that sent an inplicit or explicit
suboption with b = 0 plays the Arole. The host that sent b =1
plays the B role. Because a passive opener MIST set b = 1 and an
active opener by default has b = 0, the nornmal case is for the active
opener to play role A and the passive opener role B

Applications performng a simultaneous open, if they desire TCP-I|eve
encryption, need to arrange for exactly one endpoint to set b =1
(despite being an active opener) while the other endpoint keeps the
default b = 0. Oherwise, if both sides use the default b =0 or if
both sides set b =1, then TCP-ENO will fail and fall back to
unencrypted TCP. Likewi se, if an active opener explicitly configures
b 1 and connects to a passive opener (which MJST al ways have

b 1), then TCP-ENO will fail and fall back to unencrypted TCP
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TEP specifications SHOULD refer to TCP-ENO s A and B roles to specify
asymmetric behavior by the two hosts. For the remainder of this
docunent, we will use the terms "host A" and "host B" to designate
the hosts with roles A and B, respectively, in a connection

4. 4. Specifying Suboption Data Length

A TEP MAY optionally nake use of one or nore bytes of suboption data.
The presence of such data is indicated by setting v =1 in the
initial suboption byte (see Figure 4). A suboption introduced by a
TEP identifier with v =1 (i.e., a suboption whose first octet has
val ue 0xa0 or higher) extends to the end of the TCP option. Hence,
if only one suboption requires data, the nbpst conpact way to encode
it isto place it last in the ENO option, after all other suboptions.
In Figure 2, for exanple, the |ast suboption, Opt_i, has suboption
data and thus requires v = 1. However, the suboption data length is
inferred fromthe total length of the TCP option

When a suboption with data is not last in an ENO option, the sender
MUST explicitly specify the suboption data length for the receiver to
know where the next suboption starts. The sender does so by

i ntroduci ng the suboption with a length byte, depicted in Figure 6
The I ength byte encodes a 5-bit value nnnnn. Adding one to nnnnn
yields the | ength of the suboption data (not including the Iength
byte or the TEP identifier). Hence, a |length byte can designate
anywhere from1l to 32 bytes of suboption data (inclusive).

bi t 7 6 5 4 3 2 1 0

oo oo oo +
| 20 O nnnnn |

TR Sy +
nnnnn - 5-bit value encoding (length - 1)
Figure 6: Fornat of a Length Byte
A suboption preceded by a length byte MJST be a TEP identifier

(glt >= 0x20) and MJST have v = 1. Figure 7 shows an exanpl e of such
a subopti on.
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byte 0 1 2 nnnnn+2 (nnnnn+3 bytes total)
+------ +------ +------- e mm - +
| ength| TEP | suboption data
| byte |ident.| (nnnnn+l bytes)

S S +
| ength byte - specifies nnnnn

TEP identifier - MJUST have v = 1 and glt >= 0x20
suboption data - length specified by nnnnn+l

Figure 7: Suboption with Length Byte

A host MJST ignore an ENO option in a SYN segnent and MJST di sabl e
encryption if either of the follow ng apply:

1. A length byte indicates that suboption data woul d extend beyond
the end of the TCP ENO option

2. Alength byte is followed by an octet in the range 0x00- Ox9f
(meaning the following byte has v = 0 or glt < 0x20).

Because the | ast suboption in an ENO option is special -cased to have
its length inferred fromthe 8-bit TCP option length, it MAY contain
nmore than 32 bytes of suboption data. Qher suboptions are linited
to 32 bytes by the length byte format. However, the TCP header
itself can only acconmpdate a maxi mum of 40 bytes of options.
Therefore, regardless of the length byte format, a segment woul d not
be able to contain nore than one suboption over 32 bytes in size.

That said, TEPs MAY define the use of nultiple suboptions with the
same TEP identifier in the same SYN segnent, providing another way to
convey over 32 bytes of suboption data even with | ength bytes.

.5.  The Negotiated TEP

A TEP identifier glt (with glt >= 0x20) is valid for a connection
when all of the follow ng hold:

1. Each side has sent a suboption for glt in its SYNform ENO
opti on.

2. Any suboption data in these glt suboptions is valid according to
the TEP specification and satisfies any runtine constraints.

3. If an ENO option contains nultiple suboptions with glt, then such
repetition is well-defined by the TEP specification
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A passive opener (which is always host B) sees the renpte host’s SYN
segnment before constructing its own SYN-ACK segment. Therefore, a
passi ve opener SHOULD include only one TEP identifier in SYN ACK
segnents and SHOULD ensure this TEP identifier is valid. However,

si mul t aneous open or inplenentation considerations can prevent host B
fromoffering only one TEP.

To accomodat e scenarios in which host B sends multiple TEP
identifiers in the SYN-ACK segnent, the negotiated TEP is defined as
the last valid TEP identifier in host B's SYN-form ENO option. This
definition neans host B specifies TEP suboptions in order of
increasing priority, while host A does not influence TEP priority.

4.6. TCP- ENO Handshake

A host enpl oying TCP-ENO for a connection MJST include an ENO option

in every TCP segnent sent until either encryption is disabled or the

host receives a non-SYN segnent. |In particular, this nmeans an active
opener MJST include a non-SYN-form ENO option in the third segnent of
a three-way handshake.

A host MJST di sabl e encryption, refrain from sending any further ENO
options, and fall back to unencrypted TCP if any of the follow ng
occurs:

1. Any segment it receives up to and including the first received
ACK segnent does not contain an ENO option (or contains an ill-
formed SYN-form ENO option).

2. The SYN segnent it receives does not contain a valid TEP

identifier.
3. It receives a SYN segnent with an inconpatible global suboption
(Specifically, "inconpatible" neans the two hosts set the sane

"b" value, or the connection is in nandatory application-aware
nmode and the renote host set a = 0.)

Hosts MJST NOT alter SYN-form ENO options in retransmtted segnents,
or between the SYN and SYN-ACK segnents of a sinultaneous open, wth
two exceptions for an active opener. First, an active opener NAY
unilaterally disable ENO (and thus renove the ENO option) between
retransm ssions of a SYNonly segnent. (Such renoval could enable
recovery from m ddl eboxes droppi ng segnents with ENO options.)
Second, an active opener perform ng sinultaneous open MAY incl ude no
TCP-ENO option in its SYNNACK if the received SYN caused it to

di sabl e encryption according to the above rules (for instance,
because rol e negotiation failed).
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Once a host has both sent and received an ACK segnent containing an
ENO option, encryption MIST be enabled. Once encryption is enabled,
hosts MJST foll ow the specification of the negotiated TEP and MJUST
NOT present raw TCP payl oad data to the application. In particular
data segnments MUST NOT contain plaintext application data, but rather
ci phertext, key negotiation paraneters, or other nessages as

determ ned by the negotiated TEP

A host MAY send a SYN-form ENO option containing zero TEP identifier
suboptions, which we terma "vacuous" ENO option. |If either host’'s
SYN segnent contains a vacuous ENO option, it follows that there are
no valid TEP identifiers for the connection, and therefore the
connection MIUST fall back to unencrypted TCP. Hosts MAY send vacuous
ENO options to indicate that ENO is supported but unavail abl e by
configuration, or to probe network paths for robustness to ENO
options. However, a passive opener MJST NOT send a vacuous ENO
option in a SYN-ACK segnent unless there was an ENO option in the SYN
segnent it received. Mreover, a passive opener’s SYN-form ENO
option MJST still include a global suboption with b = 1 as di scussed
in Section 4. 3.

4.7. Data in SYN Segnents

TEPs MAY specify the use of data in SYN segnents so as to reduce the
number of round trips required for connection setup. The meaning of
data in a SYN segnent with an ENO option (a SYN+ENO segnent) is
determned by the last TEP identifier in the ENO option, which we
termthe segnent’s "SYN TEP". A SYN+ENO segnment MAY of course
include nmultiple TEP suboptions, but only the SYN TEP (i.e., the |ast
one) specifies howto interpret the SYN segnent’s data payl oad.

A host sending a SYN+ENO segrment MJST NOT include data in the segnent
unl ess the SYN TEP' s specification defines the use of such data.
Furthernore, to avoid conflicting interpretations of SYN data, a
SYN+ENO segnent MJST NOT include a non-enpty TCP Fast Open (TFO
option [ RFC7413].

Because a host can send SYN data before know ng which if any TEP the
connection will negotiate, hosts inplenenting ENO are REQU RED to

di scard data from SYN+ENO segnments when the SYN TEP does not becone
the negotiated TEP. Hosts are furthernore REQUI RED to di scard SYN
data in cases where another Internet standard specifies a conflicting
interpretation of SYN data (as woul d occur when receiving a non-enpty
TFO option). This requirenment applies to hosts that inplenment ENO
even when ENO has been di sabl ed by configuration. However, note that
di scarding SYN data is already common practice [ RFC4987] and the new
requirenent applies only to segnments containing ENO opti ons.
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More specifically, a host that inplenents ENO MJST di scard the data
in a received SYN+ENO segnent if any of the foll owing applies:

0o ENO fails and TEP-indi cated encryption is disabled for the
connecti on.

0 The received segnment’s SYN TEP is not the negotiated TEP.
0 The negotiated TEP does not define the use of SYN data.

0 The SYN segnent contains a non-enpty TFO option or any other TCP
option inplying a conflicting definition of SYN data.

A host discarding SYN data in conpliance with the above requirenent
MUST NOT acknow edge t he sequence nunber of the discarded data, but
rat her MUST acknow edge the other host’s initial sequence nunber as
if the received SYN segnent contained no data. Furthernore, after

di scardi ng SYN data, such a host MJST NOT assune the SYN data will be
identically retransmtted, and MJST process data only from non-SYN
segment s.

If a host sends a SYN+ENO segnment with data and receives

acknow edgnent for the data, but the SYN TEP in its transmtted SYN
segnment is not the negotiated TEP (either because a different TEP was
negoti ated or because ENO failed to negotiate encryption), then the
host MUST abort the TCP connection. Proceeding in any other fashion
ri sks msinterpreted SYN dat a.

If a host sends a SYN-only SYN+ENO segnment bearing data and
subsequently receives a SYN-ACK segnent wi thout an ENO option, that
host MUST abort the connection even if the SYN-ACK segnment does not
acknow edge the SYN data. The issue is that unacknow edged data
coul d nonet hel ess have been cached by the receiver; later

retransm ssions intended to supersede this unacknow edged data coul d
fail to do so if the receiver gives precedence to the cached origina
data. Inplenmentations MAY provide an APl call for a non-default node
i n whi ch unacknow edged SYN data does not cause a connection abort,
but applications MJST use this node only when a higher-I|ayer
integrity check would anyway term nate a garbl ed connection

To avoi d unexpected connection aborts, ENO inpl enentati ons MJST

di sable the use of data in SYN-only segnents by default. Such data
MAY be enabl ed by an API command. | n particular, inplenentations MAY
provi de a per-connecti on nmandatory encrypti on node that automatically
aborts a connection if ENO fails, and they MAY enable SYN data in

t hi s node.
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To satisfy the requirenent of the previous paragraph, all TEPs SHOULD
support a normal node of operation that avoids data in SYN-only
segnments. An exception is TEPs intended to be disabled by default.

4.8. Negotiation Transcript

To defend agai nst attacks on encryption negotiation itself, a TEP
MUST, with high probability, fail to establish a working connection
bet ween two ENO conpliant hosts when SYN-form ENO options have been
altered intransit. (O course, in the absence of endpoint

aut hentication, two conpliant hosts can each still be connected to a
man-in-the-mddle attacker.) To detect SYN-form ENO option
tanpering, TEPs MUST reference a transcript of TCP-ENO s negotiation

TCP- ENO defines its negotiation transcript as a packed data structure
consisting of two TCP-ENO options exactly as they appeared in the TCP
header (including the TCP option kind and TCP option | ength byte as
illustrated in Figure 1). The transcript is constructed fromthe
followi ng, in order:

1. The TCP-ENO option in host A's SYN segnent, including the kind
and | ength bytes

2. The TCP-ENO option in host B's SYN segnent, including the kind
and | ength bytes

Not e that because the ENO options in the transcript contain |ength
bytes as specified by TCP, the transcript unanbi guously delimts A's
and B's ENO options.

5. Requirenments for TEPs

TCP- ENO af fords TEP specifications a | arge amount of design
flexibility. However, to abstract TEP differences away from
applications requires fitting themall into a coherent framework. As
such, any TEP clainming an ENO TEP identifier MJST satisfy the
followi ng normative |ist of properties:

0 TEPs MJST protect TCP data streans with authenticated encryption
(Note that "authenticated encryption" refers only to the form of
encryption, such as an Authenticated Encryption with Associ ated
Data (AEAD) algorithm neeting the requirenments of [RFC5116]; it
does not inply endpoint authentication.)

0 TEPs MJST define a session |ID whose value identifies the TCP
connection and, with overwhel ming probability, is unique over al
time if either host correctly obeys the TEP. Section 5.1
describes the requirenments of the session IDin nore detail.
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o TEPs MJST NOT nmeke data confidentiality dependent on encryption
algorithms with a security strength [N ST-SP-800-57] of |ess than
120 bits. The nunber 120 was chosen to acconmobdate ciphers with
128-bit keys that lose a few bits of security either to
particularities of the key schedule or to highly theoretical and
unrealistic attacks.

o TEPs MJUST NOT allow the negotiation of null cipher suites, even
for debuggi ng purposes. (Inplenentations MAY support debuggi ng
nodes that allow applications to extract their own session keys.)

0 TEPs MJST guarantee the confidentiality of TCP streanms w thout
assuning the security of any long-lived secrets. |nplenentations
SHOULD provide forward secrecy soon after the close of a TCP
connecti on and SHOULD t herefore bound the del ay between closing a
connection and erasing any rel evant cryptographic secrets.
(Exceptions to forward secrecy are perm ssible only at the
i npl ementation | evel and only in response to hardware or
architectural constraints -- e.g., storage that cannot be securely
erased.)

0 TEPs MJST protect and authenticate the end-of-file marker conveyed
by TCPs FIN flag. In particular, a receiver MJIST, with
overwhel ning probability, detect a FIN flag that was set or
cleared in transit and does not match the sender’s intent. A TEP
MAY di scard a segnment with such a corrupted FIN bit or MAY abort
the connection in response to such a segnent. However, any such
abort MUST raise an error condition distinct froman authentic
end-of -file condition

0 TEPs MJST prevent corrupted packets from causing urgent data to be
del i vered when none has been sent. There are several ways to do
so. For instance, a TEP MAY cryptographically protect the URG
flag and urgent pointer al ongside ordinary payl oad data.

Al ternatively, a TEP MAY di sabl e urgent data functionality by
clearing the URG flag on all received segnents and returning
errors in response to sender-side urgent-data APl calls.

I mpl enent ati ons SHOULD avoi d negotiati ng TEPs that disable urgent
data by default. The exception is when applications and protocols
are known never to send urgent data.
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5.1. Session |IDs

Each TEP MJST define a session ID that is conputable by both

endpoi nts and uniquely identifies each encrypted TCP connection

I mpl enent ati ons MJST expose the session ID to applications via an API
extension. The APl extension MJST return an error when no session ID
i s avail abl e because ENO has failed to negotiate encryption or
because no connection is yet established. Applications that are
awar e of TCP-ENO SHOULD, when practical, authenticate the TCP
endpoints by incorporating the values of the session ID and TCP- ENO
role (A or B) into higher-layer authentication mechani sns.

In order to avoid replay attacks and prevent authenticated session

I Ds from being used out of context, session |IDs MJST be uni que over
all time with high probability. This uniqueness property MJST hol d
even if one end of a connection maliciously mani pul ates the protoco
in an effort to create duplicate session IDs. |n other words, it
MUST be infeasible for a host, even by violating the TEP
specification, to establish two TCP connections with the sanme session
IDto renote hosts properly inplenmenting the TEP

To prevent session IDs frombeing confused across TEPs, all session
IDs begin with the negotiated TEP identifier -- that is, the |ast
valid TEP identifier in host B s SYN segnent. Furthernore, this
initial byte has bit "v" set to the sane value that accompanied the
negotiated TEP identifier in B's SYN segnent. However, only this
single byte is included, not any suboption data. Figure 8 shows the
resulting format. This format is designed for TEPs to conpute uni que
identifiers; it is not intended for application authors to pick apart
session I Ds. Applications SHOULD treat session IDs as nonolithic
opaque val ues and SHOULD NOT discard the first byte to shorten
identifiers. (An exception is for non-security-rel evant purposes,
such as gathering statistics about negotiated TEPs.)

byt e 0 1 2 N1 N
+o-m o - e e e e e eea s +

| sub-| collision-resistant hash
| opt | of connection information |

Figure 8. Format of a Session ID
Though TEP specifications retain considerable flexibility in their
definitions of the session ID, all session |IDs MJST neet the

followi ng normative list of requirenents:

0 The session ID MJST be at |east 33 bytes (including the one-byte
suboption), though TEPs MAY choose | onger session | Ds.
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6

0 The session I D MJST depend, in a collision-resistant way, on al

of the following (meaning it is conputationally infeasible to
produce collisions of the session ID derivation function unless
all of the following quantities are identical):

* Fresh data contributed by both sides of the connection

* Any public keys, public Diffie-Hell man parameters, or other
public asynmmetric cryptographic paraneters that are enpl oyed by
the TEP and have corresponding private data that is known by
only one side of the connection

* The negotiation transcript specified in Section 4.8

0 Unless and until applications disclose information about the
session ID, all but the first byte MJUST be conputationally
i ndi stinguishable fromrandombytes to a network eavesdropper

o0 Applications MAY choose to nake session IDs public. Therefore,
TEPs MJST NOT pl ace any confidential data in the session ID (such
as data permtting the derivation of session keys).

Exanpl es

This subsection illustrates the TCP- ENO handshake with a few non-
normat i ve exanpl es.

(1) A-> B SYN ENO<X, Y>
(2) B-> A SYNACK ENO<b=1,Y>
(3) A->B A ENO<>

[rest of connection encrypted according to TEP Y]
Figure 9: Three-Way Handshake with Successful TCP-ENO Negoti ati on

Figure 9 shows a three-way handshake with a successful TCP-ENO
negotiation. Host A includes two ENO suboptions with TEP identifiers
X and Y. Host A does not include an explicit global suboption, which
means it has an inplicit gl obal suboption 0x00 conveyi ng passive role
bit b = 0. The two sides agree to follow the TEP identified by
suboption Y.

(1) A-> B SYN ENO<X, Y>

(2) B-> A SYNACK

(3) A->B ACK

[rest of connection unencrypted | egacy TCP]

Fi gure 10: Three-Way Handshake with Fail ed TCP- ENO Negoti ation
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Figure 10 shows a failed TCP-ENO negotiation. The active opener (A)
i ndi cates support for TEPs corresponding to suboptions X and Y.
Unfortunately, at this point, one of several things occurs:

1. The passive opener (B) does not support TCP-ENO

2. B supports TCP-ENO but supports neither of the TEPs X and Y, and
so it does not reply with an ENO option

3. B supports TCP-ENO but has the connection configured in mandatory
application-aware node and thus disabl es ENO because A's SYN
segnent contains an inplicit global suboption with a = 0.

4. The network stripped the ENO option out of A's SYN segnment, so B
did not receive it.

Wi chever of the above applies, the connection transparently falls
back to unencrypted TCP

(1) A->B SYN ENC<X, Y>

(2) B-> A SYNACK ENO<b=1, X> [ENO stripped by m ddl ebox]
(3) A->B ACK

[rest of connection unencrypted | egacy TCP]

Figure 11: Fail ed TCP-ENO Negoti ati on Because of Option Stripping

Figure 11 Shows anot her handshake with a failed encryption
negotiation. In this case, the passive opener (B) receives an ENO
option fromA and replies. However, the reverse network path fromB
to A strips ENO options. Therefore, A does not receive an ENO option
fromB, it disables ENO and it does not include a non-SYN-form ENO
option in segment 3 when ACKing B's SYN. Had A not disabl ed
encryption, Section 4.6 would have required it to include a non- SYN
form ENO option in segnment 3. The omi ssion of this option inforns B
that encryption negotiation has failed, after which the two hosts
proceed with unencrypted TCP

(1) A->B SYN ENO<Y, X>

(2) B-> A SYN ENO<b=1, X, Y, Z>

(3) A-> B SYNACK ENXY, X>

(4) B-> A SYNACK ENG<b=1, X Y, Z>

[rest of connection encrypted according to TEP V]

Figure 12: Sinultaneous Qpen with Successful TCP- ENO Negoti ation
Figure 12 shows a successful TCP-ENO negotiation with sinultaneous

open. Here, the first four segnents contain a SYN-form ENO option,
as each side sends both a SYNonly and a SYN-ACK segnment. The ENO
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option in each host’s SYNNACK is identical to the ENOoption in its
SYN-only segnent, as otherw se, connection establishment coul d not
recover fromthe |loss of a SYN segment. The last valid TEP in host
B's ENOoptionis Y, so Yis the negotiated TEP.

7. Future Devel opnents

TCP-ENO i s designed to capitalize on future devel opments that coul d
alter trade-offs and change the best approach to TCP-|evel encryption
(beyond introduci ng new ci pher suites). By way of exanple, we

di scuss a few such possi bl e devel opnents.

Various proposals exist to increase the maxi mum space for options in
the TCP header. These proposals are highly experinental --
particularly those that apply to SYN segnents. Therefore, future
TEPs are unlikely to benefit from extended SYN option space. 1In the
unlikely event that SYN option space is one day extended, however,
future TEPs coul d benefit by enbeddi ng key agreenment nessages
directly in SYN segnents. Under such usage, the 32-byte linit on

I ength bytes could prove insufficient. This docunent intentionally
aborts TCP-ENO if a length byte is followed by an octet in the range
0x00-0x9f. If necessary, a future update to this docunent can define
a format for |arger suboptions by assigning neaning to such currently
undefi ned byte sequences.

New revi sions to socket interfaces [RFC3493] could involve library
calls that simultaneously have access to hostnane information and an
underlying TCP connection. Such an APl enables the possibility of
aut henticating servers transparently to the application, particularly
in conjunction with technol ogi es such as DNS-Based Authentication of
Nanmed Entities (DANE) [RFC6394]. An update to TCP-ENO can adopt one
of the "z" bits in the global suboption to negotiate the use of an
endpoi nt aut hentication protocol before any application use of the
TCP connection. Over tinme, the consequences of failed or mssing
endpoi nt authentication can gradually be increased fromissuing | og
messages to aborting the connection if sone as yet unspecified DNS
record indicates authentication is mandatory. Through shared library
updat es, such endpoi nt authentication can potentially be added
transparently to | egacy applications w thout reconpilation

TLS can currently only be added to | egacy applications whose
protocol s accompdate a STARTTLS comand or equi val ent. TCP- ENG
because it provides out-of-band signaling, opens the possibility of
future TLS revisions being generically applicable to any TCP
appl i cation.
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8. Design Rationale
Thi s section describes sone of the design rational e behind TCP- ENO
8.1. Handshake Robust ness

I ncremental depl oynent of TCP-ENO depends critically on failure cases
devolving to unencrypted TCP rather than causing the entire TCP
connection to fail.

Because a network path m ght drop ENO options in one direction only,
a host needs to know not just that the peer supports encryption, but
that the peer has received an ENO option. To this end, ENO disables
encryption unless it receives an ACK segnent bearing an ENO option
To stay robust in the face of dropped segments, hosts continue to

i ncl ude non- SYN-form ENO options in segnents until the point that
they have received a non-SYN segnent fromthe other side.

One particularly pernicious mddl ebox behavior found in the wild is
| oad bal ancers that echo unknown TCP options found in SYN segnents
back to an active opener. The passive role bit "b" in globa
suboptions ensures encryption will always be disabl ed under such
circunstances, as sending back a verbatimcopy of an active opener’s
SYN-form ENO option al ways causes role negotiation to fail.

8.2. Suboption Data

TEPs can enpl oy suboption data for session caching, cipher suite
negoti ati on, or other purposes. However, TCP currently linmts tota
option space consuned by all options to only 40 bytes, making it

i mpractical to have nmany suboptions with data. For this reason, ENO
optinizes the case of a single suboption with data by inferring the

I ength of the last suboption fromthe TCP option |ength. Doing so
saves one hyte.

8.3. Passive Role Bit

TCP- ENO, TEPs, and applications all have asymmetries that require an
unanbi guous way to identify one of the two connection endpoints. As
an exanple, Section 4.8 specifies that host A's ENO option cones
before host B's in the negotiation transcript. As another exanple,
an application nmight need to authenticate one end of a TCP connection
with a digital signature. To ensure the signed nessage cannot be
interpreted out of context to authenticate the other end, the signed
message woul d need to include both the session ID and the |ocal role,
A or B.
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A normal TCP three-way handshake invol ves one active and one passive
opener. This asymmetry is captured by the default configuration of
the "b" bit in the global suboption. Wth sinultaneous open, both
hosts are active openers, so TCP-ENO requires that one host
explicitly configure b = 1. An alternate design night automatically
break the symmetry to avoid this need for explicit configuration
However, all such designs we considered either |acked robustness or
consumed precious bytes of SYN option space even in the absence of

si mul t aneous open. (One conplicating factor is that TCP does not
know it is participating in a simultaneous open until after it has
sent a SYN segnent. Moreover, with packet |oss, one host m ght never
learn it has participated in a sinultaneous open.)

8.4. Application-Aware Bit

Applications devel oped before TCP-ENO can potentially evolve to take
advant age of TCP-Ilevel encryption. For instance, an application
designed to run only on trusted networks mght |everage TCP-ENO to
run on untrusted networks, but, inportantly, needs to authenticate
endpoints and session IDs to do so. In addition to user-visible
changes such as requesting credentials, this kind of authentication
functionality requires application-layer protocol changes. Sone
protocol s can accommpdate the requisite changes -- for instance, by
i ntroduci ng a new verb anal ogous to STARTTLS, while others cannot do
so in a backwards-conpati bl e manner.

The application-aware bit "a" in the global suboption provides a
means of increnentally depl oyi ng enhancenents specific to TCP-ENO to
application-layer protocols that woul d otherw se | ack the necessary
extensibility. Software inplenenting the enhancenent always sets a =
1inits own global suboption, but only activates the new behavi or
when the other end of the connection also sets a = 1.

Arelated issue is that an application mght | everage TCP-ENO as a
repl acenent for |egacy application-layer encryption. In this
scenario, if both endpoints support TCP-ENO, then application-I|ayer
encryption can be disabled in favor of sinply authenticating the TCP-
ENO session ID. On the other hand, if one endpoint is not aware of
the new node of operation specific to TCP-ENO, there is little
benefit to perform ng redundant encryption at the TCP | ayer; data is
al ready encrypted once at the application layer, and authentication
only has neaning with respect to this application-layer encryption
The mandatory application-aware node | ets applications avoid doubl e
encryption in this case: the node sets a = 1 in the local host’s

gl obal suboption but also disables TCP-ENO entirely in the event that
the other side has not also set a = 1.
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Note that the application-aware bit is not needed by applications
that al ready support adequate hi gher-layer encryption such as those
provi ded by TLS [ RFC8446] or SSH [ RFC4253]. To avoid double
encryption in such cases, it suffices to disable TCP-ENO by
configuration on any ports with known secure protocols.

8.5. Use of ENO Option Kind by TEPs

Thi s docunent does not specify the use of ENO options beyond the
first few segnents of a connection. Mreover, it does not specify
the content of ENO options in non-SYN segnents, only their presence.
As a result, any use of option kind 69 after the SYN exchange does
not conflict with this docunment. |In addition, because ENO guarant ees
at nost one negotiated TEP per connection, TEPs will not conflict
with one another or ENO if they use option kind 69 for out-of-band
signaling in non-SYN segnents.

8.6. Unpredictability of Session |IDs

Section 5.1 specifies that all but the first (TEP identifier) byte of
a session I D MIST be computationally indistinguishable fromrandom
bytes to a network eavesdropper. This property is easy to ensure
under standard assunptions about cryptographic hash functions. Such
unpredictability hel ps security in a broad range of cases. For
exanple, it nmakes it possible for applications to use a session ID
from one connection to authenticate a session |ID from anot her,
thereby tying the two connections together. It furthernore hel ps
ensure that TEPs do not trivially subvert the 33-byte mninmumlength
requi renent for session | Ds by padding shorter session IDs with
zeros.

9. Experinents

Thi s docunent has experinental status because TCP-ENO s viability
depends on m ddl ebox behavior that can only be determned a

posteriori. Specifically, we need to determ ne to what extent
m ddl eboxes will permt the use of TCP-ENO Once TCP-ENO i s
depl oyed, we will be in a better position to gather data on two types

of failure:

1. M ddl eboxes downgradi ng TCP- ENO connections to unencrypted TCP
Thi s can happen if m ddl eboxes strip unknown TCP options or if
they term nate TCP connections and relay data back and forth.

2. M ddl eboxes causing TCP- ENO connections to fail conpletely. This

can happen i f m ddl eboxes perform deep packet inspection and
start dropping segnents that unexpectedly contain ciphertext, or
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10.

i f mddl eboxes strip ENO options from non-SYN segnents after
all owing themin SYN segnents.

Type-1 failures are tolerable since TCP-ENO i s designed for

i ncremental depl oyment anyway. Type-2 failures are nore problenatic,
and, if prevalent, will require the devel opnent of techniques to
avoi d and recover fromsuch failures. The experinment will succeed so
long as we can avoid type-2 failures and find sufficient use cases
that avoid type-1 failures (possibly along with a gradual path for
further reducing type-1 failures).

In addition to the question of basic viability, deploying TCP- ENO
will allowus to identify and address other potential corner cases or
rel axations. For exanple, does the slight decrease in effective TCP
segnment payl oad pose a problemto any applications, which would
require restrictions on how TEPs interpret socket buffer sizes?
Conversely, can we relax the prohibition on default TEPs that disable
urgent data?

A final inmportant netric, related to the pace of depl oynent and
incidence of type-1 failures, will be the extent to which
appl i cations adopt enhancenents specific to TCP-ENO for endpoint
aut henti cati on.

Security Considerations

An obvi ous use case for TCP-ENO is opportunistic encryption, e.g.,
encrypting some connections, but only where supported and wi thout any
ki nd of endpoint authentication. Qpportunistic encryption provides a
property known as "opportunistic security" [RFC7435], which protects
agai nst undet ectabl e | arge-scal e eavesdroppi ng. However, it does not
prot ect agai nst detectabl e | arge-scal e eavesdroppi ng (for instance,

if 1SPs term nate TCP connections and proxy them or sinply downgrade
connections to unencrypted). Mreover, opportunistic encryption
enphatically does not protect against targeted attacks that enpl oy
trivial spoofing to redirect a specific high-value connection to a
man-in-the-mddle attacker. Hence, the mere presence of TEP-

i ndi cated encryption does not suffice for an application to represent
a connection as secure to the user.

Achi evi ng stronger security with TCP-ENO requires verifying session
IDs. Any application relying on ENO for comunication security MJST
incorporate session IDs into its endpoint authentication. By way of
exanpl e, an authenticati on nechani sm based on keyed di gests (such as
Di gest Access Aut hentication [RFC7616]) can be extended to include
the role and session IDin the input of the keyed di gest.

Aut henti cation nmechanisms with a notion of channel binding (such as
Sal ted Chal | enge Response Aut hentication Mechani sm (SCRAM [ RFC5802])
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can be updated to derive a channel binding fromthe session |ID.

Hi gher-1 ayer protocols MAY use the application-aware "a" bit to
negotiate the inclusion of session IDs in authentication even when
there is no in-band way to carry out such a negotiation. Because
there is only one "a" bit, however, a protocol extension that
specifies use of the "a" bit will likely require a built-in

versi oni ng or negotiati on nechanismto accommodate crypto agility and
future updates.

Because TCP-ENO enables nmultiple different TEPs to coexist, security
could potentially be only as strong as the weakest available TEP. In
particular, if TEPs use a weak hash function to incorporate the TCP-
ENO transcript into session IDs, then an attacker can undetectably
tanmper with ENO options to force negotiation of a deprecated and

vul nerabl e TEP. To avoid such problens, security reviewers of new
TEPs SHOULD pay particular attention to the collision resistance of
hash functions used for session IDs (including the state of

cryptanal ysis and research into possible attacks). Even if other
parts of a TEP rely on nore esoteric cryptography that turns out to
be vul nerable, it ought nonetheless to be intractable for an attacker
to induce identical session IDs at both ends after tanpering with ENO
contents in SYN segnents.

| mpl enent ati ons MJUST NOT send ENO options unless they have access to
an adequat e source of randommess [ RFC4086]. W thout secret

unpredi ctabl e data at both ends of a connection, it is inpossible for
TEPs to achieve confidentiality and forward secrecy. Because systens
typically have very little entropy on bootup, inplenmentations night
need to disable TCP-ENO until after systeminitialization

Wth a regul ar three-way handshake (rmeani ng no simultaneous open),
the non- SYN-form ENO option in an active opener’s first ACK segnent
MAY contain N > O bytes of TEP-specific data, as shown in Figure 3.
Such data is not part of the TCP-ENO negotiation transcript and
therefore MJUST be separately authenticated by the TEP
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11. | ANA Consi derations

Thi s docunent defines a new TCP option kind for TCP-ENO assigned a
val ue of 69 fromthe TCP option space. This value is defined as:

Fomm o - T o e e e e e e e e e e eee— oo n Fom e oo +
| Kind | Length | Meaning | Reference
F-- - - - B o mm e e e e e e e e e e e e e e e mam- o m e e e - +
| 69 | N | Encryption Negotiation (TCP-ENO | RFC 8547
[ E oo e e e e e e e oo oo M +

Table 2: TCP Option Kind Nunbers

Early inplementations of TCP-ENO and a predecessor TCP encryption
prot ocol made unaut hori zed use of TCP option kind 69. These earlier
uses of option 69 are not conpatible with TCP-ENO and coul d di sabl e
encryption or suffer conplete connection failure when interoperating
wi th TCP- ENO conpliant hosts. Hence, |egacy use of option 69 MJST be
di sabl ed on hosts that cannot be upgraded to TCP-ENO More recent

i mpl ement ati ons used experinmental option 253 per [RFC6994] with
16-bit ExlI D Ox454E. Current and new i npl enentati ons of TCP- ENO MUST
use option 69, while any |egacy inplenentations MJST migrate to
option 69. Note in particular that Section 4.1 requires at nost one
SYN-form ENO opti on per segnent, which neans hosts MJST NOT i ncl ude
both option 69 and option 253 with ExlI D Ox454E in the sane TCP
segment .

Thi s docunent defines a 7-bit glt field in the range of 0x20-0x7f.

| ANA has created and will naintain a newregistry titled "TCP
Encryption Protocol |dentifiers" under the "Transm ssion Contro
Protocol (TCP) Parameters" registry. Table 3 shows the initial
contents of this registry. This docunent allocates one TEP
identifier (0x20) for experinental use. |In case the TEP identifier
space proves too snall, identifiers in the range 0x70-0x7f are
reserved to enable a future update to this docunent to define
extended identifier values. Future assignnents are to be nade upon

satisfying either of two policies defined in [RFC8126]: "IETF Revi ew'
or (for non-1ETF stream specifications) "Expert Review w th RFC
Required". [TANA will furthernore provide early allocation [ RFC7120]

to facilitate testing before RFCs are finalized.
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S e S +
| Val ue | Meani ng | Reference |
R o e e e e e e e e e o R +
| 0x20 | Experinental Use | RFC 8547 |
| Ox70-0x7f | Reserved for extended values | RFC 8547 |
S e S +

Table 3: TCP Encryption Protocol ldentifiers
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