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Abstract

This nmenpo explains the notivation and describes the reassi gnment of

wel | -known ports for the One-Way Active Measurenent Protocol (ONMP)
and the Two-Way Active Measurenent Protocol (TWAMP) for control and

measurenent. It also clarifies the neaning and conposition of these
St andards Track protocol names for the industry.

This nmenpo updates RFCs 4656 and 5357, in terns of the UDP well-known
port assignnents, and it clarifies the conplete OMM and TWAMP
protocol conposition for the industry.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8545.
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Copyri ght Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

The 1 ETF I P Performance Metrics (1 PPM Wrking Goup first devel oped
the One-Way Active Measurenent Protocol (OMM), as specified in

[ RFC4656]. Further protocol devel opnent to support testing resulted
in the Two-Way Active Measurenent Protocol (TWAMP), as specified in
[ RFC5357] .

Both OMMP and TWAMP require the inplenmentation of a control and node
negoti ati on protocol (OMMP-Control and TWAMP-Control) that enploys
the reliable transport services of TCP (including security
configuration and key derivation). The control protocols arrange for
the configurati on and managenent of test sessions using the

associ ated test protocol (OMM-Test or TWAMP-Test) on UDP transport.

The | ETF recogni zes the value of assigning a well-known UDP port to
the OMMP- Test and TWAMP- Test protocols and al so recogni zes that this
goal can be easily arranged through port reassignnments.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Scope
The scope of this memo is twofold: (1) to reall ocate the well-known
ports for the UDP test protocols that conpose necessary parts of
their respective Standards Track protocols (OMNMM and TWAMP) and
(2) to clarify the meaning and conposition of these Standards Track
protocol nanmes for the industry.

Thi s menp updat es [ RFC4656] and [ RFC5357], in terns of the UDP
wel | - known port assignments.

Definitions and Background

This section defines key terns and clarifies the required conposition
of the OMMP and TWAMP St andards Track protocols.

"OMMP-Control" is the protocol defined in Section 3 of [ RFC4656].

"OMMP-Test" is the protocol defined in Section 4 of [ RFC4656].
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OMMP is described in this direct quote from Section 1.1 of

[ RFC4656]: "OMMP actually consists of two inter-related protocols
OMMP- Control and OMMP-Test." A sinmilar sentence appears in
Section 2 of [RFC4656]. For avoi dance of doubt, the inplenentation
of both OMAMP-Control and OMMP-Test is REQUI RED for Standards Track
OMMP as specified in [ RFC4656] (applying the consensus of nany
dictionary definitions of "consist").

"TWAMP-Control " is the protocol defined in Section 3 of [RFC5357].
"TWAMP-Test" is the protocol defined in Section 4 of [ RFC5357].

TWAMP is described in this direct quote from Section 1.1 of

[ RFC5357]: "Similar to OMM [ RFC4656], TWAMP consi sts of two
inter-related protocols: TWAMP-Control and TWAMP-Test." For

avoi dance of doubt, the inplenentation of both TWAMP- Control and
TWAMP- Test is REQUI RED for Standards Track TWAMP as specified in

[ RFC5357] (applying the consensus of many dictionary definitions of
"consist").

"TWAMP Light" is an idea described in Appendix | ("TWAMP Li ght
(Informative)") of [RFC5357]; TWAMP Light includes an unspecified
control protocol conbined with the TWAMP-Test protocol. In

[ RFC5357], the TWAMP Light idea was relegated to Appendi x | because
TWAMP Light failed to neet the requirenments for | ETF protocols (there
are no specifications for negotiating this form of operation and no
specifications for mandatory-to-inplenment security features), as
described in Appendix A of this nmeno. See also [LarsAD] and

[ Ti mDI SCUSS] .

Since the idea of TWAMP Light clearly includes the TWAMP- Test
component of TWAMP, it is considered reasonable for future systens to
use the TWAMP- Test wel | - known UDP port (whose reall ocated assignnent
is specified in this docunent). dearly, the TWAMP Li ght idea
envi si ons many conponents and conmmuni cation capabilities beyond
TWAMP- Test (i npl enenting the security requirenents, for exanple);

ot herw se, Appendix | of [RFC5357] woul d be one sentence |ong
(equating TWAMP Light with TWAMP- Test only).
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5

5.

New Wél | - Known Ports

Oiginally, both TCP and UDP wel | -known ports were assigned to the
control protocols that are essential conponents of Standards Track
OMMP and TWAMP

Si nce OMMP- Control and TWAMP- Control require TCP transport, they
cannot make use of the UDP ports that were originally assigned.
However, test sessions using OMMP-Test or TWAMP- Test operate on UDP
transport.

Per this meno, | ANA has reassigned the UDP well-known port fromthe
control protocol to the test protocol (see Section 7 ("I ANA

Consi derations")). The use of this UDP port is OPTIONAL in Standards
Track OMMP and TWAMP. It may simplify sone operations to have a

wel | -known port available for the test protocols or for future
specifications involving TWAMP-Test to use this port as a default
port. For exanple, [TR-390] is a specification for testing at the
customer edge of IP networks, and conforning inplenentations will
benefit fromreallocation of the well-known UDP port to the test

pr ot ocol

1. Inpact on TWAMP-Control Protoco

Section 3.5 of [RFC5357] describes the detail ed process of

negoti ati ng the Receiver Port nunmber, on which the TWAMP
Session-Refl ector will send and recei ve TWAMP- Test packets; see the
quoted text below. The Control-dient, acting on behalf of the
Sessi on- Sender, proposes the Receiver Port nunber fromthe Dynanic
Ports range [ RFC6335]:

The Receiver Port is the desired UDP port to which TWAMP- Test
packets will be sent by the Session-Sender (the port where the
Session-Reflector is asked to receive test packets). The Receiver
Port is also the UDP port from which TWAMP- Test packets will be
sent by the Session-Reflector (the Session-Reflector will use the
same UDP port to send and receive packets).

It is possible that the proposed Receiver Port may not be avail abl e,
e.g., the port is in use by another test session or another
application. In this case, we update the |ast paragraph of

Section 3.5 of [RFC5357] per Erratum | D 1587 (see

<https://www. rfc-editor.org/erratalei d1587>) as foll ows:

... the Server at the Session-Reflector MAY suggest an alternate
and avail able port for this session in the Port field. The
Control-Client either accepts the alternate port or conposes a new
Sessi on- Request nmessage with suitable paranmeters. O herwi se, the
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Server uses the Accept field to convey other forms of session
rejection or failure to the Control-Client and MJST NOT suggest an
alternate port; in this case, the Port field MIST be set to zero

A Control-Client that supports the use of the allocated TWAMP- Test
Recei ver Port (Section 7) MAY request to use that port nunber in the
Request - TW Sessi on command. |f the Server does not support the

al | ocated TWAMP- Test Receiver Port, then it sends an alternate port
nunber in the Accept-Session nmessage with Accept field = 0. Thus,
the depl oynent of the allocated TWAMP Recei ver Port nunber is
backward conpatible with existing TWAMP-Control solutions that are
based on [ RFC5357]. O course, using a UDP port nunber chosen from
the Dynamic Ports range [RFC6335] will help avoid the situation where
the Control-Client or Server finds that the proposed port is already
in use.

5.2. Inpact on OMNMP-Control Protoco

As descri bed above, an OMMP-Control client that supports the use of
the all ocated OMMP-Test Receiver Port (Section 7) MAY request to use
that port number in the Request-Session conmand. |If the Server does
not support the all ocated OMMP-Test Receiver Port (or does not have
the port available), then it sends an alternate port nunber in the
Accept - Sessi on nessage with Accept field = 0. Further exchanges
proceed as al ready specified.

5.3. Inpact on OMMP- Test/ TWAMP- Test Protocol s

OMMP- Test / TWAMP- Test may be used to neasure | P perfornance netrics
in an Equal -Cost Multipath (ECMP) environment. Though algorithns to
bal ance I P fl ows anong avail abl e paths have not been standardi zed,
the nmost conmon is the five-tuple that uses destination |IP address,
source | P address, protocol type, destination port nunber, and source
port nunber. \When attenpting to nonitor different paths in an ECWP
network, it is sufficient to vary only one of five paraneters, e.g.,
the source port number. Thus, there will be no negative inpact on
the ability to arrange concurrent OMM/ TWAMP test sessions between
the sane test points to nonitor different paths in the ECMP network
when using the reall ocated UDP port nunber as the Receiver Port, as
using the port is optional
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6

Security Considerations

The security considerations that apply to any active neasurenent of
live paths are relevant here as well (see [RFC4656] and [ RFC5357]).

When considering the privacy of those involved in nmeasurenent or
those whose traffic is measured, the sensitive information avail abl e
to potential observers is greatly reduced when using active
techniques that are within this scope of work. Passive observations
of user traffic for measurenent purposes raise many privacy issues.
We refer the reader to the security and privacy considerations
described in the Large-Scal e Measurenent of Broadband Performance
(LMAP) framework [RFC7594], which covers both active and passive

t echni ques.

The regi stered UDP port as the Receiver Port for OMMP- Test/

TWAMP- Test coul d becone a target of denial of service (DoS) or could
be used to aid nan-in-the-mddle (MTM attacks. To inprove
protection agai nst DoS, the foll ow ng nethods are reconmended:

o filtering access to the OMM/ TWAMP Recei ver Port via an
access |ist.

0 using a non-globally routable I P address for the OMM/ TWAMP
Sessi on- Ref | ect or address.

A MTM attacker may try to nodify the contents of the OMMP- Test/
TWAMP- Test packets in order to alter the nmeasurenent results.
However, an inplenentation can use authenticated node to detect

nmodi fication of data. 1In addition, an inplenmentation can use
encrypted node to prevent eavesdroppi ng and undetected nodification
of the OMMP- Test/ TWAMP- Test packets

There is also the risk of a network under test giving special
treatnent to flows involving the well-known UDP port, with or without
knowi ng source and destination addresses of neasurenent systens, and
thus biasing the results through preferential or detrinmental
processi ng.
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7.

8.

8.

1.

| ANA Consi der ati ons

| ANA has reallocated two UDP port nunbers fromthe System Ports range
of the "Service Nane and Transport Protocol Port Nunber Registry"

[ RFC6335]. Specifically, I ANA has reallocated UDP ports 861 and 862
as shown bel ow, |eaving the TCP port assignnents as is. |ANA has

al so updat ed the Assignee and Contact for these ports (both UDP and
TCP) to be the IESG and the I ETF Chair, respectively.

S S SRR S o e e e e oo oo S +
| Service | Port | Transport | Description | Reference |
| Nare | Nunber | Protocol | | |
oo R R Fom e e e oo R +
| owanp-control | 861 | tcp | OWAMP- Cont r ol | RFC 4656 |
| owanp-test | 861 | udp | OWNAMP- Test | RFC 8545 |
| | | | Recei ver Port | |
I I I I I I
| twanp-control | 862 | tcp | TWAMP- Cont r ol | RFC 5357 |
| twanp-test | 862 | udp | TWAMP- Test | RFC 8545 |
| | | | Recei ver Port | |
T Fomm oo R o e e e e oo oo R +
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Appendi x A. Background on TWAMP Li ght

This informative appendi x provi des the background on the decision to
nmove the TWAMP Light idea to an informative appendi x in [ RFC5357].

As also noted in Section 4, the TWAMP Light idea was relegated to
Appendi x | of [RFC5357] because it failed to neet the requirenents
for I ETF protocols (there are no specifications for negotiating this
form of operation and no specifications for mandatory-to-inpl ement
security features), as described in the references cited bel ow

0 Lars Eggert’'s Area Director review [LarsAD], where he pointed out
that having two variants of TWAMP (TWAMP Li ght and Conpl ete TWAMP)
requires a protocol nechanismto negotiate which variant will be
used. Note that "Conplete TWAMP' is called "Standards Track
TWAMP' in this docunent. See Lars’s "Section 5.2, paragraph 0"
comment on [LarsAD], which refers to a section in [|PPM TWAMP- 06] .
The wor ki ng group consensus was to place the TWAMP Li ght
description in Appendix | and to refer to that appendix only as an
"increnmental path to adopting TWAMP, by inplenenting the
TWAMP- Test protocol first."

o TimPolk's "Ballot discuss" of 2008-07-16 [Ti nDI SCUSS], which
poi nts out that TWAMP Li ght was an inconpl ete specification
because the key required for authenticated and encrypted nodes
depended on the TWAMP-Control Session key. Additional requirenent
statements were added in Appendix | to address Tinis Ball ot
di scuss (see the last three paragraphs of Appendix | in
[ RFC5357] ).

Since the idea of TWAMP Light clearly includes the TWAMP- Test
protocol and other undefined facilities, Appendix | of [RFC5357]
simply describes ideas for how TWAMP- Test mi ght be used outside of
the context of Standards Track TWAMP
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