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1. Introduction

A data-center (DC) network can be conposed of single or multiple
fabrics, which are also known as Points OF Delivery (PODs). These
fabrics may be heterogeneous due to inplenmentation of different
technol ogi es when a DC network i s upgraded or new techni ques and
features are rolled out. For exanple, within a DC network, Fabric A
may use Virtual eXtensible Local Area Network (VXLAN) while Fabric B
may use VLAN. Likew se, an existing fabric may use VXLAN while a new
fabric (for exanple, a fabric introduced for DC upgrade and
expansi on) may inplenment a techni que discussed in the NVOG3 Wbrki ng
Group, such as Geneve [GENEVE]. The configuration and nmanagenent of
such DC networks with heterogeneous fabrics could result in

consi derabl e compl exity.

For a DC network, a fabric can be considered as an atom ¢ structure
for managenment purposes. Fromthis point of view the nanagement of
the DC network can be deconposed into a set of tasks to manage each
fabric separately, as well as the fabric interconnections. The
advantage of this nethod is to make the overall managenent tasks
flexible and easy to extend in the future.

As a basis for DC fabric managenent, this docunent defines a YANG

data nodel [RFC6020] [RFC7950] for a possible view of the fabric-
based data-center topology. To do so, it augnents the generic
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net wor k and network topol ogy data nodel s defined in [ RFC8345] with
information that is specific to data-center fabric networks.

The nodel defines the generic configuration and operational state for
a fabric-based network topol ogy, which can subsequently be extended
by vendors with vendor-specific information as needed. The nobdel can
be used by a network controller to represent its view of the fabric
topology that it controls and expose this view to network

adm nistrators or applications for DC network managenent.

Wthin the context of topology architecture defined in [ RFC8345],
this nodel can also be treated as an application of the Interface to
the Routing System (I2RS) network topol ogy nodel [RFC8345] in the
scenari o of data-center network nanagenent. It can also act as a
servi ce topol ogy when mappi ng network el ements at the fabric layer to
el ements of other topologies, such as L3 topol ogies as defined in

[ RFCB8346] .

By using the fabric topol ogy nodel defined in this docunent, people
can treat a fabric as a holistic entity and focus on its
characteristics (such as encapsul ation type and gateway type) as well
as its connections to other fabrics, while putting the underl ay

topol ogy aside. As such, clients can consune the topol ogy
information at the fabric level with no need to be aware of the
entire set of links and nodes in the correspondi ng underl ay networks.
A fabric topol ogy can be configured by a network adm ni strator using
the controll er by adding physical devices and links into a fabric.

Al ternatively, fabric topology can be | earned fromthe underl ay
network infrastructure.

Definitions and Acronyms
Key Words

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy

POD: a nodul e of network, conpute, storage, and application
components that work together to deliver networking services. It
represents a repeatable design pattern. Its conmponents naxim ze the
nmodul arity, scalability, and nmanageability of data centers

Fabric: conposed of several PODs to form a data-center network.

Zhuang, et al. St andards Track [ Page 3]



RFC 8542 Data Mbdel for DC Fabric Topol ogy March 2019

3. Model Overview

Thi s section provides an overview of the DC fabric topol ogy nodel and
its relationship with other topol ogy nodel s.

3.1. Topol ogy Model Structure

The rel ationship of the DC fabric topol ogy nodel and other topol ogy
nmodel s is shown in Figure 1.

Fom e e e e a e e oo +
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o +
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| network topol ogy nodel |
e e e e e oo +
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Figure 1: The Network Data Model Structure

From t he perspective of resource managenent and service provisioning
for a data-center network, the fabric topol ogy nodel augments the
basi ¢ network topol ogy nodel with definitions and features specific
to a DC fabric, to provide conmmon configuration and operations for
het er ogeneous fabrics.

3.2. Fabric Topol ogy Mde

The fabric topol ogy nodel nodule is designed to be generic and can be
applied to data-center fabrics built with different technol ogies,
such as VLAN and VXLAN. The main purpose of this nodule is to
configure and nanage fabrics and their connections. It provides a
fabric-based topol ogy view for data-center applications.
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3.2.1. Fabric Topol ogy

In the fabric topology nodule, a fabric is nodel ed as a node of a
network; as such, the fabric-based data-center network consists of a
set of fabric nodes and their connections. The follow ng depicts a
snippet of the definitions to show the main structure of the nodel.
The notation syntax foll ows [RFC8340].

modul e: ietf-dc-fabric-topol ogy
augnment / nw. net wor ks/ nw:. net wor k/ nw. net wor k-t ypes:
+--rw fabric-network!
augnment / nw. net wor ks/ nw. net wor k/ nw. node:
+--rw fabric-attributes
+--rw fabric-id? fabric-id

+--rw name? string

+--rw type? fabrictype: underl ay- net wor k-type
+--rw description? string

+--rw options

+--. ..

augrment / nw net wor ks/ nw:. net wor k/ nw. node/ nt : t erm nati on- poi nt:
+--ro fport-attributes

+--r0 name? string
+--ro rol e? fabric-port-role
+--ro type? fabric-port-type

The fabric topol ogy nodul e augnents the generic ietf-netwrk and
i etf-network-topol ogy nodul es as foll ows:

o A new topol ogy type, "ietf-dc-fabric-topology", is defined and
added under the "network-types" container of the ietf-network
nmodul e.

o Fabric is defined as a node under the network/node container. A
new container, "fabric-attributes", is defined to carry attributes
for a fabric such as gateway node, fabric types, involved device
nodes, and |inks.

o Termnation points (in the network topol ogy nodul e) are augmented
with fabric port attributes defined in a container. The
"term nation-point" here is used to represent a fabric "port" that
provi des connections to other nodes, such as an internal device,
anot her fabric externally, or end hosts.

Details of the fabric node and the fabric term nation point extension
will be explained in the follow ng sections.
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3.2.2. Fabric Node Extension

As an atomc network (that is, a set of nodes and |inks that conposes
a POD and al so supports a single overlay/underlay instance), a fabric
itself is conposed of a set of network elenents, i.e., devices and
related links. The configuration of a fabric is contained under the
"fabric-attributes" container depicted as follows. The notation
syntax foll ows [RFC8340].

+--rw fabric-attributes

+--rw fabric-id? fabrictypes:fabric-id

+--rw name? string

+--rw type? fabrictype: under | ay- net wor k-t ype
+--rw vni -capacity

|  +--rw mn? i nt32

|  +--rw max? i nt32

+--rw description? string

+--rw options

| +--rw gat eway- node? enumrer ation

| +--rwtraffic-behavior? enumer ati on

| +--rw capability-supported* fabrictype:service-capabilities
+--rw devi ce-nodes* [device-ref]

| +--rw device-ref fabri ctype: node-r ef
| +--rwrole*? fabrictype: device-rol e
+--rw device-links* [link-ref]
|  +--rw link-ref fabrictype:link-ref
+--rw devi ce-ports* [port-ref]

+--rw port-ref fabrictype:tp-ref

+--rw port-type? fabrictypes: port-type
+--rw bandw dt h? fabri ctypes: bandwi dt h

In the nodul e, additional data objects for fabric nodes are

i ntroduced by augnenting the "node" |ist of the network nodule. New
obj ects include fabric name, type of the fabric, and descriptions of
the fabric, as well as a set of options defined in an "options"
container. The "options" container includes the gateway-node type
(centralized or distributed) and traffic behavior (whether an Access
Control List (ACL) is needed for the traffic). Also, it includes a
list of device nodes and related |inks as "supporting-node" to forma
fabric network. These device nodes and |inks are represented as

| eaf -refs of existing nodes and links in the underlay topology. For
the device node, the "role" object is defined to represent the role
of a device within the fabric, such as "SPINE" or "LEAF", which
shoul d work together with the gateway-node
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3.2. 3. Fabric Term nati on-Poi nt Extension

Since a fabric can be considered as a node, "term nation-points" can
represent fabric "ports" that connect to other fabrics and end hosts,
as well as devices inside the fabric.

As such, the set of "termnination-points" of a fabric indicate all of
its connections, including its internal connections, interconnections
with other fabrics, and connections to end hosts.

The structure of fabric ports is as follows. The notation syntax
foll ows [ RFC8340].

augment / nw net wor ks/ nw. net wor k/ nw. node/ nt : t erm nati on- poi nt:
+--ro fport-attributes

+--ro0 name? string
+--ro rol e? fabric-port-role
+--ro type? fabric-port-type

+--ro device-port? t p-ref
+--ro (tunnel -option)?

This structure augnents the termnation points (in the network
topol ogy nodule) with fabric port attributes defined in a container

New nodes are defined for fabric ports, including fabric nanme, role
of the port within the fabric (internal port, external port to
out si de network, access port to end hosts), and port type (L2
interface, L3 interface). By defining the device port as a tp-ref, a
fabric port can be napped to a device node in the underlay network.

Additionally, a new container for tunnel-options is introduced to
present the tunnel configuration on a port.

The term nation point information is |earned fromthe underl ay
networ ks, not configured by the fabric topol ogy |ayer
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4. Fabric YANG Modul es

This nodul e inports typedefs from[RFC38345], and it references
[ RFC7348] and [ RFCB344].

<CODE BEGA NS> file "ietf-dc-fabric-types@019-02-25.yang"
modul e ietf-dc-fabric-types {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-dc-fabric-types”;
prefix fabrictypes;

import ietf-network {
prefix nw,
reference
"RFC 8345: A YANG Data Model for Network Topol ogi es”;

}

organi zati on
"IETF I 2RS (Interface to the Routing System) Wirking G oup”;
cont act

"WG Web: <https://datatracker.ietf.org/wg/i2rs/>
WG Li st: <mailto:i2rs@etf.org>
Edi t or: Yan Zhuang

<mai | t o: zhuangyan. zhuang@vuawei . con

Edi t or: Dani an Shi
<mmi | t o: shi dani an@uawei . con®";
description
"This nodul e contains a collection of YANG definitions for
fabric.

Copyright (c) 2019 | ETF Trust and the persons identified
as authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Sinmplified
BSD License set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8542;
see the RFC itself for full legal notices.";

revision 2019-02-25 {

description
"Initial revision.";
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reference
"RFC 8542: A YANG Data Mddel for Fabric Topol ogy
i n Data-Center Networks";

}

identity fabric-type {
description
"Base type for fabric networks";

}

identity vxlan-fabric {
base fabric-type;
description
"VXLAN fabric";

}

identity vlian-fabric {
base fabric-type;
description
"VLAN fabric";

}

identity trill-fabric {
base fabric-type;
description
"TRILL fabric";

}

identity port-type {
description
"Base type for fabric port";

}

identity eth {
base port-type;
description
"Et hernet";

}

identity serial {
base port-type;
description
"Serial";
}

identity bandw dth {
description
"Base for bandwi dth";
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}

identity bw 1M {
base bandw dt h;
description
LY
}

identity bw 10M {
base bandwi dt h;
description
"10Mops";
}

identity bw 100M {
base bandw dt h;
description
"100Mops”;
}

identity bw 1G {
base bandwi dt h;
description
"1CGops";
}

identity bw 10G {
base bandwi dt h;
description
"10CGhps";
}

identity bw 25G {
base bandwi dt h;
description
"25Chps";
}

identity bw 40G {
base bandwi dt h;
description
"40Chps";
}

identity bw 100G {
base bandw dt h;
description
"100Ghps";
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}

identity bw 400G {
base bandwi dt h;
description
"400Ghps";
}

identity device-role {
description
"Base for the device role in a fabric.";

}

identity spine {
base devi ce-rol e;
description
"This is a spine node in a fabric.";

}

identity leaf {
base device-rol e;
description
"This is a |leaf node in a fabric.";

}

identity border {
base device-rol e;
description
"This is a border node to connect to other
fabric/network.";

}

identity fabric-port-role {
description
"Base for the port’'s role in a fabric.";

}

identity internal ({
base fabric-port-role;
description
"The port is used for devices to access each
other within a fabric.";

}

identity external ({
base fabric-port-role;
description
"The port is used for a fabric to connect to
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out si de network.";

}

identity access {
base fabric-port-role;
description
"The port is used for an endpoint to connect
to a fabric.";

}

identity service-capability {
description
"Base for the service of the fabric ";

}

identity ip-mapping {
base service-capability;
description
n NAT. n ;
}

identity acl-redirect {
base service-capability;
description
"ACL redirect, which can provide a Service Function Chain (SFC).";

}

i dentity dynam c-route-exchange {
base service-capability;
description

"Dynami ¢ route exchange.";

}

/*
* Typedefs
*/

typedef fabric-id {
type nw node-i d;
description
"An identifier for a fabric in a topol ogy.

This identifier can be generated when conposing a fabric.
The conposition of a fabric can be achieved by defining an
RPC, which is left for vendor specific inplenentation
and not provided in this nodel.";

}

typedef service-capabilities {
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type identityref {
base service-capability;
}
description
"Service capability of the fabric";

}

typedef port-type {
type identityref {
base port-type;
}
description
"Port type: ethernet or serial or others.";

}

typedef bandw dth {
type identityref {
base bandwi dt h;
}
description
"Bandwi dth of the port.";

}

typedef node-ref {
type instance-identifier;
description
"A reference to a node in topol ogy";

}

typedef tp-ref {
type instance-identifier;
description
"Areference to a termnation point in topology";

}

typedef |ink-ref {
type instance-identifier;
description
"Areference to a link in topol ogy";

}

typedef underl ay-network-type {
type identityref {
base fabric-type;
}
description
"The type of physical network that inplenents
this fabric. Exanples are VLAN and TRILL.";
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}

typedef device-role {
type identityref {
base devi ce-rol e;
}
description
"Rol e of the device node.";
}

typedef fabric-port-role {
type identityref {
base fabric-port-role;
}
description
"Role of the port in a fabric.";
}

typedef fabric-port-type {
type enuneration {
enum | ayer2interface {
description
"L2 interface";
}
enum | ayer3interface {
description
"L3 interface";
}
enum | ayer 2Tunnel {
description
"L2 tunnel";
}
enum | ayer 3Tunnel {
description
"L3 tunnel";

}
}

description
"Fabric port type";
}

groupi ng fabric-port {
description
"Attributes of a fabric port.";
| eaf nane {
type string;
description
"Name of the port.";

Zhuang, et al. St andards Track

March 2019

[ Page 14]



RFC 8542 Data Mbdel for DC Fabric Topol ogy March 2019

| eaf role {
type fabric-port-role;
description
"Role of the port in a fabric.";
}

| eaf type {
type fabric-port-type;
description
"Type of the port";

| eaf device-port {
type tp-ref;
description
"The device port it mapped to.";
}

choi ce tunnel -option {
description
"Tunnel options to connect two fabrics.
It could be L2 Tunnel or L3 Tunnel.";

}
}
}

<CODE ENDS>

<CODE BEG@ NS> file "ietf-dc-fabric-topol ogy@019-02-25. yang”
nmodul e ietf-dc-fabric-topol ogy {
yang-version 1.1;
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-dc-fabric-topol ogy"
prefix fabric;

import ietf-network {
prefix nw
ref erence
"RFC 8345: A YANG Data Model for Network Topol ogi es";
}
i mport ietf-network-topol ogy {
prefix nt;
ref erence
"RFC 8345: A YANG Data Model for Network Topol ogi es";
}
import ietf-dc-fabric-types {
prefix fabrictypes;
reference
"RFC 8542: A YANG Data Model for Fabric Topol ogy in
Dat a- Cent er Net wor ks";
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organi zati on
"IETF I 2RS (Interface to the Routing System) Wirking G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wg/i2rs/>
WG Li st: <mailto:i2rs@etf.org>
Edi t or: Yan Zhuang
<mai | t 0: zhuangyan. zhuang@uawei . con
Edi t or: Dani an Shi

<mmi | t 0: shi dani an@uawei . con®";
description
"This nodul e contains a coll ection of YANG definitions for
fabric.

Copyright (c) 2019 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Sinmplified
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8542;
see the RFC itself for full legal notices.";

revision 2019-02-25 {
description
"Initial revision.";
reference
"RFC 8542: A YANG Data Mddel for Fabric Topol ogy
i n Dat a- Cent er Networks";

}

/] groupi ng statenents

groupi ng fabric-network-type {
description
"Identify the topology type to be fabric.";
cont ai ner fabric-network {
presence "indicates fabric Network";
description
"The presence of the container node indicates
fabric topol ogy";
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groupi ng fabric-options {
description
"Options for a fabric";
| eaf gat eway-node {
type enuneration {
enum centralized {
description
"The Fabric uses centralized
gateway, in which gateway is depl oyed on SPI NE
node.";

enum di stributed {
description
"The Fabric uses distributed
gateway, in which gateway is depl oyed on LEAF
node.";

}

}
default "distributed";
description

"Gat eway node of the fabric";

| eaf traffic-behavior {
type enuneration {
enum nor mal {
description
"Normal means no policy is needed
for all traffic";
}
enum policy-driven {
description
"Policy driven means policy is
needed for the traffic; otherwise, the traffic
will be discarded.”;

}

default "normal";
description
"Traffic behavior of the fabric";

| eaf-1ist capability-supported {
type fabrictypes:service-capabilities;
description
"It provides a list of supported services of the
fabric. The service-capabilities is defined as
identity-ref. Users can define nore services
by defining new identities.";
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}

groupi ng device-attributes {
description
"device attributes";
| eaf device-ref {
type fabrictypes: node-ref;
description
"The device that the fabric includes that refers
to a node in another topology.";

leaf-list role {
type fabrictypes: device-rol e;
default "fabrictypes:|eaf";
description
"It is alist of device roles to represent the roles
that a device plays within a POD, such as SPI NE
LEAF, Border, or Border-Leaf.
The device role is defined as identity-ref. |[If nore
than 2 stages are used for a POD, users can
define new identities for the device role.”;
}
}

grouping link-attributes {
description
"Link attributes”;
| eaf link-ref {
type fabrictypes:|ink-ref;
description
"The link that the fabric includes that refers to
a link in another topology.";
}
}

grouping port-attributes {
description
"Port attributes”;
| eaf port-ref {
type fabrictypes:tp-ref;
description
"The port that the fabric includes that refers to
a termnation-point in another topology.";

| eaf port-type {
type fabrictypes: port-type;
description
"Port type is defined as identity-ref. The current

Zhuang, et al. St andards Track [ Page 18]



RFC 8542 Data Mbdel for DC Fabric Topol ogy March 2019

types include ethernet or serial. |If nore types
are needed, devel opers can define new identities.";

}
| eaf bandwi dth {
type fabrictypes: bandwi dt h;
description
"Bandwi dth of the port. It is defined as identity-ref.
If nmore speeds are introduced, devel opers can define
new identities for them Current speeds include 1M 10M
100M 1G 10G 25G 40G 100G and 400G *";
}
}

grouping fabric-attributes {
description
"Attributes of a fabric";
| eaf fabric-id {
type fabrictypes:fabric-id;
description
"An identifier for a fabric in a topol ogy.
This identifier can be generated when conposing a fabric.
The conposition of a fabric can be achieved by defining an
RPC, which is left for vendor-specific inplenentation and
not provided in this nodel.";

| eaf nane {
type string;
description
"Name of the fabric";

}
| eaf type {
type fabrictypes:underl ay- net wor k-t ype;
description
"The type of physical network that inplenents this
fabric. Exanples are VLAN and TRILL.";
}
contai ner vni-capacity {
description
"The range of the VXLAN Network ldentifier
(VNI') defined in RFC 7348 that the POD uses.";
leaf mn {
type int32;
description
"The lower-limt VN .";

| eaf max {

type int32;
description
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"The upper-limt VN .";
}

| eaf description {
type string;
description
"Description of the fabric";
}

cont ai ner options {
description
"Options of the fabric";
uses fabric-options;

—_—

i st devi ce-nodes {
key "device-ref";
description
"Devi ce nodes that are included in a fabric.";
uses device-attri butes;

—_—

i st device-links {
key "link-ref";
description
"Links that are included within a fabric.";
uses link-attributes;

—_—

i st device-ports {
key "port-ref";
description
"Ports that are included in the fabric.";
uses port-attributes;

}
}

/1 augnent statenents

augrment "/ nw net wor ks/ nw. net wor k/ nw. net wor k-t ypes" {
description
"Introduce a new network type for fabric-based topol ogy";
uses fabric-network-type;

}

augnment "/ nw networ ks/ nw. net wor k/ nw. node" {
when ’ / nw. net wor ks/ nw. net wor k/ nw. net wor k-t ypes/"’
+ 'fabric:fabric-network’ {
description
"Augnent ati on paraneters apply only for networks
with fabric topol ogy"”;
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description
"Augnentation for fabric nodes created by
fabric topol ogy.";

container fabric-attributes {
description

"Attributes for a fabric network";

uses fabric-attributes;

}

}

augnment "/ nw networ ks/ nw. net wor k/ nw. node/ nt:termnation-point" {
when '/ nw. net wor ks/ nw. net wor k/ nw. net wor k-t ypes/"’
+ 'fabric:fabric-network’ {
description
"Augnent ati on paraneters apply only for networks
with fabric topol ogy"”;
}
description
"Augnentation for port on fabric.";
contai ner fport-attributes {
config fal se;
description
"Attributes for fabric ports";
uses fabrictypes:fabric-port;
}
}

}
<CCODE ENDS>
5. | ANA Consi derati ons

Thi s docunent registers the foll owi ng nanespace URIs in the "I ETF XM
Regi stry" [ RFC3688]:

URI :urn:ietf:paranms: xn :ns:yang:ietf-dc-fabric-types
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XM. nanespace

URI :urn:ietf:paranms: xm :ns:yang:ietf-dc-fabric-topol ogy
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.

URI :urn:ietf:params: xn :ns:yang:ietf-dc-fabric-topol ogy-state

Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XML nanespace
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Thi s docunment registers the foll owi ng YANG nodul es in the "YANG
Modul e Names" registry [ RFC6020]:

Nane: ietf-dc-fabric-types

Nanespace: urn:ietf:parans: xm:ns:yang:ietf-dc-fabric-types
Prefix: fabrictypes

Ref erence: RFC 8542

Nane: ietf-dc-fabric-topol ogy

Nanmespace: urn:ietf:parans: xm:ns:yang:ietf-dc-fabric-topol ogy
Prefix: fabric

Ref erence: RFC 8542

Nane: ietf-dc-fabric-topol ogy-state

Nanespace: urn:ietf:paranms:xm:ns:yang:ietf-dc-fabric-topol ogy-state
Prefix: sfabric

Ref erence: RFC 8542

6. Security Considerations

The YANG nodul e defined in this docunment is designed to be accessed
vi a network managenent protocols such as NETCONF [ RFC6241] or
RESTCONF [ RFC8040]. The | owest NETCONF | ayer is the secure transport
| ayer, and the nandatory-to-inplenent secure transport is Secure
Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer is HITPS, and the
mandat ory-t o-i npl enent secure transport is TLS [ RFC8446].

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. The subtrees and data nodes and their
sensitivity/vulnerability in the ietf-dc-fabric-topol ogy nmodul e are
as foll ows:

fabric-attributes: A nmalicious client could attenpt to sabotage the
configuration of inportant fabric attributes, such as device nodes or

type.
Sone of the readabl e data nodes in this YANG nodul e may be consi dered

sensitive or vulnerable in sone network environnents. It is thus
important to control read access (e.g., via get, get-config, or
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notification) to these data nodes. The subtrees and data nodes and
their sensitivity/vulnerability in the ietf-dc-fabric-topol ogy nodul e
are as follows:

fport-attributes: A nmalicious client could attenpt to read the
connections of fabrics w thout perm ssion, such as device-port and

name.
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Appendi x A. Non- NVDA- St at e Modul es

The YANG nodul e, ietf-dc-fabric-topology, defined in this docunent
augrments two nodul es, ietf-network and ietf-network-topol ogy, that
are designed to be used in conjunction with inplenmentations that
support the Network Managenent Datastore Architecture (NVDA) defined
in [RFC8342]. In order to allow inplenmentations to use the nodel
even in cases when NVDA is not supported, a set of conpani on nodul es
have been defined that represent a state nodel of networks and

net wor k topol ogies: ietf-network-state and ietf-network-topol ogy-
state, respectively.

In order to be able to use the nodel for fabric topologies defined in
this document in conjunction with non-NVDA-conpliant inplenentations,
a correspondi ng conmpani on nodul e needs to be introduced as well.

Thi s conpani on nodul e, ietf-dc-fabric-topology-state, mrrors ietf-
dc-fabric-topol ogy. However, the ietf-dc-fabric-topol ogy-state
modul e augnents ietf-network-state (instead of ietf-network and ietf-
net wor k-t opol ogy), and all of its data nodes are non-confi gurable.

Li ke ietf-network-state and ietf-network-topol ogy-state, ietf-dc-
fabric-topol ogy-state SHOULD NOT be supported by inplenentations that
support NMDA. It is for this reason that the nodule is defined in

t he Appendi x.

The definition of the nodule follows. As the structure of the nodul e
mrrors that of its underlying nodule, the YANG tree is not depicted
separately.

<CODE BEG NS> file "ietf-dc-fabric-topol ogy-state@019-02-25. yang"
modul e ietf-dc-fabric-topol ogy-state {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-dc-fabric-topol ogy-state”;
prefix sfabric;

import ietf-network-state {
prefix nws;
ref erence
"RFC 8345: A Data Model for Network Topol ogi es”;
}
inmport ietf-dc-fabric-types {
prefix fabrictypes;
reference
"RFC 8542: A YANG Data Model for Fabric Topol ogy in
Dat a- Cent er Net wor ks";

}

organi zati on
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"IETF I 2RS (Interface to the Routing System) Wirking G oup”;
cont act

"WG Web: <https://datatracker.ietf.org/wg/i2rs/>
WG Li st: <mailto:i2rs@etf.org>
Edi t or: Yan Zhuang

<mai | t o: zhuangyan. zhuang@uvuawei . con

Edi t or: Dani an Shi
<mai | t 0: shi dani an@uawei . conp";
description
"This nodule contains a collection of YANG definitions for
fabric state, representing topology that either is |earned
or results from appl ying topol ogy that has been
configured per the ietf-dc-fabric-topol ogy nodel, mrroring
the correspondi ng data nodes in this nodel.

This nodel mirrors the configuration tree of ietf-dc-fabric
-topol ogy but contains only read-only state data. The nodel
is not needed when the inplenentation infrastructure supports
the Network Managenent Datastore Architecture (NVDA).

Copyright (c) 2019 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I|ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8542,
see the RFC itself for full legal notices.";

revision 2019-02-25 {
description
"Initial revision.";
ref erence
"RFC 8542: A YANG Data Model for Fabric Topol ogy in
Dat a- Cent er Net wor ks";

}

/] groupi ng statenents
groupi ng fabric-network-type {

description
"Identify the topology type to be fabric.";
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cont ai ner fabric-network {
presence "indicates fabric Network";
description
"The presence of the container node indicates
fabric topol ogy";

}
}

groupi ng fabric-options {
description
"Options for a fabric";
| eaf gat eway-node {
type enuneration {
enum centralized {
description
"The fabric uses centralized
gateway, in which gateway is deployed on SPI NE
node.";

enum di stributed {
description
"The fabric uses distributed
gateway, in which gateway is depl oyed on LEAF
node. ";

}

}
default "distributed”;
description

"Gat eway node of the fabric";

| eaf traffic-behavior {
type enuneration {
enum nor mal {
description
"Nornal neans no policy is needed
for all traffic";
}
enum pol icy-driven {
description
"Policy driven nmeans policy is
needed for the traffic; otherwise, the traffic
will be discarded.";

}

default "normal";
description
"Traffic behavior of the fabric";
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| eaf-1ist capability-supported {
type fabrictypes:service-capabilities;
description
"It provides a list of supported services of the
fabric. The service-capabilities is defined as
identity-ref. Users can define nmore services
by defining new identities.";
}
}

groupi ng device-attributes {
description
"device attributes";
| eaf device-ref {
type fabrictypes: node-ref;
description
"The device that the fabric includes that refers
to a node in another topology.";

leaf-list role {
type fabrictypes: device-rol e;
default "fabrictypes:|leaf";
description
"It is alist of device roles to represent the roles
that a device plays within a POD, such as SPI NE
LEAF, Border, or Border-Leaf.
The device role is defined as identity-ref. |[If nore
than 2 stages are used for a POD, users can
define new identities for the device role.";
}
}

grouping link-attributes {
description
"Link attributes";
| eaf link-ref {
type fabrictypes:|ink-ref;
description
"The link that the fabric includes that refers to
a link in another topology.";
}
}

grouping port-attributes {
description
"Port attributes";
| eaf port-ref {
type fabrictypes:tp-ref;
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description
"The port that the fabric includes that refers to
a termnation-point in another topology.";

}
| eaf port-type {
type fabrictypes: port-type;
description
"Port type is defined as identity-ref. The current
types include ethernet or serial. |If nore types
are needed, devel opers can define new identities.";

}
| eaf bandwi dth {
type fabrictypes: bandwi dt h;
description
"Bandwi dth of the port. It is defined as
identity-ref. |If nore speeds are introduced,
devel opers can define new identities for them Current
speeds include 1M 10M 100M 1G 10G
25G 40G 100G and 400G ";
}
}

grouping fabric-attributes {
description
"Attributes of a fabric";
| eaf fabric-id {
type fabrictypes:fabric-id;
description
"Fabric I D';

| eaf nane {
type string;
description
“"Name of the fabric";
}

| eaf type {
type fabrictypes: underl ay- net wor k-t ype;
description
"The type of physical network that inplenents this
fabric. Exanples are VLAN and TRILL.";
}
contai ner vni-capacity {
description
"The range of the VXLAN Network
Identifier (VNI) defined in RFC 7348 that the POD uses.";
leaf mn {
type int32;
description
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"The lower-limt VN .";
}
| eaf max {
type int32;
description
"The upper-limt VN .";
}
}

| eaf description {
type string;
description
"Description of the fabric";
}

cont ai ner options {
description
"Options of the fabric";
uses fabric-options;

—_—

i st devi ce-nodes {
key "device-ref";
description
"Devi ce nodes that are included in a fabric.";
uses device-attri butes;

—_—

i st device-links {
key "link-ref";
description
"Links that are included within a fabric.";
uses link-attributes;

—_—

i st device-ports {
key "port-ref";
description
"Ports that are included in the fabric.";
uses port-attributes;
}
}

/1 augnent statenents

augrment "/ nws: net wor ks/ nws: net wor k/ nws: net wor k-t ypes" {
description
"Introduce a new network type for fabric-based | ogica
t opol ogy";
uses fabric-network-type;

}
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augrment "/ nws: net wor ks/ nws: net wor k/ nws: node" {
when ’ / nws: net wor ks/ nws: net wor k/ nws: net wor k-t ypes
+ '/sfabric:fabric-network’ {
description
"Augnent ati on paraneters apply only for
networks with fabric topol ogy.";
}
description
"Augnent ati on for fabric nodes.";
container fabric-attributes-state {
description
"Attributes for a fabric network";
uses fabric-attributes;

}
}

}
<CODE ENDS>
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