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Notification Message Support for BG G aceful Restart
Abst r act

The BGP Graceful Restart mechanismdefined in RFC 4724 |imits the
usage of BGP Graceful Restart to BGP nessages other than BGP

NOTI FI CATI ON nmessages. This document updates RFC 4724 by defining an
extension that permts the G aceful Restart procedures to be
performed when the BGP speaker receives a BGP NOTI FI CATI ON nessage or
the Hold Tine expires. This docunent al so defines a new subcode for
BGP Cease NOTI FI CATI ON nessages; this new subcode requests a full
session restart instead of a Graceful Restart.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8538.
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Copyri ght Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

I nt roducti on

For many cl asses of errors, BGP must send a NOTI FI CATI ON nessage and
reset the peering session to handle the error condition. The BGP
Graceful Restart nechanismdefined in [ RFC4724] requires that nornal
BGP procedures defined in [ RFC4271] be fol |l owed when a NOTI FI CATI ON
message is sent or received. This docunment defines an extension to
BGP Graceful Restart that permits the Graceful Restart procedures to
be perfornmed when the BGP speaker receives a NOTIFlI CATI ON nessage or
the Hold Tine expires. This pernmits the BGP speaker to avoid

fl appi ng reachability and continue forwarding while the BGP speaker
restarts the session to handle errors detected in BGP

At a high level, this docunent can be sumred up as follows. Wen a
BGP session is reset, both speakers operate as "Receiving Speakers”
according to [ RFC4724], neaning they retain each other’s routes.
This is also true for HOLDTI ME expiration. The functionality can be
def eated by sending a BGP Cease NOTI FI CATI ON nessage with the Hard
Reset subcode. |If a Hard Reset is used, a full session reset is

per f or med.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Modi fications to BGP Graceful Restart Capability

The BGP Graceful Restart Capability is augnented to signal the

G aceful Restart support for BGP NOTI FI CATI ON nessages. The Restart
Flags field is augnented as follows (following the diagramin
Section 3 of [RFC4A724]).

Restart Fl ags:
This field contains bit flags relating to restart.
0123
+- - -4+
RN
+- - - -+

The nost significant bit is defined in [RFC4724] as the Restart State
("R") bit.
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The second nost significant bit is defined in this docunment as the
Graceful Notification ("N') bit. It is used to indicate G aceful
Restart support for BGP NOTI FI CATI ON nmessages. A BGP speaker

i ndi cates support for the procedures in this docunent by advertising
a Graceful Restart Capability with its "N' bit set (value 1).

If a BGP speaker that previously advertised a given set of Gaceful
Restart paranmeters opens a new session with a different set of
paraneters, these new parameters apply once the session has
transitioned i nto ESTABLI SHED st ate.

3. BGP Hard Reset Subcode

Thi s docunment defines a new subcode for BGP Cease NOTIFI CATI ON
messages, called the Hard Reset subcode. The value of this subcode
is discussed in Section 8. In this docunent, a BGP Cease

NOTI FI CATI ON nessage with the Hard Reset subcode is referred to as a
"Hard Reset nessage" or sinply as a "Hard Reset".

When the "N' bit has been exchanged by two peers, NOTI FI CATI ON
messages ot her than Hard Reset messages are referred to as
"Graceful", since such nessages i nvoke Graceful Restart semantics.

3.1. Sending a Hard Reset

When the "N' bit has been exchanged, a Hard Reset nessage is used to
indicate to the peer that the session is to be fully term nated.

When sending a Hard Reset, the data portion of the NOTIFI CATI ON
message i s encoded as foll ows:

ErrCode is a BGP Error Code (as docunented in the | ANA "BGP Error
(Notification) Codes" registry) that indicates the reason for the
Hard Reset. Subcode is a BGP Error Subcode (as docunented in the
| ANA "BGP Error Subcodes" registry) as appropriate for the ErrCode.
Simlarly, Data is as appropriate for the ErrCode and Subcode. In
short, the Hard Reset encapsul ates anot her NOTI FI CATI ON nessage in
its data portion.

3.2. Receiving a Hard Reset
Whenever a BGP speaker receives a Hard Reset, the speaker MJST

term nate the BGP session following the standard procedures in
[ RFC4271] .
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4.

Qperation

A BGP speaker that is willing to receive and send BGP NOTI FI CATI ON
messages according to the procedures of this docunment MJST adverti se
the "N' bit using the Graceful Restart Capability as defined in

[ RFCA724] .

When such a BGP speaker has received the "N' bit fromits peer, and
receives fromthat peer a BGP NOTI FI CATI ON nessage ot her than a Hard
Reset, it MJUST follow the rules for the Receiving Speaker nentioned
in Section 4.1. The BGP speaker generating the BGP NOTI FI CATI ON
message MUST al so follow the rules for the Receiving Speaker.

VWhen a BGP speaker resets its session due to a HOLDTI ME expiry, it
shoul d generate the rel evant BGP NOTI FI CATI ON nmessage as nentioned in
[ RFC4271] but subsequently MJST follow the rules for the Receiving
Speaker nentioned in Section 4. 1.

A BGP speaker SHOULD NOT send a Hard Reset to a peer fromwhich it
has not received the "N' bit. W note, however, that if it did so,
the effect would be as desired in any case because, according to

[ RFC4271] and [RFC4724], any NOTI FI CATI ON nessage, whet her recognized
or not, results in a session reset. Thus, the only negative effect
to be expected fromsending the Hard Reset to a peer that hasn't
advertised conpliance to this specification would be that the peer
woul d be unable to properly log the associated informtion

Once the session is re-established, both BGP speakers SHOULD set
their Forwarding State bit to 1. |If the Forwarding State bit is not
set, then, according to the procedures in Section 4.2 of [RFCA724],
the relevant routes will be flushed, defeating the goals of this
speci fication.
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4.1. Rules for the Receiving Speaker

Section 4.2 of [RFC4724] defines rules for the Receiving Speaker
This docunment nodifies those rules as follows:

The sentence "To deal with possible consecutive restarts, a route
(fromthe peer) previously marked as stale MJST be del eted" only
appl i es when the "N' bit has not been exchanged with the peer:

OLD: When the Receiving Speaker detects term nation of the TCP
session for a BGP session with a peer that has advertised the
Graceful Restart Capability, it MJST retain the routes received
fromthe peer for all the address families that were previously
received in the Graceful Restart Capability and MJST mark them
as stale routing information. To deal wi th possible consecutive
restarts, a route (fromthe peer) previously marked as stale
MUST be deleted. The router MJUST NOT differentiate between
stal e and other routing information during forwarding.

NEW When the Receiving Speaker detects termnation of the TCP
session for a BGP session with a peer that has advertised the
Graceful Restart Capability, it MJST retain the routes received
fromthe peer for all the address families that were previously
received in the Graceful Restart Capability and MJUST mark them
as stale routing information. The router MJST NOT differentiate
bet ween stale and other routing information during forwarding.

If the "N' bit has not been exchanged with the peer, then to
deal with possible consecutive restarts, a route (fromthe peer)
previously nmarked as stale MJST be del et ed.

The stale tinmer is given a formal name and nmade mandatory:

OLD: To put an upper bound on the anmpbunt of tine a router retains the
stal e routes, an inplenentati on MAY support a (configurable)
timer that inposes this upper bound.

NEW To put an upper bound on the anpunt of tinme a router retains the
stale routes, an inplenentati on MIST support a (configurable)
timer, called the "stale timer", that inposes this upper bound.
A suggested default value for the stale tiner is 180 seconds.

An i npl enentati on MAY provide the option to disable the tiner
(i.e., to provide an infinite retention tine) but MJST NOT do so
by default.
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5.

5.

5.

1.

2.

Use of Hard Reset
Wien to Send a Hard Reset

Al t hough when to send a Hard Reset is an inplenentation-specific
deci sion, we offer sonme advice. Many Cease NOTI FI CATI ON subcodes
represent permanent or long-term rather than transient, session
term nation. Because of this, it’'s appropriate to use Hard Reset
with them As of publication of this docunent, subcodes 1-9 have
been defined for Cease. The following table lists each of these
subcodes al ong with suggested behavi or.

S o m m e e e e e e e e ee oo o +
| Value | Narme | Suggested Behavior |
R, o e e e e e e e e e e e e e e T +
| 1 | Maxi mum Nunber of Prefixes Reached | Hard Reset |
| 2 | Admi ni strative Shutdown | Hard Reset |
| 3 | Peer De-configured | Hard Reset |
| 4 | Admi ni strative Reset | Provide user control |
| 5 | Connection Rejected | Graceful Cease |
| 6 | O her Configuration Change | G aceful Cease |
| 7 | Connection Collision Resolution | Graceful Cease |
| 8 | Qut of Resources | Graceful Cease |
| 9 | Hard Reset | Hard Reset |
S o m m e e e e e e e e ee oo o +
These suggestions are only that -- suggestions, not requirenents.

It’'s the nature of BGP inplenentations that the mapping of interna
states to BGP NOTI FI CATI ON codes and subcodes is not always perfect.
The guiding principle for the inplementor should be that if there is
no realistic hope that forwarding can continue or that the session
will be re-established within the deadline, Hard Reset should be
used.

For all NOTI FI CATI ON codes ot her than Cease, use of Hard Reset does
not appear to be indicated.

Interaction with Ot her Specifications

"BG Adm nistrative Shutdown Conmuni cation" [RFC8203] specifies use
of the data portion of the Adm nistrative Shutdown or Adm nistrative
Reset subcodes to convey a short message. Wen [RFC8203] is used in
conjunction with Hard Reset, the subcode of the outernost Cease MJST
be Hard Reset, with the Adm nistrative Shutdown or Administrative
Reset subcodes encapsulated within. The encapsul ated nessage MJUST
subsequently be processed according to [ RFC8203].
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6. Managenent Consi derations

When reporting a Hard Reset to network nmanagenent, the error code and
subcode reported MUST be Cease and Hard Reset, respectively. If the
net wor kK managenment |ayer in use permits it, the information carried
in the Data portion SHOULD be reported as well.

7. Operational Considerations

Note that long (or infinite) retention tine may cause operational
i ssues and shoul d be enabled with care.

8. | ANA Consi derati ons

| ANA has assigned subcode 9 ("Hard Reset") in the "BG Cease
NOTI FI CATI ON nessage subcodes" registry.

| ANA has created a sub-registry called "BG Gaceful Restart Flags"
under the "Border Gateway Protocol (BGP) Paraneters" registry. The
registration procedure is Standards Action [ RFC8126]; this docunent
and [ RFC4724] are listed as references. The initial values are as

fol | ows:
oo s o Fom e e o - Fom e oo +
| Bit Position | Narme | Short Nane | Reference |
S o m e e e oo - Fomm e oo - N +
| 0 | Restart State | R | RFC 4724 |
| 1 | Notification | N | RFC 8538 |
| 2-3 | Unassi gned | | |
oo s o Fom e e o - Fom e oo +

| ANA has created a sub-registry called "BG G aceful Restart Flags
for Address Fanmil|ly" under the "Border Gateway Protocol (BGP)
Paraneters" registry. The registration procedure is Standards
Action; this docunment and [ RFC4724] are listed as references. The
initial values are as follows:

o e e e e o - o e e e e a e oo m S o m e e e - +
| Bit Position | Narme | Short Nane | Reference |
o e oo - oo o - Fom e m oo - - M +
| 0 | Forwarding State | F | RFC 4724 |
| 1-7 | Unassi gned | | |
o e e o - Fom e e e oo T R +
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9. Security Considerations

Thi s specification doesn’t change the basic security nodel inherent
in [RFC4724], with the exception that the protection agai nst repeated
resets is relaxed. To mtigate the consequent risk that an attacker
coul d use repeated session resets to prevent stale routes fromever
bei ng del eted, we make the stale tiner nandatory (in practice, it is
al ready ubiquitous). To the extent [RFCA724] night be said to help
def end agai nst denials of service by making the control plane nore
resilient, this extension may nodestly increase that resilience;
however, there are enough confoundi ng and depl oynent-specific factors
that no general clains can be made
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