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Abstract

Resource Reservation Protocol (RSVP) association signaling can be
used to bind two unidirectional Label Switched Paths (LSPs) into an
associ ated bidirectional LSP. Wen an associ ated bidirectional LSP
is co-routed, the reverse LSP follows the same path as its forward
LSP. This docunent updates the fast reroute procedures defined in
RFC 4090 to support both single-sided and doubl e-si ded provi si oned
associ ated bidirectional LSPs. This docunent al so updates the
procedure for associating two reverse LSPs defined in RFC 7551 to
support co-routed bidirectional LSPs. The fast reroute procedures
can ensure that, for the co-routed LSPs, traffic flows on co-routed
paths in the forward and reverse directions after a failure event.
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Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8537
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1. Introduction

The Resource Reservation Protocol (RSVP) (Extended) ASSOCI ATI ON
oject is specified in [RFC6780] and can be used generically to
associate Multiprotocol Label Switching (MPLS) and Generalized MPLS
(GQwPLS) Traffic Engineering (TE) Label Switched Paths (LSPs).

[ RFC7551] defines nechani sns for binding two point-to-point (P2P)
unidirectional LSPs [ RFC3209] into an associ ated bidirectional LSP
There are two nodels described in [RFC7551] for provisioning an
associ ated bidirectional LSP: single-sided and doubl e-sided. 1In both
nodel s, the reverse LSP of the bidirectional LSP nay or may not be
co-routed and follow the sane path as its forward LSP

In sone packet transport networks, there are requirenents where the
reverse LSP of a bidirectional LSP needs to foll ow the sane path as
its forward LSP [ RFC6373]. The MPLS Transport Profile (MPLS-TP)

[ RFC6370] architecture facilitates the co-routed bidirectional LSP by
usi ng GWPLS extensions [ RFC3473] to achi eve congruent paths.

However, RSVP association signaling allows enabling co-routed
bidirectional LSPs without having to depl oy GWLS extensions in the
exi sting networks. The association signaling also allows taking
advant age of the existing TE and fast reroute mechanisns in the

net wor k.

[ RFC4090] defines fast reroute extensions for RSVP-TE LSPs, which are
al so applicable to the associated bidirectional LSPs. [RFC3271]
defines fast reroute procedures for GWLS signal ed bidirectional LSPs
such as coordi nating bypass tunnel assignnments in the forward and
reverse directions of the LSP. The nechani sns defined in [ RFC8271]
are al so useful for the fast reroute of associated bidirectiona

LSPs.

Thi s docunent updates the fast reroute procedures defined in

[ RFC4090] to support both single-sided and doubl e-si ded provisioned
associ ated bidirectional LSPs. This docunent al so updates the
procedure for associating two reverse LSPs defined in [ RFC7551] to
support co-routed bidirectional LSPs. The fast reroute procedures
can ensure that for the co-routed LSPs, traffic flows on co-routed
paths in the forward and reverse directions after fast reroute.
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1.1. Assunptions and Considerations
The foll owi ng assunptions and considerations apply to this docunent:

0 The fast reroute procedure for the unidirectional LSPs is defined
in [RFC4090] and is not modified by this docunent.

o The fast reroute procedure when using unidirectional bypass
tunnels is defined in [ RFC4090] and is not nodified by this
docunent .

0 This docunent assunes that the fast reroute bypass tunnels used
for protected associ ated bidirectional LSPs are al so associ ated
bi di recti onal

0 This docunent assunes that the fast reroute bypass tunnels used
for protected co-routed associated bidirectional LSPs are al so co-
rout ed associ ated bidirectional

o The fast reroute procedure to coordinate the bypass tunne
assignnent defined in this docunment may be used for protected
associ ated bidirectional LSPs that are not co-routed but requires
that the downstream Point of Local Repair (PLR) and Merge Point
(MP) pair of the forward LSP nmat ches the upstream MP and PLR pair
of the reverse LSP

0 Unless otherw se specified in this docunent, the fast reroute
procedures defined in [ RFC4090] are used for associ ated
bi directional LSPs.
2. Conventions Used in This Docunent
2.1. Key Word Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
2.2. Term nol ogy

The reader is assuned to be familiar with the termninol ogy defined in
[ RFC2205], [RFC3209], [RFC4090], [RFC7551], and [ RFCB8271].
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2.2.1. Forward Unidirectional LSPs

Two reverse unidirectional P2P LSPs are set up in opposite directions
between a pair of source and destination nodes to forman associ ated

bidirectional LSP. In the case of single-sided provisioned LSP, the
originating LSP with a REVERSE_LSP Ohject [RFC7551] is identified as
a forward unidirectional LSP. 1In the case of double-sided

provi sioned LSP, the LSP originating fromthe hi gher node address (as
source) and term nating on the | ower node address (as destination) is
identified as a forward unidirectional LSP

2.2.2. Reverse Co-routed Unidirectional LSPs

Two reverse unidirectional P2P LSPs are set up in opposite directions
between a pair of source and destination nodes to forman associ ated
bidirectional LSP. A reverse unidirectional LSP originates on the
same node where the forward unidirectional LSP terminates, and it
term nates on the same node where the forward unidirectional LSP
originates. A reverse co-routed unidirectional LSP traverses al ong
the sane path as the forward-direction unidirectional LSP in the
opposite direction

3. Probl em St at enent

As specified in [RFC7551], in the single-sided provisioning case, the
RSVP- TE tunnel is configured only on one endpoi nt node of the
bidirectional LSP. An LSP for this tunnel is initiated by the
originating endpoint with the (Extended) ASSOCI ATI ON Obj ect
contai ni ng Associ ation Type set to "Singl e-Si ded Associ at ed

Bi directional LSP' and the REVERSE LSP Ohject inserted in the RSVP
Path message. The remote endpoint then creates the correspondi ng
reverse TE tunnel and signhals the reverse LSP in response using the
informati on fromthe REVERSE LSP (bj ect and ot her objects present in
the received RSVP Path nessage. As specified in [RFC7551], in the
doubl e-si ded provisioning case, the RSVP-TE tunnel is configured on
bot h endpoi nt nodes of the bidirectional LSP. Both forward and
reverse LSPs are initiated i ndependently by the two endpoints with
the (Extended) ASSCOCI ATI ON Obj ect contai ning Associ ation Type set to
"Doubl e- Si ded Associ ated Bidirectional LSP'. Wth both single-sided
and doubl e-si ded provisioned bidirectional LSPs, the reverse LSP may
or may not be congruent (i.e., co-routed) and foll ow the sane path as
its forward LSP.

Bot h singl e-sided and doubl e-si ded associ ated bi directional LSPs

require solutions to the followi ng issues for fast reroute to ensure
co-routing after a failure event.
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3.1. Fast Reroute Bypass Tunnel Assignnent

In order to ensure that the traffic flows on a co-routed path after a
link or node failure on the protected co-routed LSP path, the

m dpoi nt PLR nodes need to assign matching bidirectional bypass
tunnels for fast reroute. Such bypass assignnent requires

coordi nati on between the PLR nodes in both the forward and reverse
directi ons when nore than one bypass tunnel is present on a PLR node.

<-- Bypass N -->

S e + S e +
| H +--------- + 1
+o - - -+ +o - - -+
| |
LSP1 --> | LSP1 --> | LSP1 --> LSP1 -->
S e + +- - - -+ +- - - -+ S e + S e +
| A H+-------- + B 4+----X----4 C 4+-------- + D A4-------- + E |
+o--- - + +o - - -+ +o - - -+ +o--- - + +o--- - +
<-- LSP2 | <-- LSP2 | <-- LSP2 <-- LSP2
| |
I I
+- - - -+ +- - - -+
| F e + G |
+o--- - + +o--- - +

<-- Bypass S -->
Figure 1: Multiple Bidirectional Bypass Tunnels

As shown in Figure 1, there are two bypass tunnel s avail abl e: bypass
tunnel N (on path B-H1-C) and bypass tunnel S (on path B-F-G Q).

The nidpoint PLR nodes B and C need to coordi nate bypass tunne
assignnent to ensure that traffic in both directions flows through
either bypass tunnel N or bypass tunnel S after the link B-C failure.

3.2. Node Protection Bypass Tunnels
When using a node protection bypass tunnel with a protected
associ ated bidirectional LSP, after a link failure, the forward and

reverse LSP traffic can flow on different node protection bypass
tunnel s in the upstream and downstream directi ons.
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<-- Bypass N -->

R S + R S +
| H +---mmmmmm e - + 1
e e

| <-- Rerouted- LSP2 |

I I
|  LSPL --> LSPL --> | LSPL --> LSP1 -->

+- - - -+ +o-m - - + +- - - -+ +o-m - - + +o-m - - +

| A +-------- + B 4+----X----+ C 4+-------- + D 4-------- + E |

S e + +- - - -+ S e + +- - - -+ S e +
<-- LSP2 | <-- LSP2 <-- LSP2 | <-- LSP2

oo -+ oo -+
| F e + G |
S + R +

<-- Bypass S -->
Figure 2: Node Protection Bypass Tunnels

As shown in Figure 2, after the link B-C failure, the downstream PLR
node B reroutes the protected forward LSP1 traffic over bypass tunne
S (on path B-F-G- D) to reach downstream MP node D, whereas the
upstream PLR node C reroutes the protected reverse LSP2 traffic over
bypass tunnel N (on path G I-HA) to reach the upstream MP node A

As a result, the traffic in the forward and reverse directions flows
on different bypass tunnels, which can cause the co-routed associ ated
bidirectional LSP to be no |onger co-routed. However, unlike GWLS
LSPs, the asymmetry of paths in the forward and reverse directions
does not result in RSVP soft-state tineout with the associ ated

bi directional LSPs.

3.3. Bidirectional LSP Association at M dpoints

In packet transport networks, a restoration LSP is signaled after a
link failure on the protected LSP path, and the protected LSP may or
may not be torn down [RFC8131]. In this case, multiple forward and
reverse LSPs of a co-routed associated bidirectional LSP may be
present at mdpoint nodes with identical (Extended) ASSCCI ATI ON
ojects. This creates an anbiguity at mdpoint nodes to identify the
correct associated LSP pair for fast reroute bypass assignnent (e.g.
during the recovery phase of the RSVP graceful restart procedure).
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4.

4.

LSP3 --> LSP3 --> LSP3 -->
LSP1 --> LSP1 --> LSP1 --> LSP1 -->
+o-m - - + +o-m - - + +o-m - - + +o-m - - + +o-m - - +
| A +-------- + B 4+----X----+ C 4+-------- + D 4-------- + E |
S e + +- - - -+ +- - - -+ S e + S e +
<-- LSP2 | <-- LSP2 | <-- LSP2 <-- LSP2
<-- LSP4 | | <-- LSP4 <-- LSP4
I I
| LSP3 --> |
+- - - -+ +- - - -+
| F oo + G |
S S + S S +
<-- Bypass S -->
<-- LSP4

Figure 3: Restoration LSP Setup after Link Failure

As shown in Figure 3, the protected LSPs (LSP1 and LSP2) are an
associated LSP pair; simlarly, the restoration LSPs (LSP3 and LSP4)
are an associated LSP pair. Both pairs belong to the sane associ at ed
bidirectional LSP and carry identical (Extended) ASSOCI ATI ON bj ects.
In this exanple, the mdpoint node D may m stakenly associate LSP1
with the reverse LSP4 instead of the reverse LSP2 due to the matching
(Ext ended) ASSCOCI ATI ON Obj ects. This nmay cause the co-routed

associ ated bidirectional LSP to be no | onger co-routed after fast
reroute. Since the bypass assignnent needs to be coordi nated between
the forward and reverse LSPs, this can also |l ead to undesired bypass
tunnel assignnents.

Signal ing Procedure
1. Associated Bidirectional LSP Fast Reroute

For both single-sided and doubl e-si ded associ ated bidirectional LSPs,
the fast reroute procedure specified in [ RFC4090] is used. In
addi tion, the nechanisns defined in [RFC8271] are used as foll ows:

0 The BYPASS ASSI GNMENT | Pv4 subobj ect (value 38) and | Pv6 subobj ect
(value 39) defined in [RFC38271] are used to coordinate bypass
tunnel assignnent between the PLR nodes in both the forward and
reverse directions (see Figure 1). The BYPASS ASSI GNMVENT and
Node- | D address [ RFC4561] subobj ects MJST be added by the
downstream PLR node in the RECORD ROUTE hject (RRO of the RSVP
Pat h nessage of the forward LSP to indicate the |ocal bypass
tunnel assignnent using the procedure defined in [RFC3271]. The
upstream node uses the bypass assignnent infornmation (nanely,
bypass tunnel source address, destination address, and Tunnel |D)
in the received RSVP Path message of the protected forward LSP to
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find the associated bypass tunnel in the reverse direction. The
upstream PLR node MJST NOT add t he BYPASS_ASSI GNMVENT subobj ect in
the RRO of the RSVP Path message of the reverse LSP

0 The downstream PLR node initiates the bypass tunnel assignnent for
the forward LSP. The upstream PLR (forward-direction LSP MP) node
reflects the associ ated bypass tunnel assignnent for the reverse-
direction LSP. The upstream PLR node MJST NOT initiate the bypass
tunnel assignnent.

o If the indicated forward bypass tunnel or the associated reverse
bypass tunnel is not found, the upstream PLR SHOULD send a Notify
message [ RFC3473] with Error Code "FRR Bypass Assignhment Error"
(val ue 44) and Sub-code "Bypass Tunnel Not Found" (val ue 1)

[ RFC8271] to the downstream PLR

o |f the bypass tunnel cannot be used as described in Section 4.5.3
of [RFC8271], the upstream PLR SHOULD send a Notify message
[ RFC3473] with Error Code "FRR Bypass Assignnent Error" (val ue 44)
and Sub-code "Bypass Assi gnnent Cannot Be Used" (val ue 0)
[ RFC8271] to the downstream PLR

o After alink or node failure, the PLR nodes in both forward and
reverse directions trigger fast reroute independently using the
procedures defined in [ RFC4090] and send the forward and protected
reverse LSP nodified RSVP Path nessages and traffic over the
bypass tunnel. The RSVP Resv signaling of the protected forward
and reverse LSPs foll ows the sane procedure as defined in
[ RFC4090] and is not nodified by this docunent.

4.1.1. Restoring Co-routing with Node Protection Bypass Tunnels

After fast reroute, the downstream MP node assunes the rol e of
upstream PLR and reroutes the reverse LSP RSVP Pat h nessages and
traffic over the bypass tunnel on which the forward LSP RSVP Pat h
messages and traffic are received. This procedure is defined as
"restoring co-routing" in [RFC8271]. This procedure is used to
ensure that both forward and reverse LSP signaling and traffic flow
on the sane bidirectional bypass tunnel after fast reroute.

As shown in Figure 2, when using a node protection bypass tunnel with
protected co-routed LSPs, asymmetry of paths can occur in the forward
and reverse directions after a link failure [RFC8271]. In order to
restore co-routing, the downstream MP node D (acting as an upstream
PLR) MUST trigger the procedure to restore co-routing and reroute the
protected reverse LSP2 RSVP Path nessages and traffic over the bypass
tunnel S (on path DG F-B) to the upstream MP node B upon receiving
the protected forward LSP nodified RSVP Path nessages and traffic
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over the bypass tunnel S (on path DG F-B) fromnode B. The upstream
PLR node C stops receiving the RSVP Path nessages and traffic for the
reverse LSP2 fromnode D (resulting in RSVP soft-state tinmeout), and
it stops sending the RSVP Path messages for the reverse LSP2 over the
bypass tunnel N (on path G I-H A) to node A

4.1. 2. Uni di rectional Link Failures

4.

4.

1.

1.

The unidirectional |ink failures can cause co-routed associ ated
bidirectional LSPs to be no |onger co-routed after fast reroute with
both Iink protection and node protection bypass tunnels. However,
the unidirectional link failures in the upstream and/ or downstream
directions do not result in RSVP soft-state tineout with the

associ ated bidirectional LSPs as upstream and downstream PLRs trigger
fast reroute independently. The asymmetry of forward and reverse LSP
paths due to the unidirectional link failure in the downstream
direction can be corrected by using the procedure to restore co-
routing specified in Section 4.1.1

3. Revertive Behavior after Fast Reroute

When the revertive behavior is desired for a protected LSP after the
link is restored, the procedure defined in Section 6.5.2 of [RFC4090]
is foll oned.

0 The downstream PLR node starts sending the RSVP Path nessages and
traffic fl ow of the protected forward LSP over the restored |ink
and stops sending them over the bypass tunnel [RFC4090].

0 The upstream PLR node (when the protected LSP is present) also
starts sending the RSVP Path nessages and traffic flow of the
protected reverse LSPs over the restored |ink and stops sending
them over the bypass tunnel [RFC4090].

o For node protection bypass tunnels (see Figure 2), after restoring
co-routing, the upstream PLR node D SHOULD start sendi ng RSVP Path
messages and traffic for the reverse LSP over the original |ink
(CG-D) when it receives the unnodified RSVP Path nessages and
traffic for the protected forward LSP over it and stops sending
them over the bypass tunnel S (on path D-G F-B).

4. Bypass Tunnel Provisioning

Fast reroute bidirectional bypass tunnels can be single-sided or
doubl e-si ded associ ated tunnels. For both single-sided and doubl e-
sided associ ated bypass tunnels, the fast reroute assignnent policies
need to be configured on the downstream PLR nodes of the protected

Gandhi, et al. St andards Track [ Page 10]



RFC 8537 Associ ated Bidirectional LSP Fast Reroute February 2019

LSPs that initiate the bypass tunnel assignments. For single-sided
associ at ed bypass tunnels, these nodes are the originating endpoints
of their signaling.

4.1.5. One-to-One Bypass Tunne

The fast reroute signaling procedure defined in this docunment can be
used for both facility backup described in Section 3.2 of [RFC4A090]
and one-to-one backup described in Section 3.1 of [RFC4090]. As
described in Section 4.5.2 of [RFC8271], in the one-to-one backup

met hod, if the associated bidirectional bypass tunnel is already in
use at the upstream PLR, it SHOULD send a Notify message [ RFC3473]
with Error Code "FRR Bypass Assignnent Error" (value 44) and Sub-code
"One-to0- One Bypass Already in Use" (value 2) to the downstream PLR

4.2. Bidirectional LSP Association at M dpoints

In order to associate the LSPs unanbi guously at a m dpoi nt node (see
Fi gure 3), the endpoint node MJST signal the Extended ASSOCI ATl ON
hj ect and add a uni que Extended Association ID for each associ ated
forward and reverse LSP pair formng the bidirectional LSP. An
endpoi nt node MAY set the Extended Association ID to the val ue
formatted according to the structure shown in Appendi x A

o For single-sided provisioned bidirectional LSPs [ RFC7551], the
ori gi nati ng endpoi nt signals the Extended ASSOCI ATI ON Object with
a uni que Extended Association ID. The renpte endpoint copies the
contents of the received Extended ASSOCI ATI ON Obj ect including the
Ext ended Association IDin the RSVP Path nessage of the reverse
LSP' s Ext ended ASSOCI ATI ON hj ect.

o For doubl e-si ded provisioned bidirectional LSPs [ RFC7/551], both
endpoints need to ensure that the bidirectional LSP has a unique
Ext ended ASSCCI ATI ON Obj ect for each forward and reverse LSP pair
by sel ecting appropriate uni que Extended Association | Ds signal ed
by them A controller can be used to provision a unique Extended
Association I D on both endpoints. The procedure for selecting
uni que Extended Association IDs is outside the scope of this
docunent .

5. Conpatibility

Thi s docunent updates the procedures for fast reroute for associated
bidirectional LSPs defined in [ RFC4090] and the procedures for
associating bidirectional LSPs defined in [RFC7551]. The procedures
use the signaling nmessages defined in [ RFC8271]; no new signaling
nmessages are defined in this docunent. The procedures ensure that
for the co-routed LSPs, traffic flows on co-routed paths in the
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8.

forward and reverse directions after fast reroute. Operators w shing
to use this function SHOULD ensure that it is supported on all the
nodes on the LSP path. The nodes not supporting this function can
cause the traffic to flow on asymetric paths in the forward and
reverse directions of the associated bidirectional LSPs after fast
reroute.

Security Consi derations

Thi s docunent updates the signaling nmechani sns defined in [ RFC4090]
and [ RFC7551]. It does not introduce any additional security

consi derations other than those already covered in [ RFC4090],

[ RFC7551], [RFC8271], and the MPLS/ GWPLS security framework

[ RFC5920] .

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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Appendi x A. Extended Association ID

The Extended Association ID in the Extended ASSCCI ATI ON Obj ect

[ RFC6780] can be set to the value formatted according to the

structure shown in the follow ng exanple to uniquely identify

associ ated forward and reverse LSP pairs of an associ ated

bi directional LSP

An exanpl e of the | Pv4 Extended Association ID format is shown bel ow
0 1 2 3
01234567890123456789012345678901
R et e s i o e s i i
| | Pv4 LSP Source Address |
B i s T T i i o S o T Ji I
| Reserved | LSP I D |
i i i T i I S i e s o o i i

Variabl e Length ID
:l-— B i T S S S T i S S R I i T i i i S +-:|-
Figure 4: | Pv4 Extended Association |ID Format Exanple

| Pv4 LSP Source Address
| Pv4 source address of the forward LSP [ RFC3209].

LSP I D
16-bit LSP ID of the forward LSP [ RFC3209].

Vari able Length ID

Vari abl e | ength Extended Association |ID [RFC6780] inserted by the
endpoi nt node of the associated bidirectional LSP [ RFC7551].
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An exampl e of the | Pv6 Extended Association ID format is shown bel ow

0 1 2 3
01234567890123456789012345678901
T

+
I
+
| Pv6 LSP Source Address |
+
(16 bytes) |

+

I

e e e e e b e e e e e e e e e e e e e e e e e e e e e e e e e
Reser ved | LSP ID |
e e e e e d d de e de de e e e e e e e e e e e e e e e e e e o+

T+ +

Variable Length ID
.+- I S i i S i S s i T S S +
Figure 5: I Pv6 Extended Association |ID Format Exanpl e

LSP Source Address

| Pv6 source address of the forward LSP [ RFC3209].
LSP I D

16-bit LSP ID of the forward LSP [ RFC3209].
Variabl e Length ID

Vari abl e | ength Extended Association |ID [RFC6780] inserted by the
endpoi nt node of the associated bidirectional LSP [ RFC7551].

In both I1Pv4 and | Pv6 exanpl es, the Reserved flags MJST be set to O
on transm ssi on.
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