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Abstract

The base Miulticast VPN (MVPN) specifications (RFCs 6513 and 6514)
provi de procedures to allow a nulticast ingress node to invoke
"explicit tracking" for a multicast flow or set of flows, thus

| earning the egress nodes for that flow or set of flows. However,
the specifications are not conpletely clear about how the explicit
tracki ng procedures work in certain scenarios. This docunent
provi des the necessary clarifications. It also specifies a new,
optimzed explicit-tracking procedure. This new procedure allows an
i ngress node, by sending a single nmessage, to request explicit
tracki ng of each of a set of flows, where the set of flows is
specified using a wildcard nechanism This docunent updates RFCs
6514, 6625, 7524, 7582, and 7900.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8534
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1. Introduction

The base Multicast VPN (MVPN) specifications, [RFC6513] and
[ RFC6514], define the "Selective Provider Miulticast Service Interface
Aut o- Di scovery route" (S-PMSI A-D route).

Per those RFCs, the S-PMsl A-D route contains a Network Layer
Reachability Information (NLRI) field that identifies a particul ar
multicast flow In the term nology of those RFCs, each flowis
denoted by (C-S,C G, where CGSis an IP source address and GG is an
IP multicast address, both in the address space of a VPN custoner.
The (CGS,C G of the multicast flowis encoded into the NLRI field.
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An S-PMSI A-Droute also carries a PMSI Tunnel attribute (PTA).
Typically, the PTAis used to identify a tunnel through the provider
backbone network (a "P-tunnel").

By originating an S-PVMSI A-D route identifying a particular nulticast
flow and a particular P-tunnel, a node is advertising the follow ng:

If the node has to transmt packets of the identified flow over
the backbone, it will transmt themthrough the identified tunnel.

[ RFC6513] and [ RFC6514] al so define a procedure that allows an

i ngress node of a particular nulticast flow to deternine the set of
egress nodes that have requested to receive that flow fromthat

i ngress node. The ability of an ingress node to identify the egress
nodes for a particular flowis known as "explicit tracking”. An

i ngress node requests explicit tracking by setting a flag (the "Leaf
Information Required" flag, or LIRflag) in the PTA \Wen an egress
node receives an S-PMsl A-Droute with the LIR flag set, the egress
node originates a Leaf A-D route whose NLRI field contains the NLRI
fromthe corresponding S-PMSl A-D route. In this way, the egress
node advertises that it has requested to receive the particular flow
identified in the NLRI of that S-PMSI A-D route.

[ RFC6513] and [ RFC6514] al so allow an ingress node to originate an
S-PMSI A-D route whose PTA has the LIR flag set but that does not
identify any P-tunnel. This mechani smcan be used when desired to do
explicit tracking of a flow without at the same tinme binding that
flowto a particular P-tunnel.

[ RFC6625] (and other RFCs that update it) extends the specification
of S-PMsl A-D routes and allows an S-PMSI A-D route to encode a
wildcard inits NLRI. Either the CGS or the GG or both can be
replaced by wildcards. These routes are known as (G *,CS) S PMSI
A-D routes, (CGS C*) S-PVMSI A-Droutes, or (CG*,CG*) S-PMBI A-D
routes, depending on whether the CGS or CG or both have been
replaced by wildcards. These routes are known jointly as "wildcard
S-PMBl A-D routes”.

One purpose of this docunment is to clarify the way that the explicit
tracki ng procedures of [RFC6513] and [ RFC6514] are applied when
wil dcard S-PMSI A-D routes are used.

In addition, this docunent addresses the follow ng scenario, which is
not addressed in [ RFC6513], [RFC6514], or [RFC6625]. Suppose an

i ngress node originates an S-PMSlI A-D route whose NLRI specifies, for
exanple, (CG*,CG*) (i.e., both CGS and CG are replaced by wi | dcards)
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and whose PTA identifies a particular P-tunnel. Now suppose that the
i ngress node wants explicit tracking for each individual flow that it
transmts (follow ng the procedures of [RFC6625]) on that P-tunnel

In this exanple, if the ingress node sets the LIRflag in the PTA of
the wildcard S-PMsl A-D route, each egress node that needs to receive
a flow fromthe ingress node will respond with a Leaf A-D route whose
NLRI contains the (C*,C*) wildcard. This allows the ingress node
to determ ne the set of egress nodes that are interested in receiving
flows fromthe ingress node. However, it does not allow the ingress
node to determ ne exactly which flows are of interest to which egress
nodes.

If the ingress node needs to deternine which egress nodes are
interested in receiving which flows, it needs to originate an S-PMS
A-D route for each individual (GS,CG flowthat it is transmtting,
and it needs to set the LIR flag in the PTA of each such route.
However, since all the flows are being sent through the tunne
identified in the (CG*,C*) S-PMSl A-Droute, there is no need to
identify a tunnel in the PTA of each (CGS, GG S PMsl A-Droute. Per
Section 5 of [RFC6514], the PTA of the (GS, GG S-PMSI A-D routes
can specify "no tunnel information present”. This procedure allows
explicit tracking of individual flows, even though all those flows
are assigned to tunnels by wildcard S-PMSI A-D routes.

However, this procedure requires several clarifications:

0 The procedures of [RFC6625] do not address the case of an S-PMS
A-D route whose NLRI contains w ldcards but whose PTA specifies
"no tunnel information present”.

o If it is desired to send a set of flows through the same tunne
(where that tunnel is advertised in a wildcard S-PMSI A-D route),
but it is also desired to explicitly track each individual flow
transmtted over that tunnel, one has to send an S-PMSI A-D route
(with the LIR flag set in the PTA) for each individual flow It
woul d be nore optimal if the ingress node could just send a single
wi ldcard S-PMSI A-D route binding the set of flows to a particul ar
tunnel and have the egress nodes respond with Leaf A-D routes for
each individual flow.

0 [RFC6513] and [ RFC6514] support the notion of "segnented
P-tunnel s", where "segnentation" occurs at Autonompus System
Border Routers (ASBRs); [RFC7524] extends the notion of segnented
P-tunnel s so that segnentation can occur at Area Border Routers
(ABRs). One can think of a segnented P-tunnel as passing through
a nunber of "segnentation dommins". In each segnentation domain,
a given P-tunnel has an ingress node and a set of egress nodes.
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The explicit tracking procedures allow an ingress node of a
particul ar segnmentation domain to determne, for a particular flow
or set of flows, the egress nodes of that segnentation domain.

This has given rise to two further problens:

* The explicit tracking procedures do not allow an ingress node
to "see" past the boundaries of the segmentation domain

* The prior specifications do not nake it very clear whether a
segnent ed tunnel egress node, upon receiving an S-PVsl A-D
route whose PTA specifies "no tunnel information present”, is
expected to forward the S-PMsl A-D route, with the sane PTA to
the next segnentation donmain.

These problens are addressed in Section 5. 3.

Thi s docunent clarifies the procedures for originating and receiving
S-PMSI A-D routes and Leaf A-D routes. This docunment al so adds new
procedures to allow nore efficient explicit tracking. The procedures
being clarified and/ or extended are discussed in nultiple places in
the docunents bei ng updat ed.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. The Explicit-Tracking Fl ags

[ RFC6514] defines one flag in the PTA, the "Leaf Information
Required" (LIR) flag, that is used for explicit tracking.

Thi s docunent defines a new flag in the Flags field of the PMS

Tunnel attribute. This new flag is known as the "Leaf Information
Required per Flow' flag (LIRpF). This flag may be set in the PTA of
a(G*,C*), (G*,CQ, or (CGCS,C*) S-PMSI A-Droute. The
conditions under which it should be set by the originator of the
route are discussed in Section 4. The significance of the flag in a
received wildcard S-PMSI A-D route is discussed in Sections 5 and

5. 2.

The LIR-pF flag may al so be set in the PTA of a Leaf A-D route. The
conditions under which it should be set by the originator of the
route are discussed in Section 5.2. The significance of the flag in
a received Leaf A-Droute is discussed in Section 6
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Note that support for the LIR-pF flag is OPTIONAL. This flag SHOULD
NOT be set in aroute’s PTAunless it is known that the flag is
supported by all the Provider Edge (PE) routers that are to receive
that route. Typically, this m ght mean that the ability to set this
flag woul d be controlled by a configuration knob, and operators woul d
not set this knob unless they know that all the relevant PEs support
this feature. How this is known is outside the scope of this
docunent .

Thi s docunent only defines procedures for the LIR pF flag when that
flag is in the PTA of a wildcard S-PMSl A-D route or a Leaf A-D
route. In all other cases, the flag SHOULD be clear, and its val ue
SHOULD be ignored. Use of the flag in these other cases is outside
the scope of this docunent.

Section 5 of [RFC6514] lists a nunber of tunnel types. W will refer
to these as "6514-tunnel -types”. Qher tunnel types will be referred
to as "non-6514-tunnel -types". This docunment specifies procedures
for using the LIR pF flag with 6514-tunnel -types. Procedures for
using the LIR-pF flag with non-6514-tunnel -types are outside the
scope of this docunent.

If it is desired to use a particular non-6514-tunnel-type in MVPN
there needs to be a specification for how that tunnel type is used in
MVWPN. |If it is desired to use that tunnel type along with the LIR pF

flag, that specification (or a followon specification) will have to
specify the rules for using the LIR-pF flag with that tunnel type
As an exanple, see [BIER-MVPN]. |In the absence of such a

specification (or in the absence of support for such a
specification):

o the originator of a route that carries a PTA SHOULD NOT set the
LIR-pF flag in any PTA that specifies that tunnel type, and

o0 the receiver of a route that carries a PTA specifying that tunne
type SHOULD treat the LIR pF flag as if it were not set.

If the LIR-pF flag is set in the PTA of an S-PMSI A-D route, the
originator of that route MIST also set the LIRflag. If the PTA of a
received wildcard S-PMSI A-D route has the LIR-pF flag set but does
not have the LIR flag set, the receiver MJST log the fact that the
flags appear to have been inproperly set. However, the route MJST
then be processed normally (as if both flags were set), as specified
in this docunent.
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It is worth noting what will happen if the LIR pF flag is set in the
PTA of, for exanple, a (CG*,C*) S-PMsl A-D route originated by an

i ngress node, but one or nore of the egress nodes do not support the
LI R-pF fl ag:

1. The ingress node will not be able to determnmine the conplete set
of egress nodes that are expecting a particular nulticast flow
fromthat ingress node.

2. Dependi ng upon the tunnel type, the ingress node nmay send a
particular nmulticast flowonly to the egress nodes that do
support the LIR-pF flag. Fromthe perspective of egress nodes
that do not support the LIR-pF flag, certain flows may appear to
be "bl ackhol ed".

It is also worth noting that it is possible for an ingress node that
sets the LIR-pF flag in an S-PMSl A-D route to detect the presence of
egress nodes that do not support this flag.

Since an ingress node that sets the LIR- pF flag is also required to
set the LIR flag, egress nodes that do not support the LIR pF flag
wi Il respond, as specified in [RFC6514], to the ingress node’s
(CG*,C*) S-PMSI A-Droute with a Leaf A-D route.

As discussed in Section 5.2, any Leaf A-Droute originated in
response to an S-PMSI A-D route that has the LIR pF flag set will
carry a PTA whose LIR-pF flag is set. [If an ingress node receives a
Leaf A-D route whose Route Key field corresponds to the NLRI of an
S-PMSI A-D route whose PTA has the LIR-pF flag set, but the Leaf A-D
route |lacks a PTA or has a PTA where the LIR-pF flag is clear, the

i ngress node can infer that the egress node originating that Leaf A-D
route does not support the LIR pF flag. The software at the ingress
node MJST detect this and MJST have a way of alerting the operator
that the deploynent is not properly configured.

3. Match for Tracking versus Match for Reception

Section 3.2 of [RFC6625] specifies a set of rules for finding the
S-PMSI A-Droute that is the "match for data reception” (or nore
sinmply, the "match for reception") of a given (GS, GG or (CG*,CQ
state. These rules do not take into account the fact that sone
S-PMSI A-D routes may not be carrying PTAs at all or may be carrying
PTAs that do not identify any P-tunnel. (A PTA that does not
identify any P-tunnel is one whose Tunnel Type field has been set to
"no tunnel information present”, as specified in Section 5 of

[ RFC6514] .)
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The rules for finding a "match for reception" in [RFC6625] are hereby
nodi fied as foll ows:

When applying the rules of Sections 3.2.1 or 3.2.2 of [RFC6625],
it is REQURED to ignore any S-PMsI A-D route that has no PTA, or
whose PTA specifies "no tunnel information present”.

There are other RFCs that update [RFC6625] and nodify the rules for
finding a "match for reception". See, e.g., [RFC7582] and [ RFC7900].
When applying those nodified rules, it is REQURED to ignore any
S-PMSI A-D route that has no PTA, or whose PTA specifies "no tunnel

i nformati on present".

We al so introduce a new notion, the "match for tracking":

For a given Gflow ((CS, GG or (CG*,CG@), the "match for
tracking" is chosen as follows. Ignore any S-PMsl A-D route that
has no PTA. Also ignore any S-PMSI A-D route whose PTA specifies
"no tunnel information present” and has neither the LIR flag nor
the LIR pF flag set. (That is, *do not* ignore an S-PMSI A-D
route that has a PTA specifying "no tunnel information present”
unless its LIR and LIR-pF flags are both clear). Then apply the
rules (from[RFC6625] and ot her docunents that update it) for
finding the "match for reception". The result (if any) is the
"match for tracking".

Note that the procedure for finding the match for tracking takes
into account S-PMSI A-D routes whose PTAs specify "no tunnel

i nformati on present" and that have either the LIR or LIR pf flag
set. The procedure for finding the match for reception ignores
such routes.

W will clarify this with a few examples. |In these exanples, we
assune that there is only one segnentation domain. |In this case, the
i ngress and egress nodes are PE routers.

Suppose a given PE router, PEl, has chosen PE2 as the "upstream PE'

[ RFC6513] for a given flow (G S1,CGGl). And suppose PEl has
installed the following two routes that were originated by PE2:

0 Routel: A(C*, CG*) S-PMsl A-D route whose PTA specifies a tunnel.

0 Route2: A (CS1,CGl) S-PMslI A-D route whose PTA specifies "no
tunnel information present” and has the LIR flag set.

Routel is the match of (C-S1,C-Gl) for reception, and Route2 is the
match of (C-S1,C Gl) for tracking.
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Continuing this exanpl e, suppose:

o0 PE1 has chosen PE2 as the upstream PE for a different flow,
(CS2,C@).

0 PE2 has not originated an S-PMsl A-D route for (CS2,C Q).

In this case, PEl would consider Routel to be the match of
(GS2,CG®X) for tracking as well as its match for reception.

Also note that if a match for tracking does not have the LIR flag or
the LIR pF flag set, no explicit tracking information will be
generated. See Section 5.

As anot her exanpl e, suppose PEl has installed the follow ng two
routes that were originated by PE2:

0 Routel: A(C* C*) SPMSl A-Droute (irrespective of whether the
PTA specifies a tunnel).

0 Route2: A (CS1,CGl) S-PMslI A-D route whose PTA specifies a
tunnel .

In this case, Route2 is both the "nmatch for reception"” and the "match
for tracking" for (CS1,C Gl).

Note that for a particular Cflow, PEl'’s match for reception m ght be
the sane route as its match for tracking, or its match for reception
m ght be a "less specific" route than its match for tracking. But
its match for reception can never be a "nore specific" route than its
mat ch for tracking.

4. Ingress Node Initiation of Tracking

An ingress node that needs to initiate explicit tracking for a
particular flow or set of flows can do so by perform ng one of the
fol |l owi ng procedures:

1. An ingress node can initiate explicit tracking for (C S1,C Gl) by
originating an S-PMSI A-D route that identifies (CGS1,CGl) in
its NLRI, including a PTAin that route, and setting the LIR flag
in that PTA. The PTA may specify either a particular tunnel or
"no tunnel information present”.

However, the PTA of the (G S1,CGl) S-PMsI A-D route SHOULD NOT
specify "no tunnel information present” unless the ingress node
al so originates an A-D route carrying a PTA that specifies the
tunnel to be used for carrying (CS1,CGl) traffic. Such a route
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could be an "lInclusive Provider Milticast Service Interface Auto-
Di scovery route" (I-PVsBl A-Droute), a (C*,CGl) S-PMsSI A-D
route, a (CS1,C*) S-Pvsl A-Droute, or a (C*,CG*) S-PMSI A-D
route. (There is no point in requesting explicit tracking for a
given flowif there is no tunnel on which the flow is being
carried.)

Note that if the ingress node originates a wildcard S-PMsl A-D
route carrying a PTA specifying the tunnel to be used for
carrying (CS1,CGl) traffic, and if that PTA has the LIR-pF flag
set, then explicit tracking for (C-S1,CGl) is requested by that
S-PMSI A-Droute. |In that case, the ingress node SHOULD NOT
originate a (G S1,C Gl) S-PMSI A-D route whose PTA specifies "no
tunnel information present”; such a route would not provide any
additional functionality.

To termnate explicit tracking that has been initiated by an
S-PMSI A-D route whose PTA specifies "no tunnel information
present", the ingress node withdraws the route.

To term nate explicit tracking that has been initiated by an
S-PMSI A-D route whose PTA specifies a tunnel, the ingress node
re-originates the route without the LIR flag set.

2. The follow ng procedure can be used if and only if it is known
that the egress nodes support the optional LIRpF flag. |If the
i ngress node originates a wildcard S-PVMsl A-D route, it can
initiate explicit tracking for the individual flows that match
the wildcard route by setting the LIR-pF flag in the PTA of the

wi ldcard route. |If an egress node needs to receive one or nore
flows for which that wildcard route is a match for tracking, the
egress node will originate a Leaf A-D route for each such fl ow,

as specified in Section 5.2).

When followi ng this procedure, the PTA of the S-PMSI A-D route
may specify either a tunnel or "no tunnel information present”.
The choi ce between these two options is determ ned by

consi derations that are outside the scope of this docunent.

To termnate explicit tracking that has been initiated by an
S-PMSI A-D route whose PTA specifies "no tunnel information
present", the ingress node withdraws the route.

To term nate explicit tracking that has been initiated by an
S-PMSI A-D route whose PTA specifies a tunnel, the ingress node
re-originates the route without either the LIR or LIR pF flags
set.
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5.

5. 1.

Note that this procedure (Procedure 2 of Section 4) may not yield
the expected results if there are egress nodes that do not
support the LIR-pF flag; hence, it SHOULD NOT be used in that
case.

Egress Node Response to the Match for Tracking

General Egress Node Procedures

There are four cases to consider:

1.

Wth regard to a particular (CGS, CGQG or (CG*, CG multicast
state, the egress node’s match for tracking is the sane as its
mat ch for reception, and neither the LIR nor the LIR-pF flags are
set.

In this case, the egress node does not originate a Leaf A-D route
in response to the match for reception/tracking, and there is no
explicit tracking of the flow This docunent specifies no new
procedures for this case.

Wth regard to a particular (GS, GG or (CG*,CG mnulticast
state, the egress node’s match for tracking is the sane as its
match for reception, and the LIRflag is set, but the LIR pF flag
i s not set.

In this case, a Leaf A-Droute is originated by the egress node,
corresponding to the SSPMsl A-Droute that is the match for
reception/tracking. Construction of the Leaf A-D route is as
specified in [ RFC6514]; this docunent specifies no new procedures
for this case.

Wth regard to a particular (GS, GG or (G*,CG multicast
state, the egress node’s match for tracking is the sane as its
mat ch for reception, and LIR-pF is set. The egress node follows
what ever procedures are required by other specifications, based
on the match for reception. However, any Leaf A-D route
originated by the egress node as a result MJST have the LIR-pF
flag set in its PTA. The egress node MJST also follow the
procedures of Section 5. 2.

Wth regard to a particular (CGS GG or (CG*, CG multicast
state, the egress node’'s match for tracking is *not* the sane as
its match for reception. This can only happen if the match for
tracki ng has a PTA specifying "no tunnel information present”,
with either the LIRflag or the LIR pF flag set. In this case,
the egress node MUST respond, separately, to *both* the match for
tracking and the match for reception.
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If a Leaf A-D route is originated in response to the match for
reception, the LIR-pF flag in the Leaf A-D route’s PTA MJST have
the sanme value as the LIR-pF flag in the match for reception’s
PTA. In all other respects, the procedures for responding to the
mat ch for reception are not affected by this docunent.

If the match for tracking has the LIR flag set but the LIR pF
flag is not set, then the behavior of the egress node is not
af fected by the procedures of this docunent.

If the match for tracking has the LIR-pF flag set, the egress
node MJST foll ow the procedures of Section 5. 2.

Note that if the LIRflag is set in the PTA of the match for
reception, the egress node may need to originate one or nore Leaf
A-D routes corresponding to the match for tracking, as well as
originating a Leaf A-D route corresponding to the match for
reception.

5.2. Responding to the LIR pF Flag

To respond to a match for tracking that has the LIR-pF flag set, an
egress node originates one or nore Leaf A-D routes.

Suppose the egress node has nulticast state for a (GS, GG or a
(G*, GG flow and has determi ned a particular S-PMSI A-D route,

whi ch has the LIR pF flag set, to be the match for tracking for that
flow Then if the egress node supports the LIRpF flag, it MJST
originate a Leaf A-D route whose NLRI identifies that particul ar

flow Note that if a single S-PMsl A-D route (with wildcards) is the
match for tracking for nultiple flows, the egress node may need to
originate multiple Leaf A-D routes, one for each such flow. W say
that, fromthe perspective of a given egress node, a given S-PMSI A-D
route tracks the set of flows for which it is the match for tracking.
Each of the Leaf A-D routes originated in response to that S-PMSI A-D
route tracks a single such flow.

The NLRI of each Leaf A-D route that tracks a particular flowis
constructed as follows. The Route Key field of the NLRI w Il have
the format shown in Figure 1 (as defined in Sections 4.3 and 4.4 of
[ RFC6514] ).
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o m o e +
| RD (8 octets) |
o e e e e e e e e e e e e e e +
| Milticast Source Length (1 octet) |
o m oo e +
| Multicast Source (Variable) |
o m o e e +
| Multicast Goup Length (1 octet) |
o e e e e e e e e e e e e e e +
| Milticast Goup (Variable) |
oo oo +
| Ingress PE' s | P Address |
o m o e e ie oo +

Figure 1: NLRI of S-PMSI A-D Route

o0 The "ingress PE' address is taken fromthe Oiginating Router
field of the NLRI of the S-PMSI A-D route that is the match for
tracking. Section 2 of [RFC6515] explains how the receiver of a
Leaf A-D route determines the length of this field and the address
famly of the PE s |IP address.

o The Multicast Source and Multicast Goup fields respectively
specify a source address (S) and a group address(G that together
identify the flow or flows being tracked by this Leaf A-D route.
If a (CG*,CQG is being tracked by this Leaf A-D route, the
Mul ticast Source field is omtted, and the Milticast Source Length
field is set to 0. |In this case, the Leaf A-Droute is known as a
"wildcard Leaf A-D route".

0 The Route Distinguisher (RD) field is set to the value of the RD
field fromthe NLRI of the S-PMSI A-D route.

The encoding of these Leaf A-D routes is simlar to the encoding of
the Leaf A-D routes described in Section 6.2.2 of [RFC7524], which
were designed for the support of "global table nulticast". However,
that document sets the RDto either 0 or -1; followi ng the procedures
of the present docunent, the RDwill never be 0 or -1. Therefore,
Leaf A-D routes constructed according to the procedures of this
section can always be distinguished fromthe Leaf A-D routes
constructed according to the procedures of Section 6.2.2 of

[ RFC7524]. Also, Leaf A-D routes constructed according to the
procedures of this section are VPN-specific routes and will always
carry an | P-address-specific Route Target, as specified in [ RFC6514].
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If a Leaf A-D route is originated as a response to a match for

tracki ng whose PTA specifies "no tunnel information present”, the
Leaf A-D route MUST carry a PTA that specifies "no tunnel information
present”". The LIR-pF flag in this PTA MJUST be set.

If an egress node originates multiple Leaf A-D routes in response to
a single S-PVMSI A-Droute, and that S-PMSI A-D route is |ater
wi t hdrawn, then those Leaf A-D routes MJST al so be wi t hdrawn.

Simlarly, a Leaf A-D route needs to be withdrawn (either inplicitly
or explicitly) if the egress node changes its Upstream Mil ticast Hop
(UVH) [RFC6513] for the flowthat is identified in the Leaf A-D
route’s NLRI, or if the egress node that originated the route no

| onger needs to receive that flow.

It is possible that an egress node will acquire (CGS,CG state or
(CG*,CQG state after it has already received the SSPMsI A-D that is
the match for tracking for that state. 1In this case, a Leaf A-D
route needs to be originated at that time, and the egress node nust
remenber that the new Leaf A-D route corresponds to that match for
tracki ng.

If a particular S-PMSI A-Droute is a match for tracking but not a
match for reception, the LIRflag inits PTAis ignored if the LI R pF
flag is set.

When the match for tracking is the sane as the match for reception,
the PTA of the match for tracking/reception will have specified a
tunnel type. Sone of the rules for constructing the PTA of the Leaf
A-D route depend on the tunnel type, and sonme are independent of the
tunnel type. No matter what the tunnel type is, the LIR pF flag MJST
be set.

If the match for tracking/reception is a wildcard S-PMSI A-D route,
the egress node nmay originate a wildcard Leaf A-D route in response,
as well as originating one or nore non-w | dcard Leaf A-D routes.
Note that the LIR pF flag MJUST be set in the wildcard Leaf A-D route
as well as in the non-wldcard Leaf A-D routes.

Thi s docunent provides additional rules for constructing the PTA when
the tunnel type is a 6514-tunnel -type (see Section 2).

As discussed in Section 2, if a non-6514-tunnel-type is being used,
then presumably there is a specification for how that tunnel type is

used in MVPN. If it is desired to use that tunnel type along with
the LIR pF flag, that specification (or a follow on specification)
will have to specify the additional rules for constructing the PTA

As an exanpl e, see [BI ER-WPN] .
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For 6514-tunnel -types, additional rules for constructing the PTA are
as foll ows:

o |If the tunnel type of the PTA attached to the match for tracking/
reception is Ingress Replication, the Leaf A-D route’'s PTA MAY
specify Ingress Replication. In this case, the MPLS Label field
of the PTA MAY be a non-zero value. |If so, this |abel value will
be used by the ingress PE when it transmts, to the egress PE,
packets of the flowidentified in the Leaf A-D route’s NLRI.

Al ternatively, the egress PE MAY specify an MPLS | abel val ue of
zero, or it MAY specify a tunnel type of "no tunnel information
present”". In either of these cases, when the ingress PE transnits
packets of the identified flowto the egress PE, it will use the

| abel that the egress PE specified in the PTA of the Leaf A-D
route that it originated in response to the LIR flag of the match
for reception.

o |If the tunnel type of the PTA attached to the match for tracking/
reception is any of the other 6514-tunnel-types, the PTA attached
to the Leaf A-D route MJST specify a tunnel type of "no tunnel
i nformati on present”.

It may happen that the tunnel type is a non-6514-tunnel type, but
either (a) there is no specification for how to use that tunnel type
with the LIR- pF flag or (b) there is such a specification, but the

egress node does not support it. |In that case, the egress node MJST
treat the match for tracking/reception as if it had the LIR pF flag
cl ear.

5.3. \When the Egress Node |Is an ABR or ASBR

When segnented P-tunnels are used, the ingress and egress nodes may
be ABRs or ASBRs. An egress ABR/ ASBR that receives and installs an
S-PMSl A-D route also forwards that route. |f the received PTA of an
installed S-PMSI A-D route specifies a tunnel, the egress ABR/ ASBR
MAY change the PTA before forwarding the route, in order to specify a
different tunnel type (as discussed in [RFC6514] and/or [RFC7524]).
The egress ABR/ ASBR may al so need to originate a Leaf A-D route, as
specified in [ RFC6514] and/or [RFC7524].

Suppose the S-PMSlI A-D route as received has a PTA specifying a
tunnel and al so has the LIR pF flag set. The egress ABR/ ASBR
originates a corresponding Leaf A-D route for a given (GS,CG only
if it knows that it needs to receive that flow It will know this by
virtue of receiving a corresponding Leaf A-D route from downstream
(I'n the case where the PTA specifies a tunnel but the LIR-pF flag is
not set, this document does not specify any new procedures.)
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The procedures in the remainder of this section apply only when an
egress ABR/ ASBR has installed an S-PMSI A-D route whose PTA as
recei ved specifies "no tunnel information present” but has the LIR
flag or the LIR- pF flag set.

If the received PTA of the installed S-PMSI A-D route specifies "no
tunnel information present”, the egress ABR/ ASBR MJST pass the PTA
al ong unchanged when it forwards the S-PMsl A-D route. (That is, a
PTA specifying "no tunnel information present”™ MJST NOT be changed
into a PTA specifying a tunnel.) Furthernore, if the PTA specifies
"no tunnel information present”, the LIR and LIR-pF flags in the PTA
MJUST be passed al ong unchanged.

As a result of propagating such an S-PMSI A-D route, the egress ABR/
ASBR may receive one or nore Leaf A-D routes that correspond to that
S-PMSI A-D route. These routes will be received carrying an

| P-address-speci fic Route Target (RT) Extended Comunity that
specifies the address of the egress ABR ASBR  The egress ABR/ ASBR
will propagate these Leaf A-D routes after changing the RT as
follows. The d obal Administrator field of the nodified RT will be
set to the IP address taken either fromthe S-PMSI A-D route’s
Next-Hop field [ RFC6514] or its Segnented Point-to-Miltipoint (P2MP)
Next - Hop Extended Comunity [ RFC7524]. The address fromthe
Segnment ed P2MP Next - Hop Extended Comunity is used if that Extended
Conmunity is present; otherw se, the address fromthe Next-Hop field
is used.

This procedure enables the ingress PE to explicitly track the egress
PEs for a given flow, even if segnmented tunnels are being used.
However, cross-domain explicit tracking utilizes S-PMsI A-D routes
that do not specify tunnel information; therefore, it can only be
done when the S-PMsl A-Droute that is a flow s match for tracking is
different fromthe S-PMSl A-Droute that is that flow s match for
reception.

6. Ingress Node Handling of Received Leaf A-D Routes with LI R pF Set
Consi der the follow ng situation:
0 An ingress node, call it N, receives a Leaf A-Droute, call it L.
0 L carries an | P-address-specific RT identifying N

0 The Route Key field of L’s NLRI is not identical to the NLR of
any current |I-PMSI or S-PMSI A-D route originated by N

Per the procedures of [RFC6514] and [ RFC7524], such a Leaf A-D route
does not cause any MVPN-specific action to be taken by N
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Thi s docunent nodifies those procedures in the case where there is a
current wildcard S-PMSI A-D route, originated by N, to which L is a

valid response according to the procedures of Section 5.2. In this

case, L MJUST be processed by N

Suppose that L's PTA specifies a tunnel type of Ingress Replication
and that it also specifies a non-zero MPLS |abel. Then if N needs to
send to L a packet belonging to the multicast flow or flows
identified in L’s NLRI, N MJST use the specified | abel

If L's PTA neets any of the follow ng conditions:
o It specifies a tunnel type of "no tunnel information present", or

o It specifies a tunnel type of Ingress Replication, but specifies
an MPLS | abel of zero, or

o It specifies any other 6514-tunnel -type,

then the action taken by N when it receives L is a local matter. In
this case, the Leaf A-Droute L provides Nwth explicit tracking
information for the flowidentified by L'’s NLRI. However, that
information is for managenent/nonitoring purposes and does not have
any direct effect on the flow of nmulticast traffic.

If L's PTA specifies a non-6514-tunnel -type not mentioned above,
presumably there is a specification for how MV/PN uses that tunne
type. |If the LIRpF flag is to be used with that tunnel type, that
specification nust specify the actions that Nis to take upon
receiving L. As an exanple, see [BIER-MVPN]. 1In the absence of such
a specification, the LIR pF flag SHOULD BE i gnored. See Section 2
for further discussion of non-6514-tunnel -types.

7. 1 ANA Consi derations
| ANA has added the following entry to the "P-Milticast Service
Interface (PMSI) Tunnel Attribute Flags" registry under the "Border
Gat eway Protocol (BGP) Paraneters" registry. This registry is
defined in [RFC7902]. The entry appears as:
o Value: 2

o Nanme: Leaf Information Required per-Fl ow (LI R pF)

o0 Reference: RFC 8534
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8.

Security Considerations
The Security Considerations of [RFC6513] and [ RFC6514] apply.

By setting the LIR-pF flag in a single wildcard S-PMSI A-D route, a

| arge nunmber of Leaf A-D routes can be elicited. |If this flag is set
when not desired (through either error or nul feasance), a significant
increase in control plane overhead can result. Properly protecting
the control plane should prevent this kind of attack

In the event such an attack occurs, mtigating it is unfortunately
not very straightforward. The ingress node can take note of the fact
that it is getting, in response to an S-PMSI A-D route that has

LI R-pF clear, one or nore Leaf A-D routes that have LIR-pF set. By
default, the reception of such a route MJST be | ogged. However, it
is possible for such log entries to be "fal se positives" that
generate a lot of "noise" in the log; therefore, inplenentations
SHOULD have a knob to disable this |ogging.

In theory, if one or nore Leaf A-D routes with LIR-pF set arrive in
response to an S-PMSl A-Droute with LIR pF clear, withdraw ng the
S-PMSI A-D route could put a stop to the attack. |In practice, that
is not likely to be a very good strategy, because:

o0 Under normal operating conditions, there are sone race conditions
that may cause the ingress node to think it is being attacked,
when in fact it is not.

o |f sonme egress nodes have a bug that causes themto set LIR pF
when it should be clear, withdrawing the S-PMSl A-D route will
stop the flow of nulticast data traffic to all the egress nodes,
causi ng an unnecessary customer-visible disruption

0 The sane situation that caused the S-PMSI A-D route to be
originated in the first place will still exist after the S PMSI
A-Droute is withdrawmn, so the route will just be re-originated.

In other words, any action that would aneliorate the effects of this
sort of attack would likely have a negative effect during norma
operation. Therefore, it is really better to rely on security
mechani sns that protect the control plane generally than to have a
mechanismthat is focused on this one particular type of attack
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