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Abst ract

Thi s docunent presents a base YANG Data nodel for the managenent of
Operations, Adm nistration, and Mai ntenance (QAM protocols that use
connectionl ess conmuni cations. The data nodel is defined using the
YANG dat a nodel i ng | anguage, as specified in RFC 7950. It provides a
t echnol ogy-i ndependent abstraction of key OAM constructs for OAM
protocol s that use connectionl ess comruni cati on. The base nodel
presented here can be extended to include technol ogy-specific

detail s.

There are two key benefits of this approach: First, it leads to
uniformty between OAM protocols. Second, it supports both nested
OAM wor kflows (i.e., perform ng OAM functions at the sane | evel or
different levels through a unified interface) as well as interactive
OAM wor kfl ows (i.e., performng OAM functions at the same |evel
through a unified interface).

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8532.
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1. Introduction

Operations, Adm nistration, and Mii ntenance (QAM are imnportant
net wor ki ng functions that all ow operators to:

1. nonitor network comunications (i.e., reachability verification
and Continuity Check)

2. troubleshoot failures (i.e., fault verification and |ocalization)

3. nonitor service-level agreenents and performance (i.e.
perf or mance nanagenent)

An overview of CAMtools is presented in [RFC7276].

Ping and Traceroute (see [RFC792] and [ RFC4443]) are respectively
wel | -known fault verification and isolation tools for |P networks.
Over the years, different technol ogi es have devel oped siml ar

tool sets for equival ent purposes.

The different sets of OAMtools may support both connection-oriented
or connectionless technologies. |In connection-oriented technol ogies,
a connection is established prior to the transnission of data. After
the connection is established, no additional control information such
as signaling or operations and mai ntenance information is required to
transmt the actual user data. |In connectionless technol ogies, data
is typically sent between conmunicating endpoints w thout prior
arrangenent, but control information is required to identify the
destination (e.g., [G 800] and [RFC7276]). The YANG data nodel for
OAM pr ot ocol s usi ng connection-oriented comunications is specified
in [ RFC8531].

Thi s docunent defines a base YANG data nodel for QOAM protocol s that
use connectionl ess communi cations. The data nodel is defined using
the YANG data nodeling | anguage [ RFC7950]. This generic YANG data
nmodel for connectionless OAM i ncludes only configuration and state
data. It can be used in conjunction with the data retrieval nethod
model described in [ RFC8533], which focuses on the data retrieva
procedures such as RPC, or it can be used independently of this data
retrieval nethod nodel
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2.

2.

Conventions Used in This Docunent

The following terns are defined in [ RFC6241] and are used in this
speci fication:

o client

o configuration data
0 server

0 state data

The following terns are defined in [ RFC7950] and are used in this
speci fication:

0 augnent
o0 data nodel
o data node

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

Abbr evi ati ons
BFD - Bidirectional Forwardi ng Detection [ RFC5880].
RPC - Renote Procedure Call [RFC1831].
DSCP - Differentiated Services Code Point.
VRF - Virtual Routing and Forwardi ng [ RFC4382].
OMMP - One-Way Active Measurenent Protocol [RFC4656].
TWAMP - Two- Wy Active Measurenent Protocol [RFC5357].
AS - Autononobus System
LSP - Label Switched Path.
TE - Traffic Engi neering.
MPLS - Multiprotocol Label Switching.

NI - Network | nstance.

2019
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2.

2.

3.

PTP - Precision Tinme Protocol [I|EEE. 1588v2].
NTP - Network Time Protocol [RFC5905].
Ter mi nol ogy
MAC - Media Access Control.
MAC address - Address for the data-link |ayer interface.

TP - Test Point. The TP is a functional entity that is defined at a
node in the network and can initiate and/or react to OAM di agnhosti c
tests. This docunent focuses on the data-plane functionality of TPs.

RPC operation - A specific Renote Procedure Call.

CC - A Continuity Check [RFC7276] is used to verify that a
destination is reachable and therefore also referred to as
reachability verification.

Tree Di agrans

Tree diagrans used in this docunent follow the notation defined in
[ RFC8340] .

Overvi ew of the Connectionl ess OAM Model

The YANG data nodel for OAM protocols that use connectionl ess
conmuni cati ons has been split into two nodul es:

0o The "ietf-lime-tinme-types" nodul e provi des conmon definitions such
as Time-rel ated data types and Ti mestanp-rel ated data types.

o The "ietf-connectionl ess-oant nodul e defines technol ogy-
i ndependent abstraction of key OAM constructs for OAM protocols
that use connectionl ess comruni cati on.

The "ietf-connectionl ess-oant nodul e augnents the "/ networks/ network/
node" path defined in the "ietf-network" nodule [RFC38345] with the
"test-point-locations’ grouping defined in Section 3.5. The network
nodes in the "/ networks/network/node" path are used to describe the
network hierarchies and the inventory of nodes contained in a

net wor k.

Under the ’test-point-|locations’ grouping, each test point |ocation
i s chosen based on the 'tp-location-type’ |eaf, which, when chosen,
| eads to a container that includes a list of '"test-point-locations’.
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Each 'test-point-locations’ list includes a 'test-point-Ilocation-
info’ grouping. The ’'test-point-location-info’ grouping includes:

0 ’'tp-technol ogy’ grouping,
0 ’'tp-tools’ grouping, and
0 ’'connectionl ess-oamtps’ grouping.

The groupings of 'tp-address’ and 'tp-address-ni’ are kept out of the
"test-point-location-info’ grouping to nmake it addressing agnostic
and all ow varied conposition. Depending upon the choice of the
"tp-location-type’ (determ ned by the 'tp-address-ni’), each
container differs in its conposition of 'test-point-locations’, while
the "test-point-location-info’ is a common aspect of every
"test-point-locations’

The 'tp-address-ni’ grouping is used to describe the correspondi ng
network instance. The 'tp-technol ogy’ grouping indicates OQAM
technol ogy details. The ’'connectionless-oamtps’ grouping is used to
describe the relationship of one test point with other test points.
The 'tp-tools’ grouping describes the OAM tool s support ed.

In addition, at the top of the nodel, there is an ’'cc-oper-data
container for session statistics. A grouping is also defined for
comon session statistics, and these are only applicable for
proactive OAM sessions (see Section 3.2).

3.1. TP Address

Wth connectionl ess OAM protocols, the TP address can be one of the
foll owi ng types:

0o MAC address [RFC6136] at the data-link layer for TPs
o |Pv4d or IPv6 address at the I P layer for TPs

o TP-attribute identifying a TP associated with an application-|ayer
function

0 Router-id to represent the device or node, which is comonly used
to identify nodes in routing and other control-plane protocols
[ RFC8294] .

To define a forwarding treatment of a test packet, the ’'tp-address’

groupi ng needs to be associated with additional paraneters, e.g.,
DSCP for IP or Traffic Cass [RFC5462] for MPLS. In the generic
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connecti onl ess OAM YANG data nodel, these parameters are not
explicitly configured. The nodel user can add correspondi ng
paraneters according to their requirements.

3.2. Tools

The different QAMtools may be used in one of two basic types of
activation: proactive and on-demand. Proactive OAMrefers to QAM
actions that are carried out continuously to permt proactive
reporting of faults. The proactive OAM nethod requires persistent
configuration. On-demand OAMrefers to OAM actions that are
initiated via manual intervention for alinmited time to carry out
specific diagnostics. The on-demand OAM et hod requires only
transient configuration (e.g., [RFC7276] and [G 8013]). In
connectionl ess OAM the ’session-type’ grouping is defined to

i ndi cate which kind of activation will be used by the current
sessi on.

In connectionless OAM the tools attribute is used to describe a
toolset for fault detection and isolation. |In addition, it can serve
as a constraint condition when the base nodel is extended to a
specific OAM technol ogy. For exanmple, to fulfill the I CvWP PI NG
configuration, the "../coamcontinuity-check" |eaf should be set to
"true", and then the LI ME base nodel should be augnmented with details
specific to | CvP PI NG

3.3. (OAM Nei ghboring Test Points

G ven that typical network conmmunication stacks have a multi-|ayer
architecture, the set of associated OAM protocols has also a nulti-
| ayer structure; each comunication layer in the stack may have its
own OAM protocol [RFC7276] that may al so be linked to a specific
adm ni strative domain. Mnagenent of these OAM protocols will
necessitate associated test points in the nodes accessible by
appropri ate managenent domains. Accordingly, a given network
interface may actually present several test points.

Each OAM test point may have an associated list of neighboring test
points that are in other |ayers up and down the protocol stack for
the same interface and are therefore related to the current test
point. This allows users to easily navigate between rel ated

nei ghboring | ayers to efficiently troubl eshoot a defect. |In this
nmodel, the "position’ |eaf defines the relative position of the

nei ghboring test point corresponding to the current test point, and
it is provided to allow correlation of faults at different |ocations.
If there is one neighboring test point placed before the current test
point, the '"position’ leaf is set to -1. |If there is one neighboring
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test point placed after the current test point, the 'position’ |eaf
is set to 1. |If there is no neighboring test point placed before or
after the current test point, the "position” leaf is set to O.

+-- oam nei ghbori ng-tps* [index]
+-- index? uintl6
+-- position? int8
+-- (tp-location)?
+--: (mac- addr ess)

| +-- mac-address-|ocation? yang: mac- addr ess
+--: (i pv4- addr ess)
| +-- ipv4-address-|ocation? i net:ipv4-address
+--: (i pv6-address)
| +-- ipv6-address-1location? i net:ipv6-address
+--:(as-nunber)
| +-- as-nunber-Ilocation? i net: as-nunber
+--:(router-id)

+-- router-id-location? rt:router-id

3.4. Test Point Location Infornmation

This is a generic grouping for Test Point Location Information (i.e.,
"test-point-location-info’ grouping). It provides details of Test
Poi nt Location using the '"tp-technology’, 'tp-tools’, and

" oam nei ghbori ng-tps’ groupings, all of which are defined above.

3.5. Test Point Locations

This is a generic grouping for Test Point Locations. ’'tp-location-
type' leaf is used to define |ocation types -- for exanple,
"ipv4-location-type', 'ipv6-location-type' , etc. Container is

defined under each |ocation type containing a list keyed to a test
poi nt address, Test Point Location Information defined in the section
above, and network instance nane (e.g., VRF instance nane) if
required.

3.6. Path Discovery Data

This is a generic grouping for the path di scovery data nodel that can
be retrieved by any data retrieval nmethod, including RPC operations.
Pat h di scovery data output from nmethods, includes 'src-test-point’
container, 'dst-test-point’ container, 'sequence-nunber’ |eaf,
"hop-cnt’ |eaf, session statistics of various kinds, and infornmation
related to path verification and path trace. Path discovery includes
data to be retrieved on a 'per-hop’ basis via a list of ’'path-trace-
info-list’ items which includes information such as 'tinestanp’
grouping, 'ingress-intf-nane’, 'egress-intf-name’, and 'app-neta-
data’. The path discovery data nodel is nmade generic enough to all ow
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different nethods of data retrieval. None of the fields are nmade
mandatory for that reason. Note that a set of retrieval mnethods

3.

3.

defined in [ RFC8533].
7. Continuity Check Data

This is a generic grouping for the Continuity Check data nodel th
can be retrieved by any data retrieval methods including RPC
operations. Continuity Check data output from nmethods, includes
"src-test-point’ container, 'dst-test-point’ container,

' sequence- nunber’ |eaf, 'hop-cnt’ |eaf, and session statistics of
various kinds. The Continuity Check data nodel is nmade generic
enough to allow different methods of data retrieval. None of the
fields are nade nandatory for that reason. Noted that a set of
retrieval nethods are defined in [ RFC8533].

8. OAM Data Hierarchy

The conplete data hierarchy related to the OAM YANG data nodel is
present ed bel ow.

nmodul e: i etf-connectionl ess-oam
+--r0 cc-session-statistics-data {continuity-check}?
+--r0 cc-session-statistics* [type]
+--ro type i dentityref
+--r0 cc-ipv4-sessions-statistics
| +--ro cc-session-statistics

| +--ro session-count? ui nt 32
| +--r0 session-up-count? ui nt 32
| +--r0 session-down-count ? ui nt 32
| +--ro0 session-adni n- down- count ? ui nt 32
+--1r0 cc-ipv6-sessions-statistics

+--ro0 cc-session-statistics

+--ro session-count? ui nt 32
+--r0 session-up-count? ui nt 32
+--ro sessi on-down-count ? ui nt 32

+--ro session-adni n-down- count ? ui nt 32

augnment /nd: net wor ks/ nd: net wor k/ nd: node:

+--rw tp-location-type? identityref

+--rw i pv4-location-type

| +--rwtest-point-ipv4-location-I|ist

| +--rw test-point-locations* [ipv4-location ni]

| +--rw i pv4-location i net:ipv4-address

| +--rw ni routing-instance-ref

| +--rw (technol ogy) ?

| | +--:(technol ogy-null)

| | +--rw tech-null? enpty

| +--rw tp-tools

2019
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| +--rw continuity-check bool ean
| +--rw path-di scovery bool ean
+--rw root? <anydat a>
+--rw oam nei ghbori ng-tps* [index]
+--rw i ndex ui nt 16
+--rw position? int8

I
I
I
I
I
I
| +--rw (tp-location)?

| +--: (mac- addr ess)

| | +--rw nmac-address-|ocation? yang: mac- addr ess
I

I

I

I

I

I

I

I

+--: (i pv4- addr ess)
| +--rwipv4d-address-1ocation? i net:i pv4-address
+--: (i pv6-address)
| +--rwipv6-address-1|ocation? i net:ipv6-address
+--:(as-nunber)
| +--rw as-nunber-| ocation? i net: as- nunber
+--:(router-id)
+--rw router-id-location? rt:router-id
--rw i pve-1ocation-type
+--rw test-point-ipve-location-Ilist
+--rw test-point-locations* [ipv6-location ni]

+--rw i pv6-1ocation i net:ipv6-address

+--rw ni routing-instance-ref

+--rw (technol ogy) ?

| +--:(technol ogy-null)

| +--rw tech-null? enpty

+--rw tp-tools

| +--rw continuity-check bool ean

| +--rw path-di scovery bool ean

+--rw root? <anydat a>

+--rw i ndex ui nt 16
+--rw position? int8

+--rw (tp-location)?

+

I

I

I

I

I

I

I

I

I

|

| +--rw oam nei ghbori ng-tps* [i ndex]
I

|

| +--: (mac- addr ess)
I
I
I
I
I
I
I
I
I

| +--rw nmac-address-|ocation? yang: mac- addr ess
+--: (i pv4- address)
| +--rwipv4-address-1|ocation? i net:ipv4-address
+--:(i pv6- address)
| +--rw ipv6-address-1ocation? i net:ipv6-address
+--: (as-nunber)
| +--rw as-nunber-|ocation? i net: as- nunber
+--:(router-id)

+--rw router-id-location? rt:router-id

+--rw mac- | ocati on-type

| +--rw test-point-mac-address-1ocation-|ist

| +--rw test-point-locations* [nmac-address-|ocation]
| +--rw mac- addr ess-| ocati on yang: mac- addr ess
| +--rw (technol ogy) ?
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| +--:(technol ogy-null)

| +--rw tech-null? enpty
+--rw tp-tools
| +--rw continuity-check bool ean
| +--rw path-di scovery bool ean
+--rw root? <anydat a>
+--rw oam nei ghbori ng-tps* [i ndex]
+--rw i ndex uint16
+--rw position? int8

+--rw (tp-location)?
+--: (mac- addr ess)

| +--rw mac-address-|ocation? yang: mac- addr ess
+--: (i pv4-address)
| +--rwipv4-address-1ocation? i net:ipv4-address
+--:(i pv6- address)
| +--rwipv6-address-|ocation? i net:ipv6-address
+--: (as-nunber)
| +--rw as-nunber-|ocation? i net: as-nunber
+--:(router-id)

+--rw router-id-1ocation? rt:router-id

--rw group-as-nunber-1|ocation-type
+--rw test-point-as-nunber-location-I|ist
+--rw test-point-locations* [as-nunber-|ocation]
+--rw as-nunber-1| ocation i net: as-nunber
+--rwni? routing-instance-ref
+--rw (technol ogy) ?
| +--:(technol ogy-null)

| +--rw tech-null? enpty
+--rw tp-tools
| +--rw continuity-check bool ean
| +--rw path-di scovery bool ean
+--rw root? <anydat a>
+--rw oam nei ghbori ng-tps* [i ndex]
+--rw i ndex ui nt 16
+--rw position? int8

+--rw (tp-location)?
+--: (mac- addr ess)

_—_ Y ——

| +--rw mac-address-|ocation? yang: mac- addr ess
+--: (i pv4- address)
| +--rwipv4-address-|ocation? i net:ipv4-address
+--: (i pv6- address)
| +--rwipv6-address-1|ocation? i net:ipv6-address
+--: (as-nunber)
| +--rw as-nunber-1|ocation? i net: as- nunber
+--:(router-id)

+--rw router-id-|ocation? rt:router-id

+--rw group-router-id-location-type
+--rw test-point-systeminfo-location-|ist
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+--rw test-point-locations* [router-id-Iocation]
+--rw router-id-location rt:router-id
+--rw ni? routing-instance-ref
+--rw (technol ogy) ?
| +--:(technol ogy-null)

| +--rw tech-null? enpty
+--rw tp-tools
| +--rw continuity-check bool ean
| +--rw path-di scovery bool ean
+--rw root? <anydat a>
+--rw oam nei ghbori ng-tps* [i ndex]
+--rw i ndex ui nt 16
+--rw position? int8

+--rw (tp-location)?
+--: (mac- addr ess)

| +--rw mac-address-|ocation? yang: mac- addr ess
+--: (i pv4- addr ess)
| +--rwipv4-address-1|ocation? i net:ipv4-address
+--: (i pv6-address)
| +--rwipv6-address-1ocation? i net:ipv6-address
+--:(as-nunber)
| +--rw as-nunber-| ocation? i net: as-nunber
+--:(router-id)

+--rw router-id-location? rt:router-id

4. LIME Tinme Types YANG Modul e
<CODE BEGA NS> file "ietf-lime-tinme-types@019-04-16.yang"

modul e ietf-lime-tinme-types {
yang-version 1.1;
nanespace "urn:ietf:paranms: xnm:ns:yang:ietf-line-tine-types";
prefix |inme;

organi zati on
"I ETF LI ME Worki ng G oup"”;

cont act
"WG Web: <https://datatracker.ietf.org/wg/lime>
WG List: <mailto:l mp@etf.org>

Edi t or: Qn W
<bi || . wu@uawei . conp";
description
"This nodul e provides tinme-related definitions used by the data
model s witten for Layer |Independent QOAM Managenment in the
Mul ti-Layer Environment (LIME). This nodul e defines
identities but no schema tree el ements.
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Copyright (c) 2019 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8532; see
the RFC itself for full legal notices.";

revision 2019-04-16 {
description
"Initial version.";
ref erence
"RFC 8532: Ceneric YANG Data Mddel for the Managenent of
Operations, Administration, and Miintenance (OAM Protocols
That Use Connectionl ess Communi cati ons"”;

}

[*** Col | ection of common types related to tine ***/
[*** Time unit identity ***/

identity time-unit-type {
description
"Time unit type.";
}

identity hours {
base tine-unit-type;
description
“"Time unit in hours.";
}

identity mnutes {
base tine-unit-type;
description
"Time unit in mnutes."”;
}

identity seconds {
base tine-unit-type;
description
"Time unit in seconds.";
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identity nmilliseconds {
base tine-unit-type;
description
“Time unit in mlliseconds.";

}

identity m croseconds {
base tine-unit-type;
description
"Time unit in mcroseconds.";

}

i dentity nanoseconds {
base tine-unit-type;
description
"Time unit in nanoseconds.";

}

[*** Timestanp format ldentity ***/

identity tinmestanmp-type {
description
"Base identity for Tinmestanp Type.";

}

identity truncated-ptp {
base tinestanp-type;
description
"ldentity for 64-bit short-fornmat PTP tinestanp.";

}

identity truncated-ntp {
base tinestanp-type;
description
"ldentity for 32-bit short-fornmat NTP tinestanp.";

}

identity ntp64 {
base tinestanp-type;
description
"lIdentity for 64-bit NTP tinestanp.";

}

identity icmp {
base tinestanp-type;
description
"lIdentity for 32-bit ICWP tinmestanmp.";
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identity ptp80 {
base tinestanp-type;
description
"lIdentity for 80-bit PTP tinestanp.";

}
}

<CCDE ENDS>
5. Connectionl ess OAM YANG Modul e

This nodul e i nmports the Core YANG Derived Types definition ("ietf-
yang-types" nodul e) and Internet-Specific Derived Types definitions
("ietf-inet-types" nodule) from[RFC6991], the "ietf-routing-types"
modul e from [ RFC8294], the "ietf-interfaces” nodule from [ RFC8343],
the "ietf-network"” nodule from][RFC8345], the "ietf-network-instance"
nmodul e from [ RFC8529], and the "ietf-lime-tinme-types" nodule in
Section 4. This nodul e references [|EEE. 1588v1], [|EEE. 1588v2],

[ RFC8029], and additional RFCs cited el sewhere in this document.

<CODE BEG NS> file "ietf-connectionl ess-oam@®019-04-16. yang”

nmodul e i etf-connectionl ess-oam {
yang-version 1.1;
namespace "urn:ietf:paramnms: xm :ns:yang:ietf-connectionl ess-oant;
prefix cl-oam

i mport ietf-yang-schema-nount {
prefix yangmt;

import ietf-network {
prefix nd;
}

import ietf-yang-types {
prefix yang;
}

inmport ietf-interfaces {
prefix if;
}

inmport ietf-inet-types {
prefix inet;

}

i mport ietf-network-instance {
prefix ni;

} . .

inmport ietf-routing-types {
prefix rt;

}
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inmport ietf-lime-time-types {
prefix |ime;

}

organi zati on
"I ETF LI ME Worki ng G oup";

cont act
"WG Web: <https://datatracker.ietf.org/wg/lime>
WG List: <mailto:lmp@etf.org>

Deepak Kumar <dekumar @i sco. conp

Qn W <bill.w@uawei.conpr

Srihari Raghavan <srihari @i sco. conp

M chael Wang <wangzi t ao@uawei . conr

Reshad Rahman <rrahman@i sco. con»";

description

"Thi s YANG nodul e defines the generic configuration,
data nodel, and statistics for OAM protocol s using
connecti onl ess communi cati ons, described in a
protocol independent manner. It is assumed that each
prot ocol maps corresponding abstracts to its native
format. Each protocol may extend the YANG data nodel defined
here to include protocol specific extensions.

Copyright (c) 2019 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8532; see
the RFC itself for full legal notices.";

revision 2019-04-16 {
description
"Base nodel for Connectionless Operations, Adm nistration,
and Mai ntenance (OAM.";
ref erence
"RFC 8532: Ceneric YANG Data Mddel for the Managenment of
Operations, Adm nistration, and M ntenance (QAM Protocols
That Use Connectionl ess Comuni cati ons"”;

}

feature connectionless {
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description

}

"This feature indicates that the OAM solution is connectionless.";

feature continuity-check {
description

}

"This feature indicates that the server supports
executing a Continuity Check OAM command and

returning a response. Servers that do not advertise
this feature will not support executing

Continuity Check commands or the RPC operation nodel for
Continuity Check comuands.";

feature path-di scovery {
description

}

"This feature indicates that the server supports
executing a path discovery OAM command and

returning a response. Servers that do not advertise
this feature will not support executing

pat h di scovery commands or the RPC operation nodel for
pat h di scovery comuands.";

feature ptp-long-format {
description

}

"This feature indicates that the tinestanp is PTP long format.";

feature ntp-short-format {
description

}

"This feature indicates that the tinestanp is NIP short format.";

feature icnp-tinmestanp {
description

}

"This feature indicates that the tinestanp is |ICW tinestanp.";

identity traffic-type {
description

}

"This is the base identity of the traffic type,
whi ch includes | Pv4, IPv6, etc.";

identity ipvéd {
base traffic-type;
description

Kumar ,
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"identity for IPv4 traffic type.";
}

identity ipv6 {
base traffic-type;
description
"identity for IPv6 traffic type.";

}

identity address-attribute-types {
description
"This is the base identity of the address attribute types, which
are CGeneric | Pv4/IPv6 Prefix, BGP Labeled | Pv4/IPv6 Prefix,
Tunnel 1D, PWID, VPLS VE ID, etc. (See RFC 8029 for details.)"

}

typedef address-attribute-type {
type identityref {
base address-attribute-types;
}
description
"Target address attribute type.";

}

typedef percentage {
type deci mal 64 {
fraction-digits 5;
range "0..100";
}
description
"Percent age. ";

}

typedef routing-instance-ref {
type leafref {
path "/ni:network-instances/ni:network-instance/ni:name";
}
description
"This type is used for leafs that reference a routing instance
configuration.";

}

groupi ng cc-session-statistics {
description
"Grouping for session statistics.”;
contai ner cc-session-statistics {
description
"CC session counters.";

Kumar, et al. St andards Track [ Page 18]



RFC 8532 Connecti onl ess OAM YANG Dat a Mode

| eaf session-count {
type uint32;
default "0";
description
"Nurmber of Continuity Check sessions.
A value of zero indicates that no session
count is sent.";

}
| eaf session-up-count {
type uint32;
default "0";
description
"Number of sessions that are up
A value of zero indicates that no up
session count is sent.";
}
| eaf sessi on-down-count {
type uint32;
default "0";
description
"Nunber of sessions that are down.
A val ue of zero indicates that no down
session count is sent.";
}
| eaf session-adni n-down-count {
type uint32;
default "0";
description
"Nunber of sessions that are adm n-down.
A val ue of zero indicates that no adm n-
down session count is sent.";
}

}
}

groupi ng session-packet-statistics {
description
"Grouping for statistics per session packet.";
cont ai ner session-packet-statistics {
description
"Statistics per session packet.";
| eaf rx-packet-count {
type uint32 {
range "0..4294967295",

}
default "0";

description
"Total count of received OAM packets.

Kumar, et al. St andards Track
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The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decinal), when it waps
around and starts increasing again fromzero.";
}
| eaf tx-packet-count {
type uint32 {
range "0..4294967295";
}
default "0";
description
"Total count of transmitted OAM packets.

The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi num val ue

of 2732-1 (4294967295 decinal), when it waps
around and starts increasing again fromzero.";

| eaf rx-bad-packet {
type uint32 {
range "0..4294967295";

}
default "0";
description
"Total nunber of received bad OAM packets.
The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decinal), when it waps
around and starts increasing again fromzero.";

| eaf tx-packet-failed {
type uint32 {
range "0..4294967295";

}
default "0";
description
"Total nunber of OAM packets that failed when sent.
The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a nmaxi mum val ue
of 2732-1 (4294967295 decimal), when it waps
around and starts increasing again fromzero.";
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groupi ng cc-per-session-statistics {
description
"Grouping for per-session statistics."”;
contai ner cc-per-session-statistics {
description
"Per-session statistics.";
| eaf create-time {
type yang: date-and-ti ne;
description
"Time and date when session is created.";

| eaf | ast-down-tine {
type yang: date-and-ti ne;
description
"Time and date of the last tinme session was down.";

| eaf last-up-tine {
type yang: date-and-ti ne;
description
"Time and date of the last tinme session was up.";

| eaf down-count {
type uint32 {
range "0..4294967295";

}

default "0";

description
"Total count of Continuity Check sessions down.
The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decimal), when it waps
around and starts increasing again fromzero.";

| eaf adm n-down-count {
type uint32 {
range "0..4294967295";
}
default "0";
description
"Total count of Continuity Check sessions adm n down.
The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decimal ), when it waps
around and starts increasing again fromzero.";

}

uses session-packet-statistics;
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}
}

groupi ng session-error-statistics {
description
"Grouping for per-session error statistics.";
contai ner session-error-statistics {
description
"Per-session error statistics.";
| eaf packet-| oss-count {
type uint32 {
range "0..4294967295";
}
default "0";
description
"Total count of received packet drops.
The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decimal), when it waps
around and starts increasing again fromzero.";

| eaf loss-ratio {
type percent age;
description
"Loss ratio of the packets. Expressed as percentage
of packets lost with respect to packets sent.";
}
| eaf packet-reorder-count {
type uint32 {
range "0..4294967295";

}

default "0";

description
"Total count of received packets that were reordered.
The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decimal ), when it waps
around and starts increasing again fromzero.";

| eaf packets-out-of-seq-count {
type uint32 {
range "0..4294967295",
}
description
"Total count of packets received out of sequence.
The val ue of count will be set to zero (0)
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on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decimal ), when it waps
around and starts increasing again fromzero.";

| eaf packets-dup-count {
type uint32 {
range "0..4294967295",
}
description
"Total count of received packet duplicates.
The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decimal ), when it waps
around and starts increasing again fromzero.";
}
}
}

groupi ng session-del ay-statistics {
description
"Grouping for delay statistics per session.";
cont ai ner session-del ay-statistics {
description
"Session delay sunmarized information. By default, a
one-way measurement protocol (e.g., OMM) is used
to neasure delay. Wen a two-way neasurenent protoco
(e.g., TWAMP) is used instead, it can be indicated
usi ng the protocol-id defined in RPC operation of
retrieval nethods for connectionless OAM ( RFC 8533),
i.e., set protocol-id as OMMP. Note that only one
measur enent protocol for delay is specified for
interoperability reasons.";
| eaf tine-unit-value {
type identityref {
base line:tinme-unit-type;
}
default "linme:m|liseconds"”;
description
"Time units, where the options are s, ns, ns, etc.";

’

}

| eaf m n-del ay-val ue {
type uint32;
description
"M ni rum del ay val ue observed.";

| eaf max-del ay-val ue {
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type uint32;
description
" Maxi mum del ay val ue observed.";

| eaf average-del ay-val ue {

}

}
}

type uint32;
description
"Aver age del ay val ue observed.";

grouping session-jitter-statistics {
description
"Grouping for per session jitter statistics.”;
contai ner session-jitter-statistics {
description

"Summari zed i nformati on about session jitter. By default,
jitter is neasured using | P Packet Delay Variation
(IPDV) as defined in RFC 3393. \When the other measurenent
met hod is used instead (e.g., Packet Delay Variation used
in | TUT Recommendation Y.1540, it can be indicated using
protocol -i d-neta-data defined in RPC operation of
retrieval methods for connectionl ess OAM (RFC 8533).
Note that only one neasurenent nethod for jitter is
specified for interoperability reasons.";

| eaf unit-value {

}

type identityref {

base line:tine-unit-type;

default "line:mlliseconds";
description

"Time units, where the options are s, ns, ns, etc.”

|l eaf mn-jitter-value {

}

type uint32;
description

"Mnimumjitter val ue observed.

| eaf max-jitter-value {

}

type uint32;
description

"Maxi mum jitter value observed.";

| eaf average-jitter-value {

Kumar ,
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}
}
}

groupi ng session-path-verification-statistics {
description
"Grouping for path verification statistics per session.”;
cont ai ner session-path-verification-statistics {
description
"OAM path verification statistics per session.";
| eaf verified-count {
type uint32 {
range "0..4294967295";
}
description
"Total nunber of OAM packets that
went through a path as intended.
The val ue of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decimal ), when it waps
around and starts increasing again fromzero.";

| eaf fail ed-count {
type uint32 {
range "0..4294967295",
}
description
"Total nunber of OAM packets that
went through an uni ntended pat h.
The value of count will be set to zero (0)
on creation and will thereafter increase
monotonically until it reaches a maxi mum val ue
of 2732-1 (4294967295 decinmal), when it waps
around and starts increasing again fromzero.";
}
}
}

groupi ng session-type {
description
"Thi s object indicates which kind of activation wll
be used by the current session.";
| eaf session-type {
type enuneration {
enum proactive {
description
"The current session is a proactive session.";
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}

enum on- demand {
description
"The current session is an on-denmand session.";

default "on-denmand";
description
"I ndi cate which kind of activation will be used
by the current session.";
}
}

identity tp-address-technol ogy-type {
description
"Test point address type.";

}

identity mac-address-type {
base t p-address-technol ogy-type;
description
"MAC address type.";

}

identity ipv4-address-type {
base tp-address-technol ogy-type;
description
"I Pv4 address type.";

}

identity ipv6-address-type {
base t p-address-technol ogy-type;
description
"I Pv6 address type.";

}

identity tp-attribute-type {
base t p-address-technol ogy-type;
description
"Test point attribute type.";

}

identity router-id-address-type {
base t p-address-technol ogy-type;
description
"System | D address type.";
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identity as-nunber-address-type {
base t p-address-technol ogy-type;
description
"AS nunber address type.";

}

identity route-distinguisher-address-type {
base t p-address-technol ogy-type;
description
"Rout e Distinguisher address type.";

}

groupi ng tp-address {
| eaf tp-location-type {
type identityref {
base t p-address-technol ogy-type;
}
mandat ory true;
description
"Test point address type.";
}

cont ai ner nmac-address {

when "derived-fromor-self(../tp-1ocation-type,"

+ "’ cl-oam nmac- address-type’ )" {
description
"MAC address type.";

| eaf mac-address {
type yang: nmac- addr ess;
mandat ory true;
description
"MAC address.";
}

description
"MAC address based TP addressing.";
}

cont ai ner ipv4-address {

when "derived-fromor-self(../tp-1ocation-type,"”

+ "’ cl-oamipv4-address-type’ )" {
description
"I Pv4 address type.";
}

| eaf ipv4-address {
type inet:ipv4-address;
mandat ory true;
description
"1 Pv4 address.";
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description
"I P address based TP addressing.";
}

contai ner ipv6-address {
when "derived-fromor-self(../tp-1ocation-type,"
+ "' cl-oamipv6-address-type’ )" {
description
"I Pv6 address type.";

| eaf ipv6-address {
type inet:ipv6-address;
mandat ory true;
description
"l Pv6 address."”;
}

description
"I Pv6 address based TP addressing.";
}

container tp-attribute {
when "derived-fromor-self(../tp-1ocation-type,"”
+ "'cl-oamtp-attribute-type )" {
description
"Test point attribute type.";
}

| eaf tp-attribute-type {
type address-attribute-type;
description
"Test point type.";

choice tp-attribute-value {
description
"Test point value.";
case ip-prefix {
| eaf ip-prefix {
type inet:ip-prefix;
description
"CGeneric IPv4/I1Pv6 prefix. See Sections 3.2.13 and
3.2.14 of RFC 8029.";
ref erence
"RFC 8029: Detecting Miltiprotocol Labe
Swi tched (MPLS) Data-Pl ane Fail ures”;

}

}
case bgp {
| eaf bgp {
type inet:ip-prefix;
description
"BGP Label ed | Pv4/1Pv6 Prefix. See Sections

2019
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3.2.11 and 3.2.12 of RFC 8029 for details.";
reference
"RFC 8029: Detecting Miltiprotocol Labe
Swi tched (MPLS) Data-Pl ane Fail ures”;

}
}

case tunnel {
| eaf tunnel-interface {
type uint32;
description
"Basic | Pv4/IPv6 Tunnel ID. See Sections 3.2.3
and 3.2.4 of RFC 8029 for details.";
reference
"RFC 8029: Detecting Miltiprotocol Labe
Swi tched (MPLS) Data-Pl ane Failures.”;

}
}
case pw {
| eaf renote-pe-address {
type inet:ip-address;
description
"Renmote PE address. See Section 3.2.8
of RFC 8029 for details.";
ref erence
"RFC 8029: Detecting Miltiprotocol Labe
Switched (MPLS) Dat a-Pl ane Fail ures”;
}
| eaf pwid {
type uint32;
description
"Pseudowire IDis a non-zero 32-bit ID. See Sections
3.2.8 and 3.2.9 of RFC 8029 for details.";
ref erence
"RFC 8029: Detecting Miltiprotocol Labe
Swi tched (MPLS) Data-Pl ane Fail ures”;
}

case vpls {
| eaf route-distinguisher {
type rt:route-distinguisher;
description
"Route Distinguisher is an 8-octet identifier
used to distinguish information about various
L2VPNs advertised by a node.";
ref erence
"RFC 8029: Detecting Miltiprotocol Labe
Switched (MPLS) Data-Pl ane Fail ures”;
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| eaf sender-ve-id {
type uint 16;
description
"Sender’'s VE ID. The VE ID (VPLS Edge ldentifier)
is a 2-octet identifier.";
reference
"RFC 8029: Detecting Miltiprotocol Labe
Switched (MPLS) Data-Pl ane Fail ures”;

}
| eaf receiver-ve-id {
type uint 16;
description
"Receiver’s VE ID. The VE ID (VPLS Edge ldentifier)
is a 2-octet identifier.";
ref erence
"RFC 8029: Detecting Miltiprotocol Labe
Swi tched (MPLS) Data-Pl ane Fail ures”;
}

}
case npls-mdp {
choi ce root-address {
description
"Root address choice.";
case ip-address {
| eaf source-address {
type inet:ip-address;
description
"I P address.";
}
| eaf group-ip-address {
type inet:ip-address;
description
"Group I P address.";
}
}

case vpn {
| eaf as-nunber {
type inet:as-nunber;
description
"The AS nunber that identifies an Autononous
System ";

}

case global-id {
| eaf Isp-id {
type string;
description
"LSP IDis an identifier of a LSP
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within a MPLS network.";
reference
"RFC 8029: Detecting Miltiprotocol Labe
Swi tched (MPLS) Data-Pl ane Fail ures”;
}
}
}
}
}
description
"Test Point Attribute Container.";
}
contai ner systeminfo {
when "derived-fromor-self(../tp-1ocation-type,"”
+ "'cl-oamrouter-id-address-type’ )" {
description

"System | D address type.";

| eaf router-id {
type rt:router-id;
description
"Router ID assigned to this node.";

}

description
"Router ID container.";

}

description
"TP Address.";
}

groupi ng tp-address-ni {
description
"Test point address with VRF.";
| eaf ni {
type routing-instance-ref;
description

"The ni is used to describe virtual resource partitioning

that may be present on a network device. An exanple of a

common industry termfor virtual resource partitioning is
"VRF instance’.";

uses tp-address;

}

groupi ng connectionl ess-oamtps {
i st oam nei ghboring-tps {
key "index";
| eaf index {
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type uint16 {
range "0..65535";
}
description
"Index of a list of neighboring test points
in layers up and down the stack for
the same interface that are related to the
current test point.";
}
| eaf position {
type int8 {
range "-1..1";
}
default "0";
description
"The position of the neighboring test point relative to
the current test point. Level O indicates a test point
corresponding to a specific index in the sane | ayer as
the current test point. -1 neans there is a test point
corresponding to a specific index in the test point down
the stack, and +1 neans there is a test point corresponding
to a specific index in the test point up the stack.";

choice tp-location {
case mac- address {
| eaf mac-address-1location {
type yang: mac- addr ess;
description
"MAC address.";
}
description
"MAC address based TP addressing.";
}

case ipv4-address {
| eaf ipv4-address-location {
type inet:ipv4-address;
description
"1 Pv4 address.";
}

description
"I P address based TP addressing.";
}
case ipv6-address {
| eaf ipv6-address-Ilocation {
type inet:ipv6-address;
description
"I Pv6 address.";
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description
"I Pv6 address based TP addressing.";
}

case as-nunber {
| eaf as-nunber-location {
type inet:as-nunber;
description
"AS nunber location.";
}
description
"AS nunber for point-to-multipoint GAM";
}

case router-id {
| eaf router-id-location {
type rt:router-id,;
description
"System I D | ocation.";
}
description
"SystemID.";
}

description
"TP l ocation.";
}
description
"Li st of neighboring test points in the same |ayer that are
related to current test point. |If the neighboring test point
is placed after the current test point, the position is
specified as +1. |f the neighboring test point is placed
before the current test point, the position is specified
as -1; if no neighboring test points are placed before or
after the current test point in the sane | ayer, the
position is specified as 0.";
}
description
"List of neighboring test points related to connectionl ess OAM ";
}

groupi ng tp-technol ogy {
choi ce technol ogy {
default "technol ogy-null";
case technol ogy-null {
description
"This is a placehol der when no technol ogy is needed.";
| eaf tech-null {
type enpty;
description
"There is no technol ogy to be defined.";
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}
}
description
"Technol ogy choice.";
}

description
"OAM t echnol ogy. ";
}

grouping tp-tools {
description
"Test point OAMtool set.";
container tp-tools {
| eaf continuity-check {

type bool ean;

mandat ory true;

description

"A flag indicating whether or not the

Continuity Check function is supported.”;

ref erence

"RFC 792: | NTERNET CONTROL MESSAGE PROTOCOL
RFC 4443: Internet Control Message Protocol (1 CWVPv6)
for the Internet Protocol Version 6 (1Pv6) Specification
RFC 5880: Bidirectional Forwarding Detection
RFC 5881: BFD for |Pv4 and | Pv6
RFC 5883: BFD for Miltihop Paths
RFC 5884: BFD for MPLS Label Switched Paths
RFC 5885: BFD for PWVCCV
RFC 6450: Milticast Ping Protocol
RFC 8029: Detecting Miultiprotocol Label Switched (MPLS)
Dat a- Pl ane Fail ures";

| eaf path-discovery {
type bool ean;
mandat ory true;
description
"A flag indicating whether or not the
pat h di scovery function is supported.”;
ref erence
"RFC 792: | NTERNET CONTROL MESSACGE PROTOCOL
RFC 4443: Internet Control Message Protocol (1 CWVPv6)
for the Internet Protocol Version 6 (IPv6) Specification
RFC 4884: Extended I CWP to Support Milti-Part Messages
RFC 5837: Extending ICMP for Interface and Next-Hop
I dentification
RFC 8029: Detecting Miultiprotocol Label Switched (MPLS)
Dat a- Pl ane Fail ures"”;
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description
"Cont ai ner for test point QAMtool set.";
}

}

grouping test-point-location-info {

uses tp-technol ogy;
uses tp-tools;
anydata root {

yangmmt : nount - poi nt "root";

description

"Root for nodels supported per test point.";

}

uses connectionl ess-oamt ps;
description
"Test point location.";

groupi ng test-point-locations {
description
"Group of test point l|locations.";
| eaf tp-location-type {
type identityref {
base tp-address-technol ogy-type;
}

description
"Test point |ocation type.";
}

contai ner ipv4-location-type {
when "derived-fromor-self(../tp-1ocation-type,"
+ "’ cl-oamipv4-address-type’' )" {
description

"When test point location type is equal to | Pv4 address."”;

}

contai ner test-point-ipv4-location-list {
list test-point-locations {
key "ipv4-location ni";
| eaf ipv4-location {
type inet:ipv4-address;
description
"I Pv4 address.";
}
| eaf ni {
type routing-instance-ref;
description
"The ni is used to describe the
correspondi ng network instance";
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uses test-point-1ocation-info;
description
"List of test point |ocations.";
}

description
"Serves as top-1evel container
for test point location list.";
}
description
"Container for IPv4 |ocation types.";
}

contai ner ipv6-location-type {
when "derived-fromor-self(../tp-1ocation-type,"
+ "’ cl-oamipv6-address-type’ )" {
description
"When test point location is equal to | Pv6 address.";
}
contai ner test-point-ipv6-location-list {
list test-point-locations {
key "ipv6-location ni";
| eaf ipv6-location {
type inet:ipv6-address;
description
"I Pv6 address.";

| eaf ni {
type routing-instance-ref;
description
"The ni is used to describe the
correspondi ng network instance.";
}
uses test-point-Iocation-info;
description
"List of test point |ocations.";
}

description
"Serves as top-level container
for test point location list.";
}
description
"ipv6 | ocation type container.";
}
cont ai ner mac-| ocation-type {
when "derived-fromor-self(../tp-1ocation-type,"”
+ "’ cl -oam nmac- address-type’ )" {
description

"When test point location type is equal to MAC address.";

2019
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cont ai ner test-point-mac-address-location-list {
list test-point-locations {
key "mac- address-| ocation";
| eaf mac-address-location {
type yang: nmac- addr ess;
description
"MAC address.";
}
uses test-point-Iocation-info;
description
"List of test point |ocations.";
}

description
"Serves as top-level container
for test point location list.";
}
description
"Cont ai ner for MAC address | ocation types.";
}
cont ai ner group-as-nunber-1ocation-type {
when "derived-fromor-self(../tp-1ocation-type,"”
+ "’ ¢l -oam as- nunber - address-type’ )" {
description
"When test point location type is equal to AS nunber.";
}

cont ai ner test-point-as-nunber-1location-list {
list test-point-locations {
key "as-nunber-|ocation";
| eaf as-nunber-location {
type inet:as-nunber;
description
"AS nunber for point-to-multipoint GAM";

| eaf ni {
type routing-instance-ref;
description
"The ni is used to describe the
correspondi ng network instance.";
}
uses test-point-1location-info;
description
"List of test point |ocations.";
}
description
"Serves as top-level container
for test point location list.";

}

description
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"Cont ai ner for AS number |ocation types.";
}
cont ai ner group-router-id-|location-type {
when "derived-fromor-self(../tp-1ocation-type,"
+ "'cl-oamrouter-id-address-type’ )" {

description
"When test point location type is equal to systeminfo

}
cont ai ner test-point-systeminfo-location-list {
list test-point-locations {
key "router-id-|ocation";
| eaf router-id-location {
type rt:router-id;
description
"SystemID.";

| eaf ni {
type routing-instance-ref;
description
"The ni is used to describe the
correspondi ng network instance.";
}
uses test-point-Iocation-info;

description
"List of test point |ocations.";

}
description
"Serves as top-level container for

test point location list.";
}

description
"Cont ainer for systemID |ocation types.";
}

}

augnment "/ nd: networ ks/ nd: net wor k/ nd: node" {

description
"Augnents the /networks/network/node path defined in the
ietf-network nmodul e (RFC 8345) with test-point-Ilocations
groupi ng.";
uses test-point-|ocations;

}

groupi ng tinmestamp {
description
"Grouping for tinmestanp.";
| eaf tinestanp-type {
type identityref {
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base line:tinestanp-type;
}
description
"Type of tinestanp, such as Truncated PTP or NTP.";

contai ner tinestanp-64bit {
when "derived-fromor-self(../tinestanp-type,"

+ "' lime:truncated-ptp’ )"
+ "or derived-fromor-self(../tinmestanmp-type,"”
+ " linme:ntp6d’ )" {

description
"Only applies when PTP truncated or 64-bit NTP tinmestanp.";
}
| eaf tinestanp-sec {
type uint32;
description
"Absolute timestanp in seconds as per | EEE 1588v2
or seconds part in 64-bit NTP tinmestanp.";

| eaf tinestanp-nanosec {
type uint32;
description
"Fractional part in nanoseconds as per |EEE 1588v2
or fractional part in 64-bit NTP tinestanp.";
}
description
"Container for 64-bit tinmestanp. The Network Tine Protoco
(NTP) 64-bit tinestanp format is defined in RFC 5905. The
PTP truncated timestanp fornmat is defined in | EEE 1588vl.";
ref erence
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification
| EEE 1588v1: | EEE Standard for a Precision O ock
Synchroni zati on Protocol for Networked Measurenent and
Control Systens Version 1";
}
contai ner tinestanp-80bit {
when "derived-fromor-self(../tinestanp-type, 'lime:ptp80 )" {
description
"Only applies when 80-bit PTP tinestanp.";

if-feature "ptp-long-formt";
| eaf tinestanp-sec {
type uint64 {
range "0..281474976710655";
}

description
"48-bit tinmestanp in seconds as per | EEE 1588v2.";
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| eaf tinestanp-nanosec {
type uint32;
description
"Fractional part in nanoseconds as per | EEE 1588v2.";
}

description
"Container for 80-bit timestanp.";
}

contai ner ntp-tinmestanp-32bit {
when "derived-fromor-self(../tinmestanp-type,"
+ "'lime:truncated-ntp )" {
description
"Only applies when 32-bit NTP short-format tinestanp."”;

if-feature "ntp-short-format";
| eaf tinestanp-sec {
type uint 16;
description
"Timestanp in seconds as per short-format NTP.";

| eaf tinestanp-nanosec {
type uint 16;
description
"Truncated fractional part in 16-bit NTP tinmestanp.";
}

description
"Container for 32-bit tinestanp RFC5905.";
reference
"RFC 5905: Network Tinme Protocol Version 4: Protocol and
Al gorithns Specification.";
}
contai ner icnp-tinestanp-32bit {
when "derived-fromor-self(../tinestanp-type, 'linme:icnp’ )" {
description
"Only applies when ICVWP tinestanp.";

if-feature "icnp-timestanmp”;
| eaf tinestanp-mllisec {
type uint32;
description
"Timestanp in mlliseconds for | CVMP tinestanp.";
}
description
"Container for 32-bit tinmestanp. See RFC 792 for |CW
timestanp format.";
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groupi ng pat h-di scovery-data {
description
"Data output fromnodes related to path discovery.";
contai ner src-test-point {
description
"Source test point.";
uses tp-address-ni;
}
cont ai ner dest-test-point {
description
"Destination test point.";
uses tp-address-ni;
}
| eaf sequence- nunber {
type uint 64;
default "0";
description
"Sequence nunber in data packets. A value of
zero indicates that no sequence number is sent.";
}
| eaf hop-cnt {
type uint8;
default "0";
description
"Hop count. A value of zero indicates
that no hop count is sent.";
}
uses session-packet-statistics;
uses session-error-statistics;
uses session-del ay-statistics;
uses session-jitter-statistics;
cont ai ner path-verification {
description
"Optional information related to path verification.";
| eaf flowinfo {
type string;
description
"Information that refers to the flow ";
}

uses session-path-verification-statistics;
}
contai ner path-trace-info {
description
"Optional per-hop path trace information about test points.
The path trace information list typically has a single
el ement for per-hop cases such as path-di scovery RPC operation
but allows a list of hop-related information for other types of
data retrieval nethods.";
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list path-trace-info-list {

}
}
}

key "index";
description
"Path trace information list.";
| eaf index {
type uint32;
description
"Trace information index.";

uses tp-address-ni;
uses tinestanp;
| eaf ingress-intf-name {
type if:interface-ref;
description
"Ingress interface nane.";
}

| eaf egress-intf-name {

type if:interface-ref;

description

"Egress interface nane.";

}
| eaf queue-depth {

type uint32;

description

"Length of the queue of the interface from where

Apri

the packet is forwarded out. The queue depth could
be the current nunber of nenory buffers used by the
queue, and a packet can consume one or nore nenory buffers,

thus constituting device-level information.";

| eaf transit-delay {
type uint32;
description

"Time in nanoseconds that the packet spent transiting a

node.";
}
| eaf app-nmeta-data {
type uint 64;
description

"Application-specific data added by node.";

groupi ng continuity-check-data {
description
"Continuity Check data output from nodes.";
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}

contai ner src-test-point {
description
"Source test point.";
uses tp-address-ni;
| eaf egress-intf-nanme {
type if:interface-ref;
description
"Egress interface nane.";
}
}

contai ner dest-test-point {
description
"Destination test point.";
uses tp-address-ni;
| eaf ingress-intf-nane {
type if:interface-ref;
description
"Ingress interface nane.";
}
}

| eaf sequence- nunber {
type ui nt 64;
default "0";
description
"Sequence nunber in data packets. A value of

zero indicates that no sequence number is sent.";

| eaf hop-cnt {
type uint8;
default "0";
description
"Hop count. A value of zero indicates
that no hop count is sent.";

uses session-packet-statistics;
uses session-error-statistics;
uses session-del ay-statistics;
uses session-jitter-statistics;

contai ner cc-session-statistics-data {

if-feature "continuity-check";
config fal se;
list cc-session-statistics {
key "type";
| eaf type {
type identityref {
base traffic-type;
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}

description
"Type of traffic.";

contai ner cc-ipv4-sessions-statistics {
when "../type = "ipvd " {
description
"Only applies when traffic type is |Pv4.";
}

description
"CC ipv4d sessions.”;
uses cc-session-statistics;

}
cont ai ner cc-ipv6-sessions-statistics {
when "../type = "ipve " {
description
"Only applies when traffic type is IPv6.";
}
description
"CC | Pv6 sessions.";
uses cc-session-statistics;
}

description
"List of CC session statistics data.";
}

description
"CC operational information.";

<CCDE ENDS>
6. Connectionl ess Mdel Applicability

The "ietf-connectionl ess-oam' nodul e defined in this docunent

provi des a technol ogy-i ndependent abstracti on of key OAM constructs
for OAM protocols that use connectionl ess comunication. This nodule
can be further extended to include technol ogy-specific details, e.g.,
addi ng new data nodes wi th technol ogy-specific functions and
paraneters into proper anchor points of the base nbdel, so as to
devel op a technol ogy-specific connectionl ess OAM nodel

This section denmonstrates the usability of the connectionl ess YANG
OAM dat a nodel to various connectionless OAMtechnol ogies, e.g., BFD
and LSP ping. Note that, in this section, several snippets of
technol ogy-specific nodel extensions are presented for illustrative
purposes. The conpl ete nodel extensions should be worked on in the
wor ki ng groups of the respective protocols.
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6. 1. BFD Ext ensi on

RFC 7276 defines BFD as a connection-oriented protocol. It is used
to nonitor a connectionless protocol in the case of basic BFD for IP

6.1.1. Augnent Method

The foll owi ng sections show how the "ietf-connectionl ess-oani nodul e
can be extended to cover BFD technol ogy. For this purpose, a set of
extensions are introduced such as the technol ogy-type extension and

test-point attributes extension

Note that a dedicated BFD YANG data nodel [BFD YANG is also
standardi zed. Augnentation of the "ietf-connectionless-oam nodul e
with BFD-specific details provides an alternative approach with a
uni fied view of managenent information across various OAM protocol s.
The BFD-specific details can be the grouping defined in the BFD
nmodel , thereby avoi ding duplication of effort.

6.1.1.1. Technol ogy- Type Extension

No BFD technol ogy type has been defined in the "ietf-connectionless-
oant nodul e. Therefore, a technol ogy-type extension is required in
t he nmodul e extensi on.

The sni ppet bel ow depicts an exanpl e of adding the "bfd" type as an
augnment to the "ietf-connectionl ess-oant nodul e:

augnment "/ nd: networ ks/ nd: net wor k/ nd: node/ "
+"coam | ocati on-type/ coam i pv4-1| ocation-type"
+"/coamtest-point-ipvd-location-list/"
+"coam test-point-locations/coamtechnol ogy”

| eaf bf d{
type string;
}
}

6.1.1.2. Test Point Attributes Extension

To support BFD, the "ietf-connectionl ess-oant nodul e can be extended
by adding specific paraneters into the "test-point-locations" |ist
and/ or adding a new | ocation type such as "BFD over MPLS TE" under

"l ocation-type".
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6.1.1.2.1. Define and Insert New Nodes into Correspondi ng test-point-
| ocation

In the "ietf-connectionl ess-oam' nodule, nmultiple "test-point-

| ocation" lists are defined under the "l ocation-type" choi ce node.
Therefore, to derive a nodel for sone BFD technol ogies (such as IP
single-hop, IP nmultihop, etc.), data nodes for BFD-specific details
need to be added to the corresponding "test-point-|locations" |ist.
In this section, some groupings that are defined in [ BFD- YANG are
reused as foll ows.

The sni ppet bel ow shows how the "ietf-connectionl ess-oant npdul e can
be extended to support "BFD I P Singl e-Hop":

augrment "/ nd: networ ks/ nd: net wor k/ nd: node/ "

+"coam | ocati on-type/ coam i pv4-| ocation-type"

+"/coam test-point-ipvd-location-list/"
+"coam t est-point-|ocations"

{
cont ai ner session-cfg {
description "BFD I P singl e-hop session configuration”;
list sessions {
key "interface dest-addr”;
description "List of |IP single-hop sessions";
| eaf interface {
type if:interface-ref;
description
"Interface on which the BFD session is running.";
}
| eaf dest-addr {
type inet:ip-address;
description "I P address of the peer"”;
uses bfd: bf d- gr oupi ng- cormon- cf g- par ns;
uses bfd: bf d- gr oupi ng- echo- cf g- par ns;
}
}
}

Sim | ar augnentations can be defined to support other BFD
technol ogi es such as BFD | P Mul ti hop, BFD over MPLS, etc.

Kumar, et al. St andards Track [ Page 46]



RFC 8532 Connecti onl ess OAM YANG Dat a Model April 2019

6.1.1.2.2. Add New | ocation-type Cases

In the "ietf-connectionless-oam nodule, If there is no appropriate
"l ocation-type" case that can be extended, a new "location-type" case
can be defined and inserted into the "location-type" choice node.

Therefore, there is flexibility -- the nodul e user can add "l ocation-
type" to support other types of test point that are not defined in
the "ietf-connectionless-oant nmodule. In this section, a new

"l ocation-type" case is added, and sone groupings that are defined in
[ BFD- YANG are reused as foll ows.

The sni ppet bel ow shows how the "ietf-connectionl ess-oant nopdul e can
be extended to support "BFD over MPLS-TE":

augnment "/ nd: networ ks/ nd: net wor k/ nd: node/ coam | ocati on-type"{
case te-location{
list test-point-location-list{
key "tunnel - nanme";
| eaf tunnel - name{
type |l eafref{
path "/te:te/te:tunnel s/te:tunnel/te: name";
}
description
"Point to a TE instance.";

uses bf d: bf d- gr oupi ng- common- cf g- par ns;
uses bfd-npls: bfd-encap-cfg;
}

}
}

Sim | ar augnentations can be defined to support other BFD
technol ogi es such as BFD over LAG, etc

6.1.2. Schema Mount

An alternative method is using the schema nount nechani sm [ RFC8528]
in the "ietf-connectionless-oam nodule. Wthin the "test-point-

| ocations" list, a "root" attribute is defined to provide a nount
point for nodels that will be added onto per "test-point-|locations"
Therefore, the "ietf-connectionl ess-oant’ nodul e can provide a pl ace
in the node hierarchy where other OAM YANG data nodel s can be
attached, w thout any special extension in the "ietf-connectionless-
oam’ YANG data modul e [ RFC8528]. Note that the limtation of the
schema nmount nethod is that it’'s not allowed to specify certain
nmodul es that are required to be nmounted under a nount point.
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The sni ppet bel ow depicts the definition of the "root" attribute.

anydata root {
yangmmt : nount - poi nt r oot ;
description
"Root for nodels that are supported per test point";
}

The foll owi ng section shows how the "ietf-connectionl ess-oani nodul e
can use schema nount to support BFD technol ogy.

6.1.2.1. BFD Mdules Mght Be Populated in schema-nounts

To support BFD technol ogy, "ietf-bfd-ip-sh" and "ietf-bfd-ip-nmh" YANG
modul es m ght be popul ated in the "schema-nmounts” contai ner

<schema- mount s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-schema-nmount" >
<nount - poi nt >
<nodul e> i etf-connectionl ess-oam </ nodul e>
<namne>r oot </ name>
<use- schema>
<nane>r oot </ nane>
</ use-schena>
</ nount - poi nt >
<schena>
<namne>r oot </ name>
<nmodul e>
<nane>i etf-bfd-ip-sh </ nane>
<revi si on>2016- 07- 04</ r evi si on>
<nanespace>
urn:ietf:params: xm:ns:yang:ietf-bfd-ip-sh
</ nanespace>
<conf or mance-t ype>i npl enent </ conf or mance-t ype>
</ modul e>
<rmodul e>
<nane>j et f - bf d-i p- mh</ name>
<revi si on> 2016-07- 04</r evi si on>
<nanespace>
urn:ietf:parans: xm:ns:yang:ietf-bfd-ip-mh
</ nanespace>
<conf or mance-t ype>i npl enent </ conf or mance-t ype>
</ nodul e>
</ schema>
</ schema- nount s>
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and the "ietf-connectionl ess-oant nodul e m ght have:

<i etf-connecti onl ess-oam
uri="urn:ietf:parans: xm :ns:yang:ietf-connectionl ess-oant >
<t est-poi nt-|ocations>
<i pv4-1 ocation>192.0. 2. 1</i pv4-| ocati on>
<r oot >
<ietf-bfd-ip-sh uri="urn:ietf:parans: xm:ns:yang:ietf-bfd-ip-sh">
<i p-sh>
foo
</ip-sh>
</[ietf-bfd-ip-sh>
<ietf-bfd-ip-nmh uri="urn:ietf:parans: xm :ns:yang:ietf-bfd-ip-m">
<i p- mh>
foo
</ip-nmh>
</ietf-bfd-ip-mh>
</root >
</test-point-|ocations>
</ietf-connectionl ess-oan

6.2. LSP Ping Extension
6.2.1. Augnent Method

The foll owi ng sections show how the "ietf-connectionl ess-oani' nodul e
can be extended to support LSP ping technology. For this purpose, a
set of extensions are introduced such as the "technol ogy-type"
extension and the test-point "attributes" extension

Note that an LSP Ping YANG data nodel is being specified

[LSP-PING YANG . As with BFD, users can choose to use the
"ietf-connectionl ess-oant as the basis and augnent the
"ietf-connectionl ess-oam nodel with details specific to LSP Ping in
the nmodel extension to provide a unified view across different
technol ogies. The details that are specific to LSP Ping can be the
grouping defined in the LSP ping nodel to avoid duplication of
effort.

6.2.1.1. Technol ogy- Type Extension
No LSP Ping technol ogy type has been defined in the

"ietf-connectionl ess-oant nodule. Therefore, a technol ogy-type
extension is required in the nodul e extension
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The sni ppet bel ow depicts an exanpl e of augnmenting
"ietf-connectionl ess-oam with "l sp-ping" type:

augrment "/ nd: networ ks/ nd: net wor k/ nd: node/ "
+"coam | ocati on-type/ coam i pv4-1| ocation-type"
+"/coam test-point-ipvd-location-list/"

+"coam test-point-locations/coamtechnol ogy"”

| eaf | sp-ping{
type string;
}
}

6.2.1.2. Test Point Attributes Extension

To support LSP Ping, the "ietf-connectionl ess-oanf nodul e can be
ext ended and paraneters specific to LSP Ping can be defined and put
on the "test-point-locations" |ist.

Users can reuse the attributes or groupings that are defined in
[ LSP- PI NG YANG as foll ows:

The sni ppet bel ow depicts an exanpl e of augnenting the "test-point-
| ocations" list with LSP Ping attri butes:

augrment "/ nd: networ ks/ nd: net wor k/ nd: node/ "

+"coam | ocati on-type/ coam i pv4-1| ocation-type"

+"/coamtest-point-ipvd-location-list/"
+"coam t est-point-|ocations”

{
list |Isp-ping {
key "I sp-pi ng- nane";
| eaf | sp-ping-name {
type string {
length "1..31";

mandatory "true";
description "LSP Ping test nane.";

6.2.2. Schema Munt

An alternative method is using the schema nount nmechani sm [ RFC8528]

in the "ietf-connectionless-oam nodule. Wthin the "test-point-

| ocations" list, a "root" attribute is defined to provide a nounted

poi nt for nobdels nounted per "test-point-locations". Therefore, the
"ietf-connectionl ess-oant nodel can provide a place in the node
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hi erarchy where other OAM YANG data nodel s can be attached, wi thout
any special extension in the "ietf-connectionl ess-oant YANG data
modul e [ RFC8528]. Note that the limtation of the schema nount
method is that it's not allowed to specify certain nodules that are
required to be nounted under a nount point.

The sni ppet bel ow depicts the definition of "root" attribute.

anydata root {

yangmmt : nount - poi nt r oot ;

description

"Root for nodels supported per test point";

}

The foll owi ng secti on shows how the "ietf-connectionl ess-oani nodul e
can use schema nmount to support LSP Ping technol ogy.

6.2.2.1. LSP Ping Mbdules M ght Be Popul ated in schema-nmounts

To support LSP Ping technol ogy, the "ietf-Isp-ping" YANG nodul e
[ LSP- PI NG YANG mi ght be popul ated in the "schema-nmounts" contai ner

<schema- nmount s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-schema-nmount" >
<nount - poi nt >
<nodul e> i etf-connecti onl ess-oam </ nodul e>
<nane>r oot </ nane>
<use- schema>
<nane>r oot </ nane>
</ use-schena>
</ nount - poi nt >
<schena>
<nane>r oot </ nane>
<nmodul e>
<nane>i etf-1sp-pi ng </ nane>
<revi si on>2016- 03- 18</ revi si on>
<namespace>
urn:ietf:params: xm:ns:yang: ietf-Isp-ping
</ nanespace>
<conf or mance-t ype>i npl enent </ conf or mance-t ype>
</ nodul e>
</ schema>
</ schema- nount s>
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and the "ietf-connectionl ess-oant nodul e m ght have:

<i etf-connecti onl ess-oam
uri="urn:ietf:parans: xm :ns:yang:ietf-connectionl ess-oant >
<t est-poi nt-|ocations>
<i pv4-l ocation> 192.0. 2. 1</i pv4-| ocati on>
<r oot >
<ietf-lsp-ping uri="urn:ietf:parans:xm :ns:yang:ietf-|sp-ping">
<l sp- pi ngs>

f oo

<)i§blbings>
<l/ietf-Isp-ping>
</ root >

</test-point-|ocations>
</ietf-connectionl ess-oane

7. Security Considerations

The YANG nopdul e specified in this docunent defines a schema for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The NETCONF Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive in sone
network environnents. Wite operations (e.g., edit-config) to these
data nodes without proper protection can have a negative effect on
networ k operations. These are the subtrees and data nodes and their
sensitivity/vulnerability:

/ nd: net wor ks/ nd: net wor k/ nd: node/ cl -oam | ocati on-type/cl - oam i pv4-

| ocation-type/cl-oamtest-point-ipv4-location-list/cl-oamtest-
poi nt-1 ocati ons/
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/ nd: net wor ks/ nd: net wor k/ nd: node/ cl -oam | ocati on-type/cl - oam i pv6-
| ocation-type/cl-oamtest-point-ipve-location-list/cl-oamtest-
poi nt-1 ocati ons/

/ nd: net wor ks/ nd: net wor k/ nd: node/ cl -oam | ocati on-type/cl - oam nac-
| ocati on-type/cl-oamtest-point-mac-address-|ocation-list/cl-
oam t est-poi nt-I|ocations/

/ nd: net wor ks/ nd: net wor k/ nd: node/ cl -oam | ocati on-type/ cl - oam gr oup-
as- nunber -1 ocati on-type/cl-oamtest-point-as-nunber-1|ocation-list/
cl-oamtest-point-1locations/

/ nd: net wor ks/ nd: net wor k/ nd: node/ cl -oam | ocati on-type/ cl - oam gr oup-
router-id-location-type/cl-oamtest-point-systeminfo-I|ocation-
list/cl-oamtest-point-|locations/

Unaut hori zed access to any of these lists can adversely affect OAM
managenment system handli ng of end-to-end OAM and coordi nati on of OAM
wi thin underlying network |layers. This nmay |ead to inconsistent
configuration, reporting, and presentation for the OAM nmechani snms
used to manage the networKk.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/ coam cc-session-statistics-datal/cl-oamcc-i pv4-sessions-
statistics/cl-oamcc-session-statistics/cl-oam session-count/

/ coam cc-sessi on-stati stics-datal/cl-oamcc-i pv4-sessions-
statistics/cl-oamcc-session-statistics/cl-oam session-up-count/

/ coam cc-session-statistics-datal/cl-oamcc-i pv4-sessions-
statistics/cl-oamcc-session-statistics/cl-oam sessi on-down-count/

/ coam cc-sessi on-stati stics-datal/cl-oamcc-i pv4-sessions-
statistics/cl-oamcc-session-statistics/cl-oam session-adm n-down-
count/

/ coam cc-session-statistics-datal/cl-oamcc-i pv6-sessions-
statistics/cl-oamcc-session-statistics/cl-oam session-count/

/ coam cc-sessi on-stati stics-datal/cl-oamcc-ipv6-sessions-
statistics/cl-oamcc-session-statistics/cl-oam session-up-count//
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/ coam cc- session-statistics-datal/cl-oam cc-ipv6-sessions-
statistics/cl-oamcc-session-statistics/cl-oam sessi on-down-count/

/ coam cc-session-statistics-datal/cl-oamcc-ipv6-sessions-
statistics/cl-oamcc-session-statistics/cl-oam session-adm n-down-
count/

8. | ANA Consi der ati ons

Thi
Fol

s docunent registers URIs in the "I ETF XM. Regi stry" [ RFC3688].
lowing the format in [RFC3688], the follow ng registrati ons have

been made.

Thi

URI: urn:ietf:parans:xm:ns:yang:ietf-lime-tinme-types
Regi strant Contact: The |IESG
XM.: N A; the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-connectionless-oam
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanespace.

s docunent registers two YANG nodul es in the "YANG Mddul e Nanes"

registry [ RFC6020].

Nane: ietf-line-tine-types

Nanespace: urn:ietf:params:xm:ns:yang:ietf-lime-time-types
Prefix: lime

Ref erence: RFC 8532

Nane: ietf-connectionl ess-oam

Nanmespace: urn:ietf:parans: xm :ns:yang:ietf-connectionl ess-oam
Prefix: cl-oam

Ref erence: RFC 8532
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