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1. Introduction

An Access Control List (ACL) is one of the basic elenents used to
configure device-forwardi ng behavior. It is used in nmany networking
technol ogi es such as Policy-Based Routing (PBR), firewalls, etc.

An ACL is a user-ordered set of rules that is used to filter traffic
on a networking device. Each rule is represented by an Access
Control Entry (ACE).

Each ACE has a group of match criteria and a group of actions.

The match criteria allow for the definition of packet headers and
met adata, the contents of which nmust match the definitions.

o0 Packet header matches apply to fields visible in the packet such
as address, Class of Service (CoS), or port nunber.
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o0 |In case a vendor supports it, netadata matches apply to fields
associated with the packet, that are not in the packet header,
such as the input interface or length of the packet as received
over the wre.

The actions specify what to do with the packet when the matching
criteria are nmet. These actions are any operations that would apply
to the packet, such as counting, policing, or sinply forwarding. The
list of potential actions is unbounded depending on the capabilities
of the networking devices.
Access Control List is also widely knowmn as ACL (pronounced as
[ak-uh 1]) or Access List. In this docunent, Access Control List,
ACL, and Access List are used interchangeably.
The matching of filters and actions in an ACE/ ACL is triggered only
after the application/attachnment of the ACL to an interface, a
Virtual Routing and Forwarding (VRF) interface, a vty/tty session, a
QS policy, or routing protocols, anmongst various other configuration
attachnent points. Once attached, it is used for filtering traffic
using the match criteria in the ACEs and taking appropriate action(s)
that has been configured against that ACEE In order to apply an ACL
to any attachnent point other than an interface, vendors would have
to augnent the ACL YANG nodel

1.1. Definitions and Acronyns
ACE: Access Control Entry
ACL: Access Control List
CoS: O ass of Service
DSCP: Differentiated Services Code Poi nt
| CMP: Internet Control Message Protoco
I P: Internet Protoco
| Pv4: Internet Protocol version 4
| Pv6: |Internet Protocol version 6
MAC. Media Access Control

PBR: Pol i cy-Based Routing
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TCP: Transm ssion Control Protoco
UDP: User Datagram Protoco
1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

1.3. Tree Diagram

For a reference to the annotations used in the tree diagrans included
in this docunent, please see "YANG Tree Di agrans” [RFC8340].

2. Pr obl em St at enent

Thi s docunent defines a YANG 1.1 data nodel [RFC7950] for the
configuration of ACLs. The nodel defines matching rules for comonly
used protocols such as Ethernet, |Pv4, |1Pv6, TCP, UDP, and ICWP. If
nmore protocols need to be supported in the future, this base nodel
can be augnented. An exanple of such an augnentation can be seen in
Appendi x A

ACL inplementations in every device may vary greatly in terms of the
filter constructs and actions that they support. Therefore, this
docunent proposes a nodel that can be augnmented by standard

ext ensi ons and vendor proprietary nodels.

3. Understanding ACL's Filters and Actions

Al t hough di fferent vendors have different ACL data nodels, there is a
common under standi ng of what an ACL is. A network systemusually has
a list of ACLs, and each ACL contains an ordered list of rules, also
known as ACEs. Each ACE has a group of match criteria and a group of
actions. The match criteria allows for definition of the contents of
the packet headers or nmetadata, if supported by the vendor. Packet
header matching applies to fields visible in the packet such as
address, CoS, or port nunber. Metadata nmatching applies to fields
associated with the packet, that are not in the packet header, such
as the input interface, packet length, or source or destination
prefix length. The actions can be any sort of operation froml ogging
to rate-limting or dropping to sinply forwarding. Actions on the
first matching ACE are applied with no processing of subsequent ACEs.
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The nodel al so includes a container to hold overall operational state
for each ACL and for each ACE. One ACL can be applied to nultiple
targets within the device, such as the interface of a networking
device, applications or features running in the device, etc. Wen
applied to interfaces of a networked device, distinct ACLs are
defined for the ingress (input) or egress (output) interface.

Thi s docunent tries to address the comonalities between all vendors
and creates a comon nodel, which can be augnmented with proprietary
nodel s. The base nodel is sinple in design, and we hope to achieve
enough flexibility for each vendor to extend the base nodel.

The use of feature statenments in the nodel allows vendors to
advertise match rules they are capable and willing to support. There
are two sets of feature statenments a device needs to advertise. The
first set of feature statenents specifies the capability of the
device. These include features such as "Device can support matching
on Ethernet headers" or "Device can support matching on | Pv4d
headers". The second set of feature statenments specifies the

combi nations of headers the device is willing to support. These
include features such as "Plain | Pv6 ACL supported” or "Ethernet,

I Pv4 and | Pv6 ACL conbi nations supported"

3.1. ACL Modul es

There are two YANG nmodules in the nodel. The first nodule, "ietf-
access-control -list", defines generic ACL aspects that are common to
all ACLs regardless of their type or vendor. 1In effect, the nodule
can be viewed as providing a generic ACL "superclass". It inports
the second nodule, "ietf-packet-fields". The match container in
"ietf-access-control-list" uses groupings in "ietf-packet-fields" to
specify match fields such as port numbers or protocols. The

combi nation of 'if-feature’ checks and 'nust’ statenents allows for
the selection of relevant match fields that a user can define rules
for.

If there is a need to define a new "matches" choice, such as |IP Fl ow

I nformation Export (IPFIX) [RFC7011], the container "matches" can be
augnent ed.
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nmodul e: ietf-access-control-list
+--rw acl s
+--rw acl * [ nane]
| +--rw nane string

+--rw type? acl -type
+--Trw aces

+--rw ace* [ nane]
+--rw name string
+--rw mat ches
| +-rw (12)?

| +--:(eth)

+--rw eth {match-on-eth}?

March 2019

+--rw destinati on- mac- addr ess?

| yang: mac- addr ess

+--rw destinati on- nac- addr ess- mask?
| yang: mac- addr ess

+--rw sour ce- nac- addr ess?

| yang: mac- addr ess

+--rw sour ce- nac- addr ess- mask?

Jet hanandani ,

+--rw et hertype?

I
I
I
|
I
I
I
I
I
|
| et h: et hertype

+-rw (13)?
+--:(ipvd)

+--rw dscp?

I

I

||

| | i net:dscp
| +--rw ecn?

| | uint8

| ] +--rw | engt h?

| ] | ui nt 16
| +--rwttl?

| | uint8
| +--rw protocol ?
| | uint8

| ] +--rwihl?

| ] | ui nt8
| +--rw fl ags?
| | bits
| +--rw of fset?
| | uintl6
| ] +--rwidentification?
| ] | ui nt 16
||

||

||

(.
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| yang: mac- addr ess

| +--rwipv4d {match-on-ipv4}?

+--rw (destination-network)?

| +--:(destination-ipv4-network)

| +--rw destination-i pv4- net wor k?
| i net:ipvé-prefix
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| +--rw (source-network)?

| +--:(source-ipv4- net wor k)

| +--rw source-i pv4- net wor k?
| inet:ipvéd-prefix
+

+--rw ipve {match-on-ipv6}”?
+--rw dscp?

| i net:dscp
+--rw ecn?

| uint8
+--rw |l engt h?

| ui nt 16
+-rwttl?

| uint8
+--rw protocol ?

| uint8

+--rw (destination-network)?
| +--:(destination-ipv6-network)
| +--rw destination-i pv6- net wor k?
| inet:ipv6-prefix
+--rw (source-network)?
| +--:(source-ipv6-network)
| +--rw source-i pv6- net wor k?
| i net:ipv6-prefix
+--rw fl ow | abel ?
i net:ipv6-flowl abel

+-rw (14)?

+--:(tcp)

| +--rwtcp {match-on-tcp}?
+--rw sequence- nunber ? ui nt 32
+--rw acknow edgenent - nunber ? ui nt 32
+--rw dat a- of fset ? uint8
+--rw reserved? uint8
+--rw fl ags? bits
+--rw wi ndow- si ze? ui nt 16
+--rw urgent-pointer? uintl6
+--rw options? bi nary

I

I

I

|

I

I

I

I

| +--rw source-port

| | +--rw (source-port)?
| | +--:(range-or-operator)

| | +--rw (port-range-or-operator)?
I I +--:(range)

| | | +--rw | ower-port

| | | i net: port-nunber

| | | +--rw upper-port

| | | i net: port - nunber

| | +--:(operator)
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| +--rw operator? oper at or
| +--rw port

| i net: port-nunber
+--rw destination-port

I

I

|

I

| +--rw (destination-port)?

| +--:(range-or-operator)

| +--rw (port-range-or-operator)?
| +--:(range)

| | +--rw | ower-port

| | i net: port - nunber

| |  +--rw upper-port

| | i net: port-numnber

| +--:(operator)

| +--rw operator? oper at or
| +--rw port

| i net: port - nunber

+--: (udp)

| +--rwudp {rmatch-on-udp}?

| +--rw | engt h? ui nt 16

| +--rw source-port

| | +--rw (source-port)?

| | +--:(range-or-operator)

| | +--rw (port-range-or-operator)?
I I +--:(range)

| | | +--rw | ower-port

| | | i net: port-nunber

| | | +--rw upper-port

| | | i net: port - nunber

| | +--:(operator)

| | +--rw operator? oper at or
| | +--1rw port

| | i net: port-nunber

| +--rw destination-port

| +--rw (destination-port)?

| +--:(range-or-operator)

| +--rw (port-range-or-operator)?
| +--:(range)

| | +--rw | ower-port

| | i net: port-nunber

| | +--rw upper-port

| | i net: port-nunber

| +--:(operator)

| +--rw operator? oper at or
| +--rw port

| i net: port-nunber
+--1(icnp)
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+--rwicnmp {match-on-icnp}?

+--ro0 statistics {acl-aggregate-stats}?

+--ro mat ched- packet s? yang: count er 64

+--ro mat ched-octets? yang: count er 64
+--rw attachnent - points
+--rwinterface* [interface-id] {interface-attachnent}?

+--rwinterface-id if:interface-ref

+--rw i ngress

| +--rw acl-sets

| +--rw acl -set* [ name]

| +--rw name -> [acl s/ acl / name

| +--ro0 ace-statistics* [nane] {interface-stats}?
| +--ro0 name
I
I
I

I ||

| | +--rw type? uint8

| | +--rw code? uint8

| | +--rw rest-of - header ? bi nary

| | +--rw egress-interface? if:interface-ref
| | +--rwingress-interface? if:interface-ref
| +--rw actions

| | +--rw forwarding i dentityref

| | +--rw | ogging? identityref

I

I

I

| -> [acl s/ acl / aces/ ace/ nane
+--ro mat ched- packet s? yang: count er 64
+--ro mat ched-octets? yang: count er 64
+--rw egress
+--rw acl -sets
+--rw acl -set* [ name]

+--rw name -> [acl s/ acl / name

+--r0 ace-statistics* [nane] {interface-stats}?
+--ro name
| -> [acl s/ acl / aces/ ace/ nane
+--ro mat ched- packet s? yang: count er 64
+--ro mat ched-octets? yang: count er 64

4. ACL YANG Mbodel s

4.1. | ETF Access Control List Mdule

The "ietf-access-control-list" nmodul e defines the "acls" container
that has a list of each "acl". Each "acl" has information
identifying the access list by a name ("nane") and a list ("aces") of
rules associated with the "name". Each of the entries in the |ist

("aces"), indexed by the string "name", has containers defining
"mat ches" and "actions".
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The nodel defines several ACL types and actions in the form of
identities and features. Features are used by inplenmentors to sel ect
the ACL types the system can support, and identities are used to
validate the types that have been selected. These types are
inmplicitly inherited by the "ace", thus safeguardi ng agai nst

m sconfiguration of "ace" types in an "acl"

The "mat ches" define criteria used to identify patterns in "ietf-
packet-fields". The choice statenents within the match contai ner
all ow for the selection of one header within each of "I2", "I3", or
"1 4" headers. The "actions" define the behavior to undertake once a
"mat ch" has been identified. In addition to pernmt and deny actions,
a logging option allows for a match to be | ogged that can later be
used to determ ne which rule was matched upon. The nodel al so
defines the ability for ACLs to be attached to a particul ar
interface.

Statistics in the ACL can be collected for an "ace" or for an
"interface". The feature statenents defined for statistics can be
used to determ ne whether statistics are being collected per "ace" or
per "interface"

This nodul e i nmports definitions from"Comobn YANG Data Types"
[ RFC6991] and "A YANG Data Model for Interface Managenment" [RFC8343].

<CODE BEG@ NS> file "ietf-access-control-1ist@019-03-04. yang"

nmodul e ietf-access-control-list {
yang-version 1.1;
nanespace "urn:ietf:parans:xm :ns:yang:ietf-access-control-list";
prefix acl;

import ietf-yang-types {

prefi x yang;
ref erence
"RFC 6991 - Common YANG Data Types.";
}
import ietf-packet-fields {
prefix pf;
ref erence
"RFC 8519 - YANG Data Mddel for Network Access Contro
Lists (ACLS).";
}
inmport ietf-interfaces {
prefix if;
ref erence
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"RFC 8343 - A YANG Data Model for Interface Managenent.";
}

organi zati on
"I ETF NETMOD (Networ k Model i ng) Working G oup.";

cont act
"WG Web: <https://datatracker.ietf.org/wy/ netnod/ >
W5 List: netnod@etf.org

Editor: Mahesh Jet hanandani

nj et hanandani @nuai |l . com
Editor: Lisa Huang

huangyi _99@ahoo. com
Editor: Sonal Agarwal

sagarwal 12@nuai | . com
Editor: Dana Blair

dana@l ai r hore. cont';

description
"Thi s YANG nodul e defines a conponent that describes the
configuration and nonitoring of Access Control Lists (ACLs).

The key words ' MJST', ' MJST NOT', 'REQUI RED , ' SHALL',
"SHALL NOT', 'SHOULD , ' SHOULD NOT', ' RECOMVENDED |,

" NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here.

Copyright (c) 2019 | ETF Trust and the persons identified as
the docunent authors. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8519; see
the RFC itself for full legal notices.";

revi sion 2019-03-04 {
description
"Initial version.";
ref erence
"RFC 8519: YANG Data Mdel for Network Access Contro
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Lists (ACLS).";
}

/*

* |dentities

*/
/*

* Forwardi ng actions for a packet
*/

identity forwardi ng-action {
description
"Base identity for actions in the forwarding category.";

}

identity accept {
base forwarding-action;
description
"Accept the packet.";

}

identity drop {
base forwarding-action;
description
"Drop packet w thout sending any | CVMP error message.";

}

identity reject {
base forwarding-action;
description
"Drop the packet and send an |CMP error nessage to the source.";

}

/*
* Logging actions for a packet
*/

identity log-action {
description
"Base identity for defining the destination for |ogging
actions.";

}

identity |og-syslog {
base | og-acti on;
description
"System |l og (syslog) the information for the packet.";
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identity |og-none {
base | og-acti on;
description
"No logging for the packet.";
}

/*
* ACL type identities
*/

identity acl-base {
description
"Base Access Control List type for all Access Control List type
identifiers.";

}

identity ipvé4-acl-type {
base acl : acl - base;
if-feature "ipv4";
description
"An ACL that matches on fields fromthe |Pv4 header
(e.g., IPv4 destination address) and Layer 4 headers (e.g., TCP
destination port). An ACL of type ipv4 does not contain
mat ches on fields in the Ethernet header or the |Pv6 header.";

}

identity ipv6-acl-type {
base acl : acl - base;
if-feature "ipve";
description
"An ACL that matches on fields fromthe | Pv6 header
(e.g., IPv6 destination address) and Layer 4 headers (e.g., TCP
destination port). An ACL of type ipv6 does not contain
mat ches on fields in the Ethernet header or the |Pv4 header.";

}

identity eth-acl-type {
base acl: acl - base;
if-feature "eth";
description
"An ACL that matches on fields in the Ethernet header,
I'i ke 10/100/1000baseT or a W-Fi Access Control List. An ACL
of type ethernet does not contain matches on fields in the
| Pv4 header, the | Pv6 header, or Layer 4 headers.";

}

identity m xed-eth-ipv4d-acl-type {
base acl: et h-acl -type;

Jet hanandani, et al. St andards Track [ Page 13]



RFC 8519 YANG Data Model for ACLs March 2019

base acl :ipv4-acl -type;
if-feature "m xed-eth-ipv4";
description
"An ACL that contains a mx of entries that match
on fields in Ethernet headers and in | Pv4 headers.
Mat chi ng on Layer 4 header fields nay also exist in the
list.";

}

identity m xed-eth-ipv6-acl-type {

base acl: et h-acl -type;
base acl :ipv6-acl -type;
if-feature "m xed-eth-ipve";
description

"An ACL that contains a mx of entries that match on fields

in Ethernet headers and in | Pv6 headers. Matching
on Layer 4 header fields nay also exist in the list.";

}

identity m xed-eth-ipv4-ipv6e-acl-type {
base acl: et h-acl -type;
base acl :ipv4-acl -type;
base acl :ipv6-acl -type;
if-feature "m xed-eth-ipv4-ipve";
description
"An ACL that contains a mx of entries that
match on fields in Ethernet headers, |Pv4 headers, and |IPv6
headers. Matching on Layer 4 header fields nmay al so exi st

inthe list.";

}

/*

* Features

*/
/*

* Features supported by device
*/

feature match-on-eth {
description
"The device can support matching on Ethernet headers.";

}

feature match-on-ipv4d {
description
"The device can support matching on | Pv4 headers.";
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feature match-on-ipv6 {
description
"The device can support matching on | Pv6 headers.";

}

feature match-on-tcp {
description
"The device can support matching on TCP headers.";

}

feature match-on-udp {
description
"The device can support matchi ng on UDP headers.";

}

feature match-on-icnp {
description
"The device can support matching on | CWP (v4 and v6) headers.";

}

/*

* Header classifications conbinations supported by
* devi ce

*/

feature eth {
if-feature "match-on-eth";
description
"Plain Ethernet ACL supported."”;

}

feature ipvd {
if-feature "match-on-ipv4";
description
"Plain | Pv4 ACL supported.”;

}

feature ipv6 {
if-feature "match-on-ipv6e";
description
"Plain I Pv6 ACL supported.”;

}

feature m xed-eth-ipv4 {
if-feature "match-on-eth and mat ch-on-i pv4";
description
"Ethernet and | Pv4 ACL conbinati ons supported."”;
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feature m xed-eth-ipv6 {
if-feature "match-on-eth and mat ch-on-i pv6";
description
"Et hernet and | Pv6 ACL conbi nati ons supported.”;

}
feature m xed-eth-ipv4-ipve {
if-feature
"mat ch-on-eth and mat ch-on-i pv4
and match-on-i pv6";
description
"Et hernet, |1Pv4, and | Pv6 ACL conbinations supported.”;
}
/*
* Stats Features
*/

feature interface-stats {
description
"ACL counters are available and reported only per interface.";

}

feature acl-aggregate-stats {
description
"ACL counters are aggregated over all interfaces and reported
only per ACL entry.";

/*
* Attachment point features
*/
feature interface-attachnent {
description
"ACLs are set on interfaces.";

}

/*
* Typedefs
*/
typedef acl-type {
type identityref {
base acl - base;
}
description
"This type is used to refer to an ACL type.";

/*

Jet hanandani, et al. St andards Track [ Page 16]



RFC 8519 YANG Data Model for ACLs March 2019

* xoupi ngs
*/
groupi ng acl -counters {
description
"Comon grouping for ACL counters.";
| eaf mat ched-packets {
type yang: count er 64;
config fal se;
description
"Count of the nunber of packets matching the current ACL
entry.

An inplementation should provide this counter on a
per-interface, per-ACL-entry basis if possible.

If an inplenmentation only supports ACL counters on a per-
entry basis (i.e., not broken out per interface), then the
val ue should be equal to the aggregate count across al

i nterfaces.

An inmpl enentation that provides counters on a per-entry, per-
interface basis is not required to also provide an aggregate

count, e.g., per entry -- the user is expected to be able to
i mpl ement the required aggregation if such a count is
needed. ";

}

| eaf mat ched-octets {
type yang: count er 64;
config fal se;
description
"Count of the number of octets (bytes) matching the current
ACL entry.

An i npl enentation should provide this counter on a
per-interface, per-ACL-entry basis if possible.

If an inplementation only supports ACL counters per entry
(i.e., not broken out per interface), then the val ue
shoul d be equal to the aggregate count across all interfaces.

An inpl enentation that provides counters per entry per
interface is not required to al so provide an aggregate count,
e.g., per entry -- the user is expected to be able to

i mpl ement the required aggregation if such a count is needed.”;
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/*
* Configuration and nonitoring data nodes
*/

contai ner acls {
description
"This is a top-level container for Access Control Lists.
It can have one or nore acl nodes.";
list acl {
key "nane";
description
"An ACL is an ordered |list of ACEs. Each ACE has a
list of match criteria and a list of actions.
Since there are several kinds of ACLs inpl enented
with different attributes for different vendors,
this nodel accommodat es custom zing ACLs for
each kind and for each vendor.";
| eaf nane {

type string {
length "1..64";

}
description
"The nanme of the access list. A device MAY further
restrict the length of this nane; space and specia
characters are not allowed.";

}
| eaf type {
type acl -type;
description
"Type of ACL. Indicates the primary intended
type of match criteria (e.g., Ethernet, |Pv4, |Pv6, m xed,
etc.) used in the list instance.";
}
contai ner aces {
description
"The aces contai ner contains one or nore ACE nodes.";
list ace {
key "nane";
or der ed- by user;
description
"List of ACEs.";
| eaf nane {
type string {
length "1..64";
}
description
"A unique nane identifying this ACE. ";
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cont ai ner mat ches {
description

"The rules in this set determne what fields will be
mat ched upon before any action is taken on them

The rules are selected based on the feature set
defined by the server and the acl-type defined.

If no matches are defined in a particular container,
then any packet will match that container. |If no
mat ches are specified at all in an ACE, then any
packet will match the ACE. ";

choice 12 {
contai ner eth {
when "derived-fromor-self(/acls/acl/type, "
+ " acl:eth-acl-type')";
if-feature "match-on-eth";
uses pf:acl-eth-header-fields;
description
"Rul e set that matches Ethernet headers.";
}

description
"Match Layer 2 headers, for exanple, Ethernet
header fields.";

}

choice 13 {
contai ner ipv4d {
when "derived-fromor-self(/acls/acl/type, "
+ "'acl:ipvd-acl-type )";
if-feature "match-on-ipv4";
uses pf:acl-ip-header-fields;
uses pf:acl-ipv4-header-fields;
description
"Rul e set that matches |Pv4 headers.";
}

contai ner ipv6é {
when "derived-fromor-self(/acls/acl/type, "
+ "’ acl:ipv6-acl-type )";
if-feature "match-on-ipve";
uses pf:acl-ip-header-fields;
uses pf:acl-ipv6-header-fields;
description
"Rul e set that matches | Pv6 headers.";
}

description
"Choice of either | Pv4 or | Pv6 headers";
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choice 14 {
container tcp {
if-feature "match-on-tcp”;
uses pf:acl-tcp-header-fields;
contai ner source-port {
choi ce source-port {
case range-or-operator {
uses pf:port-range-or-operator;
description
"Source port definition fromrange or
operator.",;

}
description
"Choi ce of source port definition using

range/ operator or a choice to support future
'case’ statenents, such as one enabling a
group of source ports to be referenced.”;

}
description
"Source port definition.";
}

cont ai ner destination-port {
choi ce destination-port {
case range-or-operator {
uses pf:port-range-or-operator;
description
"Destination port definition fromrange or

operator.",;

}

description
"Choi ce of destination port definition using

range/ operator or a choice to support future
'case’ statenents, such as one enabling a
group of destination ports to be referenced."”;

description
"Destination port definition.";

}
description
"Rul e set that matches TCP headers.";
}

cont ai ner udp {
i f-feature "match-on-udp"”;
uses pf:acl -udp-header-fields;
contai ner source-port {
choi ce source-port {
case range-or-operator {
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uses pf:port-range-or-operator;
description
"Source port definition fromrange or
operator.",;

}
description
"Choi ce of source port definition using
range/ operator or a choice to support future
'case’ statenents, such as one enabling a
group of source ports to be referenced.”;

}
description
"Source port definition.";
}

cont ai ner destination-port {
choi ce destination-port {
case range-or-operator {
uses pf:port-range-or-operator;
description
"Destination port definition fromrange or

operator.";

}

description
"Choi ce of destination port definition using

range/ operator or a choice to support future
'case’ statenents, such as one enabling a

group of destination ports to be referenced.”;

description
"Destination port definition.";

}
description
"Rul e set that matches UDP headers.";
}

container icnmp {
if-feature "match-on-icnp";
uses pf:acl-icnp-header-fields;
description
"Rul e set that matches | CMP headers.";

}

description
"Choi ce of TCP, UDP, or |CWMP headers.";
}

| eaf egress-interface {
type if:interface-ref;
description
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"Egress interface. This should not be used if this ACL
is attached as an egress ACL (or the val ue shoul d
equal the interface to which the ACL is attached).";

}

| eaf ingress-interface {
type if:interface-ref;
description
"Ingress interface. This should not be used if this ACL
is attached as an ingress ACL (or the val ue should
equal the interface to which the ACL is attached).";
}
}

contai ner actions {
description
"Definition of actions for this ace entry.";
| eaf forwarding {
type identityref {
base forwarding-action;

mandat ory true;
description
"Specifies the forwarding action per ace entry.";

}

| eaf 1 o0gging {
type identityref {
base | og-acti on;

default "l og-none";
description
"Specifies the log action and destination for
mat ched packets. Default value is not to log the
packet.";

}
}

contai ner statistics {
if-feature "acl -aggregate-stats"”;
config fal se;
description
"Statistics gathered across all attachnent points for the
given ACL.";
uses acl -counters;
}
}
}
}
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cont ai ner attachnent-points {
description
"Encl osi ng container for the list of
attachnent points on which ACLs are set.";
/*
* &roupi ngs
*/
groupi ng interface-acl {
description
"Grouping for per-interface ingress ACL data.";
contai ner acl-sets {
description
"Encl osi ng container for the list of ingress ACLs on the
interface.";
list acl-set {
key "nane";
order ed- by user;
description
"List of ingress ACLs on the interface.";
| eaf nane {
type leafref {
pat h "/acl s/ acl / name";
}
description
"Reference to the ACL nane applied on the ingress.";
}

list ace-statistics {
if-feature "interface-stats";
key "nane";
config fal se;
description
"List of ACEs.";
| eaf nane {
type leafref {
path "/acl s/ acl /aces/ acel/ nane";
}

description
"Name of the ace entry.";

}
uses acl -counters;
}
}
}
}
list interface {
if-feature "interface-attachnent”;
key "interface-id";
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description
"List of interfaces on which ACLs are set.";

| eaf interface-id {
type if:interface-ref;
description
"Reference to the interface id list key.";

}

contai ner ingress {
uses interface-acl;
description
"The ACLs applied to the ingress interface.";
}
cont ai ner egress {
uses interface-acl;
description
"The ACLs applied to the egress interface.";

<CCDE ENDS>
4. 2. | ETF Packet Fields Mdul e

The packet fields nodul e defines the necessary groups for matching on
fields in the packet including Ethernet, |Pv4, IPv6, and transport-

| ayer fields. The "type" node deternines which of these fields get

i ncluded for any given ACL with the exception of TCP, UDP, and | CW
header fields. Those fields can be used in conjunction with any of
the above Layer 2 or Layer 3 fields.

Since the nunber of match criteria are very large, the base
speci fication does not include these directly but references them by

the 'uses’ statenent to keep the base nodule sinple. |In case nore
mat ch conditions are needed, those can be added by augnenting choices
within container "matches" in the ietf-access-control-list.yang data
nodel .

This nodul e i nmports definitions from"Common YANG Data Types"

[ RFC6991] and references "Internet Protocol" [RFC791], "Internet
Control Message Protocol"” [RFC792], "Transm ssion Control Protocol"”

[ RFC793], "Definition of the Differentiated Services Field (DS Fiel d)
in the IPv4 and | Pv6 Headers" [ RFC2474], "The Addition of Explicit
Congestion Notification (ECN) to I P" [RFC3168], "IPv6 Scoped Address

Jet hanandani, et al. St andards Track [ Page 24]



RFC 8519 YANG Data Model for ACLs March 2019

Architecture" [RFC4007], "IP Version 6 Addressing Architecture"

[ RFC4291], "A Reconmmendation for |Pv6 Address Text Representation”
[ RFC5952], and "Internet Protocol, Version 6 (lIPv6) Specification”
[ RFC8200] .

<CODE BEG NS> file "ietf-packet-fields@019-03-04.yang"

modul e i etf-packet-fields {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-packet-fields";
prefix packet-fields;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991 - Common YANG Data Types.";

}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991 - Common YANG Data Types.";
}
inmport ietf-ethertypes {
prefix eth;
ref erence
"RFC 8519 - YANG Data Mddel for Network Access Contro
Lists (ACLs).";
}

organi zati on
"I ETF NETMOD ( Net wor k Mbdel i ng) Working G oup.”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ netnod/ >
WG List: netnod@etf.org

Edit or: Mahesh Jet hanandani

nj et hanandani @nuai | . com
Editor: Lisa Huang

huangyi 99@ahoo. com
Editor: Sonal Agarwal

sagarwal 12@mai | . com
Editor: Dana Blair

dana@l ai r hore. cont';
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description
"Thi s YANG nodul e defines groupings that are used by
the ietf-access-control-list YANG nodul e. Their usage
isnot limted to ietf-access-control-list and can be
used anywhere as appli cabl e.

Copyright (c) 2019 | ETF Trust and the persons identified as
the docunent authors. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the IETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8519; see
the RFC itself for full legal notices.";

revi sion 2019-03-04 {
description
“Initial version.";

ref erence
"RFC 8519: YANG Data Mdel for Network Access Contro
Lists (ACLS).";
}
/*
* Typedefs
*/

typedef operator {
type enuneration {
enumlte {
description
"Less than or equal to.";

’

}

enum gte {
description
"Greater than or equal to.";

3

}

enum eq {
description
"Equal to.";
}
enum neq {
description
"Not equal to.";
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}

description
"The source and destination port range definitions
can be further qualified using an operator. An
operator is needed only if the lower-port is specified
and the upper-port is not specified. The operator
therefore further qualifies the | ower-port only.";

}

/*
* &roupi ngs
*/
groupi ng port-range-or-operator {
choi ce port-range-or-operator {
case range {
| eaf | ower-port {
type inet: port-nunber;
must '. <= ../upper-port’ {
error-nessage
"The | ower-port must be |less than or equal to
the upper-port.";

mandat ory true;
description
"Lower boundary for a port.";
}
| eaf upper-port {
type inet:port-nunber;
mandat ory true;
description
"Upper boundary for a port.";
}
}

case operator {
| eaf operator {
type operator;
default "eq";
description
"Operator to be applied on the port below ";

| eaf port {
type inet: port-nunber;
mandat ory true;
description
"Port nunber along with the operator on which to
match. ";
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description
"Choi ce of specifying a port range or a single
port along with an operator.";
}
description
"Grouping for port definitions in the formof a
choice statenent.";

}

groupi ng acl -i p-header-fields {
description
"I P header fields common to | Pv4 and | Pv6";
ref erence
"RFC 791: Internet Protocol.";

| eaf dscp {
type inet:dscp;
description
"Differentiated Services Code Point.";
ref erence
"RFC 2474: Definition of the Differentiated Services
Field (DS Field) in the IPv4 and | Pv6
Headers. ";

}

| eaf ecn {
type uint8 {
range "0..3";
}

description
"Explicit Congestion Notification.";
ref erence
"RFC 3168: The Addition of Explicit Congestion
Notification (ECN) to IP.";
}

| eaf length {
type uint 16;
description
"I'n the | Pv4 header field, this field is known as the Tota
Length. Total Length is the Iength of the datagram neasured
in octets, including internet header and dat a.

In the I Pv6 header field, this field is known as the Payl oad
Length, which is the length of the IPv6 payload, i.e., the rest
of the packet followi ng the IPv6 header, in octets.";
ref erence
"RFC 791: Internet Protocol
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RFC 8200: Internet Protocol, Version 6 (1Pv6) Specification.";
}
leaf ttl {
type uint8;
description
"This field indicates the maxinumtinme the datagramis all owed
to remain in the internet system |If this field contains the
val ue zero, then the datagram nmust be dropped.

In IPv6, this field is known as the Hop Limt.";
ref erence
"RFC 791: Internet Protocol
RFC 8200: Internet Protocol, Version 6 (1Pv6) Specification.";

| eaf protocol {
type uint8;
description
"Internet Protocol number. Refers to the protocol of the
payload. In IPv6, this field is known as ’'next-header’,
and if extension headers are present, the protocol is
present in the ’upper-layer’ header.";
reference
"RFC 791: Internet Protocol
RFC 8200: Internet Protocol, Version 6 (1Pv6) Specification.";
}
}

groupi ng acl -i pv4-header-fields {
description
"Fields in the | Pv4 header.";
leaf ihl {
type uint8 {
range "5..60";
}

description
"I'n an | Pv4 header field, the Internet Header Length (IHL) is
the length of the internet header in 32-bit words and
thus points to the beginning of the data. Note that the
m ni num val ue for a correct header is 5.";

}
| eaf flags {
type bits {
bit reserved {
position O;
description
"Reserved. Mist be zero.";

bit fragment ({
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position 1;

description
"Setting the value to O indicates may fragnment, while
setting the value to 1 indicates do not fragnent.";

bit nore {
position 2;
description
"Setting the value to O indicates this is the last fragnent,
and setting the value to 1 indicates nore fragnents are
comng.";
}
}

description
"Bit definitions for the Flags field in the |IPv4 header.";

| eaf offset {
type uintl1l6 {
range "20..65535";
}
description
"The fragnent offset is neasured in units of 8 octets (64 bits).
The first fragnent has offset zero. The length is 13 bits";
}
| eaf identification {
type uint 16;
description
"An identifying value assigned by the sender to aid in
assenbling the fragnents of a datagram"”;

}

choi ce destinati on-network {
case destination-ipv4-network {
| eaf destination-ipv4-network {
type inet:ipvéd-prefix;
description
"Destination | Pv4 address prefix.";
}
}

description
"Choi ce of specifying a destination |Pv4d address or
referring to a group of |Pv4 destination addresses.”;

}

choi ce source-network {
case source-ipv4-network {
| eaf source-ipv4-network {
type inet:ipv4-prefix;
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description
"Source | Pv4 address prefix.";
}

}

description
"Choi ce of specifying a source | Pv4d address or
referring to a group of |IPv4 source addresses."”;
}
}

groupi ng acl -i pve-header-fields {
description
"Fields in the I Pv6 header.";

choi ce destination-network {
case destination-ipv6-network {
| eaf destination-ipv6-network {
type inet:ipv6-prefix;
description
"Destination | Pv6 address prefix.";
}
}

description
"Choi ce of specifying a destination |Pv6 address
or referring to a group of IPv6 destination
addr esses. ";

}

choi ce source-network {
case source-ipv6-network {
| eaf source-ipv6-network {
type inet:ipv6-prefix;
description
"Source | Pv6 address prefix.";
}
}

description
" Choi ce of specifying a source | Pv6 address or
referring to a group of |IPv6 source addresses."”;

}

| eaf flowlabel {
type inet:ipv6e-flowlabel;
description
"I Pv6 Flow | abel .";
}

ref erence
"RFC 4291: |P Version 6 Addressing Architecture
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RFC 4007: | Pv6 Scoped Address Architecture
RFC 5952: A Recommendation for |Pv6 Address Text
Representation.”;

}

groupi ng acl - et h- header-fields {
description
"Fields in the Ethernet header.";
| eaf destination-nmac-address {
type yang: mac- addr ess;
description
"Destination | EEE 802 Media Access Control (MAC)
address.";

| eaf destination-nac-address-mask {
type yang: mac- addr ess;
description
"Destination | EEE 802 MAC address nask.";
}

| eaf source-nac-address {
type yang: mac- addr ess;
description
"Source | EEE 802 MAC address.";
}

| eaf source-nac-address-mask {
type yang: mac- addr ess;
description
"Source | EEE 802 MAC address nask.";

}
| eaf ethertype {
type eth:ethertype;
description
"The Ethernet Type (or Length) val ue represented
in the canonical order defined by | EEE 802
The canoni cal representation uses |owercase
characters.";
reference
"| EEE 802-2014, C ause 9.2.";
}

reference
"| EEE 802: | EEE Standard for Local and Metropolitan
Area Networks: Overview and Architecture.”;

}

groupi ng acl -tcp-header-fields {
description
"Col l ection of TCP header fields that can be used to
set up a match filter.";
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| eaf sequence- nunber {
type uint32;
description
"Sequence nunber that appears in the packet.";

| eaf acknow edgenent - nunber {
type uint32;
description
"The acknow edgenent numnber that appears in the
packet.";

| eaf data-offset {
type uint8 {
range "5..15";
}

description
"Specifies the size of the TCP header in 32-bit
words. The mininmum size header is 5 words and
the maximumis 15 words; thus, this gives a
m ni mum si ze of 20 bytes and a maxi mum of 60
bytes, allowing for up to 40 bytes of options
in the header.";
}
| eaf reserved {
type uint8;
description
"Reserved for future use.";

}
| eaf flags {
type bits {
bit cw {
position 1;
description
"The Congestion W ndow Reduced (CWR) flag is set
by the sending host to indicate that it received
a TCP segnent with the ECN-Echo (ECE) flag set
and had responded in the congestion contro
mechani sm";
ref erence
"RFC 3168: The Addition of Explicit Congestion
Notification (ECN) to IP.";
}
bit ece {
position 2;
description
"ECN- Echo has a dual role, depending on the val ue
of the SYNflag. It indicates the following: if
the SYNflag is set (1), the TCP peer is ECN
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capable, and if the SYNflag is clear (0), a packet
with the Congestion Experienced flag set (ECN=11)
in the | P header was received during normnal
transm ssion (added to the header by RFC 3168).
This serves as an indication of network congestion
(or inpending congestion) to the TCP sender.";
reference
"RFC 3168: The Addition of Explicit Congestion
Notification (ECN) to IP.";
}
bit urg {
position 3;
description
"Indicates that the Ugent Pointer field is significant.";

}
bit ack {
position 4;
description
"Indi cates that the Acknow edgenment field is significant.
Al'l packets after the initial SYN packet sent by the
client should have this flag set.";

}
bit psh {
position 5;
description
"Push function. Asks to push the buffered data to the
recei ving application.”;
}
bit rst {
position 6;
description
"Reset the connection.";

}
bit syn {
position 7;
description
"Synchroni ze sequence nunbers. Only the first packet
sent from each end should have this flag set. Some
other flags and fields change neani ng based on this
flag, and sone are only valid for when it is set,
and others when it is clear.";
}
bit fin {
position 8;
description
"Last package fromthe sender.";
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description

"Also known as Control Bits. Contains nine 1-bit flags.";
reference

"RFC 793: Transmi ssion Control Protocol.";

| eaf wi ndow si ze {

type uint 16;

units "bytes";

description
"The size of the receive window, which specifies
the nunber of wi ndow size units beyond the segnent
identified by the sequence nunber in the Acknow edgenent
field that the sender of this segnment is currently

willing to receive.";
}
| eaf urgent-pointer {
type uint 16;

description
"This field is an offset fromthe sequence numnber
indicating the | ast urgent data byte.";

| eaf options {
type binary {
I ength "1..40";
}

description
"The length of this field is determ ned by the
Data O fset field. Options have up to three
fields: Option-Kind (1 byte), Option-Length
(1 byte), and Option-Data (variable). The Option-Kind
field indicates the type of option and is the
only field that is not optional. Depending on
what kind of option we are dealing wth,
the next two fields may be set: the Option-Length
field indicates the total length of the option,
and the Option-Data field contains the val ue of
the option, if applicable.";
}
}

groupi ng acl - udp- header-fields {

description
"Col l ection of UDP header fields that can be used
to set up a match filter.";

| eaf length {
type uint 16;
description

"Afield that specifies the Iength in bytes of
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the UDP header and UDP data. The mi nimum
length is 8 bytes because that is the |length of
the header. The field size sets a theoretica
limt of 65,535 bytes (8-byte header plus 65,527
bytes of data) for a UDP datagram However, the
actual limt for the data |length, which is

i nposed by the underlying |IPv4 protocol, is

65, 507 bytes (65,535 m nus 8-byte UDP header

m nus 20-byte | P header).

In I Pv6 junbograns, it is possible to have
UDP packets of a size greater than 65,535 bytes.
RFC 2675 specifies that the Length field is set
to zero if the length of the UDP header plus
UDP data is greater than 65,535.";
}
}

groupi ng acl -i cnp-header-fields {
description
"Col l ection of |1CWVWP header fields that can be
used to set up a match filter.";
| eaf type {
type uint8;
description
"Al so known as control messages.";
ref erence
"RFC 792: Internet Control Message Protoco
RFC 4443: Internet Control Message Protocol (1 CWVPv6)
for Internet Protocol Version 6 (IPv6)
Speci fication.";

| eaf code {
type uint8;
description
"I CMP subtype. Also known as control nessages.";
reference
"RFC 792: Internet Control Message Protocol
RFC 4443: Internet Control Message Protocol (1 CWVPv6)
for Internet Protocol Version 6 (IPv6)
Speci fication.";
}
| eaf rest-of-header {
type binary;
description
"Unbounded in |l ength, the contents vary based on the

| CVMP type and code. Also referred to as 'Message Body’
in |CWv6.";
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reference
"RFC 792: Internet Control Message Protocol
RFC 4443: Internet Control Message Protocol (1 CWVPv6)
for Internet Protocol Version 6 (IPv6)
Speci fication.";
}
}
}

<CODE ENDS>
4.3. ACL Exanpl es

Requirenment: Deny tcp traffic from 192.0.2.0/24, destined to
198. 51. 100. 0/ 24.

Here is the ACL configuration xm for this Access Control List:
[note: "\" line wapping for formatting only]

<?xm version="1.0" encodi ng="UTF-8""?>
<config xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
<acl >
<name>sanpl e-i pv4- acl </ name>
<type>i pv4-acl -type</type>
<aces>
<ace>
<nane>r ul el</ nane>
<mat ches>
<i pv4>
<pr ot ocol >6</ pr ot ocol >
<desti nati on-i pv4- net wor k>198. 51. 100. 0/ 24</ desti nati on\
-i pv4- net wor k>
<source-i pv4- net wor k>192. 0. 2. 0/ 24</ sour ce- i pv4- net wor k>
</ipvd>
</ mat ches>
<acti ons>
<f orwar di ng>dr op</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
</ config>
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The ACL and ACEs can be described in the conmand-line interface (CLI)
as the foll ow ng:

acl ipv4 sanple-ipv4-acl
deny tcp 192.0.2.0/24 198.51.100.0/24

Requirenment: Accept all DNS traffic destined for 2001: db8::/32 on
port 53.

[note: "\’ line wapping for formatting only]

<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<acl s
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-access-control-list">
<acl >
<nane>al | ow dns- packet s</ nane>
<t ype>i pv6-acl -t ype</type>
<aces>
<ace>
<name>r ul el</ nane>
<mat ches>
<i pv6>
<desti nation-i pv6- net wor k>2001: db8: : / 32</ desti nation-i\
pv6- net wor k>
</ipv6>
<udp>
<desti nati on-port>
<oper at or >eq</ oper at or >
<port >53</port >
</ destination-port>
</ udp>
</ mat ches>
<actions>
<f orwar di ng>accept </ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
</ config>
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4.4. Port Range Usage and O her Exanples

VWhen a | ower-port and an upper-port are both present, it represents a
range between the | ower-port and upper-port with both the | ower-port
and upper-port included. Wen only a port is present, it represents
a port, with the operator specifying the range.

The foll owi ng XM_ exanpl e represents a configurati on where TCP
traffic fromsource ports 16384, 16385, 16386, and 16387 is dropped.

<?xm version="1.0" encodi ng="UTF-8""?>
<config xm ns="urn:ietf:parans: xn : ns: net conf: base: 1. 0" >
<acl s
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-access-control-list">
<acl >
<nane>sanpl e- port - acl </ nane>
<type>i pv4-acl -type</type>
<aces>
<ace>
<nane>r ul el</ nane>
<mat ches>
<tcp>
<sour ce-port>
<l ower - port >16384</| ower - port >
<upper - port >16387</ upper - port >
</ sour ce-port>
</tcp>
</ mat ches>
<actions>
<f or war di ng>dr op</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
</ config>
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The foll owi ng XM_ exanpl e represents a configurati on where all |Pv4
| CMP echo requests are dropped.

<?xm version="1.0" encodi ng="UTF-8""?>
<config xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">

<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
<acl >
<name>sanpl e-i cnp- acl </ nanme>
<aces>
<ace>
<nane>r ul el</ nane>
<mat ches>
<i pv4>
<pr ot ocol >1</ pr ot ocol >
<lipvd>
<i cnp>
<type>8</type>
<code>0</ code>
</icnp>
</ mat ches>
<actions>
<f orwar di ng>dr op</ f or war di ng>
</ acti ons>
</ ace>
</ aces>
</ acl >
</ acl s>
</ config>
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The foll owi ng XM. exanpl e represents a configuration of a single
port, port 21, that accepts TCP traffic.

<?xm version="1.0" encodi ng="UTF-8""?>
<config xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<acl s
xm ns="urn:ietf:parans: xm :ns:yang:ietf-access-control-list">
<acl >
<name>sanpl e-i pv4- acl </ name>
<type>i pv4-acl -type</type>
<aces>
<ace>
<name>r ul el</ nane>
<mat ches>
<tcp>
<desti nati on-port>
<oper at or >eq</ oper at or >
<port >21</port>
</ desti nati on-port>
</tcp>
</ mat ches>
<actions>
<f orwar di ng>accept </ f or war di ng>
</ acti ons>
</ ace>
</ aces>
</ acl >
</ acl s>
</ config>
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The foll owing XM. exanpl e represents a configuration specifying all
ports that are not equal to 21 that will drop TCP packets destined
for those ports.

<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xn : ns: net conf: base: 1. 0" >
<acl s
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-access-control-list">
<acl >
<nane>sanpl e-i pv4- acl </ nane>
<type>i pv4-acl -type</type>

<aces>
<ace>
<name>r ul el</ nane>
<mat ches>
<tcp>
<desti nati on-port>
<oper at or >neq</ oper at or >
<port>21</port>
</ desti nati on-port>
</tcp>
</ mat ches>
<actions>

<f or war di ng>dr op</ f or war di ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ acl s>
</ config>

5. Security Considerations

The YANG nodul es specified in this docunent define a schema for data
that is designed to be accessed via network managenent protocol such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The NETCONF Access Control Mdel (NACM [ RFC8341] provides the neans
to restrict access for particular NETCONF or RESTCONF users to a
preconfi gured subset of all available NETCONF or RESTCONF protoco
operations and content.
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There are a nunber of data nodes defined in these YANG nodul es that
are writable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

[acl s/ acl /aces: This list specifies all the configured access
control entries on the device. Unauthorized wite access to this
list can allow intruders to nodify the entries so as to permt
traffic that should not be permitted, or deny traffic that should
be permitted. The fornmer may result in a DoS attack, or
comprom se the device. The latter may result in a DoS attack

The inpact of an unauthorized read access of the list will allow
the attacker to determ ne which rules are in effect, to better
craft an attack.

[ acl s/ acl / aces/ ace/ acti ons/ | oggi ng: This node specifies ability to
| og packets that match this ace entry. Unauthorized wite access
to this node can allow intruders to enable | oggi ng on one or many
ace entries, overwhelmng the server in the process. Unauthorized
read access of this node can allow intruders to access | ogging
i nformation, which could be used to craft an attack the server

6. | ANA Consi derations

Thi s docunent registers three URIs and three YANG nodul es.
6.1. URlI Registration

Thi s docunent registers three URIs in the "I ETF XM. Regi stry"
[ RFC3688] as foll ows:

URI: urn:ietf:parans:xm:ns:yang:ietf-access-control-1list
URI: urn:ietf:parans:xm:ns:yang:ietf-packet-fields

URI: urn:ietf:parans: xm :ns:yang:ietf-ethertypes

Regi strant Contact: The |ESG

XM.: N A, the requested URI is an XM. nanespace.
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6.2. YANG Modul e Nane Regi stration

Thi s docunent registers three YANG nodul es in the "YANG Mbdul e Names"
registry [ RFC6020].

Nane: ietf-access-control-Iist

Nanmespace: urn:ietf:parans:xm:ns:yang:ietf-access-control-1ist
Prefix: acl

Ref erence: RFC 8519

Nane: ietf-packet-fields

Nanmespace: urn:ietf:parans: xm :ns:yang:ietf-packet-fields
Prefix: packet-fields

Ref erence: RFC 8519

Nane: ietf-ethertypes

Nanespace: urn:ietf:parans:xm:ns:yang:ietf-ethertypes
Prefix: ethertypes

Ref erence: RFC 8519
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Appendi x A. Extending ACL Model Exanpl es
A.1. Example of a Conpany’s Proprietary Mdul e

The "exanpl e-newco-acl" nodule is an exanple of a conpany’s
proprietary nodel that augments the "ietf-acl" nmodule. It shows how
to use "augnent’ with an XML Path Language (XPath) expression to add
additional match criteria, actions, and default actions for when no
ACE mat ches are found. All these are conpany proprietary extensions
or systemfeature extensions. "exanple-newco-acl" is just an
exanple, and it is expected that vendors will create their own
proprietary nodels.

modul e exanpl e- newco- acl {
yang-version 1.1;
nanespace "http://exanpl e. conl ns/ exanpl e- newco- acl ";
prefix exanpl e- newco- acl

inmport ietf-access-control-list {
prefix acl;

}

organi zati on
"Newco nodel group.";

cont act
"abc@ewco. cont;
description
"Thi s YANG nodul e augnents the | ETF ACL YANG nodul e. ";

revision 2019-03-04 {
description
"Creating NewCo proprietary extensions to the ietf-acl
model . ";

ref erence
"RFC 8519: YANG Data Mdel for Network Access Contro
Lists (ACLs).";
}

augrment "/acl:acls/acl:acl/"
+ "acl : aces/ acl : ace/ ™
+ "acl: matches" {
description
"Newco proprietary sinple filter matches.";
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choi ce protocol - payl oad- choi ce {
description
"Newco proprietary payload match condition.";
|ist protocol -payl oad {
key "val ue- keyword";
order ed- by user;
description
"Mat ch protocol payload.";
uses mat ch-si mpl e- payl oad- pr ot ocol - val ue;
}
}

choi ce nmetadata {
description
"Newco proprietary interface match condition.”;
| eaf packet-length {
type uint 16;
description
"Match on packet length.";
}
}
}

augrment "/acl:acls/acl:acl/"
+ "acl : aces/ acl : ace/ "
+ "acl:actions" {
description
"Newco proprietary sinple filter actions.";
choi ce action {
description
"Newco proprietary action choices.";
case count {
description
"Count the packet in the naned counter.";
| eaf count {
type uint32;
description
"Count.";
}
}

case policer {
description
"Name of policer used to rate-limt traffic.";
| eaf policer {
type string;
description
"Nanme of the policer.";
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}

case hierarchical -policer {
| eaf hierarchical -policer {
type string;
description
"Name of the hierarchical policer.";
}

description
"Name of the hierarchical policer used to
rate-limt traffic.”;
}
}
}

augrment "/acl:acls/acl:acl”
+ "/acl :aces/ acl : ace/ "
+ "acl:actions" {
| eaf default-action {
type identityref {
base acl : forwardi ng-acti on;

default "acl:drop";
description
"Actions that occur if no ACE is matched.";
}

description
"Newco proprietary default action.”;
}

groupi ng nmat ch-si npl e- payl oad- pr ot ocol -val ue {
description
"Newco proprietary payl oad”;
| eaf val ue-keyword {
type enuneration {
enumicnp {
description
"Internet Control Message Protocol.";
}

enum i cnp6 {
description
"Internet Control Message Protoco
Version 6.";
}
enum range {
description
"Range of val ues.";
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description

"(null).";
}

}
}

The following figure is the tree diagram of exanpl e-newco-acl. In
this exanple, /ietf-acl:acls/ietf-acl:acl/ietf-acl:aces/ietf-acl:ace/
ietf-acl:mtches are augnented with two new choi ces: protocol -

payl oad-choi ce and netadata. The protocol - payl oad-choi ce uses a
grouping with an enunmeration of all supported protocol val ues.

Met adata nmat ches apply to fields associated with the packet, that are
not in the packet header, such as overall packet length. [In another
exanple, /ietf-acl:acls/ietf-acl:acl/ietf-acl:aces/ietf-acl:ace/
ietf-acl:actions are augnented with a new choi ce of actions.

nmodul e: exanpl e- newco- ac
augnment /acl:acl s/acl:acl/acl:aces/acl:acel/acl: mat ches:
+--rw (protocol - payl oad-choi ce) ?
| +--:(protocol -payl oad)
| +--rw protocol - payl oad* [val ue- keywor d]
| +--rw val ue- keywor d enumer ati on
+--rw (netadata)?
+--: (packet - | engt h)
+--rw packet -1 engt h? ui nt 16
augnment /acl :acl s/acl:acl/acl:aces/acl:ace/acl:actions:
+--rw (action)?
+--:(count)

| +--rw count? ui nt 32
+--:(policer)
| +--rw policer? string

+--:(hierarchical -policer)
+--rw hierarchical - policer? string
augnent /acl:acl s/acl:acl/acl:aces/acl:acel/acl:actions:
+--rw defaul t-action? i dentityref

A. 2. Linux nftables

As the Linux platformis becom ng nore popul ar than the networking
platform the Linux data nodel is changing. Previously, ACLs in

Li nux were highly protocol specific, and different utilities were
used (iptables, ip6tables, arptables, and ebtables), so each one had
a separate data nodel. Recently, this has changed, and a single
utility, nftables, has been developed. Wth a single application, it
has a single data nodel for firewall filters, and it follows very
simlarly the ietf-access-control |ist nodule proposed in this
docunent. The nftabl es support input and output ACEs, and each ACE
can be defined with match and acti on.
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The exanmple in Section 4.3 can be configured using nftable tool as
bel ow.

nft add table ip filter

nft add chain filter input

nft add rule ip filter input ip protocol tcp ip saddr \
192.0.2.1/24 drop

The configuration entries added in nftable would be:

table ip filter {
chain input {
ip protocol tcp ip saddr 192.0.2.1/24 drop
}
}

We can see that there are many sinmilarities between Linux nftables
and | ETF ACL YANG data nodel s and their extension nodels. It should
be fairly easy to do translati on between the ACL YANG nodel descri bed
in this docunent and Linux nftables.

A. 3. FEthertypes

The ACL nodul e is dependent on the definition of Ethertypes. |EEE
owns the allocation of those Ethertypes. This nodel is being
included here to enable the definition of those types till such tine
that | EEE takes up the task of publication of the nodel that defines
those Ethertypes. At that tine, this nodel can be deprecated.

<CODE BEG@ NS> file "ietf-ethertypes@019-03-04.yang"
modul e ietf-ethertypes {
nanespace "urn:ietf:parans: xm :ns:yang:ietf-ethertypes";
prefix ethertypes;

organi zati on
"I ETF NETMOD ( Networ k Mbdel i ng) Working G oup.";

cont act
"WG Web: <https://datatracker.ietf.org/wg/ netnod/ >
WG List: <mmilto:netnod@etf.org>

Edi t or: Mahesh Jet hanandani
<mnj et hanandani @nmai | . conm>";

description
"Thi s nodul e contains common definitions for the
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Et hertype used by different nodules. It is a
pl acehol der nodule, till such time that |EEE
starts a project to define these Ethertypes
and publishes a standard.

At that time, this nodule can be deprecated

Copyright (c) 2019 | ETF Trust and the persons identified as
the docunent authors. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8519; see
the RFC itself for full legal notices.";

revision 2019-03-04 {
description
"Initial revision.";
ref erence
"RFC 8519: YANG Data Mdel for Network Access Contro
Lists (ACLS).";
}

typedef ethertype {
type union {
type uint 16;
type enuneration {
enum i pv4 {
val ue 2048;
description
"Internet Protocol version 4 (IPv4) with a
hex val ue of 0x0800.";
reference
"RFC 791: Internet Protocol.";
}

enum arp {
val ue 2054;
description
"Address Resol ution Protocol (ARP) with a
hex val ue of 0x0806.";
ref erence
"RFC 826: An Ethernet Address Resolution Protocol: O
Converting Network Protocol Addresses to 48.bit
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Et hernet Address for Transm ssion on Ethernet

Har dwar e. ";

enum w an {
val ue 2114;
description
"Wake-on- LAN. Hex val ue of 0x0842.";

enumtrill {
val ue 8947;
description
"Transparent |nterconnection of Lots of Links.
Hex val ue of 0x22F3.";
reference
"RFC 6325: Routing Bridges (RBridges): Base Protoco
Specification.";
}
enum srp {
val ue 8938;
description
"Stream Reservation Protocol. Hex val ue of
Ox22EA. *;
ref erence
"1 EEE 801.1Q 2011.";

enum decnet {
val ue 24579;
description
"DECnet Phase |IV. Hex value of 0x6003.";
}
enumrarp {
val ue 32821;
description
"Reverse Address Resol ution Protocol
Hex val ue 0x8035.";
ref erence
"RFC 903: A Reverse Address Resol ution Protocol.";
}
enum appl etal k {
val ue 32923;
description
"Appletalk (Ethertal k). Hex value of 0x809B.";
}
enum aarp {
val ue 33011;
description
"Appl etal k Address Resol ution Protocol. Hex val ue
of Ox80F3.";
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enum vl an {
val ue 33024,
description
"VLAN-t agged franme (I EEE 802.1Q and Shortest Path
Bridgi ng | EEE 802. 1ag with Networ k- Net wor k
Interface (NNI') conpatibility. Hex value of
0x8100. ";
reference
"| EEE 802.1Q ";
}
enum i px {
val ue 33079;
description
"Internetwork Packet Exchange (1PX). Hex value
of 0x8137.";
}
enum gnx {
val ue 33284;
description
"ONX Qnet. Hex val ue of 0x8204.";

enum i pv6é {
val ue 34525;
description
"Internet Protocol Version 6 (IPv6). Hex value
of 0x86DD. ";
ref erence
"RFC 8200: Internet Protocol, Version 6 (IPv6)
Speci fication
RFC 8201: Path MIU Di scovery for IP version 6.";

enum efc {
val ue 34824;
description
"Ethernet flow control using pause franes.
Hex val ue of 0x8808.";
ref erence
"| EEE 802. 1Qbb. ";
}
enum esp {
val ue 34825;
description
"Et hernet Sl ow Protocol. Hex val ue of 0x8809.";
ref erence
"| EEE 802. 3-2015.";
}

enum cobranet {
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val ue 34841;
description
"CobraNet. Hex value of 0x8819.";
}

enum npl s-uni cast {
val ue 34887,
description
"Mul tiprotocol Label Swi tching (MPLS) unicast traffic.
Hex val ue of 0x8847.";
ref erence
"RFC 3031: Multiprotocol Label Switching Architecture.”;
}

enum npl s-nul ti cast {
val ue 34888;
description
"MPLS nulticast traffic. Hex value of 0x8848.";
ref erence
"RFC 3031: Multiprotocol Label Switching Architecture.";
}

enum pppoe-di scovery {
val ue 34915;
description
"Poi nt-to-Point Protocol over Ethernet. Used during
the di scovery process. Hex value of 0x8863.";

reference
"RFC 2516: A Method for Transmitting PPP Over Ethernet
(PPPoE) . ";
}
enum pppoe- sessi on {
val ue 34916;

description
"Poi nt-to-Point Protocol over Ethernet. Used during
session stage. Hex value of 0x8864.";
ref erence
"RFC 2516: A Method for Transmitting PPP Over Ethernet
(PPPOE) . ";

enumintel -ans {
val ue 34925;
description
"Intel Advanced Networking Services. Hex value of
0x886D. ";
}
enum j unbo-franes {
val ue 34928;
description
"Junbo franes or Ethernet franmes with nore than
1500 bytes of payload, up to 9000 bytes.";
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}

enum honepl ug {
val ue 34939;
description

"Fami |y nanme for the various power |ine
communi cati ons. Hex val ue of 0x887B.";

}
enum eap {
val ue 34958;
description
"Et hernet Access Protocol (EAP) over LAN.
of Ox888E.";
ref erence

"I EEE 802. 1X.";
}

enum profinet {
val ue 34962;
description

"PROcess Fleld Net (PROFINET).
}

enum hyperscsi {
val ue 34970;
description

" Smal |

Hex val ue of Ox889A.";
}

enum aoe {

val ue 34978;
description

"Advanced Technol ogy Advancenent (ATA) over

Hex val ue of 0x88A2.";

enum et hercat {
val ue 34980;
description

"Et hernet for Contro
}

enum provi der-bridging {
val ue 34984;
description
"Provi der

Conmput er System Interface (SCSI) over

March 2019

Hex val ue

Hex val ue of 0x8892.";

Et her net .

Et her net .

Aut omat i on Technol ogy ( Ether CAT).
Hex val ue of 0x88A4.";

Bri dgi ng (802.1ad) and Shortest Path Bridging
(801. 1aq).

Hex val ue of 0x88A8.";
ref erence

"I EEE 802. lad and | EEE 802. laq).";
}

enum et her net - power | i nk {
val ue 34987;
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description
"Et hernet Powerlink. Hex value of Ox88AB.";
}
enum goose {
val ue 35000;
description
"Ceneric Object Oiented Substation Event (GOOSE)
Hex val ue of 0x88BS8.";
ref erence
"1 EC/ 1 SO 8802-2 and 8802-3.";
}
enum gse {
val ue 35001;
description
"Ceneric Substation Events. Hex value of 88B9.";
ref erence
"l EC 61850.";
}
enum sv {
val ue 35002;
description
"Sanpl ed Val ue Transm ssion. Hex value of 0Ox88BA.";
ref erence
"] EC 61850.";

}
enum | 1 dp {
val ue 35020;
description
"Li nk Layer Discovery Protocol (LLDP). Hex val ue of
0x88CC. ";
ref erence
"| EEE 802. 1AB. ";
}
enum sercos {
val ue 35021;
description
"Sercos Interface. Hex value of 0x88CD.";
}
enum wsnp {
val ue 35036;
description
"WAVE Short Message Protocol (WBMP). Hex val ue of
0x88DC. ";
}
enum honepl ug- av- mre {
val ue 35041;
description
"HomePl ug AV Mbdbil e Managenent Entity (MVE). Hex val ue
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of 88EL.";
}

enum nrp {
val ue 35043;

description
"Medi a Redundancy Protocol (MRP). Hex val ue of
Ox88E3. ";
reference
"I EC 62439-2.";

}

enum nacsec {
val ue 35045;
description
"MAC Security. Hex value of Ox88E5.";
ref erence
"I EEE 802. 1AE. ";
}

enum pbb {
val ue 35047,
description
"Provider Backbone Bridges (PBB). Hex
Ox88E7.";
ref erence
"| EEE 802. 1ah.";

val ue of

enum cfm {
val ue 35074,

description
"Connectivity Fault Managenent (CFM .

0x8902. ",

ref erence
"| EEE 802. lag.";

Hex val ue of

enum fcoe {
val ue 35078;

description
"Fi ber Channel over

0x8906. ";

ref erence
"T1ll FGC-BB-5.";

Et hernet (FCoE). Hex val ue of

}

enum fcoe-ip {
val ue 35092;

description
Hex val ue of 0x8914.";

"FCoE Initialization Protocol

}

enum roce {
val ue 35093;
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description
"RDVA over Converged Ethernet (RoCE). Hex val ue of
0x8915.";

enumtte {
val ue 35101;
description
"TTEt hernet Protocol Control Franme (TTE). Hex val ue
of 0x891D.";
reference
" SAE AS6802.";

enum hsr {
val ue 35119;
description
"Hi gh-availability Seaml ess Redundancy (HSR). Hex
val ue of 0x892F.";
ref erence
"I EC 62439-3:2016.";
}

}
}

description
"The uint16 type placeholder is defined to enable
users to manage their own ethertypes not
covered by the module. O herw se, the nodul e contains
enum definitions for the nore comonly used ethertypes.”;

<CODE ENDS>
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