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Depl oyment experience gained frominpl enenting algorithnms to
determ ne Loop-Free Alternates (LFAs) for multi-honmed prefixes (NMHPS)
has reveal ed sone avenues for potential inprovenent. This docunent
provides explicit inequalities that can be used to eval uate nei ghbors
as potential alternates for MHPs. It also provides detailed criteria
for evaluating potential alternates for external prefixes advertised
by OSPF ASBRs. This docunent updates Section 6 of RFC 5286 by
expandi ng sone of the routing aspects.
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Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841
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1.

I nt roducti on

A framework for the devel opment of I P Fast Reroute (FRR) nechanisns
is detailed in [ RFC5714]. The use of LFAs for IP FRR is specified in
[ RFC5286]. If a prefix is advertised by nore than one router, that
prefix is called a "nulti-honed prefix (MHP)". MHPs generally occur
for prefixes obtained fromoutside the routing domain by multiple
routers, for subnets on links where the subnet is announced from
multiple ends of the link, and for prefixes advertised by multiple
routers to provide resiliency.

Section 6.1 of [RFC5286] describes a nethod to determi ne LFAs for
WMHPs. This docunment describes a procedure using explicit
inequalities that can be used by a conputing router to evaluate a
nei ghbor as a potential alternate for an MHP. The results obtained
are equi valent to those obtai ned using the nethod described in
Section 6.1 of [RFC5286].

Section 6.3 of [RFC5286] discusses conplications associated with
computing LFAs for MHPs in OSPF. This docunent provides detail ed
criteria for evaluating potential alternates for external prefixes
advertised by OSPF ASBRs, as well as explicit inequalities.

Thi s docunment al so provides clarifications and additiona
considerations to [ RFC5286] to address a few coverage and operationa
observations. These observations are concerned with 1) the IS-IS ATT
(attach) bit in the Level 1 (L1) area, 2) links provisioned with
MAX_METRI C (see Section 5.1) for traffic engineering (TE) purposes,
and 3) multi-topology (M) |IGP deploynents. These are elaborated in
detail in Sections 3.2 and 5.

Thi s specification uses the sane term nol ogy introduced in [ RFC5714]
to represent LFA and builds on the notation for inequalities used in
[ RFC5286] to conpute LFAs for MHPs
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1.1. Acronyns

AF - Address Famly

ATT - 1S 1S Attach Bit

ECWVP - Equal -Cost Multipath

FRR - Fast Reroute

| GP - Interior Gateway Protocol
IS 1S - Internediate Systemto Internediate System
LFA - Loop-Free Alternate

LSP - Link State PDU (IS-195)
vHP - Milti-Homed Prefix

Mr - Milti-Topol ogy

CSPF -  Open Shortest Path First
SPF - Shortest Path First

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2. LFA Inequalities for MHPs

Thi s docunment proposes the follow ng set of LFA inequalities for

sel ecting the nost appropriate LFAs for MHPs. Distance_opt (X Y)
(called "D opt(X,Y)" in this docunent) is defined in [RFC5714] and is
not hing but the netric sumof the shortest path fromX to Y.
Cost(X,Y), introduced in this docunent, is defined as the netric

val ue of prefix Y fromthe prefix advertising node X. These LFAs can
be derived fromthe inequalities in [ RFC5286] combined with the
observation that D opt(N,P) = Mn (D opt(N, POi) + Cost(PO.i,P)) over
all PO.i.
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Li nk- Protecting LFAs:
A nei ghbor N can provide an LFA if and only if

D opt(N,POi)+ Cost(POi,P) < Dopt(N S +
D opt (S, PO best) + Cost (PO best, P)

Li nk- Protecti ng + Downstream pat hs-only LFAs:
A subset of |oop-free alternates are downstream pat hs that nust
meet a nore restrictive condition that is applicable to nore
conpl ex failure scenari os.

D opt(N, POi)+ Cost(PO.i,P) < D opt(S, PO best) + Cost (PO best, P)

Node- Prot ecti ng LFAs:
For an alternate next hop N to protect against node failure of a
primary nei ghbor E for MHP P, N nust be | oop-free with respect to
both E and MHP P. |In other words, Ns path to MHP P nust not go
through E (where N is the neighbor providing a | oop-free
alternate).

D opt(N PO.i)+ Cost(PO.i,P) < Dopt(NE +
D opt (E, PO best) + Cost (PO best, P)

Wher e:

P - The WMHP being evaluated for conputing alternates

S - The conputing router

N - The alternate router being eval uated

E - The primary next hop on the shortest path fromS to
prefix P

PO i - The specific prefix-originating router being
eval uat ed

PO _best - The prefix-originating router on the shortest path
fromthe conputing router Sto prefix P

Cost (X, P) -  The cost of reaching the prefix P fromprefix
originating node X

Dopt(X,Y) - The distance on the shortest path fromnode X to

node Y
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3.

LFA Sel ection for MHPs

To conpute a valid LFA for a given VHP P, a conputing router S MJST,
for each alternate neighbor N, follow one of the appropriate
procedures bel ow once for each renote node that originated the prefix
P.

Li nk- Protecting LFAs:

1. If, in addition to being an alternate neighbor, Nis also a
prefix originator of P,

A. Select N as an LFA for prefix P (irrespective of the nmetric
advertised by N for the prefix P).

2. Else, evaluate the link-protecting LFA inequality for Pwith N as
the al ternate nei ghbor.

A. If the LFA inequality condition is net, select N as an LFA
for prefix P.

B. Else, Nis not an LFA for prefix P.
Li nk- Protecting + Downstream pat hs-only LFAs:

1. Evaluate the link-protecting + downstream paths-only LFA
inequality for Pwith N as the alternate nei ghbor.

A. |If the LFA inequality condition is net, select N as an LFA
for prefix P.

B. Else, Nis not an LFA for prefix P.
Node- Prot ecti ng LFAs:

1. If, in addition to being an alternate neighbor, Nis also a
prefix originator of P,

A. Select N as an LFA for prefix P (irrespective of the nmetric
advertised by N for the prefix P).

2. FElse, evaluate the appropriate node-protecting LFA inequality for
Pwith N as the alternate nei ghbor.

A. If the LFA inequality condition is net, select N as an LFA
for prefix P.

B. Else, Nis not an LFA for prefix P.
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If an alternate neighbor Nis also one of the prefix originators of
prefix P, it is guaranteed that N w Il not |oop back packets destined
for prefix P to conputing router S. Therefore, N MJST be chosen as a
valid LFA for prefix P without evaluating any of the inequalities in
Section 2 as long as a downstream paths-only LFA is not desired. To
ensure such a neighbor N al so provides a downstream pat hs-only LFA
router S MIST al so eval uate the downstream paths-only LFA inequality
specified in Section 2 for neighbor N and ensure router N satisfies
the inequality.

However, if Nis not a prefix originator of P, the conputing router
MUST eval uate one of the corresponding LFA inequalities defined in

Section 2 once for each renote node that originated the prefix. |If
the inequality is satisfied by the neighbor N, router S MJST choose
nei ghbor N as one of the valid LFAs for the prefix P

For nore specific rules, please refer to Section 4.
3.1. Inmproved Coverage with Sinplified Approach to MiPs

Section 6.1 of the LFA base specification [RFC5286] recomends that a
router conputes the alternate next hop for an I GP MHP by consi dering
alternate paths via all routers that have announced that prefix. The
same has been el aborated with appropriate inequalities in the
previous section. However, Section 6.1 of [RFC5286] also allows for
the router to sinplify the WMHP cal cul ati on by assum ng that the MHP
is solely attached to the router that was its pre-failure optim
poi nt of attachnent, at the expense of potentially |ower coverage.

If an inplementation chooses to sinplify the MHP cal cul ati on by
assuning that the MHP is solely attached to the router that was its
pre-failure optimal point of attachnent, the procedure described in
this meno can potentially inprove coverage for ECMP MHPs wit hout
incurring extra conputational cost.

Thi s docunent inproves the above approach to provide | oop-free
alternatives without any additional cost for ECMP MHPs as descri bed
in the exanple network presented in Figure 1. The approach specified
here may al so be applicable for handling default routes as expl ai ned
in Section 3. 2.
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Figure 1: MHP with Same ECMP Next Hop

In Figure 1, a prefix P is advertised fromboth node E and node F.
Wth a sinplified approach taken as specified in Section 6.1 of

[ RFC5286], prefix P will get only a |link-protecting LFA through the
nei ghbor C while a node-protection path is avail able through nei ghbor
A. In this scenario, E and F both are pre-failure optinal points of
attachnent and share the sane primary next hop. Hence, an

i npl ement ati on MAY conpare the kind of protection A provides to F
(l'ink and node protection) with the kind of protection C provides to
E (link protection) and inherit the better alternative to prefix P
In this case, the better alternative is A

However, in the example network presented in Figure 2, prefix P has
an ECVP t hrough both node E and node F with cost 20. Though it has
two pre-failure optinmal points of attachnent, the prinary next hop to

each pre-failure optimal point of attachnent is different. |In this
case, prefix P MJST inherit the corresponding LFAs of each prinmary
next hop calculated for the router advertising the same. In

Figure 2, that would be the LFA for node E and node F, i.e., node Nl
and node N2, respectively.
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Figure 2. MHP with D fferent ECMP Next Hops

In sunmary, if there are multiple pre-failure points of attachnent
for an MHP, and the primary next hop of an MHP is the same as that of
the primary next hop of the router that was the pre-failure optimnal
poi nt of attachnent, an inplenentation MAY provide a better
protection to the MHP without incurring any additional conputation
cost.

3. 2. IS-1S ATT Bit Consi derations

Per [RFC1195], a default route needs to be added in the Level 1 (L1)
router to the closest reachable Level 1/ Level 2 (L1/L2) router in
the network advertising the ATT (attach) bit in its LSP-0 fragment.
Al L1 routers in the area would do this during the decision process
with the next hop of the default route set to the adjacent router
through which the closest L1/L2 router is reachable. The LFA base
specification [ RFC5286] does not specify any procedure for conputing
LFA for a default route in the IS-1S L1 area. This docunent
specifies that a node can consider a default route is being
advertised fromthe border L1/L2 router where the ATT bit is set and
can do LFA conputation for that default route. But, when multiple
ECMP L1/L2 routers are reachable in an L1 area, correspondi ng best
LFAs SHOULD be conputed for each primary next hop associated with the
default route as this would be simlar to the ECVP MHP exanpl e
described in Section 3.1. Considerations specified in Sections 3 and
3.1 are applicable for default routes if the default route is

consi dered an ECMP MHP. Note that this document doesn’'t alter any
ECMP handling rules or conmputation of LFAs for ECMP in general as

| aid out in [ RFC5286].
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4.

4.

4.

4.

LFA Selection for Miulti-Honmed External Prefixes

Redi stribution of external routes into IGP is required 1) when two
different networks get nerged into one or 2) during protoco
m grations.

During LFA calculation, alternate LFA next hops to reach the best
ASBR coul d be used as LFA for the routes redistributed via that ASBR
When there is no LFA available to the best ASBR, it may be desirable
to consider the other ASBRs (referred to as "alternate ASBRs"
hereafter) redistributing the external routes for LFA selection as
defined in [ RFC5286] and | everage the advantage of having nultiple
redi stributing nodes in the network.

1. 1IS1IS

LFA evaluation for multi-honmed external prefixes in IS 1S is the sane
as the multi-homed internal prefixes. Inequalities described in
Section 2 would al so apply to nulti-honed external prefixes.

2. OSPF

The LFA base specification [ RFC5286] describes nmechani sns to apply
inequalities to find the | oop-free alternate nei ghbor. Additiona
rules have to be applied in selecting the alternate ASBR for LFA
consideration due to the external route calculation rules inposed by
[ RFC2328] .

Thi s docunent defines inequalities specifically for alternate | oop-
free ASBR eval uation. These inequalities are based on those in
[ RFC5286] .

2.1. Rules to Select Alternate ASBRs

The process to select an alternate ASBR i s best expl ained using the
rul es below. The process below is applied when a primary ASBR for
the concerned prefix is chosen and there is an alternate ASBR
originating the same prefix.

1. |If RFC1583Conmpatibility is disabled:

A If primary ASBR and alternate ASBR belong to intra-area
non- backbone, go to step 2

B. If primary ASBR and alternate ASBR belong to intra-area
backbone and/or inter-area path, go to step 2

Sar kar, et al. St andards Track [ Page 10]



RFC 8518 LFA Sel ection for MPs March 2019

Sar kar

C. For other paths, skip this alternate ASBR and consi der next
ASBR.

Conpare cost types (type 1 / type 2) advertised by alternate ASBR
and primary ASBR:

A. If not the sane type, skip alternate ASBR and consi der next
ASBR.
B. If the sane, proceed to step 3.

If cost types are type 1, conpare costs advertised by alternate
ASBR and primary ASBR:

A. If costs are the sane, then program ECMP FRR and return
B. Else, go to step 5.

If cost types are type 2, conpare costs advertised by alternate
ASBR and primary ASBR:

A. If costs are different, skip alternate ASBR and consi der next
ASBR.
B. |If costs are the sane, proceed to step 4C to conpare costs to

reach ASBR/ f orwardi ng address.

C. If costs to reach ASBR/forwardi ng address are al so the sane,
program ECVMP FRR and ret urn.

D. If costs to reach ASBR/forwardi ng address are different, go
to step 5.

Conpare route types (type 5 and type 7) for alternate ASBR and
primary ASBR:

A If route types are the sane, check if route p-bit and
forwarding address field for routes fromboth ASBRs match
If p-bit and forwardi ng address match, proceed to step 6. If
not, skip this alternate ASBR and consi der next ASBR

B. If route types are not the same, skip this alternate ASBR and
consi der next alternate ASBR

Apply inequality on alternate ASBR

et al. St andards Track [ Page 11]
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4.2.1.1. Miltiple ASBRs Bel onging to Different Areas

When RFC1583Conpatibility is set to "disabled", OSPF [ RFC2328]
defines certain rules of preference to choose the ASBRs. Wile

sel ecting an alternate ASBR for | oop evaluation for LFA these rules
shoul d be applied to ensure that the alternate nei ghbor does not
cause | oopi ng.

VWhen there are multiple ASBRs belonging to different areas
advertising the sane prefix, pruning rules as defined in Section 16.4
of [RFC2328] are applied. The alternate ASBRs pruned using these
rules are not considered for LFA eval uation

4.2.1.2. Type 1 and Type 2 Costs

If there are nultiple ASBRs not pruned via the rules described in
Section 4.2.1.1, the cost type advertised by the ASBRs i s conpared.
ASBRs advertising type 1 costs are preferred, and the type 2 costs
are pruned. |If two ASBRs advertise the sanme type 2 cost, the
alternate ASBRs are considered along with their cost to reach the
ASBR/ f orwar di ng address for evaluation. |If the two ASBRs have the
sanme type 2 cost as well as the sanme cost to reach the ASBR, ECWP FRR
is programmed. Wen there are nultiple ASBRs advertising the sane
type 2 cost for the prefix, primry Autononobus System (AS) external
route cal culation, as described in Section 16.4.1 of [RFC2328],
selects the route with the | owest type 2 cost. ASBRs advertising a
different type 2 cost (higher cost) are not considered for LFA
evaluation. Alternate ASBRs advertising a type 2 cost for the prefix
but not chosen as primary due to a higher cost to reach ASBR are
considered for LFA evaluation. The inequalities for evaluating
alternate ASBR for type 1 and type 2 costs are sanme, as the alternate
ASBRs with different type 2 costs are pruned and the evaluation is
based on ASBRS with equal type 2 costs.

4.2.1.3. RFC1583Conpatibility is Set to "Enabl ed"

When RFC1583Conpatibility is set to "enabled", nultiple ASBRs

bel onging to different areas advertising the same prefix are chosen
based on cost and hence are valid alternate ASBRs for the LFA
evaluation. The inequalities described in Section 4.2.2 are
appl i cabl e based on forwardi ng address and cost type advertised in
the external Link State Advertisenent (LSA)
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4.2.1.4. Type 7 Routes
Type 5 routes always get preference over type 7, and the alternate
ASBRs chosen for LFA cal cul ation should belong to the same type.
Anong type 7 routes, routes with the p-bit and forwardi ng address set
have a higher preference than routes w thout these attributes.
Al ternate ASBRs sel ected for LFA comparison shoul d have the sane
p-bit and forwardi ng address attri butes.

4.2.2. Inequalities to Be Applied for Alternate ASBR Sel ection
The alternate ASBRs sel ected using the nmechani sm described in
Section 4.2.1 are evaluated for |oop-free criteria using the
i nequal ities bel ow

4.2.2.1. Forwarding Address Set to Non-zero Val ue
Similar to the inequalities defined in Section 2, the follow ng

inequalities are defined when the forwarding address is a non-zero
val ue.

Li nk- Protecting LFAs:

F opt(N,POi)+ Cost(POi,P) < Dopt(N S +
F_opt (S, PO _best) + Cost (PO best, P)

Li nk- Protecti ng + Downstream pat hs-only LFAs:
F opt(N,POi)+ Cost(PO.i,P) < F_opt(S, PO best) + Cost (PO best, P)
Node- Prot ecti ng LFAs:

F opt(N PO.i)+ Cost(PO.i,P) < Dopt(NE +
F _opt (E, PO _best) + Cost (PO best, P)

Wher e:

P -  The MHP being evaluated for conputing alternates

S - The conputing router

N - The alternate router being eval uated

E - The primary next hop on the shortest path fromS to
prefix P

PO i - The specific prefix-originating router being
eval uat ed
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PO _best

Cost (X, Y)

F opt(XY)

D opt (X Y)

4.2.2. 2.

LFA Sel ection for MHPs March 2019
The prefix-originating router on the shortest path
fromthe conputing router Sto prefix P
The external cost for Y as advertised by X

The di stance on the shortest path fromnode X to
the forwarding address specified by ASBR Y

The di stance on the shortest path fromnode X to
node Y

ASBRs Advertising Type 1 and Type 2 Costs

Simlar to the inequalities defined in Section 2, the follow ng
inequalities are defined for type 1 and type 2 costs.

Li nk- Protecting LFAs:

D opt(N, PO.i)+ Cost(POi,P) < Dopt(N S +

D opt (S, PO _best) + Cost (PO best, P)

Li nk- Protecti ng + Downstream pat hs-only LFAs:

D opt(N, POi)+ Cost(PO.i,P) < D opt(S, PO best) + Cost (PO best, P)

Node- Prot ecti ng LFAs:

D opt(N,POi)+ Cost(POi,P) < Dopt(NE +

Wher e:

P

S
N
E

PO i

PO best

Sar kar ,

et al.

D opt (E, PO _best) + Cost (PO best, P)

The MHP bei ng eval uated for conputing alternates
The conputing router
The alternate router being eval uated

The primary next hop on the shortest path fromS to
prefix P

The specific prefix-originating router being
eval uat ed

The prefix-originating router on the shortest path
fromthe conputing router Sto prefix P
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Cost (X, Y) - The external cost for Y as advertised by X
Dopt(X,Y) - The distance on the shortest path fromnode X to
node Y

5. LFA Extended Procedures

Thi s section explains additional considerations to the LFA base
speci fication [ RFC5286] .

5.1. Links with |G MAX_METRI C

Sections 3.5 and 3.6 of [RFC5286] describe procedures for excluding
nodes and links fromuse in alternate paths based on the maxi mum I ink
metric. |If these procedures are strictly followed, there are
situations, described below, where the only potential alternate

avail abl e that satisfies the basic |oop-free condition will not be
considered as alternative. This docunent refers to the maxi mumlink
metric in IGPs as the MAX METRIC. MAX_METRIC is called "maxi mumlink
metric" when defined for IS-1S in [RFC5305] and "MaxLi nkMetric" when
defined for OSPF in [ RFC6987].

+---+ 10 +---+ 10 +---+

| S |------ INL | ----- | DL |
+---+ +---+ +---+
I I
10 | 10 |
| MAX_METRIC(N2 to S) |
I I
I +-- -t I
Fo-m - - [IN2 |-------- +
+---+
10 |
+---+
| D2 |
+--- 4+

Figure 3: Link with | GP MAX_METRI C

In the sinple exanple network in Figure 3, all the links have a cost
of 10 in both directions, except for the Iink between S and N2. The

S-N2 link has a cost of 10 in the forward direction, i.e., fromSto
N2, and a cost of MAX METRIC (Oxffffff /2724 - 1 for 1S-1S and Oxffff
for OSPF) in the reverse direction, i.e., fromN2 to S for a specific

end-to-end TE requirenment of the operator. At node S, Dl is
reachabl e through N1 with a cost of 20, and D2 is reachabl e through
N2 with a cost of 20. Even though nei ghbor N2 satisfies the basic

| oop-free condition (inequality 1 of [RFC5286]) for D1, S s neighbor
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N2 coul d be excluded as a potential alternative because of the
current exclusions specified in Sections 3.5 and 3.6 of [ RFC5286].
But, the primary traffic destined to D2 continues to use the link;
hence, irrespective of the reverse netric in this case, the sane |ink
MAY be used as a potential LFA for D1.

Alternatively, the reverse netric of the link MAY be configured with
MAX METRIC-1 so that the Iink can be used as an alternative while
meeting the operator’s TE requirenents and w thout having to update
the router to fix this particular issue.

5.2. Ml Consi derations

Sections 6.2 and 6.3.2 of [RFC5286] state that multi-topol ogy OSPF
and 1S-1S are out of scope for that specification. This meno
clarifies and describes the applicability.

In multi-topol ogy | GP depl oynents, for each MI-ID, a separate
shortest path tree (SPT) is built with topol ogy-specific adjacencies
so the LFA principles laid out in [RFC5286] are actually applicable
for MI 1 S-1S [RFC5120] LFA SPF. The primary difference in this case
is identifying the eligible set of neighbors for each LFA
conputation; this is done per MI-1D. The eligible set for each MI-1D
is determned by the presence of | GP adjacency fromthe source to the
nei ghbori ng node on that MI-1D apart fromthe admi nistrative
restrictions and other checks laid out in [RFC5286]. The same is

al so applicable for MI-OSPF [ RFC4915] or different AFs in nmulti-

i nstance OSPFv3 [ RFC5838].

However, for MI IS-1S, if a "standard uni cast topology" is used with
Mr-1 D #0 [ RFC5120] and both | Pv4 [ RFC5305] and | Pv6 routes/ AFs

[ RFC5308] are present, then the condition of network congruency is
appl i cable for LFA conputation as well. Network congruency here
refers to having the sane address fanilies provisioned on all the
links and all the nodes of the network with MI-1D #0. Here, with a
si ngl e-deci si on process, both |IPv4 and | Pv6 next hops are conputed
for all the prefixes in the network. Similarly, with one LFA
computation fromall eligible neighbors per [RFC5286], all potentia
al ternatives can be conputed

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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7. Security Considerations

The existing OSPF security considerations continue to apply, as do
the recomended nmanual key nanagenent mechani sns specified in

[ RFC7474]. The existing security considerations for 1S-1S al so
continue to apply, as specified in [ RFC5304] and [ RFC5310] and

ext ended by [ RFC7645] for Keying and Authentication for Routing
Protocol s (KARP). This docunment does not change any of the di scussed
protocol specifications (i.e., [RFC1195], [RFC5120], [RFC2328], and

[ RFC5838]); therefore, the security considerations of the LFA base
speci fication [ RFC5286] continue to apply.
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