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Thi s docunent defines an | MAP extension that can be used to repl ace
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repl acenent is a common operation for clients that automatically save
drafts or notes as a user conposes them
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1. Overview

Thi s docunent defines an | MAP ([ RFC3501]) extension to facilitate the
repl acenent of an existing message with a new one. This is
acconpl i shed by defining a new REPLACE command and extendi ng the

Uni que ldentifier (UD) command to allow U D REPLACE

Since there is no replace function in the base | MAP specification,
clients have instead had to use a conbination of three separate
conmands issued in serial fashion; APPEND, STORE, and EXPUNGE

Pi pelining of these three commands is not recomended since failure
of any individual comrand shoul d prevent subsequent comrands from
bei ng executed | est the original nessage version be |ost.

Because of the non-atonmic nature of the existing sequence,
interruptions can | eave messages in internedi ate states that can be
seen and acted upon by other clients. Such interruptions can al so
strand ol der revisions of nmessages, thereby forcing the user to
manual |y clean up nmultiple revisions of the sane nessage in order to
avoi d wast eful quota consunption. Additionally, the existing
sequence can fail on APPEND due to an over-quota condition even
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3.

3.

3.

t hough the subsequent STORE/ EXPUNGE woul d free up enough space for
the newy revised nmessage. And finally, server efficiencies may be
possible with a single |ogical nessage repl acenent operation as
conpared to the existing APPEND/ STORE/ EXPUNGE sequence.

Inits sinmplest form the REPLACE conmand is a single-conmand
encapsul ati on of APPEND, STORE +fl ags \DELETED, and U D EXPUNGE for a
message, except that it avoids any of the quota inplications or
intermedi ate states associated with the three-comand sequence.

Server devel opers are encouraged to inplenent REPLACE as an atonic
operation to sinmplify error handling, mnimze operational concerns,
and reduce potential security problens. For systens where this is
not possible, comunication with the requesting client nust ensure no
confusion of nmessage store state. A server MJST NOT generate a
response code for the STORE +fl ags \DELETED portion of the sequence.
Additionally, servers supporting the REPLACE command MJST NOT i nfer
any inheritance of content, flags, or annotations fromthe nessage
bei ng repl aced.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Formal syntax is defined by [ RFC5234].

Exanpl e lines prefaced by "C." are sent by the client, and ones
prefaced by "S:" are sent by the server

REPLACE and U D REPLACE
1. Advertising Support for REPLACE

Servers that inplenment the REPLACE extension will return "REPLACE' as
one of the supported capabilities in the CAPABILITY command response.

2. REPLACE Command

Arguments: message sequence numnber
mai | box nane
OPTI ONAL fl ag parent hesi zed |i st
OPTI ONAL date/time string
nmessage litera

Responses: no specific responses for this command
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Resul t: K - replace conpl eted
NO - replace error; can’t renove specified nessage
or can’t add new nessage content
BAD - conmmand unknown or argunents invalid

Exanpl e:
C. A003 REPLACE 4 Drafts (\Seen \Draft) {312}
S: + Ready for literal data
C. Date: Thu, 1 Jan 2015 00:05: 00 -0500 (EST)
C. From Fritz Schmdt <fritz.ze@xanple.org>
C. Subject: happy new year !!
C. To: miss.mtzy@xanple.org
C. Message-1d: <B238822388-0100000@xanpl e. or g>
C MMeVersion: 1.0
C. Content-Type: TEXT/PLAIN, CHARSET=US- ASCl |
C
C. Just saw the best fireworks show. Wsh you were here.
C
S: * OK [APPENDU D 1 2000] Repl acenment Message ready
S: * 5 EXI STS
S: * 4 EXPUNGE
S: A003 K Repl ace conpl et ed

3.3. U D REPLACE Comrand

This extends the first formof the UD command (see Section 6.4.8 of
[ RFC3501]) to add the REPLACE command defined above as a valid
argunent. This form of REPLACE uses a U D rather than a sequence
nunber as its first paraneter.

Exanpl e:
C. A004 U D REPLACE 2000 Drafts (\Seen \Draft) {350}
S: + Ready for literal data
C. Date: Thu, 1 Jan 2015 00: 06: 00 - 0500 (EST)
C. From Fritz Schmdt <fritz.ze@xanple.org>
C. Subject: happy new year !!
C. To: mss.mtzy@xanple.org
C. Message-1d: <B238822389-0100000@xanpl e. or g>
C MMEe-Version: 1.0
C. Content-Type: TEXT/PLAIN, CHARSET=US- ASCl |
C
C. Just saw the best fireworks show Wsh you were here.
C. Hopefully next year you can join us.
C
S: * OK [APPENDU D 1 2001] Repl acenment Message ready
S: * 5 EXISTS
S: * 4 EXPUNGE
S: A004 K Repl ace conpl et ed
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3.4. Semantics of REPLACE and U D REPLACE

The REPLACE and U D REPLACE conmands take five argunents: a nessage
identifier, a nanmed nail box, an optional parenthesized flag |list, an
optional nessage date/tine string, and a nessage literal. The
message literal will be appended to the nanmed nuail box, and the
message specified by the nessage identifier will be renoved fromthe
sel ected mail box. These operations will appear to the client as a
single action. This has the sane effect as the foll owi ng sequence:

1. APPEND
2. [U D STORE +FLAGS. SI LENT \ DELETED
3. U D EXPUNGE

In the cited sequence, the quota inplications of APPEND are eval uated
within the context of the pending EXPUNGE so that only the net quota
consunption is considered. Additionally, the EXPUNGE portion of the
sequence only applies to the specified nessage, not all nessages
flagged as "\Del eted".

Al t hough the effect of REPLACE is identical to the steps above, the
semantics are not identical; simlar to MOVE [ RFC6851], the
intermedi ate states do not occur and the response codes are

different. 1In particular, the response codes for APPEND and EXPUNGE
will be returned while those for the STORE operation MJST NOT be
gener at ed.

When an error occurs while processing REPLACE or U D REPLACE, the
server MJST NOT | eave the selected mailbox in an inconsistent state;
any untagged EXPUNGE response MUST NOT be sent until all actions are
successful ly conpl et ed.

VWile it may be comon for the named nmail box argunment to match the
sel ected nail box for the commbn use case of replacing a draft, the
REPLACE extension intentionally does not require the two to be the
same. As an exanple, it’'s possible to use the REPLACE command to
replace a nessage in the \Drafts special -use mail box (see Section 2
of [RFC6154]) with a message in the \Sent special -use mail box
fol |l owi ng message subm ssi on.

Because of the simlarity of REPLACE to APPEND, extensions that

af fect APPEND affect REPLACE in the sane way. Response codes such as
TRYCREATE (see Section 6.3.11 of [RFC3501]), along with those defined
by extensions, are sent as appropriate. See Section 4 for nore

i nformati on about how REPLACE interacts with other | MAP extensions
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3.5. |IMAP State Diagram | nmpacts

Unl i ke the APPEND command, which is valid in the authenticated state,
the REPLACE and U D REPLACE commands MUST only be valid in the

sel ected state. This difference from APPEND i s necessary since
REPLACE operates on nessage sequence nunbers. Additionally, the
REPLACE extension intentionally follows the convention for U D
commands found in Section 6.4.8 of [RFC3501] in that the U D variant
of the conmand does not support use fromthe authenticated state.

4. Interaction with O her Extensions

Thi s section descri bes how REPLACE interacts with sone other | MAP
ext ensi ons.

4.1. ACL

The Access Control List (ACL) rights [RFC4314] required for U D
REPLACE are the union of the ACL rights required for U D STORE and
U D EXPUNGE in the current mail box, and APPEND in the target mail box.

4.2. CATENATE

Servers supporting both REPLACE and CATENATE [ RFC4469] MJST support
the additional append-data and resp-text-code el ements defined in
Section 5 ("Formal Syntax") of [RFC4469] in conjunction with the
REPLACE command. When conbi ned with CATENATE, REPLACE can becone
quite an efficient way of nessage nani pul ati on
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Exanpl e:

User conposes nmessage and attaches photo
A010 APPEND Drafts (\Seen \Draft) {1201534}
+ Ready for literal data
Date: Thu, 1 Jan 2015 00:10: 00 - 0500 (EST)
From Fritz Schmdt <fritz.ze@xanple. org>
Message- |1 D: <B238822388- 0100003@xanpl e. or g>
M ME- Version: 1.0
Content - Type: multi part/ m xed;
boundary="------------ 030305060306060609050804"

-------------- 030305060306060609050804
Cont ent - Type: text/plain; charset=utf-8; format=flowed
Cont ent - Transf er-Encodi ng: 7bit

Here is picture fromthe fireworks

Yours. ..
Fritz

—————————————— 030305060306060609050804

Cont ent - Type: inage/|j peg;
nanme="Fi r ewor ks. j pg"

Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachnent;
filename="Fireworks.jpg"

<l arge base64 encoded part goes here>

-------------- 030305060306060609050804- -
A010 OK [ APPENDUI D 1 3002] APPEND conpl ete

OO 0000000000000 000O00O000O0O00OWO

User conpletes nessage with To: and Subject: fields

C. AO011 U D REPLACE 3002 Drafts CATENATE (TEXT {71}
S: + Ready for literal data

C To: Mtzy <miss.mtzy@xanple.org>

C. Subject: My view of the fireworks

C.  URL "/Drafts/; U D=3002")

S: * OK [APPENDUI D 1 3003] Repl acenent Message ready
S: * 5 EXI STS

S: * 4 EXPUNGE

S

A011 OK REPLACE conpl et ed
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4.3. U DPLUS

Servers supporting both REPLACE and U DPLUS [ RFC4315] SHOULD send
APPENDUI D i n response to a U D REPLACE command. For additiona

i nformati on, see Section 3 of [RFC4315]. Servers inplenenting
REPLACE and Ul DPLUS are al so advi sed to send the APPENDUI D response
code in an untagged OK before sending the EXPUNGE or replaced
responses. (Sending APPENDUI D in the tagged OK as described in the
U DPLUS specification means that the client first recei ves EXPUNGE
for a nmessage and afterwards APPENDUI D for the new nessage. It can
be unnecessarily difficult to process that sequence usefully.)

4.4. | MAP Events in Sieve

REPLACE applies to | MAP events in Sieve [RFC6785] in the sane way
that APPEND does. Therefore, REPLACE can cause a Sieve script to be
i nvoked with the i map. cause set to "APPEND'. Because the
intermedi ate state of STORE +FLAGS. SI LENT \ DELETED i s not exposed by
REPLACE, no action will be taken that results in an imap. cause of
FLAG

4.5. CONDSTORE/ QRESYNC

Servers inplementing both REPLACE and CONDSTORE/ QRESYNC [ RFC7162]
MJST treat the nessage being replaced as if it were being renoved
with a U D EXPUNGE command. Sections 3.2.9 and 3.2.10 of [RFC7162]
are particularly relevant for this condition

4.6. OBJECTID

Servers inplenmenting both REPLACE and OBJECTI D [ RFC8474] MJST return
different EMAILIDs for both the replaced and repl aci ng nessages. The
only exception to this is the case outlined in Section 5.1 ("EMAILID
Identifier for Identical Messages") of [RFC8474] when the server
detects that both nessages’ imutable content is identical

4.7. MJILTI APPEND
The REPLACE extension has no interaction with MILTI APPEND [ RFC3502] .

Thi s docunent explicitly does not outline a nethod for replacing
mul ti pl e messages concurrently.
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5.

8.

Formal Synt ax

The foll owi ng syntax specification uses the Augnmented Backus- Naur
Form (ABNF) notation as specified in [ RFC5234]. [RFC3501] defines
the non-terminals "capability","command-sel ect", "nail box",
"seq-nunber”, and "uid". [RFC4466] defines the non-term nal
"append- message".

Except as noted otherw se, all al phabetic characters are case
insensitive. The use of uppercase or |owercase characters to define
token strings is for editorial clarity only. |nplenmentations MJST
accept these strings in a case-insensitive fashion.

capability =/ " REPLACE"

command- sel ect =/ repl ace

repl ace = "REPLACE" SP seq-nunber SP nmil box append- nessage
uid =/ "U D' SP replace

Security Considerations

Thi s docunent is believed to add no security probl ens beyond those
that may already exist with the base | MAP specification. The REPLACE
command may actual ly prevent sonme potential security problens because
it avoids internediate nessage states that could possibly be

expl oited by an attacker.

| ANA Consi der ati ons

The | ANA has added REPLACE to the "I MAP Capabilities" registry at
<https://wwv i ana. or g/ assi gnnent s/ i map-capabi lities>.
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