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Thi s docunent is published for the historical record. The Sinple
Internet Protocol was the basis for one of the candidates for the
| ETF' s Next GCeneration (I1Png) work that becane |Pv6.

The publication date of the original Internet-Draft was Novenber 10,
1992. It is presented here substantially unchanged and is neither a
compl ete docunment nor intended to be inpl enmentable.

The paragraph that follows is the Abstract fromthe original draft.

Thi s docunment specifies a new version of IP called SIP, the Sinple
Internet Protocol. It also describes the changes needed to | CVP,

| GW, and transport protocols such as TCP and UDP, in order to work
with SIP. A conpanion docunent [SIP-ADDR] describes the addressing
and routing aspects of SIP, including issues of auto-configuration,
host and subnet nobility, and multicast.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for the historical record.

Thi s docunent defines a Historic Docunent for the Internet community.
This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this document at
its discretion and makes no statenent about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8507
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1.

Pref ace
Thi s docunent is published for the historical record.

Sinple IP (SIP) was the basis for one of the candidates for the

| ETF's Next Ceneration (I1Png) work; see "The Recommrendation for the

| P Next Generation Protocol" [RFC1752]. The original 1992
Internet-Draft describing SIP is published here as part of the record
of that work

SIP evolved into SIP Plus [RFC1710], which was assessed as a
candidate for IPng [ RFC1752] and | ed eventually to the devel opnment of
I Pv6, first published as [RFC1883]. The current specification for

I Pv6 is [ RFC8200].

The original Internet-Draft describing the Sinple Internet Protoco
was witten by Steve Deering, and the Internet-Draft was posted on
Novenber 10, 1992. The contents of this document are unchanged from
that Internet-Draft, except for clarifications in the Abstract, the
addition of this section, nodifications to the authors’ information,
the updating of references, renmpoval of the | ANA considerations, and
m nor formatting changes.

It should be noted that the original draft was not conplete and that
no attenpt has been nade to conplete it. This docunent is not
i ntended to be inpl enentabl e.

I ntroduction

SIPis a new version of IP. |Its salient differences fromIP
version 4 [RFC791], subsequently referred to as "IPv4", are:

0 expansion of addresses to 64 bits,

o sinplification of the I P header by elimnating sone
i nessential fields, and

o relaxation of length restrictions on optional data, such as
source-routing information.

SIP retains the | P nodel of globally-uni que addresses,

hi erarchical ly-structured for efficient routing. Increasing the
address size from32 to 64 bits allows nore levels of hierarchy to be
encoded in the addresses, enough to enable efficient routing in an
internet with tens of thousands of addressable devices in every

of fice, every residence, and every vehicle in the world. Keeping the
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3.

addresses fixed-length and relatively conpact facilitates
hi gh- per f ormance router and host inplenmentation, and keeps the
bandwi dt h overhead of the SIP headers al nost as | ow as | Pv4.

The elimnation of inessential fields also contributes to

hi gh-performance inplenmentation, and to the |ikelihood of correct
i npl ementation. A change in the way that optional data, such as
source-routing information, is encoded allows for nore efficient

forwarding and less stringent limts on the length of such data.

Despite these changes, SIP renmains very sinilar to |Pv4d. This
simlarity makes it easy to understand SIP (for those who al ready
understand | Pv4), nmakes it possible to reuse nmuch of the code and
data structures fromlIPv4 in an inplenmentation of SIP (including
al most all of ICWP and 1GW), and nmekes it straightforward to
transl ate between SIP packets and | Pv4 packets for transition

pur poses [ | PAE].

The subsequent sections of this document specify SIP and its
associ ated protocols wi thout rmuch expl anation of why the design
choi ces were nmade the way they were. Appendi x A presents the
rationale for those aspects of SIP that differ fromlPv4

Ter mi nol ogy

system - a device that inplements SIP

router - a systemthat forwards SIP packets.

host - any systemthat is not a router

I'ink - a communi cation facility or nedi um over which systens
can conmmuni cate at the link layer, i.e., the |ayer

i medi atel y bel ow SI P.

interface - a systenis attachnent point to a link

addr ess - a SlP-layer identifier for an interface or a group of
i nterfaces.

subnet - in the SIP unicast addressing hierarchy, a

| owest -1 evel (finest-grain) cluster of addresses,
sharing a conmon address prefix (i.e., high-order
address bits). Typically, all interfaces attached to
the sanme |ink have addresses in the same subnet;
however, in sone cases, a single link may support nore
than one subnet, or a single subnet nmay span nore than
one |ink.
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l'ink MIu - the maxi mumtransm ssion unit, i.e., maxi num packet
size in octets, that can be conveyed in one piece over
a link (where a packet is a SIP header plus payl oad).

pat h Mru - the mnimumlink MU of all the links in a path
bet ween a source systemand a destination system

packeti zati on

| ayer - any protocol |ayer above SIP that is responsible for
packetizing data to fit wi thin outgoing SIP packets.
Typically, transport-layer protocols, such as TCP, are
packetization protocols, but there may al so be
hi gher -1 ayer packetization protocols, such as
protocol s inpl enented on top of UDP.

4. SIP Header For mat

T T S S e T o S U S SUp S SEp S SR S i

| Ver si on| Reserved |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Payl oad Length | Payl oad Type | Hop Limt

i S S T i S S T S AT A A S R S

|

I I
+ Sour ce Address +
I I
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| |
+ Desti nati on Address +
I I
o g S T S S T S S
Ver si on 4-bit | P version nunber = deci mal 6.

<to be confirnmed>
Reser ved 28-bit reserved field. Initialized to zero

for transm ssion; ignored on reception
Payl oad Length 16-bit unsigned integer. Length of payl oad,

i.e., the rest of the packet follow ng the
SI P header, in octets.

Payl oad Type 8-bit selector. Identifies the type of
payl oad, e.g., TCP

Hop Limt 8-bit unsigned integer. Decrenented by 1
by each systemthat forwards the packet.
The packet is discarded if Hop Limt is
decrenented to zero
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Sour ce Address 64 bits. See "Addresses" section, follow ng.
Destination Address 64 bits. See "Addresses"” section, follow ng.
5. Addresses
5.1. Text Representation of Addresses

SI P addresses are 64 bits (8 octets) long. The text representation
of a SIP addresses is 16 hexadecimal digits, with a col on between the
4th and 5th digits, and optional col ons between any subsequent pair
of digits. Leading zeros nust not be dropped. Exanples:

0123: 4567: 89AB: CDEF
0123: 456789ABCDEF
0123: 456789AB: CDE: F

Programs that read the text representation of SIP addresses nust be
insensitive to the presence or absence of optional colons. Prograns
that wite the text representation of a SIP address shoul d use the
first format above (i.e., colons after the 4th, 8th, and 12th
digits), in the absence of any know edge of the structure or
preferred format of the address, such as know edge of the format in
which it was originally read.

The presence of at |east one colon in the text representation allows
SI P addresses to be easily distinguished fromboth domai n nanes and
the text representation of |Pv4 addresses.

5. 2. Uni cast Addr esses

A SIP unicast address is a globally-unique identifier for a single
interface, i.e., notwo interfaces in a SIP internet may have the
same uni cast address. A single interface may, however, have nore
than one uni cast address.

A system considers its own unicast address(es) to have the foll ow ng
structure, where different addresses may have different values for n:

| n bits | 64-n bits

T e S ISRy +
| subnet prefix |interface 1D
T R +
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To know the I ength of the subnet prefix, the systemis required to
associate with each of its addresses a ’'subnet mask’ of the foll ow ng

form
| n bits | 64-n bits
e m m e e e e e e e e e e e e e e e e e e e e e e e eeao o Fom e e o - +
[112112221122112211221122112211221122112211221122111211] 000000000000
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me i mao S +

A system may have a subnet mask of all-ones, which neans that the
system bel ongs to a subnet containing exactly one system-- itself.

A system acquires its subnet nask(s) at the sanme time, and by the
same mechanism as it acquires its address(es), for exanple, by
manual configuration or by a dynam c configuration protocol such as
BOOTP [ RFCO51] .

Hosts are ignorant of any further structure in a unicast address.

Rout ers may acquire, through manual configuration or the operation of
routing protocols, additional nmasks that identify higher-Ieve

clusters in a hierarchical addressing plan. For exanple, the routers
within a single site would typically have a "site mask’, such as the

fol |l owi ng:
| mbits | 64-mbits |
T o e e e e +
[111112122111112222111112122212111111112111111111| 00000000000000000000000]|
. O +

by which they coul d deduce the following structure in the site’s

addr esses:
| mbits | p bits | 64-mp bits|
o o e i R - +
| site prefix | subnet IDinterface |ID
o m o e e S S +

Al'l know edge by SIP systens of the structure of unicast addresses is
based on possessi on of such nasks -- there is no "wired-in" know edge
of unicast address formats.

The SI P Addressi ng and Routing docunent [S|IP-ADDR] proposes two

hi erarchi cal addressing pl ans, one based on a hierarchy of SIP
service providers, and one based on a geographic hierarchy.
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5.3. Multicast Addresses

A SIP nulticast address is an identifier for a group of interfaces.
An interface may belong to any nunber of multicast groups. Milticast
addresses have the followi ng format:

i 7 1 41 4] 48 bits |
B N o e e e e e m e m e e e e e e e e e e e e e e e e e e e e e e e memmao - +
| C] 1111111 f1 gs| scop| group ID |
R N I —— oo s e o e o o o o e e e e e e e e e e e e e e e oo oo +
wher e:

C = 1Pv4 conpatibility flag; see [|PAE].

1111111 in the rest of the first octet identifies the address as
being a nulticast address.

-+ 4
flgs is a set of 4 flags: | O] O] O] T|
+- - - -+

the high-order 3 flags are reserved, and nust be initialized
to O.

T =0 indicates a permanent!y-assigned ("well-known") mnulticast
address, assigned by the global internet nunbering
aut hority.

T = 1 indicates a non-pernanently-assigned ("transient")
mul ticast address.

scop is a 4-bit multicast scope val ue:

reserved

i ntra-system scope
intra-1ink scope
(unassi gned)
(unassi gned)
intra-site scope
(unassi gned)
(unassi gned)
intra-metro scope
(unassi gned)
(unassi gned)

B intra-country scope
C (unassi gned)

TOONOUDNWNERO
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D (unassi gnhed)
E gl obal scope
F reserved

group IDidentifies the nulticast group, either pernanent or
transient, within the given scope.

The "meani ng" of a permanentl|ly-assigned nulticast address is

i ndependent of the scope value. For exanple, if the "NIP servers
group"” is assigned a permanent nulticast address with a group |ID of
43 (hex), then:

7F01: 000000000043 neans all NTP servers on the sane system as the
sender.

7F02: 000000000043 neans all NTP servers on the sane link as the
sender .

7F05: 000000000043 neans all NTP servers at the sane site as the
sender.

7FOE: 000000000043 neans all NTP servers in the internet.

Non- per manent | y- assi gned nul ti cast addresses are neani ngful only
within a given scope. For exanmple, a group identified by the

non- permanent, intra-site multicast address 7F15: 000000000043 at one
site bears no relationship to a group using the sane address at a
different site, nor to a non-permanent group using the sanme group ID
with different scope, nor to a permanent group with the sane

group I D

5.4. Special Addresses
There are a nunber of "special purpose"” SIP addresses:

The Unspecified Address: 0000: 0000: 0000: 0000
Thi s address shall never be assigned to any system It may be
used wherever an address appears, to indicate the absence of an
address. One exanple of its use is in the Source Address field
of a SIP packet sent by an initializing host, before it has
| earned its own address.

The Loopback Address: 0000: 0000: 0000: 0001

Thi s address may be used by a systemto send a SIP packet to
itself.
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Anyone Addresses: <prefix><zero>
Addresses of this formmy be used to send to the "nearest™
system (according the routing protocols’ neasure of distance)
that "knows" it has a unicast address prefix of <prefix>

Si nce hosts know only their subnet prefix(es), and no
hi gher-1evel prefixes, a host with the foll owi ng address:

shal |l recognize only the foll owi ng Anyone address as identifying
itself:

An intra-site router that knows that one of its addresses has the

format:

o m e e e e e e aaao o oo s o a o +
| site prefix = X | subnet ID = Ylinterface ID = Z
o e e e e e e e meme oo S oo o - +

shal | accept packets sent to either of the following two Anyone
addresses as if they had been sent to the router’s own address:

oo e e e eeeaaaoo-- oo e e e eeeaaaoo-- +
| site prefix = X | 0000000000000000000000000000000]|
o e e e e o o e e e e +
oo e ee oo oo e oo +
| site prefix = X | subnet 1D = Y| 0000000000000000]|
oo e e e eeeoeaaoo-- o eaa oo o e +

Anyone Addresses work as follows:

If any system bel onging to subnet A sends a packet to

subnet A's Anyone address, the packet shall be | ooped-back
within the sending systemitself, since it is the nearest
systemto itself with the subnet A prefix. |If a system outside
of subnet A sends a packet to subnet A's Anyone address, the
packet shall be accepted by the first router on subnet A that

t he packet reaches.
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Similarly, a packet sent to site X' s Anyone address from
outside of site X shall be accepted by the first encountered
router belonging to site X, i.e., one of site X s boundary
routers. |If a higher-level prefix P identifies, say, a
particul ar service provider, then a packet sent to <P> <zero>
fromoutside of provider P's facilities shall be delivered to
the nearest entry router into P s facilities.

Anyone addresses are nost commonly used in conjunction with the
SI P source routing header, to cause a packet to be routed via one
or nore specified "transit domai ns", without the need to identify
i ndi vidual routers in those donuins.

The value zero is reserved at each | evel of every unicast address
hi erarchy, to serve as an Anyone address for that |evel

The Reserved Multicast Address: 7F0s: 0000: 0000: 0000

This multicast address (with any scope value, s) is reserved, and
shal | never be assigned to any multicast group

The All Systens Addresses: 7F01: 0000: 0000: 0001
7F02: 0000: 0000: 0001

These nulticast addresses identify the group of all SIP systens,
within scope 1 (intra-systen) or 2 (intra-1link).

The Al Hosts Addresses: 7F01: 0000: 0000: 0002
7F02: 0000: 0000: 0002

These nulticast addresses identify the group of all SIP hosts,
within scope 1 (intra-systen) or 2 (intra-1link).

The Al Routers Addresses: 7F01: 0000: 0000: 0003
7F02: 0000: 0000: 0003

These nulticast addresses identify the group of all SIP routers,
within scope 1 (intra-systen) or 2 (intra-link).

A host is required to recognize the foll ow ng addresses as
identifying itself: its own unicast addresses, the Anyone addresses
with the sane subnet prefixes as its unicast addresses, the Loopback
address, the All Systens and All Hosts addresses, and any other
mul ti cast addresses to which the host bel ongs.
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A router is required to recogni ze the foll owi ng addresses as
identifying itself: its own unicast addresses, the Anyone addresses
with the sane subnet or higher-level prefixes as its unicast
addresses, the Loopback address, the All Systens and All Routers
addresses, and any other nulticast addresses to which the host

bel ongs.

6. Packet Size |ssues

SIP requires that every link in the internet have an MIU of 576
octets or greater. On any |link that cannot convey a 576-octet packet
in one piece, link-specific fragmentation and reassenbly nust be
provided at a | ayer bel ow Sl P.

(Note: this mnimumlink MU is NOT the same as the one in | Pv4.
In IPv4, the mnimumlink MU is 68 octets [ [RFC791], page 25 ];
576 octets is the mininumreassenbly buffer size required in an

| Pv4 system which has nothing to do with link MIUs.)

From each link to which a systemis directly attached, the system
must be able to accept packets as large as that link’s MU Links
that have a configurable MIU, such as PPP |inks [ RFC1661], should be
configured with an MU of 600 octets or greater.

SI P systens are expected to inplenment Path MIU Di scovery [RFC1191],
in order to discover and take advantage of paths with MIU greater
than 576 octets. However, a mininmal SIP inplenentation (e.g., in a
boot ROM may sinply restrict itself to sending packets no | arger
than 576 octets, and omt inplenentation of Path MIU Di scovery.

Path MIU Di scovery requires support both in the SIP layer and in the
packetization layers. A systemthat supports Path MIU Di scovery at
the SIP | ayer may serve packetization |layers that are unable to adapt
to changes of the path MIU. Such packetization layers nust limt
thensel ves to sendi ng packets no | onger than 576 octets, even when
sending to destinations that belong to the same subnet.

(Note: Unlike IPv4, it is unnecessary in SIP to set a "Don't
Fragment" flag in the packet header in order to performPath MIU
Di scovery; that is an inplicit attribute of every SIP packet.

Al so, those parts of the RFC-1191 procedures that involve use of
a table of MIU "pl ateaus" do not apply to SIP, because the SIP
versi on of the "Datagram Too Bi g" nessage always identifies the
exact MIU to be used.)
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A Payl oad Type of <TBD> in the inmedi ately precedi ng header indicates
the presence of this Source Routing header:

T T S S e T o S U S SUp S SEp S SR S i

Reser ved |

T S i T o S T i S SEp S A S

Num Addr s

I i T S e e e T I Sl S S B S

T S S T

b
I
+
I
+-
Reser ved
Num Addr s

Next Addr

Payl oad Type

Deering & Hi nden

|

+-

I

+

I

I S i S T T I S e e e T S S i i
|

+

I

+-

Next Addr | Payl oad Type | Reserved

Addr ess] 0]

|
I
I
|
Addr ess| 1]
I

+
+
+
+

i S i S T T S S e it S S S S S S S

4
I
Addr ess[ Num Addrs - 1] +
I
+

i S T S T o S S e e it Sl S S e S S S

Initialized to zero for transm ssion; ignored
on reception.

Nunber of addresses in the Source Routing
header .

I ndex of next address to be processed;
initialized to 0 by the originating system

Identifies the type of payload follow ng the
Sour ce Routing header.
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A Source Routing header is not examined or processed until it reaches
the systemidentified in the Destination Address field of the SIP
header. |In that system dispatching on the Payl oad Type of the SIP

(or subsequent) header causes the Source Routing nodule to be
i nvoked, which perforns the follow ng al gorithm

o |f Next Addr < Num Addrs, swap the SIP Destination Address and
Addr ess[ Next Addr], increment Next Addr by one, and re-submt
the packet to the SIP nmodule for forwarding to the next
desti nati on.

o |f Next Addr = Num Addrs, dispatch to the |ocal protocol
modul e identified by the Payload Type field in the Source
Rout i ng header.

o0 |f Next Addr > Num Addrs, send an | CVMP Paraneter Problem
message to the Source Address, pointing to the Num Addrs
field.

8. Fragnentation Header

A Payl oad Type of <TBD> in the inmedi ately precedi ng header indicates
the presence of this Fragnentation header:

T S S T i S S e e e e i S S S S
| I dentification |
B i s T T i i o S o T Ji I
|00 M Fragnment O f set | Payload Type | Reser ved |
e S S S i SIS S S i o S S S S S S S T T S g

I dentification A val ue that changes on each packet sent with
the sane Source Address, Destination Address,
and precedi ng Payl oad Type.

M fl ag 1 = nore fragnents; 0 = | ast fragnent.

Fragment O f set The offset, in 8-octet chunks, of the
foll owi ng payl oad, relative to the original,
unf ragnment ed payl oad.

Payl oad Type Identifies the type of payload follow ng the
Fragnment ati on header.

Reserved Initialized to zero for transm ssion; ignored
on reception.
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The Fragnentation header is NOT intended to support general,

SI P-l1ayer fragmentation. |In particular, SIP routers shall not
fragment a SIP packet that is too big for the MIU of its next hop,
except in the special cases described below, in the normal case, such
a packet results in an | CVMP Packet Too Bi g nessage being sent back to
its source, for use by the source system s Path MIU Di scovery

al gorithm

The special cases for which the Fragmentation header is intended are
the foll ow ng:

0 A SIP packet that is "tunneled", either by encapsul ation
wi t hi n anot her SIP packet or by insertion of a Source Routing
header en-route, may, after the addition of the extra header
fields, exceed the MIU of the tunnel’s path; if the origina
packet is 576 octets or less in length, the tunnel entry
system cannot respond to the source with a Packet Too Big
message, and therefore nust insert a Fragnentati on header and
fragment the packet to fit within the tunnel’s MIU

0 An IPv4 fragment that is translated into a SIP packet, or an
unfragmented | Pv4 packet that is translated into too long a
SIP packet to fit in the remaining path MIU, rust include the
SI P Fragnmentation header, so that it may be properly
reassenbl ed at the destination SIP system

Every SIP system nust support SIP fragnmentation and reassenbly, since
any systemmay be configured to serve as a tunnel entry or exit

poi nt, and any SIP system may be destination of |Pv4 fragnents. Al
SI P systenms nust be capable of reassenbling, fromfragnents, a SIP
packet of up to 1024 octets in length, including the SIP header; a
system may be capabl e of assenbling packets |onger than 1024 octets.

Routers do not exam ne or process Fragnmentation headers of packets
that they forward; only at the destination systemis the
Fragnment ati on header acted upon (i.e., reassenbly perforned), as a
result of dispatching on the Payl oad Type of the precedi ng header

Fragnmentati on and reassenbly enpl oy the sane algorithmas IPv4, with
the follow ng exceptions:

o0 Al headers up to and including the Fragnentati on header are
repeated in each fragment; no headers or data follow ng the
Fragment ati on header are repeated in each fragnent.

o the ldentification field is increased to 32 bits, to decrease

the risk of waparound of that field within the maxi num packet
lifetime over very high-throughput paths.
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The simlarity of the algorithmand the field | ayout to that of |Pv4
enabl es existing | Pv4 fragnentati on and reassenbly code and data
structures to be re-used with little nodification

9. Changes to Qther Protocols

Upgrading IPv4 to SIP entails changes to the associated contro
protocols, ICMP and IGW, as well as to the transport |ayer, above,
and possibly to the Iink-layer, below. This section identifies those
changes.

9.1. Changes to ICW

SI P uses a subset of |ICWP [[RFC792], [RFC950], [RFCl122], [RFC1191],
[ RFC1256]], with a few m nor changes and sonme additions. The
presence of an I CVMP header is indicated by a Payl oad Type of 1.

One change to all |1 CWP nessages is that, when used with SIP, the | Cw
checksum i ncl udes a pseudo-header, |ike TCP and UDP, consisting of
the SIP Source Address, Destination Address, Payl oad Length, and

Payl oad Type (see section 8. 3).

There are a set of | CMP nessages called "error nessages", each of
which, for IPv4, carries the | Pv4 header plus 64 bits or nore of data
fromthe packet that invoked the error nessage. When used with SIP

| CMP error messages carry the first 256 octets of the invoking SIP
packet, or the entire invoking packet if it is shorter than

256 octets.

For nost of the | CVMP nessage types, the packets retain the sane
format and semantics as with I Pv4; however, sone of the fields are
gi ven new nanes to match SIP term nol ogy.

The changes to specific nessage types are as foll ows:

Desti nati on Unreachabl e

The foll owi ng Codes have different names when used with SIP

destination address unreachable (1Pv4 "host unreachabl e")
destination address unknown (IPv4 "dest. host unknown")
payl oad type unknown (I Pv4 "protocol unreachable")

packet too big (I1Pv4 "fragmentation needed and DF set")

ANNPR
1 1

Deering & Hi nden Historic [ Page 16]



RFC 8507 Sinple IP (SIP) Decenber 2018

The foll owi ng Codes retain the same nanmes when used with SIP:

- port unreachable

- source route failed

- source host isolated

- conmuni cation administratively prohibited

w 00 U1 W

1
The foll owi ng Codes are not used with SIP:
0 - net unreachabl e
6 - destination network unknown
9 - cooom with dest. network administratively prohibited
10 - comm with dest. host adninistratively prohibited
11 - network unreachable for type of service
12 - host unreachable for type of service
For "packet too big" nessages (Code 4), the m ninmum | egal val ue
in the Next-Hop MIU field [RFC1191] is 576.
Ti me Exceeded

The nane of Code 0 is changed to "hop limt exceeded in transit".

Par amret er Probl em

The Pointer field is extended to 16 bits and noved to the
| ow- order end of the second 32-bit word, as follows:

T T S S S i I S S it S e SR A

| Type | Code | Checksum |
i T i T S e i S R g ol S I R S S
| Reserved | Poi nt er |

T T i e S

I I
| first 256 octets of the invoking packet |
I I
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Redi r ect

Only Code 1 is used for SIP, meaning "redirect packets for the
destination address"”.

The Redirect header is nodified for SIP, to accommdate the
64-bit address of the "preferred router” and to retain 64-bit
alignment, as follows:

i T S S S T i T i I S I S S
| Type | Code | Checksum |
R s i o e i ol S e S e T ik ik T S e T S T S
| Reser ved |
i T o T T i T A S S S T

Pref erred Router

+
i e s e e i s SR NN SRS S
| first 256 octets of the invoking packet

—_—— =
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The format of the Router Advertisenent nmessage is changed to:

S T I S

Type

Code |

Checksum

T T T S S s S S S S S S S A

I
+-
I
+

I
+-
I
+-
I
+-
I
+

I
+-
I
+-
I
+-
I

I

I

Num Addr s

| Addr

Entry Size|

Li fetine

T T S T e S e T AT S i e S &

Rout er Address[ 0]

I
+
I

T T S S S S i I S iR S T SUR I A

Preference Level [ 0]

T T S T S T AT S e e S &

Reser ved[ 0]

T T i e I T

Rout er Address[ 1]

I
+
I

T T S T S e T AT S o S i S &

Preference Level [1]

T T T e I

Reserved[ 1]

T T S S S S i s S g S

The value in the Addr

Router Solicitation

No changes.

Echo and Echo Reply

No changes.

Deering & Hi nden

Entry Size field is 4, and all
Reserved fields are initialized to zero by senders and i gnored by
receivers.

Hi storic
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9.

2.

The foll owi ng | CMP nessage types are not used with SIP:

Source Quench

Ti mest anp

Ti mestanp Reply

I nformati on Request
I nformation Reply
Addr ess Mask Request
Addr ess Mask Reply

Changes to | GW

SI P uses the Internet Group Managenment Protocol, |GW [RFC1112]. The
presence of an | GW header is indicated by a Payl oad Type of 2.

When used with SIP, the | GW checksum i ncludes a pseudo-header, |ike
TCP and UDP, consisting of the SIP Source Address, Destination
Addr ess, Payl oad Length, and Payl oad Type (see section 8.3).

The format of an | GVWP Host Menbership Query nmessage becones:

B T S i T s i i e e SEI S
| Version| Type | Reserved | Checksum |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Reser ved |
i T s i o S i i S R I S I S S S M

The format of an | GVWP Host Menbership Report nessage becones:

R i T I e T S S e S TR S T e i I S e S e e e e o o
| Version| Type | Reserved | Checksum |
i T s i o S i i S R I S I S S S M
| Reserved |
B T S i T s i i e e SEI S

+ Mul ti cast Address +
B i aT T e e o S o S S S I T et sl o ST S S S S S S

For both nessage types, the Version nunber remmins 1, and the
Reserved fields are set to zero by senders and ignored by receivers.
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9.3. Changes to Transport Protocols

The service interface to SIP has sone differences fromIPv4' s service
interface. Existing transport protocols that use | Pv4 nust be
changed to operate over SIP's service interface. The differences
froml|Pv4 are:

0 Any addresses passed across the interface are 64 bits |ong,
rather than 32 bits.

o The following IPv4 variables are not passed across the
interface: Precedence, Type-of-Service, ldentifier,
Don’t Fragnent Flag

o SIP options have a different format than |IPv4 options. (For
SIP, "options" are all headers between, and not including, the
SI P header and the transport header. The only |IPv4 option
currently specified for SIP is Loose Source Routing.

o |CW error nessages for SIP that are passed up to the
transport layer carry the first 256 octets of the invoking SIP
packet .

Transport protocols that use | Pv4 addresses for their own purposes,
such as identifying connection state or inclusion in a pseudo-header
checksum rmust be changed to use 64-bit SIP addresses for those

pur poses i nstead.

For SIP, the pseudo-header checksuns of TCP, UDP, |ICWMP, and | GW
include the SIP Source Address, Destination Address, Payload Length,
and Payl oad Type, with the foll owi ng caveats:

o |f the packet contains a Source Routing header, the
destination address used in the pseudo-header checksumis that
of the final destination

0 The Payl oad Length used in the pseudo-header checksumis the
I ength of the transport-Ilayer packet, including the transport
header .

o0 The Payl oad Type used in the pseudo-header checksumis the
Payl oad Type fromthe header i mediately preceding the
transport header.

0 \When added to the pseudo-header checksum the Payl oad Type is

treated as the left octet of a 16-bit word, with zeros in the
the right octet, when viewed in I P standard octet order
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o If either of the two addresses used in the pseudo-header
checksum has its high-order bit set to 1, only the | ow order
32-bits of that address shall be used in the sum The
hi gh-order bit is used to indicate that the addressed system
is an | Pv4 system and that the |l oworder 32-bits of the
address contain that systenis | Pv4 address [| PAF].

The semantics of SIP service differ fromlPv4 service in three ways
that may affect sonme transport protocols:

(1) SIP does not enforce maxi mum packet lifetinme. Any transport
protocol that relies on IPv4 to linmit packet lifetine nust
take this change into account, for example, by providing its
own nechani sns for detecting and di scardi ng obsol ete packets.

(2) SIP does not checksumits own header fields. Any transport
protocol that relies on IPv4 to assure the integrity of the
source and destinations addresses, packet |length, and
transport protocol identifier must take this change into
account. In particular, when used with SIP, the UDP checksum
is mandatory, and I CWP and | GW are changed to use a
pseudo- header checksum

(3) SIP does not (except in special cases) fragnent packets that
exceed the MIU of their delivery paths. Therefore, a
transport protocol nust not send packets |onger than
576 octets unless it inplements Path MIU Di scovery [ RFC1191]
and is capable of adapting its transmtted packet size in
response to changes of the path MU

9.4. Changes to Link-Layer Protocols

10.

Li nk-1 ayer media that have an MIU | ess than 576 nust be enhanced
with a link-specific fragnmentation and reassenbly nechanism to
support SIP.

For links on which ARP is used by |IPv4, the identical ARP protocol is
used for SIP. The |loworder 32-bits of SIP addresses are used

wher ever | Pv4 addresses woul d appear; since ARP is used only anong
systens on the sane subnet, the high-order 32-bits of the SIP
addresses nmay be inferred fromthe subnet prefix (assum ng the subnet

prefix is at least 32 bits long). [This is subject to change -- see
Appendi x B.]
Security Considerations

<to be done>
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Appendi x A.  SIP Design Rationale
<this section still to be done>
Fields present in |IPv4, but absent in SIP
Header Length Not needed; SIP header length is fixed.

Precedence &

Type of Service Not used; transport-layer Port fields (or perhaps
a to-be-defined value in the Reserved field of the
SI P header) may be used for classifying packets at
a granularity finer than host-to-host, as required
for special handling.

Header Checksum Not used; transport pseudo- header checksum
protects destinations fromaccepting corrupted
packets.

Need to justify:

change of Total Length -> Payload Length, excluding header
change of Protocol -> Payload Type

change of Tinme to Live -> Hop Linit

nmovement of fragmentation fields out of fixed header

bi gger m ni mum MIU, and reliance on PMIU Di scovery

Appendi x B. Future Directions

SIP as specified above is a fully functional replacenent for |Pv4,
with a nunber of inprovenents, particularly in the areas of
scalability of routing and addressing, and performance. Sone

addi tional inprovenents are still under consideration:

0 ARP may be nodified to carry full 64-bit addresses, and to use
l'ink-1ayer nulticast addresses, rather than broadcast
addr esses.

0 The 28-bit Reserved field in the SIP header nmay be defined as
a "Flow ID', or partitioned into a Type of Service field and a
Flow ID field, for classifying packets deserving of special
handling, e.g., non-default quality of service or real-timne
service. On the other hand, the transport-layer port fields
may be adequate for perform ng any such classification. (One
possibility would be sinply to renove the port fields from TCP
& UDP and append themto the SIP header, as in XNS.)
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0o A new | CWP "destination has noved" nessage nmay defined, for
re-routing to nobile hosts or subnets, and to domai ns that
have changed their address prefixes.

0 An explicit Trace Route nessage or option nmay be defined; the
current | Pv4 traceroute scheme will work fine with SIP, but it
does not work for multicast, for which it has becone very
appar ent that nanagenent and debuggi ng tool s are needed.

0 A new Host-to-Router protocol may be specified, enconpassing
the requirenents of router discovery, black-hole detection,
aut o- configuration of subnet prefixes, "beaconing" for nobile
hosts, and, possibly, address resolution. The OSI End System
To Intermedi ate System Protocol may serve as a good nodel for
such a protocol

0 The requirenent that SIP addresses be strictly bound to
interfaces may be rel axed, so that, for exanple, a system
nm ght have fewer addresses than interfaces. There is sonme
experience with this approach in the current Internet, with
the use of "unnunbered links" in routing protocols such as
CSPF.

0 Authentication and integrity-assurance nechanisns for al
clients of SIP, including ICMP and | GW, may be specifi ed,
possi bly based on the Secure Data Network System (SNDS) SP-3
or SP-4 protocol
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