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1. Introduction

[ RFC6513], [RFC6514], and [ RFC6625] specify procedures for supporting
mul ticast in Miltiprotocol Label Sw tching/Border Gateway Protocol
(MPLS/ BGP) Layer 3 (IP) Virtual Private Networks (VPNs). Throughout
this docunment, we will use the term"WPN' (for "multicast VPN')

[ RFC6513] to refer to a BGP/MPLS | P VPN that supports nulticast.

Provi der Edge (PE) routers that attach to a particular M/PN exchange
customer nulticast (Cnulticast) routing information with nei ghboring
PEs. In [RFC6513], two basic nmethods for exchanging C nulticast
routing information are defined: (1) Protocol Independent Milticast
(PIM [RFC7761] and (2) BGP.

In the rest of this docunent, we will use the term"PIMMWPN' to
refer to the case where PIMis used for exchanging G multicast
routing information and "BGP- MWPN' to refer to the case where BGP is
used for exchanging C-nulticast routing information.

Thi s docunent descri bes managed objects to configure and/or nonitor
MVPNs. Most of the managed objects are common to both PI M WPN and
BGP- WPN, and sonme managed objects are BGP- WPN specifi c.

1.1. Term nol ogy

Thi s document adopts the definitions, abbreviations, and mechani sms
described in [ RFC4364], [RFC6513], and [RFC6514]. Faniliarity with
mul ticast, MPLS, Layer 3 (L3) VPN, and MVPN concepts and/ or

mechani sms is assuned. Sonme terns specifically related to this
docunent are expl ai ned bel ow.
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An MVPN can be realized by using various kinds of transport

mechani sms for forwarding a packet to all or a subset of PEs across
service provider networks. Such transport nechanisns are referred to
as provider tunnels (P-tunnels).

A Provider Miulticast Service Interface (PMSlI) [RFC6513] is a
conceptual interface instantiated by a P-tunnel. A PE uses a PMSI to
send custoner nulticast traffic to all or some PEs in the sane VPN

There are two kinds of PMBIs: Inclusive PMSI (1-PMSI) and Sel ective
PMSI (S-PMSI) [RFC6513]. An |I-PMSI enables a PE attached to a
particular M/PN to transnmit a nessage to all PEs in the same MVPN.

An S-PMSI enables a PE to transmit a nessage to a sel ected set of PEs
in the sane MVPN.

As described in [ RFC4382], each PE maintains one default forwarding
table and zero or nore Virtual Routing and Forwarding (VRF) tables.
Throughout this docunment, we will use the term"MWRF" (for "multicast
VRF') to refer to a VRF that contains multicast routing information.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. The Internet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. M B objects are generally
accessed t hrough the Sinple Network Managerment Protocol (SNWVP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. BGP- MPLS- LAYERS3- VPN- MULTI CAST-M B
Thi s docunent defines BGP- MPLS- LAYER3- VPN- MULTI CAST-M B, a M B nodul e
for monitoring and/or configuring MVPNs on PEs. This MB nodule wll

be used in conjunction with MPLS-L3VPN-STD-M B [ RFC4382] and | PMCAST-
M B [ RFC5132].
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3. 1

Sunmary of the M B Mdul e

BGP- MPLS- LAYER3- VPN- MULTI CAST-M B provides the foll ow ng
functionalities.

(o]

0

(0]

(o]

Monitoring attributes of MV/PNs on a PE

Configuring timers and thresholds related to an WPN on a PE
Notifying creation, deletion, and nodification of MWRFs on a PE
Monitoring PMSI attributes

Monitoring statistics of adverti senents exchanged by a PE
Monitoring routing information for nulticast destinations

Moni tori ng next hops for each multicast destination

To provide these functionalities, BGP-MPLS-LAYER3-VPN MULTI CAST-M B
defines the foll owing tabl es.

(o]

mvpnCeneri cTabl e

This table contains generic information about MVPNs on a PE. Each
entry in this table represents an instance of an MVPN on a PE and
contains generic information related to the MVPN. For each entry
inthis table, there MJST be a corresponding VRF in MPLS- L3VPN-
STD-M B [ RFC4382] .

mv/pnBgpTabl e

This table contains information specific to BG-WPNs. Each BGP-
MVPN on a PE will have an entry in this table.

mvpnPrsi Tabl e

This tabl e contai ns managed objects representing attribute
information that is common to I-PMSIs and S-PMSIs on a PE

mvpnSprsi Tabl e
This tabl e contai ns managed objects representing attribute

information specific to S-PMSIs. An S-PMSI represented in this
table will have a corresponding entry in mvpnPrsi Tabl e.
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0 nvpnAdvt St at sTabl e

This table contains statistics pertaining to I-PWMsl and S-PVSI
advertisenents sent/received.

o nmvpnM out eTabl e

This table contains nmulticast routing information in M/RFs on a
PE.

0 mpnM out eNext HopTabl e

This table contains informati on on the next hops for routing IP
mul ti cast datagranms in MVPNs on a PE.

3.2. MB Mdule Definitions

This M B nodul e makes reference to the foll ow ng docunents:
[ RFC2003], [RFC2784], [RFC2863], [RFC3032], [RFC4001], and [ RFC8502].

BGP- MPLS- LAYER3- VPN- MULTI CAST-M B DEFI NI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Count er 32, Counter64, Gauge32, Unsigned32, Ti meTicks,
m b-2
FROM SNWPv2- SM -- RFC 2578

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF -- RFC 2580

RowPoi nt er, Ti meStanp, DateAndTi me
FROM SNMPv2- TC -- RFC 2579

I nterfacel ndex, Interfacel ndexOrZero
FROM | F-M B -- RFC 2863

I net Addr ess, | net AddressType, | net AddressPrefixLength
FROM | NET- ADDRESS- M B -- RFC 4001

mpl sL3VpnVr f Narme, Mol sL3VpnRout eDi sti ngui sher
FROM MPLS- L3VPN- STD-M B -- RFC 4382

| ANAI pRout ePr ot ocol , | ANAi pMRout ePr ot ocol

FROM | ANA- RTPRCTO- M B
-- http://ww.iana. org/ assi gnment s/ i anai pr out eprotocol -m b
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L2L3Vpnhtast Provi der Tunnel Type
FROM L2L3- VPN- MULTI CAST- TC- M B; -- RFC 8502

m/pnM B MODULE- | DENTI TY
LAST- UPDATED "201812140000Z" -- 14 Decenber 2018
ORGANI ZATI ON "I ETF BESS Wor ki ng G oup"
CONTACT- | NFO
"H roshi Tsunoda
Tohoku Institute of Technol ogy
35-1, Yagi yama Kasum -cho
Tai haku- ku, Sendai, 982-8577
Japan
Emai |l : tsuno@nieice.org"

DESCRI PTI ON
"This M B nodul e contai ns nanaged object definitions to
configure and/or nonitor Muilticast comruni cation over |P
Virtual Private Networks (VPNs) supported by the
Mul ti protocol Label Swi tching/Border Gateway Protocol
(MPLS/ BGP) on a Provider Edge (PE) router.

Copyright (c) 2018 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

-- Revision History
REVI SI ON "201812140000Z" -- 14 Decenber 2018
DESCRI PTI ON

"Initial version, published as RFC 8503."
:={ mb-2 243 }

-- Top-level components of this M B nodul e.
mvpnNoti fications OBJECT IDENTIFIER ::= { mvpnMB 0 }

-- Scal ars, Tables
m/pnQbj ect s OBJECT | DENTI FI ER ::

{ mvpnMB 1 }

-- Conformance | nformation
mvpnConf or mance OBJECT | DENTI FI ER ::

{ mvpnM B 2 }
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-- MVPN bj ects
mvpnScal ar s
-- Scalar njects

m/pnM/rfs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total

L3 VPN Multicast M B

nunber of Milticast Virtual

Decenber 2018

OBJECT IDENTIFIER ::= { nvpnObjects 1 }

Routi ng and

Forwardi ng (MRF) tables that are present on

this Provider
for |Pv4,

Edge

::={ nvpnScalars 1 }

m/pnVAMir fs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of MWRFs for

::={ nvpnScalars 2}

m/pnV6Mr f s OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of MRFs for

::={ nvpnScalars 3 }

m/pnM dpMrrfs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

(PE) router.

Thi s includes M/RFs
I Pv6, and Multipoint LDP (nLDP) C-nulticast.

IPv4 C-nulticast on this PE.

|Pv6 CGnulticast on this PE.

"The nunber of MVRFs on this PE that use BGP for
exchangi ng nmLDP C-nul ticast routing information.

::={ mvpnScalars 4 }
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mvpnPi mv4AMrr fs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of MVRFs on this PE that use Provider
I ndependent Multicast (PIM for exchanging | Pv4
C-nulticast routing information.

::={ nvpnScalars 5 }

mvpnPi m/6Mrr fs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of MVRFs on this PE that use PIMfor
exchanging | Pv6 C-rnulticast routing information.

::={ mvpnScalars 6 }

mvpnBgpV4M/r fs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of MVRFs on this PE that use BGP for
exchanging IPv4 Cnulticast routing information.

::={ nvpnScalars 7 }

m/pnBgpV6M/r f s OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of MVRFs on this PE that use BGP for
exchanging I Pv6 C-rmulticast routing information.

::={ nvpnScalars 8 }

m/pnSPTunnel Li mit OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maxi num nunber of sel ective provider tunnels that
are allowed for a particular MPN on this PE

2018
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REFERENCE
"RFC 6513, Section 13"
::={ nvpnScalars 9 }

m/pnBgpCntast Rout eW t hdr awal Ti ner OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "mlliseconds"
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"A configurable tiner to control the del ay
of C-nulticast route wi thdrawal advertisenents.

REFERENCE
"RFC 6514, Section 16.1.1"
::={ nmvpnScalars 10 }

mypnBgpSr cShar edTr eeJoi nTi mer OBJECT- TYPE

SYNTAX Unsi ghed32

UNI TS "mlliseconds”
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON

"A configurable tiner to control the del ay
of Source/ Shared Tree Join C-mnulticast route
adverti senments.
REFERENCE
"RFC 6514, Section 16.1.2"
::={ nvpnScal ars 11 }

-- Generic MVRF Infornmation Tabl e

mvpnCGeneri cTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MvpnGeneri cEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual table containing generic information about
M/PNs on this PE.

:={ nvpnObjects 2}

mvpnGeneri ceEntry OBJECT- TYPE

SYNTAX M/pnGeneri cEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"A conceptual row that represents an MWPN on this PE
The MVPN represented by this entry will have one or nore

correspondi ng P-Miulticast Service Interfaces (PMSIs)
and a corresponding VRF in MPLS-L3VPN-STD-M B (RFC 4382).
I NDEX {
nmpl sL3VpnVr f Namre

::={ nvpnGenericTable 1}

M/pnGeneri cEntry ::= SEQUENCE {
m/pnGenM/r f Last Acti on I NTECER,
m/pnGenM/r f Last Acti onTi ne Dat eAndTi e,
m/pnGenMrr f Creat i onTi me Dat eAndTi e,
mvpnGenCntast Rout eProt ocol | NTECER,
mvpnGenl pnsi I nfo RowPoi nt er,
mv/pnGenl nt er AsPnsi | nfo RowPoi nt er,
m/pnGenUnhSel ecti on | NTECGER,
m/pnGenCust oner Si t eType | NTEGER

}

mypnGenMrr f Last Acti on OBJECT- TYPE

SYNTAX | NTEGER {
creat edMrr f (1),
del et edMyr f (2),
modi fi edMvrfl prsi Config (3),
nmodi fi edM/r f Sprsi Config (4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object describes the |ast action pertaining
to the MVPN represented by this entry.

The enunmerated action types and the correspondi ng
descriptions are as foll ows:

creat edMrrf:
MVRF was created for this MVPN on the PE.

del et edM/r f :
M/RF for this M/PN was del eted fromthe PE
A conceptual rowin this table will never have

mvpnGenMrr f Last Acti on equal to del etedMirf,
because in that case, the rowitself will not exist
in the table.
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This val ue for mvpnGenM/rfLast Action is defined
solely for use in the nvpnMrf Acti onChange
notification.

nmodi fi edMvrfl prsi Confi g:
An | -PWVSI for this MVPN was configured, deleted,
or changed.

nmodi fi edMvr f Sprrsi Confi g:
An S-PMSI for this MYPN was configured, deleted,
or changed.

::={ nvpnGenericEntry 2}

mypnGenMrr f Last Acti onTi me OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The timestanp when the |last action, given in
the correspondi ng mvpnGenMrrf Last Action obj ect,
was carried out.

::={ nvpnGenericEntry 3}

m/pnGenMrr f Creat i onTi me OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The timestanp when the MVRF was created for
the MVPN represented by this entry.

::={ nvpnGenericEntry 4 }

mvpnGenCntast Rout ePr ot ocol OBJECT- TYPE

SYNTAX I NTEGER {
pim(1),
bgp (2)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The protocol used to signal G rmulticast routing
i nformati on across the provider core for the M/PN
represented by this entry.

Tsunoda St andards Track [ Page 11]



RFC 8503 L3 VPN Multicast MB Decenber

The enumerated protocols and the correspondi ng
descriptions are as foll ows:

pim: PIM (Pl M MWPN)
bgp : BGP (BGP- MWPN)
REFERENCE
"RFC 6513, Section 5"
::={ mvpnCGenericEntry 5}

mvpnGenl pnsi | nf o OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A pointer to a conceptual row representing
the corresponding |-PMsl in mvpnPrsi Tabl e.
If there is no I-PMsl for the MWPN
represented by this entry, the
val ue of this object will be zeroDot Zero.

::={ nvpnGenericEntry 6 }

mv/pnGenl nt er AsPnsi | nf o OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A pointer to a conceptual row representing

2018

the correspondi ng segnented Inter-AS |-PMSI in mvpnPrsi Tabl e.

If there is no segnented Inter-AS |I-PMSI for the M/PN,
the value of this object will be zeroDot Zero.

::={ nvpnGenericEntry 7 }

m/pnGenUnhSel ecti on OBJECT- TYPE
SYNTAX | NTEGER {
hi ghest PeAddress (1),
cRoot Gr oupHashing (2),

ucast UrhRout e (3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Upstream Mul ticast Hop (UWVH) sel ection method for the
MVPN represented by this entry.
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The enumer ated met hods and the correspondi ng
descriptions are as foll ows:

hi ghest PeAddress : PE with the hi ghest address
(see RFC 6513, Section 5.1.3)
cRoot GroupHashi ng : hashi ng based on (c-root, c-group)
ucast UrhRout e : per-unicast route towards c-root
REFERENCE
"RFC 6513, Section 5.1"
::={ nvpnGenericEntry 8 }

m/pnGenCust oner Si t eType OBJECT- TYPE
SYNTAX I NTEGER {
sender Recei ver (1),
receiverOnly (2),

sender Only (3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of the custoner site, connected to
the MVPN represented by this entry.

The enunerated types and the correspondi ng
descriptions are as foll ows:

sender Receiver : Site is both sender and receiver

receiverOnly : Site is receiver only
sender Only : Site is sender only
REFERENCE

"RFC 6513, Section 2.3"
::={ nvpnGenericEntry 9 }

-- Generic BGP- WPN Tabl e

mvpnBgpTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MvpnBgpEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual table that supplements mvpnGenericTabl e

2018

wi th BGP- MPN-specific information for BG>- MPNs on this PE

::={ nmvpnObjects 3}
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mvpnBgpEnt ry OBJECT- TYPE

SYNTAX M/pnBgpEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row corresponding to a BGP- MWPN on this PE.

I NDEX {
mpl sL3VpnVr f Nane

::={ nmvpnBgpTable 1 }

M/pnBgpEntry :: = SEQUENCE {
m/pnBgpMbde | NTECER,
mvpnBgpVr f Rout el npor t Ext endedCommuni ty Mol sL3VpnRout eDi sti ngui sher,
mvpnBgpSr cASExt endedComuni ty Unsi gned32,
mvpnBgpMsgRat eLi mi t Unsi gned32,
mvpnBgpMaxSpnsi AdRout es Unsi gned32,
mv/pnBgpMaxSpnsi AdRout eFr eq Unsi gned32,
m/pnBgpMaxSr cAct i veAdRout es Unsi gnhed32,
m/pnBgpMaxSr cAct i veAdRout eFr eq Unsi gned32
}
mv/pnBgpMode OBJECT- TYPE
SYNTAX | NTEGER {
ot her (0),
rptSpt (1),
sptOnly (2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The inter-site Ctree node used by the BGP- MWPN
represented by this entry.

ot her : none of the follow ng
rptSpt : inter-site shared tree node
(Rendezvous Point Tree (RPT) and
source-specific shortest-path tree (SPT))
sptOnly : inter-site source-only tree node
REFERENCE
"RFC 6513, Section 9.3.1"
::={ mvpnBgpEntry 1 }

mvpnBgpVr f Rout el npor t Ext endedCommuni ty OBJECT- TYPE

SYNTAX Mol sL3VpnRout eDi st i ngui sher
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The VRF Route Inport Extended Community added by this PE
to unicast VPN routes that it advertises for the BGP- WPN
corresponding to this entry.

REFERENCE
"RFC 6514, Section 7

::={ nmvpnBgpEntry 2 }

mvpnBgpSr cASExt endedComuni ty OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Source AS Extended Comunity added by this PE
to the unicast VPN routes that it advertises for
the BGP- MWPN represented by this entry.

REFERENCE
"RFC 6514, Section 6

::={ nvpnBgpEntry 3}

m/pnBgpMsgRat eLi mit OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
UNI TS "messages per second"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The configurabl e upper bound for the rate of the BGP
C-nulticast routing information message exchange between
this PE and other PEs in the BGP- MWPN corresponding to
this entry

REFERENCE

"RFC 6514, Section 17"

::={ mvpnBgpEntry 4 }

mvpnBgpMaxSpnsi AdRout es OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The configurabl e upper bound for the nunber of S-PMS
aut o-di scovery (A-D) routes for the BGP- M\WPN
corresponding to this entry.

Tsunoda St andards Track [ Page 15]



RFC 8503 L3 VPN Multicast M B Decenber 2018

REFERENCE
"RFC 6514, Section 17"
::={ nmvpnBgpEntry 5 }

mvpnBgpMaxSpnsi AdRout eFreq OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
UNI TS "routes per second"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The configurabl e upper bound for the frequency of
S-PMSI A-D route generation for the BGP- WPN
corresponding to this entry.

REFERENCE
"RFC 6514, Section 17"
::={ nvpnBgpEntry 6 }

m/pnBgpMaxSr cAct i veAdRout es OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The configurabl e upper bound for the nunber of
Source Active A-D routes for the BGP- MWPN correspondi ng
to this entry.
REFERENCE
"RFC 6514, Section 17"
::={ nvpnBgpEntry 7 }

mypnBgpMaxSr cAct i veAdRout eFreq OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
UNI TS "routes per second"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The configurabl e upper bound for the frequency of Source
Active A-D route generation for the BGP- MWPN correspondi ng
to this entry.

REFERENCE
"RFC 6514, Section 17"
::={ mvpnBgpEntry 8 }
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-- Table of PMSI Information

mvpnPnsi Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF MvpnPrsi Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual table containing information rel ated
to PMBIs on this PE

::={ nmvpnQbjects 4 }

mv/pnPrsi Entry OBJECT- TYPE

SYNTAX M/pnPnsi Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row corresponding to a
PMSI on this PE

| NDEX {
mvpnPnsi Tunnel | f 1 ndex

}
2= { nvpnPnsi Table 1 }

M/pnPnsi Entry :: = SEQUENCE {
mvpnPnsi Tunnel | f 1 ndex I nterfacel ndex,
mvpnPnsi RD Mpl sL3VpnRout eDi sti ngui sher,
mvpnPnsi Tunnel Type L2L3VpnMast Provi der Tunnel Type,
mvpnPrsi Tunnel Attri bute RowPoi nt er,
mvpnPnsi Tunnel Pi mG oupAddr Type | net Addr essType,
mvpnPnsi Tunnel Pi m& oupAddr | net Addr ess,
mvpnPnsi Encapsul ati onType | NTEGER
}
mvpnPrsi Tunnel | f 1 ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A uni que value for this conceptual row. Its value
will be the sane as that of the iflndex object instance
for the corresponding PMSI in ifTable.
REFERENCE
"RFC 2863, Section 3.1.5

2= { nvpnPmsi Entry 1 }

Tsunoda St andards Track [ Page 17]



RFC 8503 L3 VPN Multicast M B Decenber 2018

nmvpnPrsi RD OBJECT- TYPE

SYNTAX Mol sL3VpnRout eDi st i ngui sher
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The Route Distinguisher for this |-PMsSI.

::={ mvpnPnsi Entry 3 }

mvpnPnsi Tunnel Type OBJECT- TYPE

SYNTAX L2L3Vpnhcast Provi der Tunnel Type
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The type of tunnel used to
instantiate the PMBI corresponding to this entry.

REFERENCE
"RFC 6513, Section 2.6

::={ mvpnPnsi Entry 4 }

mvpnPnsi Tunnel Attri bute OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A pointer to a conceptual row representing
the P-tunnel used by the PMSI in
| 2L3VpnMeast Prsi Tunnel Att ri but eTabl e.

::={ mvpnPnsi Entry 5 }

mvpnPnsi Tunnel Pi nGr oupAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The | net AddressType of the mvpnPnsi Tunnel Pi G oupAddr obj ect
that follows. Wen the PMSI corresponding to this entry
does not use the PI M provider tunnel, i.e., the val ue of
mvpnPnsi Tunnel Type is not one of pinBsm(3), pinmisn(4), or
pi mBi dir(5), this object should be unknown(O).

::={ mvpnPnsi Entry 6 }
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mv/pnPrsi Tunnel Pi mGr oupAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tunnel address that is used by the PMS
corresponding to this entry. Wen the PMS
corresponding to this entry does not use
the PIM provider tunnel, i.e., the value of
mvpnPnsi Tunnel Type is not one of pinBsn(3),
pi MAsm(4), or pinBidir(5), this
obj ect should be a zero-length octet string.

::={ mvpnPnsi Entry 7 }

mvpnPnsi Encapsul ati onType OBJECT- TYPE

SYNTAX | NTECER ({
grelp (1),
iplp (2),
mpls  (3)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The encapsul ati on type used for sending
packets through the PMSI corresponding to this entry.

The enuner at ed encapsul ati on types and the correspondi ng
descriptions are as follows:

grelp : Generic Routing Encapsul ation (GRE)

(RFC 2784)
iplp : IP-in-1P encapsulation (RFC 2003)
mpls : MPLS encapsul ation (RFC 3032)
REFERENCE
"RFC 2003
RFC 2784
RFC 3032

RFC 6513, Section 12.1

2= { nvpnPnsi Entry 8 }
-- Table of S-PMSI-Specific Information
mvpnSprsi Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MvpnSpnsi Entry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"A conceptual table containing information rel ated
to S-PMSIs on this PE.
This table stores only S-PMSI-specific attribute
information. GCeneric PMSI attribute information of
S-PMSIs is stored in mvpnPrsi Tabl e.

:={ mvpnQbjects 5}

mvpnSprsi Entry OBJECT- TYPE

SYNTAX M/pnSpnsi Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row corresponding to an S-PMSI on this PE
I mpl enenters need to be aware that if the total nunber of
octets in nplsL3VpnVrfNanme, mvpnSpnsi Chtast Gr oupAddr, and
m/pnSpsi Cntast Sour ceAddr exceeds 113, the O Ds of colum
instances in this rowwll have nore than 128 sub-identifiers
and cannot be accessed using SNMPv1l, SNMPv2c, or SNWPv3.
| NDEX {

nmpl sL3VpnVr f Nane,

m/pnSprsi Cntast G oupAddr Type,

m/pnSprsi Cntast Gr oupAddr

m/pnSprsi Cntast G oupPr ef i xLen,

mvpnSpsi Cntast Sour ceAddr Type,

mvpnSpnsi Cntast Sour ceAddr ,

mvpnSprsi Cntast Sour cePrefi xLen

}
::={ mvpnSpnsi Table 1 }

M/pnSpnsi Entry :: = SEQUENCE {
mvpnSprsi Cntast Gr oupAddr Type | net Addr essType,
mv/pnSpnsi Cntast G oupAddr | net Addr ess,

mv/pnSpsi Cncast G oupPr ef i xLen | net Addr essPrefi xLengt h,
mypnSprsi Cntast Sour ceAddr Type | net Addr essType,

m/pnSprsi Cntast Sour ceAddr | net Addr ess,
mvpnSprsi Cntast Sour cePrefi xLen | net Addr essPrefi xLengt h,
mvpnSpnsi Pnsi Poi nt er RowPoi nt er
}
m/pnSprsi Cntast Gr oupAddr Type OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The | net AddressType of the mvpnSpnsi Chtast G oupAddr obj ect
that foll ows.

::={ nmvpnSpnsi Entry 1 }

mypnSprsi Cntast G oupAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The group address of the C-flow assigned to the
S-PMSI corresponding to this entry.

REFERENCE
"RFC 6513, Section 3.1"

::={ mvpnSpnsi Entry 2 }

m/pnSprsi Cntast Gr oupPr ef i xLen OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The prefix length of the corresponding
m/pnSprsi Cntast G oupAddr obj ect .

::={ mvpnSpnsi Entry 3 }

mvpnSpnsi Cntast Sour ceAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The | net AddressType of the mvpnSpnsi Cntast Sour ceAddr obj ect
that foll ows.

c:={ nvpnSpnsi Entry 4 }

mvpnSprsi Cntast Sour ceAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The source address of the C-flow assigned to the
S-PMSI corresponding to this entry.

::={ mvpnSpnsi Entry 5 }
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mvpnSprsi Cntast Sour cePrefi xLen OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The prefix length of the corresponding
m/pnSprsi Cntast Sour ceAddr obj ect.

::={ mvpnSpnsi Entry 6 }

mvpnSprsi Pnsi Poi nt er OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A pointer to a conceptual row representing
generic information of this S-PMSI in nvpnPnsi Tabl e.

c:={ nvpnSpnsi Entry 7 }

-- Table of Statistics Pertaining to
-- Advertisenments Sent/Received

mvpnAdvt St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MvpnAdvt St at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual table containing statistics pertaining to
| -PMSI and S-PMSI advertisenents sent/received by this PE.

:={ mvpnQbjects 6 }

mvpnAdvt St at sEnt ry OBJECT- TYPE

SYNTAX M/pnAdvt St at sEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row corresponding to statistics
pertaining to advertisenents sent/received
for a particular MVPN on this PE.

I mpl enenters need to be aware that if the total number of
octets in nplsL3VpnVrfName and mvpnAdvt Peer Addr exceeds 115,
then O Ds of colum instances in this roww |l have nore than
128 sub-identifiers and cannot be accessed using SNWPv1,
SNWVPv2c, or SNWPv3.
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I NDEX {
mpl sL3VpnVr f Nane,
m/pnAdvt Type,
mvpnAdvt Peer Addr Type,
mvpnAdvt Peer Addr

}
::={ mvpnAdvt StatsTable 1 }

M/pnAdvt St at sEntry :: = SEQUENCE {
mvpnAdvt Type | NTECER,
mvpnAdvt Peer Addr Type | net Addr essType,
nmvpnAdvt Peer Addr | net Addr ess,
m/pnAdvt Sent Count er 32,
m/pnAdvt Recei ved Count er 32,
m/pnAdvt Recei vedEr r or Count er 32,

mvpnAdvt Recei vedMal f or medTunnel Type Count er 32,
mvpnAdvt Recei vedMal f or nedTunnel | d Count er 32,

nmv/pnAdvt Last Sent Ti ne Dat eAndTi e,
m/pnAdvt Last Recei vedTi ne Dat eAndTi e,
m/pnAdvt Count er Di sconti nuityTi me Ti meSt anp
}
mvpnAdvt Type OBJECT- TYPE
SYNTAX | NTEGER {

i ntraAslpnmsi (0),
i nterAslpnmsi (1),

sPnsi (2)
}
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The PMSI type.

The enunerated PMBI types and correspondi ng
descriptions are as follows:

intraAslpnsi : Intra-AS Inclusive PVSI

interAslpnmsi : Inter-AS Inclusive PMSI

sPnsi : Sel ective PN
REFERENCE

"RFC 6513, Sec. 3.2.1"
o= { nvpnAdvt StatsEntry 1 }

m/pnAdvt Peer Addr Type OBJECT- TYPE

SYNTAX I net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The | nternet AddressType of the nvpnAdvt Peer Addr obj ect
that foll ows.

::={ nmvpnAdvt StatsEntry 2 }

mv/pnAdvt Peer Addr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address of a peer PE that exchanges advertisenment with
this PE

2= { mvpnAdvt StatsEntry 3 }

mvpnAdvt Sent OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of advertisenents successfully
sent to the peer PE specified by the correspondi ng
mvpnAdvt Peer Addr .

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the corresponding
mvpnAdvt Count er Di sconti nuityTi ne obj ect.

c:={ mvpnAdvt StatsEntry 4 }

mvpnAdvt Recei ved OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of advertisenments received fromthe peer PE
specified by the correspondi ng nvpnAdvt Peer Addr obj ect .
This includes advertisements that were di scarded.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the correspondi ng
mvpnAdvt Count er Di sconti nuityTi ne obj ect.

::={ nmvpnAdvt StatsEntry 5 }
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mv/pnAdvt Recei vedError OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of advertisenents received froma peer PE,
speci fied by the correspondi ng mvpnAdvt Peer Addr obj ect,
that were rejected due to an error(s) in the advertisenent.
The val ue of this object includes
the error cases counted in the correspondi ng
mvpnAdvt Recei vedMal f or nedTunnel Type and
mv/pnAdvt Recei vedMal f or nedTunnel 1 d obj ect s.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the corresponding
mvpnAdvt Count er Di sconti nuityTi ne obj ect.

c:= { nvpnAdvt StatsEntry 6 }

mvpnAdvt Recei vedMal f or medTunnel Type OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of advertisenents received fromthe peer PE,
speci fied by the correspondi ng nvpnAdvt Peer Addr obj ect,

that were rejected due to a nal forned Tunnel Type

in the PMSI Tunnel attribute.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the correspondi ng
mvpnAdvt Count er Di sconti nuityTi me obj ect.
REFERENCE
"RFC 6514, Section 5"
::={ mvpnAdvt StatsEntry 7 }

mvpnAdvt Recei vedMal f or nedTunnel | d OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of advertisenents received fromthe peer PE,
specified by the correspondi ng nmvpnAdvt Peer Addr obj ect,

that were rejected due to a nmal forned Tunnel Identifier

in the PMSI Tunnel attribute. Discontinuities in the value
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of this counter can occur at re-initialization of the
managenment system and at other tines as indicated by the
correspondi ng nvpnAdvt Count er Di sconti nuityTi me object.

REFERENCE
"RFC 6514, Section 5"
c:={ nvpnAdvt StatsEntry 8 }

m/pnAdvt Last Sent Ti me OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The timestanp when the | ast advertisenent
was successfully sent by this PE. If no

adverti senment has been sent since the
last re-initialization of this PE, this
object will have a zero-length string.

::={ mvpnAdvt StatsEntry 9 }

mvpnAdvt Last Recei vedTi ne OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The timestanp when the | ast advertisenent

was successfully received fromthe peer PE specified
by the correspondi ng mvpnAdvt Peer Addr obj ect and
processed by this PE.

If no advertisement has been received since the

last re-initialization of this PE, this object

wi Il have a zero-length string.

::={ nmvpnAdvt StatsEntry 10 }

mvpnAdvt Count er Di sconti nuityTi ne OBJECT- TYPE

SYNTAX Ti meSt anmp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nmobst recent occasion
at which any one or nore of this application's
counters, viz., counters with the O D prefix
"mvpnAdvt Sent’, ' nvpnAdvt Recei ved’,

" mvpnAdvt Recei vedError’,
"mvpnAdvt Recei vedMal f or medTunnel Type’', or
" nmvpnAdvt Recei vedMal f or nedTunnel 1d’, suffered a
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di scontinuity.

If no such discontinuities have occurred since the
last re-initialization of the |ocal managenent
subsystem this object will have a zero val ue

o= { nvpnAdvt StatsEntry 11 }
-- Table of Multicast Routes in an MVPN

mvpnM out eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M/pnM out eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual table containing multicast routing information
corresponding to the MVRFs present on the PE

:={ nvpnhjects 7 }

mypnM out eEntry OBJECT- TYPE

SYNTAX M/pnM out eEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row corresponding to a route for |P datagrans
froma particular source and addressed to a particul ar
I P multicast group address.

I mpl enenters need to be aware that if the total nunber of
octets in nplsL3VpnVrfNanme, mvpnM out eCntast GroupAddr, and
m/pnM out eCntast Sour ceAddrs exceeds 113, the O Ds of colum
instances in this rowwll have nore than 128 sub-identifiers
and cannot be accessed using SNMPv1l, SNMPv2c, or SNWPv3.

I NDEX {
nmpl sL3VpnVr f Nane,
m/pnM out eCnrcast Gr oupAddr Type,
m/pnM out eCncast Gr oupAddr ,
mvpnM out eCnrcast Gr oupPr ef i xLengt h,
mvpnM out eCntast Sour ceAddr Type,
mvpnM out eCncast Sour ceAddr s,
mvpnM out eCnrcast Sour cePr ef i xLengt h

}
:={ mvpnMouteTable 1}
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M/pnM out eEntry ::= SEQUENCE {
m/pnM out eCnrcast Gr oupAddr Type
m/pnM out eCncast Gr oupAddr
mvpnM out eCncast Gr oupPr ef i xLengt h
mvpnM out eCncast Sour ceAddr Type
mvpnM out eCncast Sour ceAddr s
m/pnM out eCrrcast Sour cePr ef i xLengt h
mypnM out eUpst r eanNei ghbor Addr Type
m/pnM out eUpst r eanNei ghbor Addr
mvpnM out el nl f | ndex
mvpnM out eExpi ryTi me
mvpnM out ePr ot ocol
mv/pnM out eRt Pr ot ocol
m/pnM out eRt Addr Type
m/pnM out eRt Addr
mvpnM out eRt Prefi xLength
m/pnM out eRt Type
m/pnM out eCctet s
m/pnM out ePkt s
m/pnM out eTt | Dr oppedCct et s
m/pnM out eTt | Dr oppedPacket s
mvpnM out eDr oppedl nCct et s
mvpnM out eDr oppedl nPacket s
mv/pnM out ePnsi Poi nt er
mv/pnM out eNunber O Local Repl i cati on
m/pnM out eNunber Of Renot eRepl i cati on
mvpnM out eCount er Di sconti nuityTi me

| net Addr essType,

I net Addr ess,

I net Addr essPrefi xLengt h,
| net Addr essType,

| net Addr ess,

I net Addr essPrefi xLengt h,
| net Addr essType,

I net Addr ess,

I nterfacel ndexOr Zer o,

Ti meTi cks,

I ANAi pMRout ePr ot ocol

I ANAI pRout ePr ot ocol

I net Addr essType,

I net Addr ess,

I net Addr essPrefi xLengt h,
| NTEGER,

Count er 64,

Count er 64,

Count er 64,

Count er 64,

Count er 64,

Count er 64,

RowPoi nt er,

Unsi ghed32,

Unsi gnhed32,

Ti meSt anp

}
mvpnM out eCntast Gr oupAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Decenber

2018

"The | net AddressType of the mvpnM out eCrtast G oupAddr obj ect

that foll ows.

:={ mvpnMouteEntry 1}

mvpnM out eCntast Gr oupAddr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The I P multicast group address

that, along with

the correspondi ng mvpnM out eCntast G oupPr ef i xLengt h obj ect,
identifies destinations for which this entry contains

mul ti cast routing information.
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Thi s address object is only significant up to
m/pnM out eCnrcast GroupPrefi xLength bits. The remaining
address bits MJST be set to zero.

For addresses of type 'ipv4z' or 'ipv6z', the appended zone
index is significant even though it Iies beyond the prefix
Il ength. The use of these address types indicates that this
forwarding state applies only within the given zone. Zone
index zero is not valid in this table.

.= { nmvpnMouteEntry 2 }

m/pnM out eCnrcast Gr oupPr ef i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The length in bits of the mask that, along with

the correspondi ng mvpnM out eCntast G oupAddr obj ect,
identifies destinations for which this entry contains
mul ticast routing information.

If the correspondi ng | net AddressType is 'ipv4d' or 'ipvdz',
this object nmust be in the range 4..32.

If the correspondi ng | net AddressType is 'ipv6 or 'ipv6z',
this object must be in the range 8..128.

.= { nmvpnMouteEntry 3}

mvpnM out eCnrcast Sour ceAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The | net AddressType of the mvpnM out eCntast Sour ceAddr s obj ect
that follows.

A val ue of unknown(0) indicates a non-source-specific entry,
corresponding to all sources in the group. Oherw se, the
val ue MUST be the sanme as the val ue of

mvpnM out eCntast Gr oupAddr Type.

:={ nvpnMouteEntry 4 }

m/pnM out eCncast Sour ceAddr s OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON

"The network address that, along with the

correspondi ng nvpnM out eCntast Sour cePr efi xLengt h obj ect,
identifies the sources for which this entry contains

mul ticast routing infornation.

Thi s address object is only significant up to
m/pnM out eCnrcast Sour cePrefi xLength bits.
The remai ni ng address bits MJST be set to zero.

2018

For addresses of type 'ipv4z' or 'ipv6z', the appended zone

index is significant even though it Iies beyond the prefix

Il ength. The use of these address types indicates that this

source address applies only within the given zone. Zone
index zero is not valid in this table.

{ mvpnMouteEntry 5 }

mvpnM out eCnrcast Sour cePr ef i xLengt h OBJECT- TYPE
SYNTAX I net Addr essPrefi xLength
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The length in bits of the mask that, along with

the correspondi ng mvpnM out eCntast Sour ceAddr obj ect,
identifies the sources for which this entry contains
mul ticast routing information

If the correspondi ng | net AddressType is 'ipv4d' or 'ipvdz',

this object nust be in the range 4..32

If the correspondi ng | net AddressType is 'ipv6 or 'ipv6z',

this object must be in the range 8..128.
If the correspondi ng | net AddressType i s 'unknown’,
this object nust be zero.

{ mvpnM out eEntry 6 }

m/pnM out eUpst r eanNei ghbor Addr Type OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

Tsunoda

"The | net AddressType of the mvpnM out eUpstreanNei ghbor Addr
obj ect that foll ows.

A val ue of unknown(0) indicates that the upstream
nei ghbor is unknown, for exanple, in
Bidirectional PIM(BIDR-PIM.
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REFERENCE
"RFC 5015"
::={ nmvpnMouteEntry 7 }

mvpnM out eUpst r eanNei ghbor Addr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON

"The address of the upstream nei ghbor (for exanple,

the Reverse Path Forwardi ng (RPF) nei ghbor) from
whi ch I P datagrans fromthese sources represented
by this entry to this nmulticast address are received.

.= { nmvpnMouteEntry 8 }

mvpnM out el nl f I ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The value of iflndex for the interface on which IP
dat agrans sent by these sources represented by this entry to
this nmulticast address are received.

A value of zero indicates that datagrans are not
subject to an incomng interface check but nay be accepted
on multiple interfaces (for exanple, in BIDRPIM.
REFERENCE
"RFC 5015"
:={ mvpnMouteEntry 9 }

mvpnM out eExpi ryTi me OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The m ni num anount of time remaining before this entry wll
be aged out. The value zero indicates that the entry is not
subject to aging. |If the correspondi ng nvpnM out eNext HopSt at e
object is pruned(1l), this object represents the remaining
time for the prune to expire after which the state wll
return to forwarding(2).
If the correspondi ng nvpnM out eNext HopSt ate object is
forwarding(2), this object indicates the tinme after which
this entry will be renoved fromthe table.
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::={ mvpnMouteEntry 10 }

mvpnM out ePr ot ocol OBJECT- TYPE
SYNTAX I ANAI pMRout ePr ot ocol
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The multicast routing protocol via which this multicast
forwardi ng entry was | ear ned.

o= { nvpnMouteEntry 11 }

m/pnM out eRt Pr ot ocol OBJECT- TYPE

SYNTAX I ANAI pRout ePr ot ocol

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The routing protocol via which the route used to find the

upstream or parent interface for this nmulticast forwarding
entry was | earned.

::={ nvpnMouteEntry 12 }

m/pnM out eRt Addr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The | net AddressType of the mvpnM out eRt Addr obj ect
that foll ows.

::={ mvpnMouteEntry 13 }

mvpnM out eRt Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The address portion of the route used to find the upstream
or parent interface for this nmulticast forwarding entry.

Thi s address object is only significant up to

m/pnM out eRt Prefi xLength bits. The renmaining address bits
MUST be set to zero.

For addresses of type 'ipv4z' or 'ipv6z', the appended zone
index is significant even though it |ies beyond the prefix
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Il ength. The use of these address types indicates that this
forwarding state applies only within the given zone. Zone
index zero is not valid in this table.

::={ nvpnMouteEntry 14 }

m/pnM out eRt Pref i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The length in bits of the mask associated with the route

used to find the upstreamor parent interface for this
mul ticast forwarding entry.

If the correspondi ng | net AddressType is "ipv4d' or 'ipvdz',
this object nust be in the range 4..32.

If the correspondi ng | net AddressType is 'ipv6e' or 'ipv6z',
this object nust be in the range 8..128.

::={ mvpnMouteEntry 15 }

m/pnM out eRt Type OBJECT- TYPE
SYNTAX | NTEGER {
uni cast (1),
mul ticast (2)

}
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The reason for placing the route in the (logical)
mul ticast Routing Information Base (RIB).

The enunerated reasons and the correspondi ng
descriptions are as follows:

uni cast:
The route would normally be placed only in
the unicast RIB, but it was placed in the nulticast
RI B by local configuration, such as when running
Pl M over RIP.

mul ti cast:
The route was explicitly added to the nmulticast R B by
the routing protocol, such as the Di stance Vector
Mul ticast Routing Protocol (DVMRP) or Miltiprotocol BGP.

:={ nvpnMouteEntry 16 }
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m/pnM out eCct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of octets contained in |IP datagrans that were
received fromsources represented by this entry and
addressed to this multicast group address and that were
forwarded by this router.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the corresponding
m/pnM out eCount er Di sconti nuityTi me object.

::={ nmvpnMouteEntry 17 }

mvpnM out ePkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON

"The nunber of packets routed using this nulticast route
entry.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the corresponding
mvpnM out eCount er Di scontinuityTi me object.

:={ nmvpnMouteEntry 18 }

m/pnM out eTt | Dr oppedCct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of octets contained in |IP datagranms that this
router has received from sources represented by
this entry and addressed to this nmulticast group address,
whi ch were dropped due to Tine To Live (TTL) issues.
TTL issues occur when the TTL (I1Pv4) or Hop Limt (1Pv6)
of the incom ng packet was decrenented to zero or to a

val ue less than ipMastinterfaceTtl of the corresponding
interface.

The i pMcastinterfaceTt|l object is defined in | PMCAST-M B
(RFC 5132) and represents the datagram TTL
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threshold for the interface. Any IP nulticast datagrans
with a TTL (1 Pv4) or Hop Limt (IPv6) less than this
threshold will not be forwarded out of the interface.

The default value of zero neans all nulticast packets are
forwarded out of the interface. A value of 256 neans that
no mul ticast packets are forwarded out of the interface.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the corresponding
mvpnM out eCount er Di sconti nuityTi me object.
REFERENCE
"RFC 5132, Section 6

::={ nmvpnMouteEntry 19 }

mvpnM out eTt | Dr oppedPacket s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of packets that this router has received from
the sources represented by this entry and addressed to this
mul ti cast group address, which were dropped due to
Time To Live (TTL) issues. TTL issues occur when the
TTL (1 Pv4) or Hop Limt (1Pv6) of the incom ng packet was
decrenented to zero or to a value less than
i pMcastInterfaceTtl of the corresponding interface.

The i pMastinterfaceTt] object is defined in | PMCAST-M B
(RFC 5132) and represents the datagram TTL

threshold for the interface. Any IP nulticast datagrans
with a TTL (I Pv4) or Hop Limt (IPv6) less than this
threshold will not be forwarded out of the interface.

The default value of zero nmeans all nulticast packets are
forwarded out of the interface. A value of 256 nmeans that
no mul ticast packets are forwarded out of the interface.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the corresponding
m/pnM out eCount er Di sconti nuityTi me object.
REFERENCE
"RFC 5132, Section 6

:={ nvpnMouteEntry 20 }
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m/pnM out eDr oppedl nCct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of octets contained in |IP datagranms that this
router has received from sources represented by
this entry and addressed to this multicast group address,
whi ch were dropped due to an error(s).
The val ue of this object includes the octets counted
in the correspondi ng mvpnM out eTt| DroppedCctets obj ect.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the correspondi ng
mvpnM out eCount er Di sconti nuityTi me object.

:={ nvpnMouteEntry 21 }

mypnM out eDr oppedl nPacket s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of packets that this router has received from
sources represented by this entry and addressed to this
mul ticast group address, which were dropped due to an
error(s). The value of this object includes the nunber
of octets counted in the corresponding
mvpnM out eTt | Dr oppedPacket s obj ect .

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the corresponding
mvpnM out eCount er Di sconti nuityTi me object.

:={ nmvpnMouteEntry 22 }

m/pnM out ePrrsi Poi nt er OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A pointer to a conceptual row representing
the corresponding I-PMSI in nvpnPrsi Tabl e or S- PVSI
in nvpnSpnsi Table that this Cnulticast route is using.

:={ nvpnMouteEntry 23}
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m/pnM out eNunber O Local Repl i cati on OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Number of replications for |ocal receivers.

For exanple, if an ingress PE needs to send traffic out of
N PE-CE interfaces, then mvpnM out eNunber O Local Replication
is N

::={ nvpnMouteEntry 24 }

m/pnM out eNunber Of Renot eRepl i cati on OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurmber of local replications for rempte PEs. For exanple,

if the nunber of renote PEs that need to receive traffic is N,
then mvpnM out eNunmber OF Renot eReplication is N in case of
Ingress Replication, but it may be less than N in case of
RSVP- TE or nlLDP Point-to-Miltipoint (P2MP) tunnels, depending
on the actual nunber of replications the PE needs to do.

:={ nmvpnMouteEntry 25}

m/pnM out eCount er Di sconti nuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime on the nost recent occasion
at which any one or nore of this application's
counters, viz., counters with the O D prefix
"mvpnMouteCctets’, 'm/pnM out ePkts’,

"mvpnM out eTt | DroppedCctets’,

"mvpnM out eTt | Dr oppedPacket s’

"mvpnM out eDr oppedl nCctets’, or 'nvpnM out eDr oppedl nPacket s’
suffered a discontinuity.

If no such discontinuities have occurred since the

last re-initialization of the |ocal nanagenent

subsystem this object will have a zero val ue.

::={ mvpnMouteEntry 26 }
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-- Table of Next Hops for Milticast Routes in an MVPN

m/pnM out eNext HopTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MypnM out eNext HopEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual table containing information on the
next hops for routing IP nulticast datagrans.
Each entry is one of a list of next hops for
a set of sources sending to a nulticast group
addr ess.

:={ mvpnObjects 8 }

mvpnM out eNext HopEntry OBJECT- TYPE
SYNTAX M/pnM out eNext HopEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row corresponding to a next hop to which
IP multicast datagrans froma set of sources to
an | P nulticast group address are routed.

I mpl enenters need to be aware that if the total number of
octets in nplsL3VpnVrfNane, m/pnM out eNext HopG oupAddr,
m/pnM out eNext HopSour ceAddr s, and mvpnM out eNext HopAddr
exceeds 111, the O Ds of colum instances in this row
will have nmore than 128 sub-identifiers and cannot be
accessed using SNWPv1l, SNWPv2c, or SNWPv3.
| NDEX {

mpl sL3VpnVr f Nane,

mvpnM out eNext HopG oupAddr Type,

mvpnM out eNext HopG- oupAddr

mvpnM out eNext HopG oupPr ef i xLengt h,

m/pnM out eNext HopSour ceAddr Type,

m/pnM out eNext HopSour ceAddr s,

mvpnM out eNext HopSour cePr ef i xLengt h,

mvpnM out eNext Hopl f | ndex,

mvpnM out eNext HopAddr Type,

mv/pnM out eNext HopAddr

}
::={ mvpnM out eNext HopTable 1 }

M/pnM out eNext HopEntry :: = SEQUENCE {
mvpnM out eNext HopG- oupAddr Type | net Addr essType,
mv/pnM out eNext HopGr oupAddr | net Addr ess,

Tsunoda St andards Track [ Page 38]



RFC 8503 L3 VPN Multicast M B Decenber 2018

mv/pnM out eNext HopGr oupPr ef i xLengt h | net Addr essPrefi xLengt h,
m/pnM out eNext HopSour ceAddr Type I net Addr essType,
m/pnM out eNext HopSour ceAddr s I net Addr ess,
mvpnM out eNext HopSour cePr ef i xLengt h I net Addr essPrefi xLengt h,
mvpnM out eNext Hopl f | ndex I nt erfacel ndex,
m/pnM out eNext HopAddr Type | net Addr essType,
mv/pnM out eNext HopAddr | net Addr ess,
mypnM out eNext HopSt at e | NTEGER,
mvpnM out eNext HopExpi ryTi ne Ti meTi cks,
mvpnM out eNext Hopd osest Menber Hops Unsi gned32,
mvpnM out eNext HopPr ot ocol I ANAI pMRout ePr ot ocol ,
mvpnM out eNext HopCct et s Count er 64,
mv/pnM out eNext HopPkt s Count er 64,
m/pnM out eNext HopCount er Di sconti nui tyTi me Ti neSt anp
}
m/pnM out eNext HopGr oupAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The | net AddressType of the mvpnM out eNext HopG oupAddr obj ect
that foll ows.

c:= { nvpnM out eNext HopEntry 1 }

m/pnM out eNext HopG oupAddr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The I P rmulticast group address that, along with
the correspondi ng mvpnM out eNext HopG oupPr ef i xLengt h obj ect,
identifies destinations for which this entry contains
mul ticast forwarding information.

This address object is only significant up to
m/pnM out eNext HopG oupPr ef i xLength bits. The remaining
address bits MJST be set to zero.

For addresses of type 'ipv4z' or 'ipv6z', the appended zone
index is significant even though it Iies beyond the prefix
Il ength. The use of these address types indicates that this
forwarding state applies only within the given zone. Zone
index zero is not valid in this table.

;.= { mvpnM out eNext HopEntry 2 }
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m/pnM out eNext HopG oupPr ef i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The length in bits of the mask that, along with

the correspondi ng mvpnM out eG oupAddr obj ect,
identifies destinations for which this entry contains
mul ticast routing information.

If the corresponding | net AddressType is 'ipv4' or 'ipvdz',
this object nmust be in the range 4..32.

If the correspondi ng | net AddressType is 'ipv6 or 'ipv6z',
this object must be in the range 8..128.

;.= { mvpnM out eNext HopEntry 3 }

mvpnM out eNext HopSour ceAddr Type OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | net AddressType of the mvpnM out eNext HopSour ceAddr s
obj ect that foll ows.

A val ue of unknown(0) indicates a non-source-specific entry,
corresponding to all sources in the group. Oherw se, the
val ue MUST be the sanme as the val ue of

mvpnM out eNext HopG oupAddr Type.

::={ mvpnM out eNext HopEntry 4 }

m/pnM out eNext HopSour ceAddr s OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The network address that, along with the
correspondi ng nvpnM out eNext HopSour cePr ef i xLengt h obj ect,
identifies the sources for which this entry specifies
a next hop.

Thi s address object is only significant up to
m/pnM out eNext HopSour cePrefi xLength bits. The remaining
address bits MJST be set to zero.

For addresses of type 'ipv4z' or 'ipv6z', the appended zone
index is significant even though it |ies beyond the prefix
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Il ength. The use of these address types indicates that this
source address applies only within the given zone. Zone
index zero is not valid in this table.

;.= { mvpnM out eNext HopEntry 5 }

m/pnM out eNext HopSour cePr ef i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The length in bits of the mask that, along with

the correspondi ng mvpnM out eNext HopSour ceAddr s obj ect,
identifies the sources for which this entry specifies
a next hop.

If the correspondi ng | net AddressType is 'ipv4d' or 'ipvdz',
this object nmust be in the range 4..32.

If the correspondi ng | net AddressType is 'ipv6 or 'ipv6z',
this object must be in the range 8..128.

If the correspondi ng | net AddressType i s 'unknown’,

this object nust be zero.

.= { mvpnM out eNext HopEntry 6 }

mvpnM out eNext Hopl f | ndex OBJECT- TYPE

SYNTAX I nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The iflndex value of the outgoing interface
for this next hop.

;.= { mvpnM out eNext HopEntry 7 }

mvpnM out eNext HopAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | net AddressType of the mvpnM out eNext HopAddr obj ect
that follows.

::={ mvpnM out eNext HopEntry 8 }
mvpnM out eNext HopAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"The address of the next hop specific to this entry. For
nmost interfaces, this is identical to
mvpnM out eNext HopG oupAddr. Non- Broadcast Milti-Access
(NBMA) interfaces, however, nmay have multiple next-hop
addresses out of a single outgoing interface.

::={ mvpnM out eNext HopEntry 9 }

mvpnM out eNext HopSt at e OBJECT- TYPE

SYNTAX | NTEGER {
pruned(1),
f orwar di ng(2)

}
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"An indication of whether the outgoing interface and next
hop represented by this entry is currently being used to
forward | P dat agrans.

The enunerated states and the correspondi ng
descriptions are as foll ows:

pruned : this entry is not currently being used.
forwarding : this entry is currently being used.

::= { mvpnM out eNext HopEntry 10 }

mvpnM out eNext HopExpi ryTi me OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The m ni mum anount of time remaining before this entry wll
be aged out. If nvpnM outeNextHopState is pruned(1),
this object represents the remaining time for the prune
to expire after which the state will return to forwardi ng(2).
I f mvpnM out eNext HopState is forwarding(2),
this object indicates the tinme after which this
entry will be renmoved fromthe table.

The value of zero indicates that the entry is not subject to
agi ng.

::= { mvpnM out eNext HopEntry 11 }
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m/pnM out eNext Hopd osest Menber Hops OBJECT- TYPE

SYNTAX Unsi gned32 (0..256)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The m ni mum nunber of hops between this router and any

menber of this IP nmulticast group reached via this next hop
on the corresponding outgoing interface. Any IP multicast
datagram for the group that has a TTL (1 Pv4) or a Hop Count
(I Pv6) | ess than mvpnM out eNext HopCl osest Merber Hops wi | |
not be forwarded through this interface.

A value of zero neans all nulticast datagrans are forwarded
out of the interface. A value of 256 nmeans that no nulticast
dat agrans are forwarded out of the interface.

This is an optim zation applied by multicast routing
protocols that explicitly track hop counts to downstream
listeners. Milticast protocols that are not aware of hop
counts to downstreamlisteners set this object to zero.

;.= { mvpnM out eNext HopEntry 12 }

mvpnM out eNext HopPr ot ocol OBJECT- TYPE
SYNTAX I ANAi pMRout ePr ot ocol
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The routing protocol via which this next hop was | earned.

::={ mvpnM out eNext HopEntry 13 }

mypnM out eNext HopOct et s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of octets of nulticast packets that have been
forwarded using this route.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the corresponding
m/pnM out eNext HopCount er Di sconti nui tyTi me obj ect.

;.= { mvpnM out eNext HopEntry 14 }
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m/pnM out eNext HopPkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunmber of packets that have been forwarded using this
route.

Di scontinuities in the value of this counter can
occur at re-initialization of the nmanagenent system
and at other times as indicated by the corresponding
mvpnM out eNext HopCount er Di sconti nui tyTi me obj ect.

::={ mvpnM out eNext HopEntry 15 }

mvpnM out eNext HopCount er Di sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime on the nost recent occasion
at which any one or nore of this application's
counters, viz., counters with the O D prefix
"mvpnM out eNext HopCct et s’ or ' mvpnM out eNext HopPacket s’
suffered a discontinuity.
If no such discontinuities have occurred since the
last re-initialization of the |ocal managenent
subsystem this object will have a zero val ue.

::={ mvpnM out eNext HopEntry 16 }
-- MVPN Notifications

mvpnM/rf Act i onTaken NOTI FI CATI ON- TYPE
OBJECTS {

m/pnGenMrr f Creat i onTi e,
m/pnGenMrr f Last Act i on,
m/pnGenM/r f Last Acti onTi ne,
m/pnGenM/r f Creat i onTi e,
mvpnGenCntast Rout ePr ot ocol ,
mypnGenUmhSel ecti on,
m/pnGenCust oner Si t eType

}
STATUS current
DESCRI PTI ON
"mvpnMrr f Acti onTaken notifies about a change
in an WRF on the PE. The change itself will be given by
m/pnGenMvr f Last Acti on.

Tsunoda St andards Track [ Page 44]



RFC 8503 L3 VPN Multicast MB Decenber 2018
::={ mvpnNotifications 1}
-- MVPN M B Conformance | nfornation

m/pnG oups OBJECT | DENTI FI ER ::
mvpnConpl i ances OBJECT | DENTI FI ER : :

{ mvpnConformance 1 }
{ mvpnConformance 2 }

-- Conpliance Statenents

mvpnhodul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpl i ance statenent for agents that provide full support
for BGP- MPLS- LAYER3- VPN- MULTI CAST- M B.

MODULE -- this nodul e
MANDATORY- GROUPS {

mvpnScal ar G oup,

m/pnCGeneri cG oup,

mvpnPnsi G oup,

mvpnAdvt St at sGr oup,

mvpnM out eG oup,

mvpnM out eNext HopG oup,

mv/pnNot i fi cati onG oup

}
GROUP mvpnBgpScal ar Gr oup
DESCRI PTI ON
"This group is mandatory for systens that support
BGP- MVPN.

GROUP mvpnBgpG oup
DESCRI PTI ON
"This group is mandatory for systens that support
BGP- MVPN.

::={ mvpnConpliances 1}

mvpnMbdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON " Conpl i ance requirenent for inplementations that
only provide read-only support for
BGP- MPLS- LAYER3- VPN- MULTI CAST-M B.  Such devi ces
can then be nonitored but cannot be configured
using this M B nodul e.
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-- this nodul e

MANDATORY- GROUPS {
mvpnScal ar Gr oup,
mvpnGeneri cG oup,
mvpnPrsi Group,
m/pnAdvt St at sGroup,
mypnM out eG oup,
mvpnM out eNext HopG oup,
mvpnNoti fi cati onG oup

}

GROUP mvpnBgpScal ar G oup
DESCRI PTI ON

"This group is mandatory for systens that support
BGP- MVPN.

GROUP mvpnBgpG oup
DESCRI PTI ON

OBJECT

"This group is mandatory for systens that support
BGP- MVPN.

mvpnSPTunnel Li mit

M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT

mvpnBgpCntast Rout eW t hdr awal Ti mer

M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT

mypnBgpSr cShar edTr eeJoi nTi mer

M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT

mvpnBgpMsgRat eLi mi t

M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT

mvpnBgpMaxSpnsi AdRout es

M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT

m/pnBgpMaxSpnsi AdRout eFr eq

M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT

mvpnBgpMaxSr cAct i veAdRout es

St andards Track [ Page 46]



RFC 8503 L3 VPN Multicast M B

M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT mvpnBgpMaxSr cAct i veAdRout eFr eq
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

::={ mvpnConpliances 2 }

mvpnMbdul eAdvt St at sConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenent for agents that support
the monitoring of the statistics pertaining
to advertisements sent/received by a PE

MODULE -- this nodul e

MANDATORY- GROUPS {
m/pnAdvt St at sG oup
}

::={ mvpnConpliances 3}
-- Units of Conformance

mvpnScal ar G oup OBJECT- GROUP
OBJECTS {

m/pnM/rfs,
m/pnV4AMir f s,
m/pnVeMr f s,
m/pnPi mV4AMir f s,
m/pnPi mMV6M/r f s,
mvpnSPTunnel Li m t

}
STATUS current
DESCRI PTI ON
"These objects are used to nonitor/mnage
gl obal statistics and paraneters.

:={ nmvpnGroups 1}

mvpnBgpScal ar Group OBJECT- GROUP
OBJECTS {
m/pnM dpMrr f s,
mvpnBgpV4M/r f s,
m/pnBgpV6M/r f s,
mvpnBgpCntast Rout eW t hdr awal Ti ner,
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mvpnBgpSr cShar edTr eeJoi nTi er

STATUS current
DESCRI PTI ON
"These objects are used to nonitor/nmanage
BGP- MWPN- speci fic gl obal paraneters.

:={ mvpnGoups 2}

mvpnGeneri cG oup OBJECT- GROUP
OBJECTS {

m/pnGenMrr f Last Act i on,
m/pnGenMvr f Last Acti onTi ne,
m/pnGenM/r f Creat i onTi e,
mypnGenCntast Rout ePr ot ocol
mvpnGenl pnsi | nf o,
mvpnGenl nt er AsPnsi | nf o,
m/pnGenUnhSel ecti on,
m/pnGenCust oner Si t eType

}
STATUS current
DESCRI PTI ON
"These objects are used to nonitor MVPNs on a PE.

:={ nvpnGoups 3}

mypnBgpG oup OBJECT- GROUP
OBJECTS {

mvpnBgpMode,
mvpnBgpVr f Rout el npor t Ext endedConmmuni ty,
mvpnBgpSr cASExt endedComuni ty,
m/pnBgpMsgRat eLi mi t,
m/pnBgpMaxSpnsi AdRout es,
mvpnBgpMaxSpnsi AdRout eFr eq,
mvpnBgpMaxSr cAct i veAdRout es,
mv/pnBgpMaxSr cAct i veAdRout eFr eq

}
STATUS current
DESCRI PTI ON
"These objects are used to nonitor/mnage
MVPN-wi se BGP-specific paraneters.

:={ nvpnGoups 4}

mvpnPnsi G oup OBJECT- GROUP
OBJECTS {
mvpnPnsi RD,
mvpnPrsi Tunnel Type,
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mv/pnPrsi Tunnel Attri but e,
mvpnPnsi Tunnel Pi mG oupAddr Type,
mvpnPnsi Tunnel Pi mGr oupAddr ,
mvpnPnsi Encapsul ati onType,
mvpnSpnsi Pnsi Poi nt er

}
STATUS current
DESCRI PTI ON
"These objects are used to nonitor
|-PMBI and S-PMSI tunnels on a PE

:={ nvpnGoups 5}

m/pnAdvt St at sG oup OBJECT- GROUP
OBJECTS {

mvpnAdvt Sent ,
mvpnAdvt Recei ved,
mv/pnAdvt Recei vedErr or,
mvpnAdvt Recei vedMal f or medTunnel Type,
mvpnAdvt Recei vedMal f or nedTunnel 1 d,
mvpnAdvt Last Sent Ti e,
mvpnAdvt Last Recei vedTi e,
mvpnAdvt Count er Di scontinuityTi nme

}
STATUS current
DESCRI PTI ON
"These objects are used to nonitor
the statistics pertaining to I-PVSl and S-PVSI
adverti senents sent/received by a PE

:={ nvpnGoups 6 }

mypnM out eG oup OBJECT- GROUP
OBJECTS {

mvpnM out eUpst r eanNei ghbor Addr Type,
mvpnM out eUpst r eanNei ghbor Addr ,
mv/pnM out el nl f | ndex,
m/pnM out eExpi ryTi e,
m/pnM out ePr ot ocol ,
mvpnM out eRt Pr ot ocol ,
mvpnM out eRt Addr Type,
mv/pnM out eRt Addr,
m/pnM out eRt Pr ef i xLengt h,
mypnM out eRt Type,
m/pnM out eCct et s,
mvpnM out ePkt s,
mvpnM out eTt | Dr oppedCct et s,
mvpnM out eTt | Dr oppedPacket s,
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m/pnM out eDr oppedl nCct et s,

m/pnM out eDr oppedl nPacket s,

mvpnM out ePrrsi Poi nt er,

mvpnM out eNunber O Local Repl i cati on,
mvpnM out eNunber Of Renot eRepl i cati on,
mv/pnM out eCount er Di sconti nui tyTi me

}
STATUS current
DESCRI PTI ON
"These objects are used to nonitor nulticast routing
i nformati on corresponding to the WRFs on a PE.

:={ nvpnGoups 7 }

mvypnM out eNext HopG oup OBJECT- GROUP
OBJECTS {

mvpnM out eNext HopSt at e,
mvpnM out eNext HopExpi ryTi e,
m/pnM out eNext Hopd osest Menber Hops,
m/pnM out eNext HopPr ot ocol ,
mvpnM out eNext HopCct et s,
mvpnM out eNext HopPkt s,
mvpnM out eNext HopCount er Di sconti nui tyTi nme

}
STATUS current
DESCRI PTI ON
"These objects are used to nonitor the information on
next hops for routing datagrans to MWVPNs on a PE.

:={ nvpnGoups 8 }

mvpnNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
mvpnM/r f Acti onTaken

}
STATUS current
DESCRI PTI ON

"(bjects required for M/PN notifications."

:={ mvpnGoups 9 }

END
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4.

Security Considerations

This M B nodul e contains sone read-only objects that may be deened
sensitive. It also contains sone read-wite objects whose settings
wi || change the device’'s MVPN-rel ated behavi or. Appropriate security
procedures that are related to SNWMP in general but are not specific
to this MB nodul e need to be inplenmented by concerned operators.

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environment w thout proper
protection opens devices to attack. These are the tables and objects
and their sensitivity/vulnerability:

0 mvpnSPTunnel Limt

The value of this object is used to control the nmaxi mum nunber of
sel ective provider tunnels that a PE allows for a particul ar M/PN.
Access to this object may be abused to inpact the performance of
the PE or prevent the PE from having new sel ective provider
tunnel s.

0 mpnBgpCntast Rout eW t hdr awal Ti nmer

The value of this object is used to control the delay for the
adverti senent of withdrawals of C rnulticast routes. Access to
this object may be abused to inpact the performance of a PE

0 mvpnBgpSrcShar edTr eeJoi nTi mer

The value of this object is used to control the delay for the
adverti senent of Source/ Shared Tree Join C-nulticast routes.
Access to this object may be abused to inpact the propagation of
C-nulticast routing infornmation.

o mvpnBgpMsgRat eLi ni t

The value of this object is used to control the upper bound for
the rate of BG C-nulticast routing information nmessage exchange
anong PEs. Access to this object may be abused to inpact the
performance of the PE or disrupt the CGnulticast routing

i nformati on nessage exchange usi ng BGP
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0 nmvpnBgpMaxSpnsi AdRout es

The value of this object is used to control the upper bound for
the nunber of S-PMSI A-D routes. Access to this object may be
abused to inpact the performance of the PE or prevent the PE from
receiving S-PMSI A-D routes.

o m/pnBgpMaxSpmsi AdRout eFr eq

The value of this object is used to control the upper bound for
the frequency of S-PMSI A-D route generation. Access to this
obj ect may be abused to inpact the performance of the PE or
prevent the PE from generating new S-PMSI A-D routes.

0 mvpnBgpMaxSrcActi veAdRout es

The value of this object is used to control the upper bound for
the nunber of Source Active A-D routes. Access to this object nmay
be abused to inpact the performance of the PE or prevent the PE
fromreceiving Source Active A-D routes.

0 mvpnBgpMaxSrcActi veAdRout eFr eq

The value of this object is used to control the upper bound for
the frequency of Source Active A-D route generation. Access to
this object may be abused to inpact the performance of the PE or
prevent the PE from generating new Source Active A-D routes.

Sone of the objects in this MB nodul e may be considered sensitive or
vul nerabl e in sone network environnents. This includes | NDEX objects
with a MAX- ACCESS of not-accessible, and any indices from other

modul es exposed via AUGVENTS. It is thus inportant to control even
GET and/or NOTIFY access to these objects and possibly to even
encrypt the values of these objects when sending them over the
network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

0 The address-related objects in this MB nodul e may have inpact on
privacy and security. These objects may reveal the |ocations of
senders and reci pients.

*  mvpnPrsi Tunnel Pi nGr oupAddr
*  mvpnSpnsi Cntast G oupAddr
*  mvpnSpnsi Cntast Sour ceAddr

*  mvpnAdvt Peer Addr

Tsunoda St andards Track [ Page 52]



RFC 8503 L3 VPN Multicast M B Decenber 2018

*  mvpnM out eCntast G oupAddr

* mvpnM out eCntast Sour ceAddr s

*  mvpnM out eUpst r eanmNei ghbor Addr
*  mvpnM out eRt Addr

*  mvpnM out eNext HopG oupAddr

*  mvpnM out eNext HopSour ceAddr s

*  mvpnM out eNext HopAddr

SNWP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/del ete) the objects in this
M B nodul e.

| mpl enent ati ons SHOULD provi de the security features described by the
SNWVPv3 framework (see [RFC3410]), and inplenentations claimng
conpliance to the SNMPv3 standard MJUST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm|[RFC3826]. |Inplenmentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have |legitimte
rights to indeed GET or SET (change/create/delete) them

5. | ANA Consi der ati ons

The M B nodule in this docunent uses the foll ow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the "SM Network Managenent MaMT
Codes Internet-standard M B" registry:

Narme Descri ption OBJECT | DENTI FI ER val ue

m/pnM B BGP- MPLS- LAYER3- VPN- MULTI CAST-M B { nmib-2 243}
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