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1. Introduction

In BGP/MPLS Virtual Private Networks (VPNs), the Border Gateway
Protocol (BGP) is used for distributing routes and Milti protocol
Label Switching (MPLS) is used for forwardi ng packets across service
provi der networks.

The procedures for supporting nulticast in a BG/ MPLS Layer 3 (L3)
VPN are specified in [ RFC6513]. The procedures for supporting

mul ticast in a BGP/ MPLS Layer 2 (L2) VPN are specified in [RFC7117].
Thr oughout this document, we will use the term"L2L3VpnMCast net work"
to nean a BGP/ MPLS L2 and L3 VPN that supports nulticast.

L2L3VpnMCast networ ks use various transport nechanisns for forwarding
a packet to all or a subset of Provider Edge (PE) routers across
service provider networks. These transport mechani sns are abstracted
as provider tunnels (P-tunnels). The type of P-tunnel indicates the
type of tunneling technology used to establish the P-tunnel. The
syntax and semantics of a Tunnel Identifier are determned by the
correspondi ng P-tunnel type [RFC6514]. The P-tunnel type and
P-tunnel identifier together identify a P-tunnel

A BGP attribute that specifies information of a P-tunnel is called a
Provider Miulticast Service Interface (PVSI) Tunnel attribute. The
PMSI Tunnel attribute is advertised/received by PEs in BGP auto-

di scovery (A-D) routes. [RFC6514] defines the format of a PMS
Tunnel attribute. The P-tunnel type and the P-tunnel identifier are
included in the corresponding PMSI Tunnel attribute.
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Thi s docunent describes textual conventions (TCs) and conmon nanaged

objects (MX>s) that will be used by other Managenent |nformation Base
(M B) nodul es for nonitoring and/or configuring L2L3VpnMCast
net wor ks.

Thi s docunent defines two TCs to represent

(a) the type of a P-tunnel and
(b) the identifier of a P-tunnel

The docurent al so defines M3s that will provide the information
contained in a PMSI Tunnel attribute and correspondi ng P-tunnel.

1.1. Term nol ogy

Thi s docunent adopts the definitions, acronyns, and nechani sns
described in [ RFC6513] [RFC6514] [RFC7117] and ot her docunents that
they refer to. Familiarity with nmulticast, MLS, Layer 3 VPN, and
Mul ticast VPN concepts and/or mechanisms is assunmed. Sone terns
specifically related to this docunent are expl ai ned bel ow.

PMSI [ RFC6513] is a conceptual interface instantiated by a P-tunnel,
which is a transport nechanismused to deliver nmulticast traffic. A
PE uses it to send customer nulticast traffic to all or some PEs in

the sane VPN

There are two kinds of PMSIs: Inclusive PVMSI (1-PMSI) and Sel ective
PMSI (S-PMSI) [RFC6513]. An I-PMSI is a PVSI that enables a PE
attached to a particular Miulticast VPN to transmit a nessage to all
PEs in the sane VPN. An S-PMBl is a PMSI that enables a PE attached
to a particular Milticast VPN to transnmit a nmessage to sonme of the
PEs in the sane VPN

Thr oughout this docunment, we will use the term"PMSI" to refer to
both "I-PMSI" and "S-PMSI".

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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2. The Internet-Standard Managerment Framewor k

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Summary of M B Mdul es

Thi s docunent defines two M B npdul es: L2L3-VPN- MJULTI CAST-TC-M B and
L2L3- VPN- MULTI CAST- M B.

0 L2L3- VPN MULTI CAST-TC-M B contains two textual conventions:
L2L3Vpnhtcast Provi der Tunnel Type and L2L3VpnMast Provi der Tunnel | d.
L2L3VpnhMcast Provi der Tunnel Type provi des an enuneration of the
P-tunnel types. L2L3VpnMastProviderTunnelld represents an
identifier of a P-tunnel.

0 L2L3-VPN MJLTI CAST-M B defines the foll ow ng tabl e:
| 2L3VpnMcast Pnsi Tunnel Attri buteTable. An entry in this table
corresponds to the attribute information of a specific P-tunnel on
a PE router. Entries in this table will be used by other MB
nmodul es for monitoring and/or configuring an L2L3VpnMCast net wor k.
The table index uniquely identifies a P-tunnel. It is conmposed of
a type and identifier of a P-tunnel. The table may al so be used
in conjunction with other MBs, such as the MPLS Traffic
Engi neering M B (MPLS-TE- STD-M B) [ RFC3812], to obtain further
i nformati on about a P-tunnel. It may also be used in conjunction
with the Interfaces Goup MB (IF-MB) [RFC2863] to obtain further
i nformati on about the interface corresponding to a P-tunnel.

4. Definitions
4. 1. L2L3- VPN- MULTI CAST-TC-M B Obj ect Definitions

This M B nodul e makes reference to the foll ow ng docunents:
[ RFC4875], [RFC5015], [RFC6388], [RFC7524], and [ RFC7761].
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L2L3- VPN- MULTI CAST-TC-M B DEFINITIONS ::= BEG N

I MPORTS
MODULE- | DENTI TY, m b-2
FROM SNWVPv2- SM -- RFC 2578

TEXTUAL- CONVENTI ON
FROM SNWPv2- TC, -- RFC 2579

| 2L3VpnMcast TCM B MODULE- | DENTI TY
LAST- UPDATED "201812140000Z" -- 14 Decenber 2018
ORGANI ZATI ON "I ETF BESS Wor ki ng G oup"
CONTACT- | NFO
"Zhaohui Zhang
Juni per Networks, Inc.
10 Technol ogy Park Drive
Westford, MA 01886
United States of America
Emai | : zzhang@ uni per. net

Hi roshi Tsunoda

Tohoku Institute of Technol ogy
35-1, Yagi yama Kasum -cho

Tai haku- ku, Sendai, 982-8577
Japan

Emai |l : tsuno@nieice.org"

DESCRI PTI ON
"This MB nodul e specifies textual conventions for
Border Gateway Protocol/Miltiprotocol Label
Switching Layer 2 and Layer 3 Virtual Private Networks
that support multicast (L2L3VpnMCast networks).

Copyright (c) 2018 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forms, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the IETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).
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-- Revision History

REVI SI ON "201812140000Z" -- 14 Decenber 2018
DESCRI PTI ON
"Initial version, published as RFC 8502."

i={ mb-2 244}
-- Textual Convention

L2L3VpnMeast Provi der Tunnel Type :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This textual convention enumerates val ues
representing the type of a provider tunnel (P-tunnel)
used for L2L3VpnMCast networks.
These | abel ed nunbers are aligned with the definition
of Tunnel Types in Section 5 of RFC 6514 and
Section 14.1 of RFC 7524.

The enunerated val ues and the correspondi ng P-tunnel types
are as foll ows:

noTunnel I nfo (0) : No tunnel information RFC 6514
rsvpP2nmp (1) : RSVP-TE P2MP LSP RFC 4875
| dpP2mp (2) : nlLDP P2MP LSP RFC 6388
pi nSsm (3) : PIMSSM Tree RFC 7761
pi MAsm (4) : PIMSM Tree RFC 7761
pi nBidir (5) : BIDDR-PIM Tree RFC 5015
i ngressReplication (6) : Ingress Replication RFC 6513
| dpMo2np (7) : nLDP MP2MP LSP RFC 6388
transport Tunnel (8) : Transport Tunnel RFC 7524

These nunbers are registered at | ANA

A current list of assignnents can be found at
<https://ww. i ana. or g/ assi gnnent s/ bgp- par anet er s/ >.

REFERENCE

"RFC 4875

RFC 5015

RFC 6388

RFC 6513

RFC 6514, Section 5

RFC 7524, Section 14.1

RFC 7761
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SYNTAX | NTEGER
{
noTunnel I nf o (0),
rsvpP2nmp (1),
| dpP2np (2),
pi nSsm (3),
pi MAsm (4),
pi nBi dir (5),
i ngressReplication (6),
I dpMp2np (7)),
transport Tunnel (8)
}
L2L3VpnhMecast Provi der Tunnel I d :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This textual convention represents the Tunnel I|dentifier
of a P-tunnel.

The size of the identifier depends on the address famly
(I'Pv4 or IPv6) and the value of the corresponding
L2L3Vpnhtast Provi der Tunnel Type obj ect.

The correspondi ng L2L3VpnMast Provi der Tunnel Type obj ect
represents the type of tunneling technol ogy used
to establish the P-tunnel.

The size of the identifier for each tunneling technol ogy
is summarized bel ow.

L2L3Vpnhtast Provi der Tunnel Type Size (in octets)
(tunneling technol ogy) I Pv4d |1 Pv6
noTunnel I nfo (No tunnel information) 0 0
rsvpP2nmp (RSVP- TE P2MP LSP) 12 24
| dpP2np (nLDP P2MP LSP) 17 29
pi nSsm (PI' M SSM Tr ee) 8 32
pi MAsm (PI' M SM Tree) 8 32
pi nBi di r (BIDIR-PI M Tree) 8 32
i ngressReplication (Ingress Replication) 4 16
| dpMp2np (nmLDP MP2MP LSP) 17 29
transport Tunnel (Transport Tunnel) 8 32

The Tunnel Type is set to 'No tunnel information’

when the PMSI Tunnel attribute carries no tunnel
information (there is no Tunnel ldentifier).

The val ue of the correspondi ng L2L3VpnMast Provi der Tunnel | d
object will be a string of |ength zero.
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For Tunnel Type rsvpP2nmp(1l), the correspondi ng Tunne
Identifier is conposed of an Extended Tunnel 1D (4 octets in
I Pv4, 16 octets in IPv6), 2 unused (Reserved) octets that of
val ue zero, a Tunnel ID (2 octets), and a Point-to-Miltipoint
(P2MP) ID (4 octets). The size of the corresponding
L2L3VpnMeast Provi der Tunnel 1 d object will be 12 octets in |Pv4
and 24 octets in | Pv6.

For Tunnel Type |dpP2np(2), the correspondi ng Tunne
Identifier is the P2MP Forwardi ng Equi val ence d ass (FEC
El ement (RFC 6388). The size of the corresponding
L2L3VpnMast Provi der Tunnel | d object will be 17 octets

in |IPvd and 29 octets in | Pv6.

For Tunnel Types pintsm(3), PimAsn(4), and PinBidir(5), the
correspondi ng Tunnel ldentifier is conposed of the source IP
address and the group | P address.

The size of the correspondi ng L2L3VpnMast Provi der Tunnel I d
object will be 8 octets in IPv4 and 32 octets in | Pv6.

For Tunnel Type ingressReplication(6), the Tunnel ldentifier
is the unicast tunnel endpoint |IP address of the |ocal PE.
The size of the correspondi ng L2L3VpnMast Provi der Tunnel I d
object will be 4 octets in IPv4 and 16 octets in | Pv6.

For Tunnel Type | dpMd2np(7), the Tunnel ldentifier is

a Multipoint-to-Miltipoint (MP2MP) FEC El enrent (RFC 6388).
The size of the correspondi ng L2L3VpnMast Provi der Tunnel I d
object will be 17 octets in IPv4d and 29 octets in | Pv6.

For Tunnel Type transportTunnel (8), the Tunnel Identifier

is a tuple of Source PE Address and Local Nunber,

which is a nunber that is unique to the Source PE (RFC 7524).
Bot h Source PE Address and Local Nunber are 4 octets in |Pv4
and 16 octets in | Pv6.

The size of the correspondi ng L2L3VpnMast Provi der Tunnel I d
object will be 8 octets in IPv4 and 32 octets in | Pv6.

REFERENCE

'"RFC 6514, Section 5

RFC 4875, Section 19.1

RFC 6388, Sections 2.2 and 3.2
RFC 7524, Section 14.1

SYNTAX OCTET STRING ( S| ZE (0] 4] 8] 12| 16| 17| 24| 29| 32) )

END
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4.2. L2L3-VPN- MULTI CAST-M B Cbj ect Definitions

This M B nodul e makes reference to the foll ow ng docunents:

2018

[ RFC3811] .
L2L3- VPN- MULTI CAST-M B DEFINITIONS ::= BEA N
| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, m b-2, zeroDotZero
FROM SNWPv2- SM -- RFC 2578
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF -- RFC 2580
RowPoi nt er
FROM SNWPv2-TC -- RFC 2579
Mol sLabel
FROM MPLS- TC- STD-M B -- RFC 3811
L2L3VpnMtcast Pr ovi der Tunnel Type,
L2L3Vpnhtast Provi der Tunnel I d
FROM L2L3- VPN- MULTI CAST- TC- M B; -- RFC 8502
| 2L3VpnMcast M B MODULE- | DENTI TY
LAST- UPDATED "201812140000Z" -- 14 Decenber 2018

ORGANI ZATI ON "I ETF BESS Wor ki ng Group"
CONTACT- | NFO
"Zhaohui Zhang
Juni per Networks, Inc.
10 Technol ogy Park Drive
Westford, MA 01886
United States of Anerica
Enmai | : zzhang@ uni per. net

Hi roshi Tsunoda

Tohoku Institute of Technol ogy
35-1, Yagi yama Kasum -cho

Tai haku- ku, Sendai, 982-8577
Japan

Enmai | : tsuno@nieice.org"

DESCRI PTI ON

"This MB nodul e defines a table representing the attribute
informati on of the provider tunnels (P-tunnels) on a PE router
This M B nodule will be used by other M B nodul es designed for

nmoni toring and/ or configuring Border Gateway
Protocol / Mul ti protocol Label Switching
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Layer 2 and Layer 3 Virtual Private
Net wor k that support nulticast (L2L3VpnMCast networ k).

Copyright (c) 2018 | ETF Trust and the persons identified
as authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

-- Revision History
REVI SI ON "201812140000Z" -- 14 Decenber 2018
DESCRI PTI ON
"Initial version, published as RFC 8502."
:={ mb-2 245}
-- Top-level conponents of this MB.
| 2L3VpnMcast St at es OBJECT | DENTI FI ER
o= { |I2L3VpnMcastM B 1 }

| 2L3VpnMeast Conf or mance OBJECT | DENTI FI ER
.= { 12L3VpnMcastMB 2 }

-- Tabl es, Scal ars, Confornmance |nfornmation
-- Tabl e of PMSI Tunnel Attributes

| 2L3VpnMeast Pnsi Tunnel At tri but eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF L2L3VpnMast Pnsi Tunnel Attri buteEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table corresponds to

the attribute information of a specific

P-tunnel on a PE router.

A part of the attributes corresponds to fields in

a Provider Milticast Service Interface (PMSI) Tunnel
attribute advertised and received by a PE router.

The entries will be referred to by other M B nodul es
for monitoring and/or configuring L2L3VpnMCast net works.
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REFERENCE
"RFC 6514, Section 5"
::={ 12L3VpnMast States 1 }

| 2L3VpnMeast Pnsi Tunnel Attri buteEntry OBJECT- TYPE

SYNTAX L2L3VpnMast Prsi Tunnel Attri buteEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row corresponding to a specific
P-tunnel on this router.
REFERENCE
"RFC 6514, Section 5"
I NDEX {
| 2L3VpnMeast Pnsi Tunnel Attri but eType,
| 2L3VpnMeast Pnsi Tunnel Attri butel d

}
::={ | 2L3VpnMast Pnsi Tunnel Attri buteTable 1 }

L2L3VpnMeast Pnsi Tunnel Attri buteEntry :: =
SEQUENCE {

| 2L3VpnMeast Pnsi Tunnel Attri but eType
L2L3VpnMast Provi der Tunnel Type,

| 2L3VpnMeast Prsi Tunnel Attri buteld
L2L3Vpnhtcast Provi der Tunnel | d,

| 2L3VpnMCast Pnsi Tunnel Leaf | nf oRequi r ed
| NTEGER,

| 2L3VpnMast Pnsi Tunnel Attri but eMol sLabel
Mol sLabel

| 2L3VpnMeast Prsi Tunnel Poi nt er
RowPoi nt er ,

| 2L3VpnMeast Pnsi Tunnel | f
RowPoi nt er

}

| 2L3VpnMeast Pnsi Tunnel Attri but eType OBJECT- TYPE
SYNTAX L2L3Vpnhtast Provi der Tunnel Type
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object indicates the type of tunneling technol ogy
used to establish the P-tunnel corresponding to this entry.

When BGP-based PMSI signaling is used, the value of
this object corresponds to the Tunnel Type field
in the PVSI Tunnel attribute advertised/received
in a PMSI auto-discovery (A-D) route.
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REFERENCE
"RFC 6514, Section 5"
::={ | 2L3VpnMast Pnsi Tunnel Attri buteEntry 1 }

| 2L3VpnMeast Pnsi Tunnel Attri butel d OBJECT- TYPE

SYNTAX L2L3VpnMast Provi der Tunnel | d
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object represents the Tunnel Identifier field, which

uniquely identifies a P-tunnel, in the PMSI Tunnel attribute

of the P-tunnel corresponding to this entry.

The size of the identifier depends on the address famly
(IPv4 or IPv6) and the value of the corresponding

| 2L3VpnMast Pnsi Tunnel Attri but eType object, i.e., the type of

tunnel i ng technol ogy used to establish the P-tunnel

REFERENCE
"RFC 6514, Section 5"
::={ | 2L3VpnMast Pnsi Tunnel Attri buteEntry 2 }

| 2L3VpnMCast Prrsi Tunnel Leaf | nf oRequi red OBJECT- TYPE

SYNTAX | NTEGER {
fal se (0),
true (1),

not Avai | abl e (2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"When the value of this object is set to 1 (true),
it indicates that the PE that originated the
PMSI Tunnel attribute of the P-tunnel corresponding
to this entry requests receivers to originate
a new Leaf A-D route.

A value of zero (false) indicates that there is no such
request.

When the P-tunnel does not have a correspondi ng PMS
Tunnel attribute, the value of this object will be
2 (not Avail abl e) .
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In the case of nulticast in MPLS/ BGP | P VPNs,
this object represents the 'Leaf Information Required flag’
(RFC 6514) in the Flags field in the PMSl Tunnel attribute
of the P-tunnel corresponding to this entry.

REFERENCE

"RFC 6514, Section 5

::={ | 2L3VpnMast Pnsi Tunnel Attri buteEntry 3 }

| 2L3VpnMeast Pnsi Tunnel Attri but eMpl sLabel OBJECT- TYPE

SYNTAX Mpl sLabel
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object represents the MPLS Label in the PMSI Tunnel
attribute of the P-tunnel corresponding to this entry.

When BGP-based PMSI signaling is used, the PMSI Tunnel
attribute of the P-tunnel will be advertised/received

in a PMSl A-Droute. The val ue of

this object corresponds to the MPLS Label in the attribute.

When the P-tunnel does not have a PMSI tunnel
attribute, the value of this object will be zero.
REFERENCE
"RFC 6514, Section 5"
::={ | 2L3VpnMast Pnsi Tunnel Attri buteEntry 4 }

| 2L3VpnMeast Prsi Tunnel Poi nt er OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Details of a P-tunnel identified by
| 2L3VpnMeast Pnsi Tunnel Attri buteld may be present
in some other table, e.g.,
mpl sTunnel Tabl e (RFC 3812). This object specifies
the pointer to the row that pertains to the entry
in the table.

If no such entry exists, the value of this object

wi || be zeroDot Zer o.
REFERENCE

"RFC 3812, Sections 6.1 and 11"
DEFVAL { zeroDot Zero }
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c:={ |2L3VpnMast Psi Tunnel Attri buteEntry 5 }

| 2L3VpnMeast Prsi Tunnel | f OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"If the P-tunnel identified by

| 2L3VpnMeast Pnsi Tunnel Attri buteld has a correspondi ng
entry in ifXTable (RFC 2863), this object will

point to the rowin ifXTable that pertains to the entry.
O herwi se, the value of this object will be zeroDot Zero.

REFERENCE
"RFC 2863, Section 6"
DEFVAL { zeroDot Zero }

::={ | 2L3VpnMast Pnsi Tunnel Attri buteEntry 6 }
-- Confornmance | nformation

| 2L3VpnMeast Conpl i ances OBJECT | DENTI FI ER

;.= { 12L3VpnMast Confornmance 1 }
| 2L3VpnMast Gr oups OBJECT | DENTI FI ER

::={ |2L3VpnMast Conf or mance 2 }

-- Conpliance Statenents

| 2L3VpnMast Cor eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The core conpliance statenment for SNWP entities
that inplement the L2L3-VPN- MULTI CAST-M B nodul e.

MODULE -- this nodul e

MANDATCORY- GROUPS {
| 2L3VpnMeast Cor eG oup

}
::={ 12L3VpnMast Conpl i ances 1 }
| 2L3VpnMast Ful | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The full conpliance statement for SNWP entities
that inplenment the L2L3-VPN- MULTI CAST-M B nodul e.

MODULE -- this nodul e
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MANDATORY- GROUPS {
| 2L3VpnMeast Cor eG oup,
| 2L3VpnMeast Opt i onal G oup

}
;.= { I12L3VpnMast Conpl i ances 2 }
-- Units of Conformance

| 2L3VpnMast Cor e oup OBJECT- GROUP
OBJECTS {
| 2L3VpnMCast Pnsi Tunnel Leaf | nf oRequi r ed,
| 2L3VpnMeast Prsi Tunnel Att ri but eMpl sLabel

}
STATUS current
DESCRI PTI ON
"Support of these objects is required.

.= { 12L3VpnMast Goups 1 }

| 2L3VpnMeast Opt i onal G oup OBJECT- GROUP
OBJECTS {
| 2L3VpnMast Pnsi Tunnel Poi nt er,
| 2L3VpnMast Pnsi Tunnel | f

}
STATUS current
DESCRI PTI ON
"Support of these objects is optional.

::={ 12L3VpnMast Groups 2 }
END
5. Security Considerations

There are no managenent objects defined in these M B nodul es that
have a MAX- ACCESS cl ause of read-wite and/or read-create. So, if
this MB nodule is inplenented correctly, then there is no risk that
an intruder can alter or create any managenent objects of this MB
modul e via direct SNVMP SET operations.

Sone of the objects in these M B nbdul es nay be consi dered sensitive
or vulnerable in sone network environnents. This includes |NDEX
objects with a MAX- ACCESS of not-accessible, and any indices from

ot her nodul es exposed via AUGMVENTS. It is thus inmportant to control
even CGET and/or NOTIFY access to these objects and possibly to even
encrypt the values of these objects when sending them over the
network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:
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o the | 2L3VpnMast Prsi Tunnel Attri buteTabl e coll ectively shows the
P-tunnel network topology and its performance characteristics.
For instance, |2L3VpnMastPnsi Tunnel Attributeld in this table will

contain the identifier that uniquely identifies a P-tunnel. This
identifier may be conposed of source and nulticast group IP
addresses. | 2L3VpnMast Pnsi Tunnel Poi nter and

| 2L3VpnMeast Prsi Tunnel If will point to the corresponding entries
in other tables containing configuration and/or perfornmance
informati on of a P-tunnel and its interface. |If an Adm nistrator
does not want to reveal this information, then these objects
shoul d be consi dered sensitive/vul nerabl e.

SNWP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for example by using IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/del ete) the objects in this
M B nodul e.

| mpl enent ati ons SHOULD provi de the security features described by the
SNWPv3 framework (see [RFC3410]), and inplenentations claimng
compliance to the SNMPv3 standard MJST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. |Inplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

I ANA Consi derations
The M B nodule in this docunent uses the foll ow ng | ANA-assi ghed
OBJECT | DENTI FI ER val ues recorded in the "SM Network Management MaMT
Codes Internet-standard MB" registry:
Narme Descri ption OBJECT- | DENTI FI ER val ue

| 2L3VpnMcast TCM B L2L3- VPN- MULTI CAST-TC-MB { mib-2 244}
| 2L3VpnMcast M B L2L3- VPN- MULTI CAST-M B { mb-2 245 }
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