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1. Introduction

The 1S-1S [1SOL0589] routing protocol has been widely used in
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Internet Service Provider |P/MPLS networks. Qperational experience
with the protocol conbined with ever increasing requirenents for

| ossl ess operations have denonstrated sonme operational issues.

Thi s

docunent describes the issues and a nmechanismfor mtigating them

Thi s docunent defines the IS-1S "Reverse Metric" nechani smthat

allows an 1S-1S node to send a Reverse Metric TLV through the

IS-1S

Hello (I1H PDU to the nei ghbor or pseudonode to adjust the routing

metric on the inbound direction.

1.1. Node and Link Isolation

The 1S-1S routing nechani sm has the overload bit, which can be used

by operators to performdisruptive maintenance on the router.

But in

many operational maintenance cases, it is not necessary to divert all
the traffic away fromthis node. It is necessary to avoid only a
single link during the mai ntenance. More detailed descriptions of

the chal | enges can be found in Appendices A and B of this doc
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1.2. Distributed Forwardi ng Pl anes

In a distributed forwarding platform different forwarding |line cards
may have interfaces and | S-1S connections to neighbor routers. |If
one of the line card’ s software resets, it nay take sone tinme for the
forwarding entries to be fully populated on the Iine card, in
particular if the router is a PE (Provider Edge) router in an ISP s
MPLS VPN. An | S-1S adjacency nmay be established with a nei ghbor
router |long before the entire BGP VPN prefixes are downl oaded to the
forwarding table. 1t is inportant to signal to the adjacent I1S-1S
routers to raise netric values and not to use the corresponding IS 1S
adj acency inbound to this router if possible. Tenporarily signaling
the ' Reverse Metric’ over this link to discourage the traffic via the
corresponding line card will help to reduce the traffic loss in the
network. In the neantine, the renote PE routers will select a
different set of PE routers for the BGP best path cal cul ation or use
a different link towards the same PE router on which a line card is
resetting.

1.3. Spine-Leaf Applications

In the I S-1S Spine-Leaf extension [IS-1S-SL-EXT], the | eaf nodes will
perform equal - cost or unequal -cost |oad sharing towards all the spine
nodes. |In certain operational cases, for instance, when one of the
backbone links on a spine node is congested, a spine node can push a
hi gher metric towards the connected | eaf nodes to reduce the transit
traffic through the correspondi ng spine node or |ink

1.4. LDP I GP Synchroni zation

In [ RFC5443], a nechanismis described to achieve LDP | GP
synchroni zati on by using the maxi mumlink metric value on the
interface. But in the case of a new |S-1S node joining the broadcast
network (LAN), it is not optinmal to change all the nodes on the LAN
to the maxinumlink netric value, as described in [RFC6138]. In this
case, the Reverse Metric can be used to di scourage both outbound and
i nbound traffic without affecting the traffic of other 1S-1S nodes on
t he LAN.

1.5. 1S-1S Reverse Metric

Thi s docunent uses the routing protocol itself as the transport
mechanismto allow one I1S-1S router to advertise a "reverse metric"
inan IS-1S Hello (IIH PDUto an adjacent node on a point-to-point
or multi-access LANlink. This would allow the provisioning to be
performed only on a single node, setting a "reverse nmetric" on a link
and having traffic bidirectionally shift away fromthat |ink
gracefully to alternate viabl e paths.
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This Reverse Metric nmechanismis used for both point-to-point and
mul ti-access LAN links. Unlike the point-to-point links, the IS 1S
protocol currently does not have a way to influence the traffic
towards a particular node on LAN links. This nechani sm provides

IS 1S routing with the capability of altering traffic in both
directions on either a point-to-point Iink or a nulti-access |ink of
an 1S 1S node.

The netric value in the Reverse Metric TLV and the Traffic

Engi neering nmetric in the sub-TLV being advertised are offsets or
relative netrics to be added to the existing local link and Traffic
Engi neering netric values of the receiver; the accumulated nmetric
val ue i s bounded as described in Section 2.

1.6. Specification of Requirements

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2. 1S-1S Reverse Metric TLV
The Reverse Metric TLVis a new TLV to be used inside an IS-IS Hello

PDU. This TLV is used to support the IS-1S Reverse Metric mechani sm
that allows a "reverse nmetric" to be sent to the IS-1S neighbor.

0 1 2 3
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| Type | Lengt h | Fl ags | Metric
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Metric (Continued) | sub-TLV Len | Optional sub-TLV

I i T i S o S i a S S

Figure 1. Reverse Metric TLV

The Val ue part of the Reverse Metric TLV is conposed of a 3 octet
field containing an IS-1S Metric value, a 1 octet field of Flags, and
a 1 octet Reverse Metric sub-TLV length field representing the |length
of a variable number of sub-TLVs. |If the "sub-TLV Len" is non-zero,
then the Value field MIUST al so contain one or nore sub-TLVs.

The Reverse Metric TLV MAY be present in any IS-IS Hello PDU. A

sender MJST only transnmit a single Reverse Metric TLV in an IS-IS
Hello PDU. If a received IS-1S Hello PDU contains nore than one
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Reverse Metric TLV, an inplenentation MJST ignore all the Reverse
Metric TLVs.

TYPE: 16
LENGTH: variable (5 - 255 octets)
VAL UE:

Flags (1 octet)

Metric (3 octets)

sub-TLV length (1 octet)
sub-TLV data (0 - 250 octets)

01234567
i S e T o
| Reserved |UW
i ok It S S R R

Fi gure 2: Fl ags

The Metric field contains a 24-bit unsigned integer. This value is a
metric offset that a nei ghbor SHOULD add to the existing configured
Default Metric for the IS- 1S link [1S010589]. Refer to "Elenents of
Procedure" in Section 3 of this docunent for details on how an IS-IS
router should process the Metric field in a Reverse Metric TLV.

The Metric field, in the Reverse Metric TLV, is a "reverse offset
metric" that will either be in the range of 0 - 63 when a "narrow'
IS-1S nmetric is used (IS Neighbors TLV / Pseudonode LSP) [ RFC1195] or
in the range of 0 - (2724 - 2) when a "wide" Traffic Engi neering
metric value is used (Extended IS Reachability TLV) [RFC5305]

[ RFC5817]. As described below, when the Ubit is set, the

accunul ated value of the wide netric is in the range of

0- (2724 - 1), with the (2724 - 1) metric value as non-reachable in
IS-1Srouting. The IS IS netric value of (2"24 - 2) serves as the
link of last resort.

There are currently only two Flag bits defined.

Whit (0x01): The "Whole LAN' bit is only used in the context of

mul ti-access LANs. When a Reverse Metric TLV is transmitted froma
node to the Designated Internediate System (DI'S), if the "Wole LAN'
bit is set (1), then a DI'S SHOULD add the received Metric value in
the Reverse Metric TLV to each node’s existing Default Metric in the
Pseudonode LSP. If the "Whole LAN' bit is not set (0), then a DS
SHOULD add the received Metric value in the Reverse Metric TLV to the
existing "default netric" in the Pseudonode LSP for the single node
fromwhomthe Reverse Metric TLV was received. Please refer to

"Mul ti-access LAN Procedures”, in Section 3.3, for additiona
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3.

3.

details. The Whit MJIST be clear when a Reverse Metric TLV is
transmitted in an |1 H PDU on a point-to-point |ink and MJST be
i gnored when received on a point-to-point |ink.

U bit (0x02): The "Unreachable" bit specifies that the netric

cal culated by the addition of the reverse netric to the "default
metric" is limted to the maxi num val ue of (2724-1). This "U' bit
applies to both the default metric in the Extended IS Reachability
TLV and the Traffic Engineering Default Metric sub-TLV of the link
This is only relevant to the IS-IS "w de" netric node.

The Reserved bits of Flags field MIST be set to zero and MJST be
i gnored when received.

The Reverse Metric TLV MAY include sub-TLVs when an |IS-1S router

wi shes to signal additional information to its neighbor. In this
docunent, the Reverse Metric Traffic Engineering Metric sub-TLV, with
Type 18, is defined. This Traffic Engineering Metric contains a
24-bit unsigned integer. This sub-TLV is optional; if it appears
nmore than once, then the entire Reverse Metric TLV MJUST be ignored.
Upon receiving this Traffic Engineering METRI C sub-TLV in a Reverse
Metric TLV, a node SHOULD add the received Traffic Engineering Metric
of fset value to its existing configured Traffic Engi neering Default
Metric within its Extended IS Reachability TLV. The use of other
sub-TLVs is outside the scope of this document. The "sub-TLV Len"
val ue MJUST be set to zero when an IS-1S router does not have Traffic
Engi neering sub-TLVs that it wishes to send to its |IS-1S nei ghbor

El ements of Procedure
1. Processing Changes to Default Metric

It is inportant to use the sanme 1S-1S netric type on both ends of the
link and in the entire 1S-1S area or level. On the receiving side of
the "reverse-netric’ TLV, the accunul ated val ue of the configured
metric and the reverse-netric needs to be limted to 63 in "narrow'
metric node and to (2724 - 2) in "wide" nmetric node. This applies to
both the Default Metric of Extended IS Reachability TLV and the
Traffic Engineering Default Metric sub-TLV in LSP or Pseudonode LSP

for the "wide" nmetric node case. |If the "U' bit is present in the
flags, the accurmul ated nmetric value is to be limted to (2724 - 1)
for both the normal link netric and Traffic Engineering metric in

IS-1S "wide" netric node

If an I1S-1S router is configured to originate a Traffic Engi neering
Default Metric sub-TLV for a link but receives a Reverse Metric TLV
fromits neighbor that does not contain a Traffic Engi neering Default
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3. 2.

3. 3.

She

Metric sub-TLV, then the 1S-1S router MJUST NOT change the val ue of
its Traffic Engineering Default Metric sub-TLV for that |ink.

Mul ti-Topology IS-1S Support on Point-to-Point Links

The Reverse Metric TLV is applicable to Miulti-topology IS-IS (MISIS)
[ RFC5120]. On point-to-point links, if an IS-1S router is configured
for MISIS, it MIST send only a single Reverse Metric TLV in IIH PDUs
toward its nei ghbor(s) on the designated link. Wen an MISIS router
receives a Reverse Metric TLV, it MJST add the received Metric val ue
toits Default Metric of the link in all Extended IS Reachability
TLVs for all topologies. If an MISIS router receives a Reverse
Metric TLV with a Traffic Engineering Default Metric sub-TLV, then
the MI1SIS router MIST add the received Traffic Engi neering Default
Metric value to each of its Default Metric sub-TLVs in all of its M
Internediate Systens TLVs. If an MISIS router is configured to
advertise Traffic Engineering Default Metric sub-TLVs for one or nore
t opol ogi es but does not receive a Traffic Engineering Default Metric
sub-TLV in a Reverse Metric TLV, then the MISIS router MJST NOT
change the value in each of the Traffic Engineering Default Metric
sub-TLVs for all topol ogies.

Mul ti-access LAN Procedures

On a Multi-access LAN, only the DI'S SHOULD act upon information
contained in a received Reverse Metric TLV. Al non-D' S nodes MJUST
silently ignore a received Reverse Metric TLV. The decision process
of the routers on the LAN MJUST follow the procedure in

Section 7.2.8.2 of [I1SOL0589], and use the "Two-way connectivity
check" during the topology and route cal cul ati on.

The Reverse Metric Traffic Engineering sub-TLV al so applies to the
DS. If aDSis configured to apply Traffic Engi neering over a |ink
and it receives Traffic Engineering Metric sub-TLV in a Reverse
Metric TLV, it should update the Traffic Engineering Default Metric
sub- TLV val ue of the correspondi ng Extended IS Reachability TLV or
insert a new one if not present.

In the case of nulti-access LANs, the "W Flags bit is used to signal
froma non-DIS to the DIS whether or not to change the netric and,
optionally, Traffic Engineering paraneters for all nodes in the
Pseudonode LSP or solely the node on the LAN originating the Reverse
Metric TLV.

A non-DI S node, e.g., Router B, attached to a nmulti-access LAN will
send the DIS a Reverse Metric TLV with the Whit clear when Router B
wi shes the DIS to add the Metric value to the Default Metric
contained in the Pseudonode LSP specific to just Router B. Oher
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3.

4.

non-DI S nodes, e.g., Routers C and D, may sinultaneously send a
Reverse Metric TLV with the Wbhit clear to request the DIS to add
their owmn Metric value to their Default Metric contained in the
Pseudonode LSP.

As long as at least one IS-1S node on the LAN sending the signal to
DS with the Whit set, the DIS would add the nmetric value in the
Reverse Metric TLV to all nei ghbor adjacencies in the Pseudonode LSP,
regardl ess if some of the nodes on the LAN advertise the Reverse
Metric TLV without the Wbhit set. The DI'S MIST use the reverse
metric of the highest source MAC address Non-DI S advertising the
Reverse Metric TLV with the Whit set.

Local provisioning on the DIS to adjust the Default Metric(s) is
another way to insert Reverse Metric in the Pseudonode LSP towards an
IS-1S node on a LAN. |In the case where a Reverse Metric TLV is al so
used in the IS-1S Hello PDU of the node, the |ocal provisioning MIST
t ake precedence over received Reverse Metric TLVs. For instance,

| ocal policy on the DIS may be provisioned to ignore the Whi't
signaling on a LAN

Multi-topology IS 1S [RFC5120] specifies there is no change to
construction of the Pseudonode LSP regardl ess of the Milti-topol ogy
(MI) capabilities of a nulti-access LAN. |f any MI capabl e node on
the LAN advertises the Reverse Metric TLV to the DIS, the DS should
update, as appropriate, the Default Metric contained in the
Pseudonode LSP. If the DIS updates the Default Metric and floods a
new Pseudonode LSP, those default metric values will be applied to
all topologies during Miulti-topology Shortest Path First

cal cul ati ons.

LDP/ | GP Synchroni zati on on LANs

As described in [ RFC6138], when a new | S-1S node joins a broadcast
network, it is unnecessary and sonetines even harnful for all IS1S
nodes on the LAN to advertise the maximnumlink metric. [RFC6138]
proposes a solution to have the new node not advertise its adjacency
towards the pseudonode when it is not in a "cut-edge" position.

Wth the introduction of Reverse Metric in this docunent, a sinpler
alternative solution to the above nmentioned problem can be used. The
Reverse Metric allows the new node on the LAN to advertise its

i nbound metric value to be the maxi mum and this puts the link of
this new node in the last resort position w thout inpacting the other
I S-1S nodes on the sane LAN
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Specifically, when |S-1S adjacencies are being established by the new
node on the LAN, besides setting the maximumlink metric val ue

(2724 - 2) on the interface of the LAN for LDP I GP synchronization as
described in [RFC5443], it SHOULD advertise the maxi mum netric of fset
value in the Reverse Metric TLV in its IIH PDU sent on the LAN. It
SHOULD continue this advertisement until it conpletes all the LDP

| abel bindi ng exchanges with all the neighbors over this LAN, either
by receiving the LDP End-of-LI B [RFC5919] for all the sessions or by
exceedi ng the provisioned timeout value for the node LDP/IGP
synchroni zati on.

3.5. Operational Guidelines

For the use case in Section 1.1, a router SHOULD limt the period of
advertising a Reverse Metric TLV towards a nei ghbor only for the
duration of a network maintenance w ndow.

The use of a Reverse Metric does not alter 1S 1S netric paraneters
stored in a router’s persistent provisioning database.

If routers that receive a Reverse Metric TLV send a sysl og nessage or
SNVP trap, this will assist in rapidly identifying the node in the
network that is advertising an IS-1S netric or Traffic Engi neering
parameters different fromthat which is configured locally on the
devi ce.

VWhen the Iink Traffic Engineering netric is raised to (2724 - 1)

[ RFC5817], either due to the Reverse Metric nechanismor by explicit
user configuration, this SHOULD i medi ately trigger the CSPF
(Constrai ned Shortest Path First) recalculation to nove the Traffic
Engi neering traffic away fromthat link. It is RECOVWENDED al so that
the CSPF does the inmedi ate CSPF recal cul ati on when the Traffic

Engi neering nmetric is raised to (2”24 - 2) to be the last resort
I'ink.

It is advisable that inplenentations provide a configuration
capability to disable any IS-1S netric changes by a Reverse Metric
mechani sm t hr ough nei ghbors’ Hell o PDUs.

If an inplementation enables this nechanismby default, it is

RECOMVENDED that it be disabled by the operators when not explicitly
using it.
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4.

6.

6.

Security Considerations

Security concerns for IS-1S are addressed in [I1SOL0589], [RFC5304],

[ RFC5310], and with various depl oynent and operational security
considerations in [RFC7645]. The enhancenent in this docunent nakes
it possible for one IS- 1S router to manipulate the IS IS Default
Metric and, optionally, Traffic Engineering paraneters of adjacent

I S-1S neighbors on point-to-point or LAN interfaces. A though IS1S
routers within a single Autononous System nearly always are under the
control of a single adm nistrative authority, it is highly
recomended that operators configure authentication of I1S-1S PDUs to
mtigate use of the Reverse Metric TLV as a potential attack vector.

| ANA Consi der ati ons

I ANA has allocated 1S-1S TLV Codepoint 16 for the Reverse Metric TLV.
This new TLV has the following attributes: IIH=y, LSP = n, SNP = n,
Purge = n.

Thi s docunent al so introduces a new registry for sub-TLVs of the
Reverse Metric TLV. The registration policy is Expert Review as
defined in [RFC8126]. This registry is part of the "IS 1S TLV
Codepoi nts" registry. The nane of the registry is "Sub-TLVs for TLV

16 (Reverse Metric TLV)". The defined val ues are:
0: Reserved
1-17: Unassi gned
18: Traffic Engineering Metric as specified in this docunent
(Section 2)

19-255: Unassi gned
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Appendi x A, Node |sol ation Chal |l enges

On rare occasions, it is necessary for an operator to perform

di sruptive network mai ntenance on an entire IS-1S router node, i.e.,
maj or software upgrades, power/cooling augnents, etc. |n these
cases, an operator will set the IS-1S Overload Bit (OL bit) within
the Link State Protocol Data Units (LSPs) of the IS-1S router about
to undergo mai ntenance. The IS 1S router imrediately floods its
updated LSPs to all IS 1S routers in the IS 1S domain. Upon receipt
of the updated LSPs, all 1S 1S routers recalculate their Shortest
Path First (SPF) tree excluding IS-1S routers whose LSPs have the QL
bit set. This effectively renoves the I1S-1S router about to undergo
mai nt enance fromthe topol ogy, thus preventing it fromreceiving any
transit traffic during the maintenance peri od.

After the mai ntenance activity has conpleted, the operator resets the
IS-1S Overload Bit within the LSPs of the original IS-IS router
causing it to flood updated I1S-1S LSPs throughout the IS-1S donain.
All IS-1Srouters recalculate their SPF tree and now incl ude the
original IS 1S router in their topology calculations, allowing it to
be used for transit traffic again.

Isolating an entire IS-1S router fromthe topol ogy can be especially
di sruptive due to the displacenent of a |arge volunme of traffic
through an entire IS-1S router to other suboptiml paths (e.g., those
with significantly larger delay). Thus, in the majority of network
mai nt enance scenarios, where only a single link or LAN needs to be
augnented to increase its physical capacity, or is experiencing an
intermttent failure, it is much nore common and desirable to
gracefully renove just the targeted link or LAN from service
tenmporarily, so that the |l east anmpbunt of user-data traffic is

af fected during the Iink-specific network maintenance.

Appendi x B. Link Isolation Challenges

Bef ore network mai ntenance events are perforned on individua
physical links or LANs, operators substantially increase the IS-1S
metric simultaneously on both devices attached to the same |ink or
LAN. In doing so, the devices generate new Link State Protocol Data
Units (LSPs) that are flooded throughout the network and cause all
routers to gradually shift traffic onto alternate paths with very
little or no disruption to in-flight comruni cati ons by applications
or end users. Wen performed successfully, this allows the operator
to confidently performdisruptive augnentation, fault diagnosis, or
repairs on a link w thout disturbing ongoing comruni cations in the
net wor k.

Shen, et al. St andards Track [ Page 13]



RFC 8500 IS-1S Reverse Metric February 2019

There are a nunber of challenges with the above solution. First, it
is quite cormmon to have routers with several hundred interfaces and

i ndividual interfaces that nove anywhere from several hundred

gi gabits/second to terabits/second of traffic. Thus, it is

i nperative that operators accurately identify the same point-to-point
link on two separate devices in order to increase (and afterward
decrease) the IS 1S nmetric appropriately. Second, the aforenentioned
solution is very tine-consum ng and even nore error-prone to perform
when it’s necessary to temporarily renove a nmulti-access LAN fromthe
network topol ogy. Specifically, the operator needs to configure ALL
devi ces that have interfaces attached to the multi-access LAN with an
appropriately high IS-1S nmetric (and then decrease the IS-IS netric
to its original value afterward). Finally, with respect to nulti-
access LANs, there is currently no nethod to bidirectionally isolate
only a single node’s interface on the LAN when perform ng nore fine-
grai ned di agnoses and repairs to the nulti-access LAN

In theory, use of a Network Managenent System (NMS) coul d inprove the
accuracy of identifying the appropriate subset of routers attached to
either a point-to-point link or a multi-access LAN. It could also
signal to those devices, using a network managenment protocol, to
adjust the IS-IS netrics on the pertinent set of interfaces. The
reality is that NMBs are, to a very large extent, not used within
Service Provider’'s networks for a variety of reasons. |n particular,
NMSs do not interoperate very well across different vendors or even
separate platformfamlies within the sane vendor.
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