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Mar ki ng SI P Messages to Be Logged
Abst ract

SI P networks use signaling nonitoring tools to di agnose user-reported
problenms and to performregression testing if network or user agent
(UA) software is upgraded. As networks grow and becone

i nterconnected, including connection via transit networks, it becones
inmpractical to predict the path that SIP signaling will take between
user agents and therefore inpractical to nonitor SIP signaling end to
end.

Thi s docunent describes an indicator for the SIP protocol that can be
used to mark signaling as being of interest to | ogging. Such narking
will typically be applied as part of network testing controlled by
the network operator and is not used in normal user agent signaling.
Operators of all networks on the signaling path can agree to carry
such marking end to end, including the originating and term nating
SI P user agents, even if a session originates and termnates in

di fferent networks.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force

(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on

Internet Standards is available in Section 2 of RFC 7841
I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://wwv rfc-editor.org/info/rfc8497
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1. Introduction

When users experience problens with setting up sessions using SIP
enterprise or service provider network operators often have to
identify the root cause by exam ning the SIP signaling. Al so, when
network or user agent (UA) software or hardware is upgraded,
regression testing is needed. Such diagnostics apply to a snal
proportion of network traffic and can apply end to end, even if
signaling crosses several networks possibly belonging to severa
different network operators. It may not be possible to predict the
pat h through those networks in advance, therefore, a nmechanismis
needed to mark a session as being of interest so that SIP entities
al ong the signaling path can provide diagnostic |ogging. [RFC38123]
illustrates this notivating scenario. This docunent describes a
solution that neets the requirenents for such "log me" marking of SIP
signaling al so defined in [ RFC8123].
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3.

3.

Thi s docunent al so defines a new header field paraneter, "logne", for
the Session-1D header field [RFC7989]. Inplenentations of this
docunent MJUST i nmpl enent [ RFC7989].

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

"Log Me" Marking Protocol Aspects
1. Session-I1D "l ogme" Parameter

Loggi ng for diagnostic purposes is nost effective when it is applied
end to end in a conmunication session. This ability requires a "l og
me" marker to be passed through SIP internediaries. The Session-1D
header field defined in [RFC7989] was chosen to carry the "log ne"
mar ker as a "l ogme" paraneter since the session identifier is
typically passed through SIP Back-to-Back User Agents (B2BUAs)
(described in [RFC7092]) or other intermediaries, as per the Session-
IDrequirenment REQB in [ RFC7206]. The "l ognme" paranmeter shown in
Figure 1 does not introduce any device-specific or user-specific

i nformati on and MJST be passed unchanged with the Session-1D header
field. There is an exception, however, for the cases specified in
Section 3.4.2 where the "log ne" nmarker may be renobved at a network
boundary.

Alice Pr oxy Regi strar

ul. exanpl e. com pl. exanpl e.com r1l. exanpl e. com
I I I
| (1) INVITE

I
| Session-ID: ab30317f1a784dc48ff824d0d3715d86;
| renote=47755a9de7794ba387653f 2099600ef 2; | ogne
[EREEEEEEEEEEREEES > |
I I I

Figure 1: "Log Me" Marking Using the
"l ogne" Session-|1D Header Field Paraneter

Dawes & Arunachal am St andards Track [ Page 4]



RFC 8497 Log Me MarKking Noverber 2018

3.2. Starting and Stopping Loggi ng

If adialogis to be "log ne" marked, then marking MJST start with
the SIP request that initiates that dialog (dialog-initiating
requests are described in Section 12.1 of [RFC3261]). For the nost
effective testing and troubl eshooting, marking continues for the
lifetime of the dialog, applies to each request and response in the
di al og, and applies uninterrupted end to end (including user
devices). The "log me" marking nechani sm described in this docunent
allows for parts of the signaling path to not be narked, e.g, because
an endpoi nt does not support the "log ne" marking nechanism (see
Section 4.5.2) or because an endpoint or intermediary deliberately
renoves the "l og ne" marker (see Section 4.5.2.4). Also, marking
errors can term nate marking before the dialog ends (see

Section 5.3).

A UA or internediary adds a "log ne" nmarker in an unmarked request or
response in two cases: first, because it is configured to add the
marking to a dial og-creating request, or second, because it has
received a dialog-creating request that is being "l og ne" marked
causing it to maintain state to ensure that all requests and
responses in the dialog are simlarly "log ne" marked. Once the "log
me" marking is started for a dialog, all subsequent requests and
responses in this dialog are "l og me" marked. Marking is stopped
when this dialog and its related dialogs end. It is considered an
error (see Section 5.1.2) if "log me" marking is started in a md-

di al og request or response.

For the first case, "log me" marking trigger condition configurations
that define whether a UA or internediary can initiate "l og nme"
marki ng for a given dialog are out of scope of this document. As an
exanpl e of trigger condition configurations, the UA or intermediary
could be configured to add a "log nme" marker for all dialogs
initiated during a specific tine period (e.g., 9:00 am- 10:00 am
every day) or for specific dialogs that have a particular "User-
Agent" header field value. They could also be configured to add a

"l og me" marker for a specific set of called party nunbers for which
users are experiencing call setup failures.

For the second case of a UA or internediary detecting that a dial og-
initiating request is being "log ne" nmarked, the scope of such

marki ng extends to the lifetime of the dialog. In addition, as

di scussed in Section 3.7, "log nme" nmarked dial ogs that create rel ated
dialogs (e.g., REFER) may transfer the marking to the rel ated
dialogs. In such cases, the entire "session", identified by the

Session-1D header field, is "log nme" marked.
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3.3. Identifying Test Cases

The local Universally Unique lIdentifier (UUI D) portion of the
Session-1D header field value [RFC7989] in the initial SIP request of
a dialog is used as a randomtest case identifier (described in REQ5
in [RFC8123]). This provides the ability to collate all |ogged SIP
requests and responses to the initial SIP request in a dialog or

st andal one transacti on.

3.4. Passing the Marker
3.4.1. To/Froma User Device

When a user device inserts the "log me" marker, the marker MJST be
passed unchanged in the Session-1D header field across an edge proxy
or a B2BUA adj acent to the user device.

3.4.2. To/ From an External Network

An external network is a peer network connected at a network boundary
as defined in [ RFC8123].

External networks nmay be connected directly or via a peering network,
and such networks often have specific connection agreenents. \Wether
"log me" marking is renpved depends on the policy applied at the

net wor k-t o-network interface. Troubleshooting and testing will be
easier if peer networks endeavor to make agreenents to pass "log me"
mar ki ng unchanged. However, since a "log ne" narker may cause a SIP
entity to log the SIP header and body of a request or response, the
"l og me" marker MJUST be renoved at a network boundary if no agreenent
exi sts between peer networKks.

3.4.3. Across a Non-supporting SIP Intermediary

"Log nme" marking is nost effective if passed end to end. However,
intermediaries that do not conply with this docunent m ght pass the
"l og me" marker unchanged or even drop it entirely.

3.5. Logging Multiple Sinultaneous D al ogs

Multiple SIP dialogs can be simultaneously |ogged by an originating
UA, terminating UA, and SIP entities on the signaling path. These
dialogs are differentiated by their test case identifier (the |oca
UUI D portion of the Session-ID header field value at the originating
devi ce) .
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3.6. Format of Logged Signaling

The entire SIP message (SIP request line, response |ine, header
fields, and nessage body) SHOULD be | ogged since troubl eshooting

m ght be difficult if information is missing. Logging SHOULD use
common standard formats such as SIP Conmon Log Fornmat (CLF) defined
in [RFC6873] and Libpcap as defined in "vnd.tcpdunp. pcap"” in the
Medi a Types registry [MEDIA-TYPES]. |If SIP CLF is used, the entire
message i s | ogged using Vendor-1D = 00000000 and Tag = 02 in the
<Optional Fiel ds> portion of the SIP CLF record (see Section 4.4 of

[ RFC6873]). Header fields SHOULD be logged in the formin which they
appear in the nessage; they SHOULD NOT be converted between | ong and
conpact forms described in Section 7.3.3 of [RFC3261].

3.7. Marking Related Di al ogs

"Log nme" nmarking is done per dialog; typically, it begins at dialog
creation and ends when the dialog ends. However, dialogs related to
a "log me" marked dialog MAY al so be "log ne" nmarked for call contro
features such as call forward, transfer, park, and join. As
described in Section 6 of [RFC7989], rel ated di al ogs can occur when
an endpoi nt receives a 3xx nessage, a REFER that directs the endpoint
to a different peer, an INVITE request with Replaces that also
potentially results in communicating with a new peer, or an INVITE
with a Join header field as described in [RFC3911]. An example is
the call transfer feature described in Section 6.1 of [RFC5589]. The
| ogged signaling for related dial ogs can be correl ated usi ng Sessi on-
I D header field values as described in Section 10.9 of [RFC7989].

In the exanple shown in Figure 2, Alice has reported problenms naking
call transfers. Her ternminal is placed in debug node in preparation
for "log me" marked signaling fromthe network adm ni strator,

Bob. Bob’s terminal is configured to "log ne" mark and | og signaling
for calls originated during the troubl eshooting session (e.g., for a
duration of 15 mnutes). Bob, who is troubl eshooting the probl em
arranges to nmake a call that Alice can attenpt to transfer. Bob
calls Alice, which creates initial dialogl, and then Alice transfers
the call to connect Bob to Carol. Logged signaling is correlated
using the test case identifier, which is the local UU D

ab30317f 1a784dc48f f 824d0d3715d86 in the Session-1D header field of

I NVI TE request F1. Logging by Alice’'s terninal begins when it

recei ves and echoes the "log nme" nmarker in INVITE F1 and ends when
the last request or response in the dialog is sent or received (200
K F7 of dialogl). Also during dialogl, Alice's ternminal |ogs

rel ated REFER dial og2, which it initiates and ternmi nates as part of
the call transfer. Alice s terminal inserts a "log me" marker in the
REFER request and 200 OK responses to NOTIFY requests in dial og2.
Bot h di al ogl and di al og2 have the sane test case identifier.
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Loggi ng by Bob's term nal begins when it sends |INVITE F1, which
includes the "log nme" marker, and ends when dialog3, initiated by
Bob, ends. Logging by Carol’s ternminal begins when it receives the
INVITE F5 with the "l og me" marker and ends when di al og3 ends.

dialog3 is not logged by Alice’s terninal; however, the test case
identifier ab30317f 1a784dc48ff824d0d3715d86 is al so the test case
identifier (local-uuid) in INVITE F5. Also, the test case identifier
of dialog2, which is logged by Alice’s terminal, can be linked to

di al ogl and di al og3 because the renote-uuid conponent of dialog2 is
the test case identifier ab30317f 1a784dc48ff824d0d3715d86
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Alice Bob Car ol
Tr ansf eror Transf eree Tr ansf er
| | Tar get
I I NVI TE F1 | |
dialogl |<--------------c---- | |
I 200 K F2 | |
dialogl |------------------- >| |
| ACK | |
dialogl |<--------mmmmmmaam- | |
| INVITE (hol d) | |
di al Ogl | ——————————————————— >| |
| 200 K | |
dialogl |<----------mmmmao-- | |
dialogl |------------------- >| |
| REFER F3 (Target-Dial og:1) |
dialog2 |------------------- > |
| 200 K | |
dial0g2 |<----------mmmo-- | |
| NOTIFY (100 Trying) F4 |
dialog2 |<--------mmmmmaa-- | |
I 200 OK | |
di al 0g2 | ——————————————————— >| |
I | INVITE F5 |
di al og3 | R T >|
I | 200 K |
di al 0g3 | | <ommmmm e |
I |  ACK |
di al 0g3 | [ e >|
| NOTIFY (200 OK) F6| |
dial0g2 |<----------mmao-- | |
I 200 OK | |
dialog2 |------------------- >| |
| BYE | |
di al Ogl | ——————————————————— >| |
| 200 K F7 | |
dialogl |<----------mmmmao-- | |
I | BYE |
di al 0g3 | | <ommmmm e |
I | 200 OK |
di al 0g3 | [ e >|

Figure 2: "Log Me" Marking Related Dialogs in Call Transfer
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F3:
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Bob’s UA inserts the "logme" paranmeter in the Session-ID header
field of the INVITE request that creates dial ogl.

Alice’s UAinserts the "l ogme" parameter in the Session-1D
header field of the REFER request that creates dial og2, which
is related to dial ogl.

Bob’s UA inserts the "l ogme" paranmeter in the Session-ID header
field of the INVITE request that creates dialog3, which is
related to dial ogl.

F1 INVITE Transferee -> Transferor

I NVI TE sips:transferor@tl anta. exanpl e.com SIP/2.0
Via: SIP/2.0/TLS [2001: db8::1]; branch=z9h&4bKnas432
Max- Forwards: 70
To: <sips:transferor@tl anta. exanpl e. con>
From <sips:transferee@il oxi.exanple.conm;tag=7553452
Cal |l -1 D: 090459243588173445
Sessi on-1D: ab30317f 1a784dc48f f 824d0d3715d86

; renmot e=00000000000000000000000000000000; | ogre
CSeq: 29887 I NVITE
Al low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu, tdialog
Cont act: <si ps: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Cont ent - Type: application/sdp
Cont ent - Lengt h:

F2 200 OK Transferor -> Transferee

SIP/2.0 200 K
Via: SIP/2.0/TLS [2001: db8::1]; branch=z9h&4bKnas432
To: <sips:transferor@tl anta. exanpl e. conp; t ag=31kdl 4i 3k
From <sips:transferee@il oxi.exanple.conp;tag=7553452
Call -1 D: 090459243588173445
Session-1 D 47755a9de7794ba387653f 2099600ef 2

; renot e=ab30317f 1a784dc48f f 824d0d3715d86; | ogne
CSeq: 29887 I NVITE
Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu, tdialog
Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =723j d2d>
Cont ent - Type: application/sdp
Cont ent - Lengt h: .
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F3 REFER Transferor -> Transferee

REFER si ps: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha SI P/ 2.0
Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. com br anch=z9hG4bKna9
Max- Forwards: 70
To: <si ps: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>

From <sips:transferor@tl anta. exanpl e. conp; t ag=1928301774
Call -1 D. a84b4c76e66710
Session-1 D 47755a9de7794ba387653f 2099600ef 2

; renot e=ab30317f 1a784dc48f f 824d0d3715d86; | ogne

CSeq: 314159 REFER
Al low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: gruu, replaces, tdialog

Require: tdial og

Ref er-To: <sips:transfertarget @hi cago. exanpl e. conr
Target-Di al og: 090459243588173445; | ocal -t ag=7553452

; renot e-t ag=31kdl 4i 3k
Cont act: <si ps: 4889445d8kj t k3@t | ant a. exanpl e. com gr =723j d2d>
Content-Length: O

F4 NOTI FY Transferee -> Transferor

NOTI FY si ps: 4889445d8kj t k3@t | ant a. exanpl e. com
;gr=723jd2d SIP/2.0
Via: SIP/2.0/TLS [2001: db8::1]; branch=z9h&4bKnas432
Max- Forwards: 70
To: <sips:transferor@tl anta. exanpl e. conp; tag=1928301774
From <sips: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
; tag=a6c¢85cf
Call -1 D: a84b4c76e66710
Sessi on-1 D ab30317f 1a784dc48f f 824d0d3715d86
; renot e=47755a9de7794ba387653f 2099600ef 2; | ogne
CSeq: 73 NOTI FY
Cont act: <si ps: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Al low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, tdialog
Event: refer
Subscription-State: active; expires=60
Cont ent - Type: nessage/ si pfrag
Cont ent - Lengt h:
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F5 INVITE Transferee -> Transfer Target

I NVI TE si ps:transfertarget @hi cago. exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS [2001: db8::1]; branch=z9hG4bKnas41234
Max- Forwards: 70
To: <sips:transfertarget @hi cago. exanpl e. conp
From <sips:transferee@il oxi.exanpl e.conp;tag=j 3kso3i ghq
Cal | -1 D: 90422f 3sd23mig56832034
Session-1 D ab30317f 1a784dc48f f 824d0d3715d86

; renot e=00000000000000000000000000000000; | ogne
CSeq: 521 REFER
Al low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu, tdialog
Cont act: <si ps: 3l d812adkj w@bi | oxi . exanpl e. com gr =3413kj 2ha>
Cont ent - Type: application/sdp
Cont ent - Lengt h: .

F6 NOTI FY Transferee -> Transferor

NOTI FY si ps: 4889445d8kj t k3@t | ant a. exanpl e. com
;gr=723jd2d SIP/2.0
Via: SIP/2.0/TLS [2001: db8::1]; branch=z9h&4bKnas432
Max- Forwards: 70
To: <sips:transferor@tl anta. exanpl e. com; t ag=1928301774
From <si ps: 3l d812adkj w@bi | oxi . exanpl e. com gr =3413kj 2ha>
; tag=a6c85cf
Cal |l -1 D: a84b4c76e66710
Session-1 D ab30317f 1a784dc48f f 824d0d3715d86
; renot e=47755a9de7794ba387653f 2099600ef 2; | ogne
CSeq: 74 NOTIFY
Cont act: <si ps: 3l d812adkj w@i | oxi . exanpl e. com gr =3413kj 2ha>
Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, tdialog
Event: refer
Subscription-State: termn nated;reason=noresource
Cont ent - Type: nessage/ si pfrag
Cont ent - Lengt h:

Dawes & Arunachal am St andards Track [ Page 12]



RFC 8497 Log Me MarKking Noverber 2018

3.8. Forked Requests

A SIP internediary is required to copy the "log ne" marker into
forked requests. SIP request forking is discussed in Sections 4 and
16. 6 of [RFC3261].

4. SIP Entity Behavi or
4.1. Scope of Marking

"Log nme" nmarking is intended to be limted, in time period and nunber
of dial ogs marked, to the m ni num needed to troubl eshoot a particul ar
probl em or performa particular test.

0o SIP entities MIST be configured to "log ne" mark only dial ogs
needed for the current testing purpose, e.g., troubleshooting or
regression testing. The nechanisns in this section ensure that
"l og me" marking begins at dialog creation and, other than cases
of marking related dialogs or premature endi ng, ends when the
di al og being "l og nme" marked ends.

o If adialogis to be marked, the only way to initiate "log ne"
marking is at the dialog-creating request (e.g., SIP INVITE) sent
by an originating endpoint or an internediary that nmarks on behal f
of the originating endpoint. Mrking that appears mid-dialog is
an error as described in Section 5.1.2. The final term nating
endpoint, or intermediary that marks on behalf of the term nating
endpoint, cannot initiate marking, but it takes action as defined
in Sections 4.2 and 4.3 if it receives an incomng "log ne"
mar ker .

Note that the error cases described in Section 5.1 cause SIP entities
to stop "log ne" marking, and the requirenents in Section 7 also

pl ace requirements on SIP entities, including allowing SIP entities
to not log signaling based on | ocal policies (see Section 8.6).

4.2. Endpoints

A common scenario is to have both originating and term nating

endpoi nts support "log nme" marking with the originating endpoint
configured to initiate "log me" marking. |In this sinplest use case,
the originating UA inserts a "log ne" marker in the dialog-creating
SIP request and all subsequent SIP requests within that dialog. The
"l og me" marker is passed through the SIP internmediaries and arrives
at the term nating UA, which echoes the "log ne" marker in the
correspondi ng responses. |f the term nating UA sends an in-dial og
request on a dialog that is being "log me" marked, it inserts a "log
me" marker and the originating UA echoes the "log nme" nmarker in
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responses. The terminating UA logs the "log nme" nmarked SIP requests
and responses if it is allowed as per policy defined in the

term nating network. This basic use case suggests the follow ng
rules for originating and term nati ng UAs.

For originating UAs:

0

The originating UA configured for "log me" marking MJST insert a
"log me" marker into the dial og-creating SIP request and
subsequent in-dialog SIP requests.

The originating UA itself |ogs marked requests and responses.

The originating UA echoes, in responses, the "log me" marker
received in in-dialog requests fromthe term nating side

The originating UA |l ogs the SIP responses that it sends in
response to received "log nme" marked in-dial og requests.

The originating UA MAY al so apply these rules to any subsequent
related SIP dialogs as described in Section 3.7.

For term nating UAs:

(]

The terminating UA detects that a dialog is of interest to |ogging
by the existence of a "log me" marker in an incom ng dial og-
creating SIP request.

The termnating UA itself |ogs marked requests and correspondi ng
mar ked responses if allowed as per policy.

The term nating UA MJUST echo a "log me" marker in responses to a
SI P request that included a "log ne" marker.

If the termnating UA has detected that a dialog is being "log ne"
mar ked, it MJST insert a "log ne" marker in any in-dialog SIP
requests that it sends.

The termnating UAitself logs any in-dialog SIP requests that it
sends if allowed as per policy.

The term nating UA MAY al so apply these rules to any subsequent
related SIP dialogs as described in Section 3.7.
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4.3. SIP Intermediaries Acting on Behalf of Endpoints

A network operator may know that some of the UAs connected to the
network do not support "log ne" marking. Subject to the
authorizations in Section 7.1, a SIP internediary close to the UA
(e.g., edge proxy, B2BUA) on the originating and/or term nating sides
inserts the "log me" marker instead in order to test sessions

i nvol ving such UAs.

The originating and termnating SIP internmediaries are not identified
by protocol neans but are designated and explicitly configured by the
network administrator to "log nme" mark on behal f of endpoints. The
internmedi aries that are known to be closest to the terminals can be
configured to "l og ne" mark on behalf of terminals that do not
support "log nme" marking. The originating SIP intermediary is the
first one to be traversed by a SIP request sent by the originating
endpoint. Similarly, the termnating SIP internediary is the |ast
intermedi ary traversed before the termnating endpoint is reached.

The SIP intermediary at the originating side is configured to insert
the "l og me" marker on behalf of the originating endpoint. |If the
term nating UA does not echo the "log me" marker in responses to a
mar ked request, then the SIP internediary closest to the term nating
UA, if configured to mark on behalf of the term nating UA, inserts a
"log me" marker in responses to the request. Likewise, if the

term nating UA sends an in-dialog request, the SIP internediary at
the termnating side inserts a "log me" marker and the SIP
intermediary at the originating side echoes the "log nme" marker in
responses to that request. Oiginating and term nating
intermediaries that are configured for "log nme" marking on behal f of
the endpoint nust also mark dial og-creating requests that contain
Target-Di al og [ RFC4538], Join [ RFC3911], and Repl aces [ RFC3891]
header fields and correspondi ng responses. The SIP internediaries at
the originating and terminating sides log the "log ne" nmarked SIP
requests and responses if it is allowed as per policy defined in the
originating and terminating networks. This scenario suggests the
following rules when a SIP internediary is configured to initiate or
handl e "l og me" marking on behal f of a UA

For the originating SIP internediary:
o0 The originating SIP internmediary configured for "log nme" marking
MJST insert a "log me" marker into the dialog-creating SIP request

and subsequent in-dialog SIP requests.

o0 The originating SIP internediary itself |ogs narked requests and
responses.
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4. 4.

o0 The originating SIP intermediary detects the "l og ne" marker
received in in-dialog requests and echoes the "l og nme" marker in
the correspondi ng SIP responses.

0 The originating SIP intermediary | ogs the SIP responses that it
sends in response to "log nme" narked in-dial og requests.

o The originating SIP intermediary MAY al so apply these rules to any
subsequent related SIP dialogs as described in Section 3.7.

For the termnating SIP intermediary:

0o The terminating SIP intermediary detects that a dialog is of
interest to |l ogging by the existence of a "log me" marker in an
i ncom ng dial og-creating SIP request.

0o The ternminating SIP internediary itself |ogs narked requests and
correspondi ng responses if allowed as per policy.

o The terminating SIP intermediary MIJST echo a "log nme" marker in
responses to a SIP request that included a "l og nme" marker

o If the terminating SIP internediary has detected that a dialog is
being "log me" nmarked, it MJST insert a "log nme" nmarker in any
in-dialog SIP requests fromthe term nating UA

o The terminating SIP intermediary itself logs any in-dialog SIP
requests that it sends if allowed as per policy.

0o The terminating SIP intermediary MAY al so apply these rules to any
subsequent related SIP dialogs as described in Section 3.7.

B2BUAs

B2BUA "l og me" behavior is specified based on its different signaling
pl ane rol es described in [ RFC7092].

A Proxy- B2BUA SHOULD copy "log me" marking in requests and responses
fromits termnating side to the originating side w thout needing
explicit configuration to do so.

A di al og on one "side" of the B2BUA nmay or may not be coupled to a
rel ated dialog on the other "side" for "log me" purposes. To allow
end-to-end troubl eshooting of user problens and regression testing, a
signaling-only and SDP-nodi fyi ng signaling-only B2BUA [ RFC7092]
SHOULD coupl e rel ated dialogs for "l og me" marki ng purposes and pass
on the received "log nme" paraneter fromthe originating side to the
term nating side and vice versa. For exanple, a SIP B2BUA handling

Dawes & Arunachal am St andards Track [ Page 16]



RFC 8497 Log Me MarKking Noverber 2018

4.

4.

4.5.

5

5

an end-to-end session between an external caller and an agent in a
contact center environnent can couple the dial og between itself and
an agent with the dialog between itself and the external caller. It
can pass on the "log me" marking fromthe originating side to the
term nating side to enable end-to-end | ogging of specific sessions of
i nterest.

For dialogs that are being "log me" marked, all B2BUAs MJST "l og ne"
mark in-dialog SIP requests that they generate on their own, without
needi ng explicit configuration to do so. This rule applies to both
the originating and term nating sides of a B2BUA.

"Log Me" Marker Processing by SIP Internediaries
1. Statel ess Processing

Typically, "log me" marking will be done by an originating UA and
echoed by a ternminating UA. SIP internediaries on the signaling path
bet ween these UAs that do not performthe tasks described in Sections
4.3 or 4.4 MIST sinply log any request or response that contains a
"log me" marker in a stateless manner, if it is allowed per |oca

policy.
2. Stateful Processing

The originating and terminating SIP intermediaries that "log ne" mark
on behal f of endpoints and SIP intermediaries that renove "l og nme"
mar ki ng at the network boundary nmust nmaintain state to enable "l og
me" marking. Applicable scenarios are as follows:

o The originating UA does not support "log me" marking. This
scenari o was described in Section 4.3 and requires support by the
originating SIP internmediary. "Log me" marker processing is
illustrated in Section 4.5.2.1

o0 The terminating UA does not support "log nme" marking. This
scenari o was described in Section 4.3 and requires support by the
termnating SIP internediary. "Log nme" marker processing is
illustrated in Section 4.5.2.2.

0 The originating network ensures that it does not pass narking
outside its boundaries in order to not inpact any externa
networks. The originating network renoves "l og me" marking from
SI P requests and responses before forwarding themfromits network
boundary to external networks, but it adds marking back to any
incom ng SIP requests and responses belonging to any "l og ne"
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mar ked dialog. This scenario requires support by the SIP
intermedi ary at the originating network boundary. "Log me" marker
processing is illustrated in Section 4.5.2.3.

0 The terminating network ensures that it does not allow "log ne"
mar ki ng from external networks to pass through its boundary to its
internal entities. The terminating network renoves "l og ne"
mar ki ng from SI P requests and responses before forwarding them
internally, but it adds marking back to any outgoing SIP requests
and responses belonging to any "log ne" nmarked dialog. This
scenario requires support by the SIP internediary at the
term nating network boundary. "Log ne" narker processing is
illustrated in Section 4.5.2.4.

o0 The term nating network does not support "log me" marking and does
not echo marking that it receives. The originating network adds
mar ki ng back to any inconming SIP requests and responses bel ongi ng
to the "log me" nmarked dialog. This scenario requires support by
the SIP internediary at the originating network boundary and "I og

me" marker processing is illustrated in Section 4.5.2.5.
SIP internediary behavior in these scenarios is illustrated using
[ RFC3665] exanple call flow "Session Establishment Through Two
Pr oxi es".

4.5.2.1. "Log Me" Marking Not Supported by Originating UA

Alice’s UA does not support "log ne" marking; hence, Proxy 1, which
is the SIP internediary closest to Alice, is configured to act on
behal f of Alice’s UAto "log nme" nmark specific dialogs of interest
that are created by Alice for troubl eshooting purposes.

In Figure 3, Proxy 1 in the originating network mai ntains state of
whi ch dial ogs are being logged in order to "log me" mark all SIP
requests and responses that it receives fromAlice's UA before
forwarding themto Proxy 2.
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[ NETWORK A ] [ NETWORK B ]
Alice Proxy 1 Proxy 2 Bob
| | | |
| I NVI TE F1 | | |
| (no Iogne) I I I
[EEREEEEEPEEEETS > | |
| | I NVI TE F2 | |
I I (I ogme) I I
| |- > |
I I I I
I I I I
| 100 F3 | | I NVI TE F4 |
| (I ogme) I I (1 ogme) I
SRR P | 100 F5 [-------mmee- - >|
| | (I ogme) | |
| <o | |
| | | 180 F6 |
I I I (1 ogme) I
| | 180 F7 ESEEEEEEP R |
I I (I ogme) I I
| 180 F8 RSP | |
I (1 ogne) I I I
R | 200 F9 |
I I I (1 ogme) I
| | 200 F10 ESEEEEEEP R |
I I (I ogme) I I
| 200 F11 RSP |
I (1 ogne) I I I
| <o | |
| ACK F12 | | |
| (no Iogne) I I I
EEREEEEEREEEEES > | |
| | | |
| | ACK F13 | |
I I (1 ogme) I I
| [EEREEEEEREEEEES > |
I I I I
| | | ACK F14 |
| | | (I ogme) |
| | B >
| Both Way RTP Medi a |
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(1 ogne)

200 F18

I
I
I
| BYE F17
I
I
I
| (no | ogne)

Log Me MarKking
|
BYE F16 |
I

I
|
I (1 ogne)
I

I

I

I

|

200 F19 |
(1 ogne) I
I

I

I

Novenber 2018

BYE F15 |
(1 ogne) I

200 F20
(1 ogne)

Figure 3: The Oiginating UA Does Not Support "Log Me" Marking

F1: Alice’s UA does not
creating | NVITE request FL1.

insert a "log me" marker in the dialog-
Neverthel ess, Proxy 1 is

configured to initiate | ogging on behalf of Alice. Proxy 1
| ogs I NVITE request F1 and nmintains state that this dialog is

bei ng | ogged.

F2: Proxy 1 inserts a "log nme" marker in INVITE request F2 before
forwarding it to Proxy 2. Proxy 1

ogs this request.

F3: Proxy 1 inserts a "log ne" marker in 100 response F3 before
forwarding it to Alice’s UA since this is a response sent on a
dialog that is being "log me" marked. Proxy 1 logs this

response.

F4: "Bob’s UA detects the "log me" marker and logs the INVITE
request F4 if allowed as per policy.

F6: Bob’ s UA echoes the "log me" marker in INVITE request F4 into
It logs this response if allowed as per

180 response F6.
policy.

F7 and F8: Proxy 1 logs the received "180" response F7 and passes
the "log me" marker to Alice’s UA in F8.

F12: Proxy 1 receives ACK with no "log me" marker. It doesn't

consider this an error since it

on behalf of Alice s UA

Dawes & Arunachal am

St andards Track
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F13: Proxy 1 inserts a "log ne" marker in ACK request F13 before
forwarding it to Proxy 2. Proxy 1 logs this request.
F15: Bob's UA inserts a "log ne" nmarker in the in-dialog BYE request
and this "log ne" marker is carried back to Alice’s UAin F16
and F17. Bob’s UA logs this request if allowed as per policy.

F18: Alice’'s UA does not echo the "log me" marker from BYE request
F17 into 200 response F18.

F19: Proxy 1 inserts a "log me" marker in 200 response F19 before
forwarding it to Proxy 2. Proxy 1 logs this response.

4.5.2.2. "Log Me" Marking Not Supported by Term nating UA
In Figure 4, Bob’s UA does not support "log ne" marking, so Proxy 2

in the ternmnating network maintains state to ensure "log nme" narking
of SIP requests and responses from Bob’s UA.
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[ NETWORK A ] [ NETWORK B ]
Alice Proxy 1 Proxy 2 Bob
I I I I
| I NVITE F1 | | |
| (logme) | | |
| onmme e >] | |
| | I NVI TE F2 | |
I I (log me) | I
| |- eemme e >| |
I I I I
I I I I
| 100 F3 | | |
I (log me) | I I
[EERERR | | |
| | | I NVI TE F4 |
I I I (log me) I
| | 100 F5  |---eee-imeeeoe- >|
I I (log me) | I
| EEEERCRREEPEEES | |
| | | 180 F6 |
I I | (nolog ne) |
| | ERREREEREREERE |
I I I I
I I I I
| | 180 F7 | |
I |  (log ne) I I
| <o eereeneenees | |
I I I I
I I I I
| 180 F8 | | I
I (log me) | I I
S | | 200 F9 |
I I I (no log ne) |
| | 200 F10 | <-mmmmmeee s |
I I (log me) I I
| 200 F11 = [ <---=--mmmmmoo-- | |
I (log me) | I I
| <eereme e | | |
| ACK F12 | | |
I (log me) I I I
EEEERENEEN >| | |
| | ACK F13 | |
I I (log me) I I
| IR . >| ACK F14 |
I I I (log me) I
| R >
| Both Way RTP Media |
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| | | BYE F15 |
I I | (nolog ne) |
| | BYE F16 ESER TR |
I |  (log ne) I I
| BYE F17 [ <----oommmmon-- | |
I (log ne) I I I
| <-o-oceaoeies | I I
| 200 F18 | | |
I (l'og ne) I I I
IEREEEETEEEE TR >| I I
| | 200 F19 | |
I I (log ne) I I
| R R >| 200 F20 |
I I I (l'og ne) I
I I I
I I

Figure 4. The Terminating UA Does Not Support "Log Me" Marking.

F1: Alice’s UAinserts a "log nme" marker in the dial og-creating
I NVI TE request F1.

F2: INVITE F2 is "log ne" nmarked; therefore, Proxy 2 nmaintains
state that this dialog is to be |ogged. Proxy 2 logs the
request and responses of this dialog if allowed per policy.

F5: Proxy 2 inserts a "log ne" marker in the 100 response it sends
to Proxy 1.

F6: Bob' s UA does not support "log ne" marking; therefore, the 180
response to the I NVITE request doesn’'t have a "log ne" marker.

F7: Proxy 2 inserts a "log ne" marker in the 180 response on behal f
of Bob’s UA before forwarding it. The sanme applies to response
F10 and the BYE request in F16.

4.5.2.3. "Log Me" Marking Renmoved by Originating Network

If network Ain Figure 5 is perform ng testing independently of
network B, then network A renpbves "log nme" marking from SIP requests
and responses forwarded to network B to prevent triggering unintended
logging in network B. Proxy 1 renoves "log me" marking fromrequests
and responses that it forwards to Proxy 2 and naintains state of

whi ch di al ogs are being "log ne" marked in order to "log me" mark
requests and responses that it forwards fromProxy 2 to Alice’s UA
For troubl eshooting purposes, Proxy 1 MAY also |og the requests and
responses sent to or received fromProxy 2 even though it renoved
"log me" marker prior to forwarding the nessages to Proxy 2

Dawes & Arunachal am St andards Track [ Page 23]



RFC 8497 Log Me MarKking Noverber 2018

[ NETVWORK A ] [ NETWORK B ]
Alice Proxy 1 Proxy 2 Bob
| | | |
| INVI TE F1 | | |
I (1 ogne) I | |
[----mmmmmee - >| I I
| | I NVI TE F2 | |
I | (no | ogne) I I
I >| |
I I I I
I I I I
| 100 F3 | | |
| (1 ogne) | | I NVI TE F4 |
I I | (no | ogne) I
I | 100 F5 I >|
I | (no | ogne) I I
I | <----mmmmmmee- I I
| | | 180 F6 |
I I | (no | ogne) I
| | 180 F7 I |
| | (no | ogne) | |
| 180 F8 I | |
I (1 ogne) I I I
IR | 200 F9 |
| | | (no logme) |
| | 200 F10 I |
| | (no | ogne) | |
| 200 F11 I | |
| (logme) | I I
| <----mmmmeieee I I I
| ACK F12 | | |
I (1 ogne) I I I
[-----mmmmem- - >| | |
I I I I
| | ACK F13 | |
I | (no | ogne) I I
I [-----mmmmmme - >| I
I I I I
| | | ACK F14 |
I I I (no logme) |
| | R >|
| Both Way RTP Medi a |
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| | | BYE F15 |
I I |  (no logne) |
| | BYE F16 R |
I | (no Iogne) I I
| BYE F17 | <----cecooonon- |
I (1 ogne) I I I
| <---mmmcmeooe I I I
| 200 F18 | | I
I (1 ogne) I I I
R >| I I
| | 200 F19 | |
I | (no logne) | I
| e R >| I
I I I
| | 200 F20 |
I |  (no logne) |
I I
I I

Figure 5: The Oiginating Network Renoves "Log Me" Marking from
Qut goi ng SIP Messages at its Network Edge.

F1: Alice’s UAinserts a "log ne" marker in the dialog-creating
I NVI TE request, and Proxy 1 therefore maintains state that this
dialog is to be | ogged.

F2: Proxy 1 renoves "log nme" marking fromINVITE request before
forwarding it to Proxy 2. Proxy 1 logs INVITE request F2.

F3: Proxy 1 inserts a "log ne" marker in the 100 response sent to
Alice’s UA. Proxy 1 logs this response.

F8: Proxy 1 inserts a "log ne" marker in the 180 response before
forwarding it to Alice’s UA. Proxy 1 logs this response. The
sanme applies to responses F11 and F17

F13: Proxy 1 renoves "log me" marking fromthe ACK request. Proxy 1
| ogs this request before forwarding it to Proxy 2

F19: Proxy 1 renoves "log ne" marking fromthe 200 response of the

BYE request. Proxy 1 logs this response before forwarding it
to Proxy 2.
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4.5.2.4. "Log Me" Marking Renmoved by Supporting Term nating Network

In Figure 6, Proxy 2 renoves "log ne" marking fromall SIP requests
and responses entering network B. However, Proxy 2 supports

mai ntai ning the marking state of the dialog and "l og nme" narks
requests and responses that it sends towards Proxy 1. For

troubl eshooti ng purposes, Proxy 2 MAY also |l og the requests and
responses received fromor sent to Bob even though it renoved the
"log me" marker prior to forwarding the nessages to Bob. This
scenario mght be used for troubl eshooting a signaling path between
two enterprise or carrier networks, or across a transit network, with
mnimal 1ogging (i.e., only at the network boundaries).
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[ NETWORK A ] [ NETWORK B ]
Alice Proxy 1 Proxy 2 Bob
I I I I
|  INVITE F1 | | |
|  (log me) I | |
R >| I I
| | INVITE F2 | |
I I (log me) I I
| [-----mmmmmee - >| I
I I I I
I I I I
| 100 F3 | | I
I (log me) I I I
[<--mmmmmeieo-- I I I
| | |  INVITE F4 |
I I | (nolog ne) |
| | 100 F5 R >|
I I (log me) I I
I | <----mmmmmmeo-- I I
| | | 180 F6 |
I I | (no log ne) |
| I | <---mmmmmmomooe- I
| | 180 F7 | |
I |  (log me) I I
I | <----mmmmmmeo-- I I
I I I I
I I I I
| 180 F8 | | |
I (log me) I I I
R | | 200 F9 |
I I | (no log ne) |
| | 200 F10 R |
I |  (log me) I I
| 200 F11 R | |
|  (log me) | I I
[<--mmmmmmeeo o I I I
| ACK F12 | | I
I (log me) I I I
R >| I I
| | ACK F13 | |
I |  (log me) I I
| [-ommmm oo >| ACK F14 |
I I | (no log ne) |
I I B EEEEEEEEEEEEEEE >|
| Both Way RTP Medi a |
|<::::::::::::::::::::::::::::::::::::::::::::::::>|
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(no log ne)

| | | BYE F15 |
I I |  (no log ne) |
| | BYE F16 RS |
I |  (log ne) I I
| BYE F17 | <-mmmmmmeai s | |
I (log ne) I I I
| <---mmmcmeooe I I I
| 200 F18 | | I
I (log ne) I I I
——————————————— >| I I
| 200 F19 | I

I (log ne) I I

[<emmmmmnaaaaann >| 200 F20 |

I I

I

I

Figure 6: The terminating network renoves "log me" marking from
incom ng SIP nmessages at its network edge.

F1: Alice’s UAinserts a "log ne" marker in the dial og-creating
I NVI TE request F1. Proxy 1 detects the "log me" marker, |ogs
the request, and nmmintains state that this dialog is to be

| ogged.

F2: Proxy 2 renoves the "log me" marker in the |INVITE request F2
before forwarding it as F4. The sane applies to responses F13
and F19.

F6: Proxy 2 inserts a "log ne" marker in the 180 response to the

I NVI TE request and | ogs the request before forwarding it as F7
The sane applies to response F9 and the BYE request in F15

4.5.2.5. "Log Me" Marking Passed by Non-supporting Term nating Network

In Figure 6, Proxy 2 is not "log me" aware and therefore passes
marking in all SIP requests and responses entering network B
according to the rules in Sections 16.6 and 16.7 of [RFC3261]. Proxy
2 does not |og requests and responses in the dialog. Proxy 1
supports nmaintaining the marking state of the dialog. Wen Proxy 1
observes that requests and responses received from Proxy 2 are not
marked, it adds the marking.

For troubl eshooting purposes, Proxy 1 MAY also |og the requests and

responses received fromor sent to Proxy 2 even though Proxy 2 didn't
add "log ne" to nessages sent to Proxy 1.

Dawes & Arunachal am St andards Track [ Page 28]



RFC 8497 Log Me MarKking Noverber 2018

[ NETWORK A ] [ NETWORK B ]
Alice Proxy 1 Proxy 2 Bob
| | | |
| INVI TE F1 | | |
I (log ne) I I I
[----mmmmm - >| I I
| | I NVI TE F2 | |
I I (log ne) I I
| [------mmmmmm - >| |
I I I I
I I I I
| 100 F3 | | |
I (log me) I I I
| <-----mmmmmmem- I I I
| | | I NVI TE F4 |
I I I (1 og ne) I
| | 100 F5 [------mmme - >|
I I (no log ne) | I
I | <----mmmmmee--- I I
| | | 180 F6 |
| | | (no log ne) |
I I | <-----mmmmeem-- I
| | 180 F7 | |
I I (no log ne) | I
I | <----mmmmmee--- I I
I I I I
| | | |
| 180 F8 | | |
I (log ne) I I I
IR | | 200 F9 |
I I I (no log ne) |
| | 200 F10 I |
| | (no log ne) | |
| 200 F11 I | |
I (log ne) I | |
| <---mmmmmee-- I I I
| ACK F12 | | |
I (log ne) I I I
[------mmmmmm - >| | |
| | ACK F13 | |
I I (log ne) I I
| R >| ACK F14 |
I I I (log me) I
| | e >|
| Both Way RTP Medi a |
|<::::::::::::::::::::::::::::::::::::::::::::::::>|
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| | | BYE F15 |
I I | (nolog ne) |
| | BYE F16 | <ommmmmeeia s |
I |  (no log ne) | I
| BYE F17 SR | |
|  (log ne) I I I
S I I I
| 200 F18 | | I
| (log ne) | I I
R >| I I
| | 200 F19 | |
I I (log ne) I I
| EEEEEEEET T >| 200 F20 |
I I I (log ne) I
I I I
I I

Figure 7: The Termi nating Network Renoves "Log Me" Marking from
Incoming SIP Messages at its Network Edge.

F1: Alice’s UAinserts a "log ne" marker in the dial og-creating
I NVI TE request F1. Proxy 1 detects the "log me" marker, |ogs
the request, and nmmintains state that this dialog is to be
| ogged.

F2: Proxy 2 passes the "log me" marker in the INVITE request F2
before forwarding it as F4. The sane applies to request F13
and response F19.

F6: Bob’ s UA does not support "log ne" marking and does not echo
the "l og me" marker in response F6. The sane applies to
response F9 and the BYE request F15.

F7: Proxy 1 inserts a "log nme" marker in the 180 response of the

I NVI TE request before forwarding it as F8. The sanme applies to
response F10 and the BYE request F16.
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5. FErrors
5.1. FError Cases
The following error cases are possible for "log ne" marking:

1. A "log me" marker is unexpectedly missing froma dialog that is
bei ng | ogged.

2. A "log me" nmarker unexpectedly appears in a dialog that is not
bei ng | ogged.

3. A "log ne" marker unexpectedly disappears and then reappears in a
dial og being logged. This is treated in the same way as case 1.

4. A "log nme" marker is unexpectedly mssing froma retransm ssion
in a dialog being logged. This is treated in the same way as
case 1.

These cases apply to any request or response sent by any entity and
in any direction in a dialog being "l og me" marked. Detection of
these error cases is described in this section.

5.1.1. Mssing "Log Me" Marker Error Case

Since "log me" marking is per-dialog, if a dialog is being nmarked and
marking is mssing froma request or response then this is an error

However, detecting such errors is not as sinple as checking for
m ssing markers because of cases such as non-supporting termnals
where it is normal that nmarking is not done.

Detecting errors nust be eval uated separately for each neighbor. It
is an error if a particular neighbor has previously sent "log ne" in
the dialog and then stops, independently of what has been happeni ng
wi t h ot her nei ghbors.

UAs and internediaries that are stateless with respect to "log ne"
mar ki ng are not able detect such errors. User agents and
intermediaries that are stateful with respect to "log ne" marking are
able to detect that a narker is mssing froma dialog that has
previously been "log me" nmarked. Error cases are illustrated in this
section, and non-error cases in Section 5.2.1.
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The following figures illustrate missing "log ne" nmarker errors.

Figure 8 shows an error detected at Proxy 1, where an expected "l og
me" marker is mssing.

[ NETWORK A ] [ NETWORK B ]
Alice Proxy 1 Proxy 2 Bob
I I I I
| INVI TE F1 | | |
| (log ne) | INVITE F2 | |
[------mmme - >| (1 og ne) | INVITE F3 |
I [----mmmmmee - >| (1 og ne) I
| N R Rt >
I I I I
| | | 200 F4 |
| | 200 F5 | (1 og ne) |
| 200 F6 | (1 og ne) | <---mmmme e |
I (1 og ne) | <----mmmmmeeee I I
| <----mmmmmmeee I I
I I I I
| ACK F7 | | |
| (no log ne) | I I
[----mmmmmm - >| I I
| | ACK F8 | |
I | (no log ne) | I
[ R >| I
| | | ACK F9 |
I I | (no log ne) |
I I R >|

Figure 8 FError Case: Mssing "Log Me" Marker

F1: Proxy 1 detects the "log nme" marker and mmintains state that
this dialog is to be | ogged.

F7: Proxy 1 detects that the expected "log ne" marker is missing,
considers it to be an error, and stops "log nme" marking in
subsequent requests and responses in this dialog.

Figure 9 shows an error detected at both Proxy 2 and Bob's UA
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(no log ne) |

[ NETVWORK A ] [ NETWORK B ]
Alice Proxy 1 Proxy 2 Bob
| INVI TE F1 | | |
I (1 og ne) I I I
[----mmmmmm - >| I I
| | I NVI TE F2 | |
I I (log ne) I I
I [-----mmmmmmm- - >| I
I I I I
I I I I
| 100 F3 | | |
I (1 og ne) I I I
| <----mmmmmmeee I I I
| | | I NVI TE F4 |
I I I (log ne) I
| | 100 F5 I >|
I I (1 og ne) I I
| ESRREEEETEEETEEE | |
I I | 180 F6 |
I I I (log me) |
I I | <----mmmmmmeee I
| | 180 F7 | |
I I (1 og ne) I I
I | <----mmmmmeeee I I
I I I I
I I I I
| 180 F8 | | |
I (1 og ne) I I I
| <---mmmmeee - | | 200 F9 |
I I I (1 og ne) I
| | 200 F10 IR |

I I (log ne) I
| 200 F11 I |

I (1 og ne) I
| <---mmmmeee -
| ACK F12 |
I

I

| ACK F13
| (no log ne)

ACK F14
(no log ne)

Figure 9: Error Case: Mssing "Log Me" Marker
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F2: Proxy 2 detects the "log me" marker and maintains state that
this dialog is to be | ogged.

F4: Bob’s UA detects the "log ne" marker and maintains state that
this dialog is to be | ogged.

F12: Proxy 1 detects that the expected "log me" marker is m ssing,
considers it to be an error, and stops "log me" marking in
subsequent requests and responses in this dialog. Hence, it
does not insert a "log ne" marker in F13.

F13: Proxy 2 detects that the expected "log nme" marker is m ssing,
considers it to be an error, and stops "log nme" marking in
subsequent requests and responses in this dialog.

F14: Proxy 2 does not insert a "log ne" marker because it has
stopped "log nme" narking due to an error observed in F13.
Bob's UA detects that the expected "log nme" marker is m ssing,
considers it to be an error, and stops "log nme" marking in
subsequent requests and responses in this dialog.
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5.1.2. "Log Me" Marker Appears Md-dialog Error Case

SI P endpoints, internediaries acting on behalf of endpoints, and
B2BUAs that can perform"log me" marking are stateful. Such entities
will expect a "log ne" marker only for dialogs where the initial

di al og-creating request was "l og ne" marked, either by thensel ves or
by an upstreamentity. "Log me" nmarking that subsequently begins

m d-dialog is an error.

Figure 10 illustrates a "log me" marking error observed in the mddle
of a dialog. Alice' s UA supports "log nme" marking but the call is
not initially marked for logging, i.e., INVITE F1 is not "log ne"
marked. But Alice’s UA starts to "log me" mark at the ACK request

F7. Proxy 1 supports "log me" marking at the originating network
boundary and therefore detects the error, does not |og signaling, and
renoves the "l og ne" marker before forwarding the ACK request F8.

[ NETWORK A ] [ NETWORK B ]
Alice Proxy 1 Proxy 2 Bob
I I I I
| INVI TE F1 | | |
| (no log ne) | INVI TE F2 | |
[------mmme - >| (no log ne) | INVITE F3 |
I [----mmmmmee - >| (no log ne) |
I I [-----mmmmmme - >|
I I I I
| | | 200 F4 |
| | 200 F5 | (no log ne) |
| 200 F6 | (no log ne) | <---mmmmeee - |
| (no log ne) IR |
| <----mmmmmmeee I I
I I I I
| ACK F7 | | |
I (1 og ne) I I I
[----mmmmmm - >| I I
| | ACK F8 | |
I | (no log ne) | I
[ R >| I
| | | ACK F9 |
I I I (1 og ne) I
I N >|

Figure 10: Error Case: "Log Me" Marker Begins M d-dial og
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5.2. Non-error Cases
5.2.1. Mssing "Log Me" Marker Non-error Case
The following figure illustrates a non-error case.

Figure 11 shows Proxy 2 receiving a response with no "log nme" marker
that is not an error case. Proxy 2 is configured by network B to
perform"”l og me" marking on behalf of Bob’s UA, which does not
support "log me" marking. Proxy 2 does not therefore expect
responses fromBob to include a "log ne" narker.

[ NETWORK A ] [ NETWORK B ]
Alice Proxy 1 Proxy 2 Bob
| | | |
| I NVI TE F1 | | |
|  (log ne) I I I
| <o >] | |
| | INVITE F2 | |
I |  (log ne) I I
| |- | |
I I I I
I I I I
| 100 F3 | | I
|  (log ne) I I I
| <ome e | | |
| | | I NVI TE F4 |
I I |  (log ne) I
| | 100 F5 [-----mmmmm - - >|
I |  (log ne) I I
| ESRREEEEEEEEEEEE | |
| | | 180 F6 |
| | | (nolog ne) |
| | | <o |
| | 180 F7 | |
I |  (log ne) I I
| ESRREEEEEEEEEEEE | |
| 180 F8 | | I
I (log ne) I | I

Commm e e e e oo oo |
Figure 11: Non-error Case: Mssing "Log Me" Marker
F2: Proxy 2 detects the "log me" marker and mmintains state that

this dialog is to be logged. Proxy 2 inserts "log me" nmarkers
on behal f of Bob’s user agent, such as in F7
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5

5

F6: Proxy 2 detects that the "log me" marker is mssing fromthe
response but considers "log ne" marking to be ongoing as a
mar ker was not expect ed.

F7: Proxy 2 continues to "log ne" mark requests and responses on
behal f of Bob's UA.

2.2. "Log Me" Marker Appears M d-dial og Non-error Case

A SIP internediary that can perform"log ne" marking on behal f of an
endpoi nt MAY optionally mark a request or response towards a

non- supporting endpoint, such as the 100 response F3 in Figure 3. In
this case, the endpoint will receive a "log me" marker m d-dial og,
and this is not considered an error.

Anot her use case is a network in which some (but not all) endpoints
support "log nme" marking and that wants to avoid treating endpoints
differently by always nanaging "log nme" nmarking at a SIP
intermediary. In this case, the endpoint that supports "log me" is
not configured to mark a dialog; instead, the SIP internmediary is
configured to perform"log ne" marking on behalf of that endpoint.
This case still requires authorization as described in Section 7.1
This SIP internediary MAY optionally mark a request or response
towards the endpoint, such as the 100 response F3 in Figure 3. The
endpoint will receive a "log me" marker m d-dial og, which is not
consi dered an error.

2.3. Conbining D al ogs Non-error Case

When troubl eshooting call flows that involve the SIP Join header
field specified in [RFC3911], the ideal scenario is to have "log ne"
mar ki ng enabl ed on all UAs and internediaries participating in the
end-to-end session. |If the ideal scenario is not feasible, the
following rules apply:

o |If an endpoint or an internediary that is "log ne" aware and is
already "log me" marking a dialog receives a SIP INVITE with a
Join header field and without a "log ne" marker, it MJST NOT "l og
me" mark responses and requests exchanged within the new dial og
established as a result of processing the SIP INVITE

o |If an endpoint or an internediary that is "log ne" aware and is
not "log me" marking a dialog receives a SIP INVITE with a Join
header field and with a "log ne" marker, it MJST "log me" mark
responses and requests exchanged within the new dial og established
as a result of processing the SIP INVITE as per Section 4 of this
docunent .
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5.3. FError Handling

The two error types that SIP entities nust handl e are defined in
Section 5.1: a missing marker error and an error of "log me" marking
that begins mid-dialog. Section 5.2 gives exceptions that have
mar ki ng that begins md-dialog or a mssing marker but are not
errors.

If a mssing marker error is detected by a UA, SIP internediary, or
B2BUA, it SHOULD consider this to be an error condition in the "l og
me" functionality. It MJST NOT mark subsequent requests and
responses, and it MJST stop | ogging nessages in the sane dialog. Any
previously | ogged nmessages SHOULD be retained, for the time period
defined in Section 8.5, and not del et ed.

If a"log me" marking that begins nmid-dialog error is detected by a
UA, SIP internediary, or B2BUA, it SHOULD consider this to be an
error condition in the "log me" functionality. 1t MJST NOT forward
the "log me" marker, and it MJST NOT | og the nessage. |t MJST NOT
mar k subsequent requests and responses, and it MJST NOT | og
subsequent nmessages in the sane dial og.

"Log ne" nmarking errors can be detected and handl ed only by
supporting UAs or B2BUAs. A SIP proxy as defined in [ RFC3261] cannot
detect or handle marking errors and will sinply forward any "l og ne"
mar ker it receives.
6. Augnented BNF for the "l ogne" Paraneter
ABNF is described in [RFC5234]. This document introduces a new
"l ogne" paraneter for the Session-1D header field defined in
Section 5 of [RFC7989].
sess-i d-param =/ | ogme- par am
| ogne- par am = "l ogme"

Figure 12: Augmented BNF for the "l ognme" Paraneter
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7. Security Considerations
7.1. "Log Me" Authorization

"Log nme" nmarking MUST be di sabled by default both at the endpoints
and internediari es and MJST be enabl ed only by authorized users. For
exanmpl e, an end user or network adm ni strator nust give permnission
for a termnal that supports "log ne" marking in order to initiate
marking. Simlarly, a network adm nistrator nust enable a
configuration at the SIP internediary to perform"”log nme" marking on
behal f of a terminal that does not support "log nme" marking. The
perm ssion MJST be limted to only specific calls of interest that
are originated in a given time duration.

Activating a debug node affects the operation of a termnal;
therefore, the debuggi ng configurati on MJST be supplied by an
aut horized party to an authorized term nal through a secure
conmmuni cati on channel

7.2. "Log Me" Marker Renpval

The "l og ne" marker is not sensitive information, though it wll
sonetines be inserted because a particular device is experiencing
probl ens.

The presence of a "log me" marker will cause sonme SIP entities to |og
signaling messages. Therefore, this marker MJST be renoved at the
earliest opportunity if it has been incorrectly inserted, such as
appearing nmd-dialog in a dialog that was not being | ogged or outside
the configured start and stop of | ogging.

If SIP requests and responses are exchanged with an external network
with which there is no agreenent to pass "log me" marking, then the
"log nme" marking is renpbved as nmandated in Section 3.4.2. This
behavi or applies to inconming and outgoi ng requests and responses.

7.3. Denial-of-Service Attacks

Mal i ci ously configuring a | arge nunber of termnals to sinultaneously
mark dialogs with a "log nme" marker will cause high processor |oad on
SIP entities that are logging signaling. Since "log me" marking is
for the small nunber of dial ogs subject to troubl eshooting or
regression testing, the nunber of dialogs that can be sinultaneously
| ogged can be statically limted w thout adversely affecting the
useful ness of "log me" marking. Also, the SIP intermediary cl osest
to the terminal and SIP internediary at network edge (e.g., Session
Border Controllers) can be configured to screen-out "log ne" markers
when troubl eshooting or regression testing is not in progress.
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7.4. Data Protection

A SIP entity that has | ogged informati on MIST protect the | ogs.
Storage of the log files are subject to the security considerations
specified in [ RFC6872] .

8. Privacy Considerations

Loggi ng includes all SIP header fields. The SIP privacy nechani sns
defined in [ RFC3323] can be used to ensure that |ogs do not divul ge
personal identity information in the core SIP header fields specified
in [ RFC3261].

Privacy nechani snms might also need to be applied to header fields
defined by SIP extensions and for managing the confidentiality of the
Request-URI and SI P header fields and bodies.

8. 1. Personal ldentifiers

"Log me" marking is defined for the SIP protocol, and SIP has header
fields such as From Contact, and P-Asserted-ldentity that can carry
personal identifiers. Different protocol interactions can be
correlated using the Session-ID and Call-1D header fields, but such
correlation is linmted to a single end-to-end session

In order to protect user privacy during |ogging, privacy settings can
be enabl ed or requested by the term nal used by the end user
[ RFC3323] suggests two nechani sns:

0 By using the value "anonynous" in the From header field

0 By requesting header-level and session-level privacy fromSIP
intermedi ari es using the Privacy header

Endpoi nts that support d obally Routable User Agent URI's (GRUUs) can
use a temporary GRUU (see Section 3.1.2 of [RFC5627]) assigned by the
Regi strar in order to protect user privacy as discussed in

Section 10.3 of [RFC5627].

Internediaries that perform"log nme" marking on behalf of the
endpoints (see Section 4.3) may al so be configured to apply privacy
(as defined in Section 3.3 of [RFC3323]) on nessages that belong to a
dialog that is "log nme" marked.

Conpl et e anonymi zation (e.g., the Request-URH and the "usernane"

field in the "o=" parameter of an SDP body) may not be possible in
all circunstances; therefore, adm nistrators of the originating and
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termi nati ng networks shoul d consi der how privacy will be ensured when
provi di ng consent for "log me" marking.

"Log ne" nmarking is typically used for troubl eshooting and regression
testing; in sone cases, a service-provider-owned device with a dumy
account can be used instead of a custoner device. In such cases, nho
personal identifiers are included in the |ogged signaling nmessages.

8. 2. Data Stored at SIP Internediaries

SI P endpoi nts and internediaries that honor the "log ne" request
store all the SIP nessages that are exchanged within a given dial og.
SI P nessages can contain the personal identifiers listed in

Section 8.1 and additionally a user identity, calling party nunber,

| P address, hostnane, and other user-related or device-related itens.
The SI P nessage bodi es describe the kind of session being set up by
the identified end user and devi ce.

"Log me" marking does not introduce any additional user or device
data to SIP but might indicate that a specific user is experiencing a
probl em

If the SIP SDP paraneters [ SDP- PARAMETERS] contain sensitive security
information (e.g., encryption keys) such as "crypto" [RFC4568], 3GPP-
Integrity-Key, or 3GPP-SRTP-Config [RFC6064] attributes, then the
attribute val ue MIST be masked with a dumry value prior to storing
the message in a log file. For exanple, the attribute value can be
replaced with a string of special characters like "X*, "*", and "#"
as shown in the exanpl e bel ow.

EE RV N0l 0.9.9.0.9.0.0.9,0.9.:9.0,0.0.9.0:0.9.0.9.9.0.9.9,0.9,0.9.0,0.9.0.0.0.0.9.9.0.9.0.9.9,0.9.9.0.9.09.9.0.9.9.0,6.09.9,¢4
D9,.0.9,9,0.9,:0.9,0,0.9,0:¢

8.3. Data Visible at Network El enents

SI P nessages that are |ogged due to "log ne" requests are stored only
by the SIP initiators, internediaries, and recipients. Enablers as
defined in Section 3.1 of [RFC6973], such as firewalls and DNS
servers, do not |og nmessages due to the "log ne" marking.

8.4. Preventing Fingerprinting

"Log me" functionality is typically used to troubl eshoot a given
probl em and, hence, can be used as a nmethod to identify users and
devi ces that are experiencing issues. The best way to prevent
fingerprinting of users is to enable or request SIP privacy for the
| ogged di al og.
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8.5. Retaining Logs

The lifetime of "log me" marking is equivalent to the lifetime of the
dialog that initiated the "log ne" request. Wen "log nme" is
extended to related dialogs, the lifetine is extended until there is
no remaining related dialog for the end-to-end session

"Log nme" automatically expires at the end of the dialog, and there is
no explicit mechanismto turn off | ogging within a dial og.

The scope of "log nme" marking is limted, i.e., a user or the network
adm nistrator has to enable it on a per-session basis or for a
specific tinme period. This minimzes the risk of exposing user data
for an indefinite tine.

The retention time period for | ogged nmessages SHOULD be the mi ni mum
needed for each particular troubl eshooting or testing case. The
retention period is configured based on the data-retention policies
of service providers and enterprises.

8.6. User Control of Logging

Consent to turn on "log nme" nmarking for a given session MJST be
provided by the end user or by the network administrator. It is
handl ed outside of the protocol through user interface or application
programm ng interfaces at the endpoint, call control elenents, and
net wor k management systens.

Oiginating and termnating endpoints that are "log ne" aware and
have a user interface MJST indicate (using text, icon, etc.) to the
user that a session is being | ogged.

SIP entities across the comruni cati on path MAY be configured to pass
through the "l og nme" marking but not honor the request, i.e., not |log
the data based on |l ocal policies.

8.7. Reconmended Defaults

The recommended defaults for "log nme" marking are:

0 Turn on SIP privacy as described in Section 8 or use a device that
is service provider owed with a dumy user identity for test
calls.

0 Use the local UUID portion of the Session-ID header field val ue at

the originating device as the test case identifier as described in
Section 3. 3.
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9.

9.

10.

10.

I ANA Consi derations
1. Registration of the "l ogne" Paraneter
The foll owi ng paraneter has been added to the "Header Field

Paramet ers and Paraneter Val ues" section of the "Session Initiation
Protocol (SIP) Parameters" registry:

S T o e e e e e e oo R +
| Header | Paraneter | Predefined Val ues | Reference |
| Field | Nane | | |
S o o m e e e e i oo Fom e oo +
| Session-ID | |ogme | No (no values are | [ RFC8497] |
| | | all owed) | |
S T o e e e e e e oo R +
Table 1
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