I nternet Engi neering Task Force (IETF) J. Gould

Request for Comments: 8495 Veri Sign, Inc
Cat egory: Standards Track K. Feher
I SSN: 2070-1721 Neust ar

Novemnmber 2018

Al l ocation Token Extension
for the Extensible Provisioning Protocol (EPP)

Abst ract

Thi s docunent describes an Extensible Provisioning Protocol (EPP)
extension for including an Allocation Token in "query" and
"transform' commands. The Allocation Token is used as a credenti al
that authorizes a client to request the allocation of a specific
object fromthe server using one of the EPP transform conmands,
including "create" and "transfer".

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8495

Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Goul d & Feher St andards Track [ Page 1]



RFC 8495 Al | ocati on Token Novenber 2018

Tabl e of Contents

1. Introduction . 2
1.1. Conventions LBed |n Th|s Docunent 3
2. (Object Attributes . 3
2.1. Allocation Token 4
3. EPP Conmand Mapping . 4
3.1. EPP Query Commands . . . 4
3.1.1. EPP <check> Command . 4
3.1.2. EPP <info> Command . . e e 8
3.1.3. EPP <transfer> Query Cbnnand e K¢
3.2. EPP TransformCommands . . . . . . . . . . . . . . . . . 11
3.2.1. EPP <create> Coommand . . . . . . . . . . . . . . .. 11
3.2.2 EPP <del ete> Coomeand . . . . . . . . . . . . . . . . 12
3.2.3. EPP <renew>» Cormand . . . . . . . . . . . . . . . . . 12
3.2.4. EPP <transfer> Coomand . . . . . . . . . . . . . . . 12
3.2.5. FEPP <update> Cormand . . . . . . . . . . . . . . . . 13

4. Formal Syntax . . . P Y
4.1. Allocation Token Exten5|on Schena &
5. | ANA Considerations . . . . . . . . . . . . . . . . . . . . . 15
5.1. XM Nanespace . . . P 5
5.2. EPP Extension Reg|stry e e e e e . . ... ... .. ... 15
6. Security Considerations . . . . . . . . . . . . . . . . . .. 15
7. References . . . I o
7.1. Nor mati ve References e e e 16
7.2. Informative References . . . . . . . . . . . . . . . . . 17
Acknowl edgenents . . . . . . . . . . . L L oo o LY
Aut hors’ Addresses . . . . . . . . . . . . . . . . ... ...t

1. Introduction

Thi s docunent describes an extension mapping for version 1.0 of the
Ext ensi bl e Provi sioning Protocol (EPP) [ RFC5730]. This mapping,
which is an extension to EPP object mappings simlar to the EPP
domai n nane mappi ng [ RFC5731], supports passing an Allocation Token
as a credential that authorizes a client to request the allocation of
a specific object fromthe server using one of the EPP transform
commands, including "create" and "transfer”

Al location is when a server assigns the sponsoring client of an

obj ect based on the use of an Allocation Token credential. Exanples
include allocating a registration based on a pre-eligibility

Al l ocation Token, allocating a prem um dormai n name regi stration based
on an auction Allocation Token, allocating a registration based on a
founders Allocation Token, and allocating an existing domai n nane
hel d by the server or by a different sponsoring client based on an

Al l ocation Token that is passed with a transfer conmand.
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Clients pass an Allocation Token to the server for validation, and
the server determnes if the supplied Allocation Token is one
supported by the server. It is up to server policy which EPP
transform commands and whi ch objects require the Al ocation Token
The Al l ocation Token MAY be returned to an authorized client for
passing out-of-band to a client that uses it with an EPP transform
conmand.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

XM. is case sensitive. Unless stated otherwi se, XM. specifications
and exanpl es provided in this document MJUST be interpreted in the
character case presented in order to devel op a conformng

i mpl ement at i on.

In exanples, "C. " represents lines sent by a protocol client and "S: "
represents lines returned by a protocol server. Indentation and
white space in the exanples are provided only to illustrate el enent
rel ati onshi ps and are not REQUI RED in the protocol

The XML namespace prefix "allocationToken" is used for the nanespace
"urn:ietf:parans: xnm :ns:allocationToken-1.0", but inplenentations
MUST NOT depend on it and instead enpl oy a proper nanespace-aware XM
parser and serializer to interpret and output the XM. docunents.

The "abc123" token value is used as a pl acehol der value in the
exanpl es. The server MJST support token values that follow the
Security Considerations (Section 6).

The donmai n-obj ect attribute values, including the "2f 00BAR"
<domai n: pw> val ue, in the exanples are provided for illustration
purposes only. Refer to [RFC5731] for details on the domai n-object
attributes

2. (Object Attributes
Thi s extensi on adds additional elenments to EPP object mappings

simlar to the EPP domai n name mappi ng [ RFC5731]. Only those new
el ements are described here.
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2.1. Allocation Token

The Allocation Token is a sinmple XML "token" type. The exact format
of the Allocation Token is up to server policy. The server MAY have
the Allocation Token for each object to natch against the Allocation
Token passed by the client to authorize the allocation of the object.
The <al | ocati onToken: al | ocati onToken> el enent is used for all of the
supported EPP commands as well as the info response. |If the supplied
Al l ocation Token passed to the server does not apply to the object,
the server MUST return an EPP error result code of 2201

Aut hori zation information, simlar to what is defined in the EPP
domai n nane mappi ng [ RFC5731], is associated with objects to
facilitate transfer operations. The authorization information is
assi gned when an object is created. The Allocation Token and the

aut hori zation information are both credentials but are used for
different purposes and in different ways. The Allocation Token is
used to facilitate the allocation of an object instead of
transferring the sponsorship of the object. The Allocation Token is
not managed by the client but is validated by the server to authorize
assigning the initial sponsoring client of the object.

An exanpl e <al |l ocationToken: al | ocati onToken> el enent with val ue of
"abcl123":

<al | ocati onToken: al | ocati onToken xm ns: al | ocati onToken=
"urn:ietf:parans: xm:ns:allocationToken-1.0">
abc123
</ al | ocati onToken: al | ocati onToken>

3. EPP Conmand Mappi ng

A detail ed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [ RFC5730].

3.1. EPP Qery Conmands
EPP provides three commands to retrieve object information: <check>
to determine if an object can be provisioned, <info>to retrieve

i nformati on associated with an object, and <transfer> to retrieve
obj ect-transfer status information.

3.1.1. EPP <check> Command
Thi s extension defines additional elenents to extend the EPP <check>

command of an object mapping sinmlar to the mapping specified in
[ RFC5731] .
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This extension allows clients to check the availability of an object
with an Allocation Token, as described in Section 2.1. dients can
check if an object can be created using the Allocation Token. The
Al l ocation Token is applied to all object nanmes included in the EPP
<check> command.

The following is an exampl e <check> conmand for the

al | ocati on. exanpl e dormai n name using the

<al | ocati onToken: al | ocati onToken> extension with the allocation token
of "abcl123':

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">

C. <conmand>

C. <check>

C <domai n: check

C xm ns: dormai n="urn:ietf:parans: xm : ns: donai n-1. 0" >
C <donmi n: nane>al | ocat i on. exanpl e</ domai n: nanme>
C </ donmmi n: check>

C </ check>

C. <ext ensi on>

C <al | ocati onToken: al | ocati onToken

C xm ns: al | ocati onToken=

C "urn:ietf:parans: xm :ns:allocationToken-1.0">
C abc123

C </ al | ocati onToken: al | ocati onToken>

C. </ ext ensi on>

C <cl TRI D>ABC- 12345</ cl TRI D>

C. </ command>

C </ epp>

If the query was successful, the server replies with a <check>
response providing the availability status of the queried object
based on the follow ng Allocation Token cases where the object is
ot herwi se avail abl e:

1. If an object requires an Allocation Token and the Allocation
Token does apply to the object, then the server MIST return the
availability status as available (e.g., the "avail" attribute is
"1" or "true")

2. |If an object requires an Allocation Token and the Allocation

Token does not apply to the object, then the server SHOULD return
the availability status as unavailable (e.g., the "avail"
attribute is "0" or "false").

3. If an object does not require an Allocation Token, the server NMNAY
return the availability status as available (e.g., the "avail"
attribute is "1" or "true").
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The following is an exanpl e <check> donmai n response for a <check>
command using the <allocationToken: al | ocati onToken> ext ensi on

S: <?xm version="1.0" encodi ng="UTF-8"?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >
<r esponse>
<result code="1000">
<msg | ang="en- US">Command conpl et ed successful |l y</ msg>
</result>
<r esDat a>
<domai n: chkDat a
xm ns: domai n="urn:ietf:params: xm : ns: domai n-1. 0" >
<donai n: cd>
<domai n: nane avail ="1">al | ocati on. exanpl e</ domai n: nane>
</ domai n: cd>
</ domai n: chkDat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- DEF- 12345</ cl TRI D>
<sVTRI D>54321- XYZ</ svTRI D>
</tr|D>
</ response>
. </ epp>

DODOLDLODLLLDDNWWD®DN
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The following is an exanpl e <check> conmand wi th the

<al | ocati onToken: al | ocat i onToken> ext ension for the

al | ocati on. exanpl e and al | ocati on2. exanpl e domai n nanes.

Avail ability of allocation.exanple and allocation2. exanpl e domain
names are based on the Allocation Token ’'abcl23

C. <?xm version="1.0" encodi ng="UTF-8"?>

C. <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >

C. <comand>

<check>

<donai n: check
xm ns: domai n="urn:ietf:params: xm : ns: domai n-1. 0" >
<dormmi n: nane>al | ocat i on. exanpl e</ domai n: name>
<domai n: nane>al | ocati on2. exanpl e</ domai n: nane>

</ domai n: check>

</ check>

<ext ensi on>

<al | ocati onToken: al | ocati onToken
xm ns: al | ocati onToken=

"urn:ietf:parans: xm:ns:allocationToken-1.0">

abc123

</ all ocationToken: al | ocati onToken>

</ ext ensi on>

<cl TRI D>ABC- DEF- 12345</ cl TRI D>

C. </ conmand>

C. </ epp>

000000000000 0O0O0

Goul d & Feher St andards Track [ Page 7]



RFC 8495 Al | ocati on Token Novenber 2018

The following is an exanpl e <check> domain response for nmultiple
domai n nanes in the <check> conmand using the

<al | ocati onToken: al | ocati onToken> ext ensi on, where the Allocation
Token '"abc123' matches all ocation. exanpl e but does not natch

al | ocati on2. exanpl e:

S: <?xm version="1.0" encodi ng="UTF- 8" ?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >
<r esponse>
<result code="1000">
<msg | ang="en- US">Command conpl et ed successful | y</ nsg>
</result>
<r esDat a>
<donai n: chkDat a
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<donai n: cd>
<donmi n: nane avail ="1">al | ocati on. exanpl e</ donai n: nane>
</ domai n: cd>
<dormmai n: cd>
<dommi n: nane avail ="0">al | ocati on2. exanpl e</ donai n: name>
<domai n: reason>Al | ocati on Token m smat ch</ domai n: r eason>
</ domai n: cd>
</ domai n: chkDat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- DEF- 12345</ cl TRI D>
<svTRI D>54321- XYZ</ svTRI D>
</tr|D>
</ response>
S: </ epp>

DODOLDLODDLODDLDDDDNDWNDN

Thi s extensi on does not add any elenents to the EPP <check> response
described in [ RFC5730] .

3.1.2. EPP <info> Command

Thi s extension defines additional elenments to extend the EPP <info>
command of an object mapping simlar to the mapping specified in
[ RFC5731] .

The EPP <info> conmand allows a client to request information
associated with an existing object. Authorized clients MAY retrieve
the Allocation Token (Section 2.1) along with the other object

i nformati on by supplying the <allocationToken:info> elenment in the
command. The <al |l ocationToken:info> elenent is an enpty el ement that
serves as a marker to the server to return the

<al | ocati onToken: al | ocati onToken> el enent in the info response. |If
the client is not authorized to receive the Allocation Token, the
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server MJST return an EPP error result code of 2201. |If the client
is authorized to receive the Allocation Token, but there is no

Al l ocation Token associated with the object, the server MIST return
an EPP error result code of 2303. The authorization is subject to
server policy.

The following is an exanmpl e <info> conmand with the
al | ocati onToken:info extension for the allocation. exanpl e domain
name:

C. <?xm version="1.0" encodi ng="UTF- 8" standal one="no"?>
C <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">

C. <command>

C <i nf 0>

C <domai n:info

C. xm ns: domai n="urn:ietf:parans: xn : ns: donai n-1. 0" >
C <donmi n: nane>al | ocati on. exanpl e</ domai n: nane>

C </ domai n: i nf 0>

C </i nfo>

C <ext ensi on>

C <al | ocati onToken:info

C. xm ns: al | ocati onToken=

C "urn:ietf:parans: xn:ns:allocationToken-1.0"/>
C </ ext ensi on>

C <cl TRI D>ABC- 12345</ cl TRI D>

C. </ comand>

C. </ epp>

If the query was successful, the server replies with an

<al | ocati onToken: al | ocati onToken> el enment along with the regul ar EPP
<resData>. The <allocationToken: al |l ocati onToken> el emrent is
described in Section 2.1.
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The following is an exanpl e <i nfo> domai n response using the
<al | ocati onToken: al | ocati onToken> ext ensi on

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >

<response>

</result>
<r esDat a>

<dommi
<domai
<domai
<dommai
<dommai
<dommi
<dommi
<domai
<domai
<dommai

<trl D>

</trl|D>
</ response>
: </ epp>

DODDDLDDLDDDDDLDDLDLDDDDDDDDDLDNDUNWWLW

5 5335335 353533355

<result code="1000">
<msg>Command conpl et ed successful |l y</ msg>

<domai n: i nf Dat a
xm ns: domai n="urn:ietf:params: xm : ns: domai n-1. 0" >
n
: roi d>EXAMPLEL- REP</ domai n: r oi d>
:status s="pendi ngCreate"/>
:regi strant>j d1234</ donmi n: regi strant >
:contact type="adm n">sh8013</donai n: cont act >
:contact type="tech">sh8013</donai n: cont act >
ccl 1 b>d i ent X</ domai n: cl | D>
crID>d i ent Y</domai n:crl D>
: cr Dat e>2012- 04- 03T22: 00: 00. 0Z</ donwi n: cr Dat e>
:aut hl nf o>
<donmi n: pw>2f 00BAR</ domai n: pw>
</ donai n: aut hl nf 0>
</ domai n: i nf Dat a>
</ resDat a>
<ext ensi on>
<al | ocati onToken: al | ocati onToken
xm ns: al | ocati onToken=
"urn:ietf:parans: xm :ns:allocationToken-1.0">
abc123
</ al | ocati onToken: al | ocati onToken>
</ ext ensi on>

nane>al | ocati on. exanpl e</ domai n: name>

<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54321- XYZ</ svTRI D>

3.1.3. EPP <transfer> Query Comand

Thi s extension does not add any elenents to the EPP <transfer> query
command or <transfer> query response described in [ RFC5730].

Goul d & Feher
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3.2. EPP Transform Conmands

EPP provides five commands to transform objects: <create> to create
an instance of an object, <delete> to delete an instance of an

obj ect, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to
change informati on associ ated with an object.

3.2.1. EPP <create> Command

Thi s extension defines additional elenents to extend the EPP <create>
command of an object mapping simlar to the mapping specified in
[ RFC5731] .

The EPP <create> conmmand provides a transformoperation that allows a
client to create an instance of an object. 1In addition to the EPP
command el enents described in an object napping simlar to the
mappi ng specified in [ RFC5731], the command MJST contain a child

<al | ocati onToken: al | ocati onToken> el ement for the client to be

aut horized to create and allocate the object. |If the Allocation
Token does not apply to the object, the server MJST return an EPP
error result code of 2201
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The following is an exanple <create> command to create a donmain
object with an Allocation Token

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn :ns: epp-1.0">
<command>
<creat e>
<donai n: create
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<donmi n: nane>al | ocat i on. exanpl e</ domai n: nane>
<donmi n: regi strant >j d1234</ donmi n: regi strant >
<donmi n: cont act type="adni n">sh8013</donai n: cont act >
<dormmi n: cont act type="tech">sh8013</donuai n: cont act >
<donai n: aut hl nf o>
<domai n: pw>2f 00BAR</ domai n: pw>
</ domai n: aut hl nf o>
</ domai n: cr eat e>
</create>
<ext ensi on>
<al | ocati onToken: al | ocati onToken
xm ns: al | ocati onToken=
"urn:ietf:parans: xm:ns:allocationToken-1.0">
abc123
</ al |l ocati onToken: al | ocati onToken>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
C. </ epp>

0000000000000 0O0OO000O0

Thi s extension does not add any el enents to the EPP <create> response
described in [ RFC5730] .

3.2.2. EPP <del et e> Comand

Thi s extension does not add any el enents to the EPP <del ete> command
or <del ete> response described in [ RFC5730].

3.2.3. EPP <renew> Conmmand

Thi s extension does not add any el enents to the EPP <renew> command
or <renew> response described in [ RFC5730].

3.2.4. EPP <transfer> Command
Thi s extension defines additional elenents to extend the EPP

<transfer> command of an object mapping sinmlar to the mapping
specified in [ RFC5731].
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The EPP <transfer> comuand provides a transform operation that allows
a client to request the transfer of an object. In addition to the
EPP command el enents described in an object mapping simlar to the
mappi ng specified in [ RFC5731], the command MJST contain a child

<al | ocati onToken: al | ocati onToken> el ement for the client to be
authorized to transfer and allocate the object. The authorization
associated with the Allocation Token is in addition to, and does not
repl ace, the authorization mechani smdefined for the object’s
<transfer> command. |If the Allocation Token is invalid or not
required for the object, the server MIUST return an EPP error result
code of 2201.

The following is an exanple <transfer> command to allocate the domain
object with the Allocation Token

C. <?xm version="1.0" encodi ng="UTF- 8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn :ns: epp-1.0">
<command>
<transfer op="request">
<donai n: transf er
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<donmi n: nane>exanpl el. t | d</ donmi n: nane>
<donmi n: peri od unit="y">1</domai n: peri od>
<donmi n: aut hl nf o>
<domai n: pw>2f 00BAR</ donai n: pw>
</ domai n: aut hl nf 0>
</ domai n: transf er>
</transfer>
<ext ensi on>
<al | ocati onToken: al | ocati onToken
xm ns: al | ocati onToken=
"urn:ietf:parans: xm:ns:allocationToken-1.0">
abc123
</ all ocationToken: al | ocati onToken>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
C. </ epp>

0000000000000 O00O0O00O000

Thi s extension does not add any elenents to the EPP <transfer>
response described in [ RFC5730].

3.2.5. EPP <updat e> Command

Thi s extensi on does not add any el enents to the EPP <update> command
or <update> response described in [ RFC5730].
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4. Formal Syntax

One schema is presented here: the EPP Al l ocati on Token Extension
schema.

The formal syntax presented here is a conplete schema representation
of the object nmapping suitable for automated validation of EPP XM
instances. The BEG N and END tags are not part of the schemm; they
are used to note the beginning and endi ng of the schema for UR

regi stration purposes.

4.1. Allocation Token Extension Scheman

BEG N
<?xm version="1.0" encodi ng="UTF-8""?>
<schema xm ns="http://ww. w3. or g/ 2001/ XM_.Schema"
xm ns: al | ocati onToken="urn:ietf: parans: xm :ns:allocationToken-1.0"
target Nanespace="urn:ietf: parans: xm :ns:all ocati onToken-1. 0"
el ement For mDef aul t =" qual i fi ed">
<annot at i on>
<document ati on>
Ext ensi bl e Provi sioning Protocol v1.0
Al l ocation Token Extension
</ documnent ati on>
</ annot ati on>

<l-- Element used in info conmand to get allocation token. -->
<el ement nane="info">
<conpl exType>
<conpl exCont ent >
<restriction base="anyType" />
</ conpl exCont ent >
</ conpl exType>
</ el enent >

<l-- Allocation Token used in transform
commands and info response -->
<el emrent nane="al | ocati onToken"
type="al | ocati onToken: al | ocati onTokenType" />
<si npl eType nane="al | ocati onTokenType" >
<restriction base="token">
<m nLength val ue="1" />
</restriction>
</ si npl eType>

<!-- End of schema. -->
</ schema>
END
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5.

5.

5.

1.

2.

| ANA Consi derati ons
XML Nanespace

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conformng to a registry nechani smdescribed in [ RFC3688].

The al |l ocati onToken nanespace has been regi stered as foll ows.
URI: urn:ietf:parans:xm:ns:allocationToken-1.0
Regi strant Contact: |ESG
XM.: None. Nanespace URIs do not represent an XM specification.
The al | ocati onToken XML schema has been registered as foll ows.
URI: urn:ietf:parans: xn:schenma:all ocati onToken-1.0
Regi strant Contact: |ESG
XM.: See the "Formal Syntax" section of this docunent.
EPP Ext ensi on Registry
The followi ng entry has been added to the Extensions for the
Ext ensi bl e Provi sioning Protocol (EPP) registry, as described in
[ RFC7451] .

Nane of Extension: Allocation Token Extension for the Extensible
Provi si oni ng Protocol (EPP)

Document Status: Standards Track

Ref erence: RFC 8495

Regi strant: | ESG <i esg@etf.org>

TLDs: Any

I PR Di scl osure: None

Status: Active

Not es: None

Security Considerations

The mappi ng described in this docunment does not provide any security
servi ces beyond those described by EPP [ RFC5730] and protocol |ayers

used by EPP. The security considerations described in these other
specifications apply to this specification as well.
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7.

7.

The mapping acts as a conduit for the passing of Allocation Tokens
between a client and a server. The definition of the Allocation
Token SHOULD be defined outside of this mapping. The following are
security considerations in the definition and use of an Allocation

Token:

1. An Allocation Token should be considered secret information by
the client; it SHOULD be protected at rest and MJUST be protected
intransit.

2. An Allocation Token should be single use, neaning it should be
uni que per object and per allocation operation.

3. An Allocation Token should have a linited life with sone form of
expiry in the Allocation Token, if generated by a trusted third
party, or with a server-side expiry, if generated by the server.

4. An Allocation Token should use a strong randomvalue if it is
based on an unsi gned code.

5. An Allocation Token should | everage digital signatures to confirm
its authenticity if generated by a trusted third party.

6. An Allocation Token that is signed XM. should be encoded (e.g.,

1.

base64 [ RFC4648]) to mitigate server validation issues.
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