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Multicast Email (MJULE) over Allied Conmmunications Publication (ACP) 142
Abst r act

Al'li ed Comruni cati ons Publication (ACP) 142 defines P_MJL, which is a
protocol for reliable nulticast suitable for bandw dth-constrained
and del ayed acknow edgement (Em ssions Control or "EMCON')
environnments running over UDP. This docunment defines MIULE (Milticast
Enmai | ), an application protocol for transferring Internet Mai
messages (as described in RFC 5322) over P_MJL (as defined in ACP
142). MJILE enabl es transfer between Message Transfer Agents (MIAs).
It doesn’'t provide a service simlar to SMIP Submi ssion (as descri bed
in RFC 6409).

Thi s docunent expl ains how MILE can be used in conjunction with SMIP
(RFC 5321), including some common SMIP extensions, to provide an
al ternate MIA-to- MTA transfer nmechani sm

This is not an | ETF specification; it describes an existing
inmplementation. It is provided in order to facilitate interoperable
i npl ementations and third-party di agnosti cs.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docurment at
its discretion and makes no statenent about its value for

i mpl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8494
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1.

I nt roducti on

P_MJL [ACP142A] is a transport protocol for reliable multicast in
bandwi dt h- constrai ned and del ayed acknow edgenent environnents
running on top of UDP. This docunent defines MILE, an application
protocol for transferring Internet Mail nessages [ RFC5322] over ACP
142 P_MJL. The objectives of MILE are 1) to take advantage of the
bandwi dt h-savi ng feature of using the nulticast service as supported
by nodern conputer networks and 2) to all ow nessage transfer under
EMCON (Emi ssions Control) conditions. EMCON or "radio silence" neans
that al though receiving nodes are able to receive nessages, they are
not able to acknow edge the recei pt of nmessages.

The objective of this protocol is to take advantage of multicast
communi cation for the transfer of nmessages between MIAs (Message
Transfer Agents) on a single multicast network under normal (i.e.,

di al og-ori ented) comruni cation conditions and under EMCON conditi ons.
An "EMCON condition" neans that a receiving node is able to receive
messages but cannot acknow edge the received nessages for a
relatively long time (hours or even days).

Figure 1 illustrates a sinple nmulticast scenario, where the sane
nmessage has to be sent from MTA A (through GW to MIA 1, MIA 2, MIA
3, and MIA 4.

Fommm e + Fommm e +
| MIA 1 |<-\ [->] MIA 3 |
AR, + +----- + AR, + | W S + / AR, +
| MTAA|[<---> GW|<---------------- >| Router]|<
- + S R + - + - + \ - +
| MIA 2 | <-/ \->| MIA 4 |
Fommm e + Fommm e +
[< =--mmmme e MILE ---------------- >|

Note: The gateway (G W and Router might or m ght not be running on
the sane system

Figure 1: Typical MJLE Depl oynent

Due to nulticast use (instead of a unicast comruni cation service) in
the above MTA configuration, only one nmessage transm ssion fromthe
gateway to the Router is required in order to reach MIA 1, MIA 2, MIA
3, and MIA 4, instead of four as required with unicast. This saves
the transm ssion three nmessage transactions and thus results in
savings in bandwidth utilization. Depending on the network bandw dth
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(in some radio networks, it is less than 9.6 Kb/s), this savings can
be of vital inmportance. The savings in bandwidth utilization becone
even greater with every additional receiving MIA

P_MJL enpl oys a connectionless transport protocol to transmt
messages. This guarantees reliable nessage transfer (through ACP 142
retransm ssions) even in cases where one or nore of the receiving
MIAs are not able or allowed to acknow edge conpl etely received
messages for a certain period of tinme.

This protocol specification requires fixed nulticast groups and

know edge of the group nenberships in one or nore nulticast groups of
each participating node (MA). Menbership in multicast groups needs
to be established before MILE nmessages can be sent.

MULE enabl es MIA-to-MIA transfer. It doesn't provide service simlar
to SMIP Subni ssion [ RFC6409].

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent al so uses term nol ogy from[RFC5321] and [ RFC5598].
3. MILE

MJLE is an electronic mail transport of Internet Ml nessages

[ RFC5322] over an ACP 142 P_MJL network. It provides service simlar
to MIA-to- MTA SMIP [ RFC5321]. This docunent doesn’t define a service
simlar to SMIP Subm ssi on [ RFC6409].

An inportant feature of MILE is its capability to transport nmail
across multiple networks, referred to as "MJLE mail relaying". A
networ k consi sts of the nodes that are nmutually accessible by ACP
142. Using MILE, a process can transfer mail to another process on
the same ACP 142 network or to sone other ACP 142 network via a rel ay
or gateway process accessible to both networks.

MULE reuses the ESMIP extension framework defined in [ RFC5321]. MUILE
servers MJST support the foll owi ng ESMIP extensions: DSN [ RFC3461],

S| ZE [ RFC1870], 8BI TM ME [ RFC6152], MI-PRIORITY [ RFC6710], DELI VERBY
[ RFC2852], BI NARYM ME [ RFC3030], and CHUNKI NG [ RFC3030]. (As the
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message content size can always be determined fromthe conpression
wr apper and the size of the envel ope, no special handling is needed
for binary nessages.)

Rel ayi ng a nmessage using MILE is perforned as foll ows:

1.

2

The nessage is reassenbled fromone or nore DATA PDUs [ ACP142A]

If the content Type-Short Form value is 25, the BSMIP-I1ike payl oad
is extracted fromthe conpressedContent field and unconpressed
(the reverse of the conpression process specified in

Section 3.2). |If the content Type-ShortForm value is not 25, it
is handl ed as described in [ ACP142A]. This docunent doesn’t
further discuss any cases where the content Type- Short Form val ue
is not 25.

The list of recipients is extracted from RCPT-1ines (see

Section 3.1). If the receiving node is not responsible (directly
or indirectly) for any of the recipients, the nessage is

di scarded and no further processing is done.

The relay adds trace header fields, e.g., the Received header
field. See [RFC7601] and Section 4.4 of [RFC5321].

The set of ACP 142 destinations for the nessage is created by
extracting right-hand sides (hostnanes) of each RCPT-1i ne,
elimnating duplicates, and then converting each hostnane into
the next ACP 142 destination using static configuration

For each uni que ACP 142 destination, the followi ng steps are
per f or med:

A. A new BSMIP-|i ke payload is forned, as described in
Section 3.1, that only contains RCPT-lines that correspond to
reci pients that can receive nail through the ACP 142
destination.

B. The created payload is conpressed and encoded as specified in
Section 3.2.

C. The conpressed payload is sent by P MJL as a series of an
Address_PDU and one or nore DATA PDUs. Wen the nessage has
an associ ated MI-PRI ORI TY val ue [ RFC6710], the
MappedPriority(value) is included as the Priority field of
the correspondi ng ACP 142 PDUs, includi ng Address_PDUs,

DATA PDUs, and DI SCARD MESSAGE PDUs. Here, MappedPriority(x)
is defined as "6 - x".
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3.1. BSMIP-Li ke Payl oad Construction

MJLE uses a BSMIP-1|i ke payload that differs from Batch SMIP ( BSMIP)

[ RFC2442] in that it elimnates unnecessary information. As with
BSMIP, ESMIP capability negotiation is not used, since receiver EMCON
restrictions prohibit such real-tinme interaction. For that reason,
there is no point in including EHLO capabilities. "MAIL FROM" and
"RCPT TO" prefixes are also excluded in order to save a few bytes.

For each received nessage, the correspondi ng BSMIP-1i ke payload is
constructed as follows. Note that lines are ternm nated using CR LF.

1. The first line is what would be used for the data follow ng "MAIL
FROM" in the SMIP dialog, i.e., it contains the return-path
address (including the angle brackets -- "<" and ">") foll owed by
any ESMIP extension paraneters to the MAIL FROM command

2. After that, there is a separate line for each recipient of the
message. The value is what would follow "RCPT TO" in the SMIP
dialog, i.e., the recipient address (including the angle brackets
-- "<" and ">") followed by any ESMIP extension paraneters to the
correspondi ng RCPT TO command.

3. The list of recipients is termnated by an enpty line (i.e., just
CR LF).

4. The nmessage content follows the enpty line. There is no need for
transparency ("dot stuffing") or termnating with a sequence "CR
LF . CRLF", as the end of the nessage content is indicated by
the end of the data (see Section 3.2 for nore details).

The following is an exanmple of a BSMIP-1i ke payl oad:

<from@xanpl e. com> MI- PRI ORI TY=4 BODY=8BI TM ME RET=HDRS ENvVI D=QB14159
<t ol@xanpl e. net > NOTI FY=FAI LURE ORCPT=rf c822; Bob@nt . exanpl e. net
<t o2@xanpl e. net > NOTI FY=SUCCESS, FAI LURE

From from@xanpl e. com

To: Tol <tol@xanple.net> To2 <to2@xanpl e. net>
Date: 27 Apr 2017 16:17 +0100

Subj ect: a test

M ME-Version: 1.0

Content-type: text/plain; charset=utf-8

Cont ent -transfer-encodi ng: 8bit

This is worth <poundsi gn>100

W1 son & Mel ni kov I nf or mat i onal [ Page 6]



RFC 8494 Emai | over ACP 142 Novenber 2018

ABNF [ RFC5234] for the BSMIP-1i ke payl oad is:

bsnt p-1i ke- payl oad = envel ope CRLF payl oad

envel ope = FROM | ine 1*RCPT-1i ne

FROM | ine = reverse-path [SP mail - paraneters] CRLF
RCPT-line = forward-path [SP rcpt-paraneters] CRLF

payl oad = *OCTET
; Confornms to message syntax as defined in RFC 5322
; and extended in M ME

OCTET = <any 0-255 octet val ue>
reverse-path = <as defined in RFC 5321>
forward-path = <as defined in RFC 5321>
mai | - paraneters = <as defined in RFC 5321>
rcpt-paraneters = <as defined in RFC 5321>

3.2. Payl oad Conpression

A BSMIP-1i ke payl oad (Section 3.1) is first conmpressed using

zl i bConpress [RFC1950]. This conpressed payload is placed in the
conpressedContent field of the ConpressedContentlnfo el enent defined
in Section 4.2.6 of [ STANAG 4406]. This is then encoded as BER
encodi ng [I TU. X690. 2002] of the ConpressedData ASN. 1 structure. For
conveni ence, the original definition of the ConpressedData ASN. 1
structure is included bel ow. The content Type- Short Form val ue used by
MJULE MUST be 25. (The content Type-O D alternative is never used by
MJLE. )

The above procedure is simlar to how X 400 nessages are sent using
Annex E of [ STANAG 4406]. This makes it easier to inplenment MIAs
that support both Internet nessages and X 400 nessages in the same
code base

The Conpressed Data Type (CDT) consists of content of any type that
is conpressed using a specified algorithm The foll ow ng object
identifier identifies the CDT

id-mhs-CDT ID ::={ iso(l) identified-organization(3) nato(26)
st anags(0) mrhs(4406) object-identifiers(0)
id-ncont(4) 2}

The CDT is defined by the following ASN.1 type. Note that this

definition is copied from[STANAG 4406] and is only reproduced here
for the reader’s conveni ence.
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DEFINITIONS :: =

BEG N

ConpressedDat a :: = SEQUENCE ({
conpr essi onAl gorithm Conpressi onAl gorithmdentifier,
conpr essedCont ent | nfo ConpressedContentlnfo
}

Conpressi onAl gorithm dentifier ::= CHO CE {

al gorithm D- Short Form [ 0] Al gorithm D- Short For m
algorithm D-QO D [1] OBJECT | DENTI FI ER

}
Al gorithm D-Short Form ::= I NTEGER { zli bConpress (0) }
ConpressedContentInfo ::= SEQUENCE {
CHO CE {
cont ent Type- Short Form [ 0] Cont ent Type- Short For m
content Type- O D [ 1] OBJECT | DENTI FI ER
H
conpressedContent [0] EXPLICIT OCTET STRI NG

}
Cont ent Type- Short Form : : = | NTEGER {
uni dentified (0),
external (1), -- identified by the
-- object-identifier
-- of the EXTERNAL content
pl (2),
pP3 (3),
p7 (4)
END

Thi s docunent effectively adds another enuneration choice to the
Cont ent Type- Short Form definition. The updated definition |ooks |ike
this:

Cont ent Type- Short Form : : = | NTEGER {
unidentified (0),
external (1), -- identified by the
-- object-identifier
-- of the EXTERNAL content
pl (2),
p3 (3),
p7 (4),
mul e (25)
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3.3. FError Handling

MJLE doesn’t allow a next-hop Message Transfer Agent / Miil Delivery
Agent (MIA/MDA) to return i nmedi ate Response Codes for the FROWI i ne
or any of the recipients in the RCPT-l1ine. Therefore, when MIAs/ MDAs
that are conpliant with this specification receive a nessage that
can’t be relayed further or delivered, they MJST generate a non-
delivery DSN report [RFC6522] nessage that includes the nessage/
delivery-status body part [RFC3464] and submit it using MILE to the
FROM | i ne return-path address.

MJULE rel ays (unlike MJIE MDAs) don’t need to verify that they

understand all FROM |ine and/or RCPT-line paraneters. This keeps
rel ay-only inplementations sinpler and avoi ds the need to upgrade
them when MULE MDAs are updated to support extra SMIP extensions.

4. Gatewaying fromlInternet Mail to MIE

A gateway fromlInternet Mail to MIE acts as an SMIP server on the
receiving side and as a MILE client on the sending side.

When the content type for a nessage is an Internet nmessage content
type (which may be 7-bit, 8-bit, or binary MME), this is transported
using ACP 142 [ ACP142A] as foll ows:

1. For each mail nessage, a BSMIP-1ike payload is formed, as
descri bed in Section 3.1.

2. The created payload is conpressed and encoded, as specified in
Section 3. 2.

3. The conpressed payload is sent by P ML as a series of an
Address_PDU and one or nore DATA PDUs. Wen the nessage has an
associ ated MI-PRIORITY val ue [ RFC6710], the MappedPriority(val ue)
is included as the Priority field of the correspondi ng ACP 142
PDUs, including Address_PDUs, DATA PDUs, and
DI SCARD MESSAGE PDUs. Here, MappedPriority(x) is defined as "6 -

X",

The set of ACP 142 destinations for the nessage is derived fromthe
next - hop MIAs for each of the recipients.
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4.1. Use of BDAT

If a nessage is received by a gateway through SMIP transfers using
t he CHUNKI NG [ RFC3030] extension, the nmessage is rebuilt by the
receiving MTAinto its conplete formand is then used as a single
MJULE nessage payl oad. Use of the Bl NARYM ME [ RFC3030] extension is
conveyed by inclusion of the BODY=BI NARY paraneter in the FROMIi ne.

5. Gatewaying from MILE to Internet Mil

A gateway from MILE to Internet Mail acts as a MILE server on the
receiving side and as an SMIP client on the sending side.

Gat ewayi ng froman ACP 142 environment to Internet Email is the
reverse of the process specified in Section 4.

1. The ACP 142 message is reassenbled fromone or nore DATA PDUs.

2. If the content Type- Short Form value is 25, the BSMIP-1ike payl oad
is extracted fromthe conpressedContent field and unconpressed
(the reverse of the conpression process specified in
Section 3.2). |If the content Type-ShortFormvalue is not 25, it
i s handl ed as described in [ ACP142A]

3. The BSMIP-1i ke payload is converted to an SMIP transacti on (see
Section 3.1). (The first line of the BSMIP-Iike payload is
prepended with "MAIL FROM ", and each following line (until the
enpty line is encountered) is prepended with "RCPT TO". After
skipping the enpty delimting line, the rest of the payload is
the nmessage body. This can be sent using either DATA or a series
of BDAT commands, dependi ng on the capabilities of the receiving
SMIP system For exanple, the presence of the BODY=BI NARY
paraneter in the FROMIine would necessitate the use of BDAT or
down- conversion of the nessage to 7-bit conpatible
representation.)

5.1. Handling of ESMIP Extensions and Errors

ESMIP ext ensi on paranmeters to MAIL FROM and RCPT TO SMIP commands
obtai ned froma BSMIP-|i ke payl oad are processed according to

speci fications of the correspondi ng ESMIP ext ensions. This includes
dealing with the absence of support for ESMIP extensions that
correspond to MAIL FROM and RCPT TO paraneters found in the BSMIP-

i ke payl oad.

Failures to extract or unconpress BSMIP-1i ke payl oads shoul d result
in the receiver discarding such payl oads.
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6

6

I ANA Consi derations

| ANA has created a new "Multicast Email SMIP Extensions" registry
under the "MAIL Paraneters" registry. The registration procedure for
this newregistry is "Specification Required" [RFC8126]. The
desi gnated expert(s) will be appointed and nanaged by the editors of
this docunment together with the |Independent Subm ssions Editor.
Sel ect ed desi gnated expert(s) should (collectively) have a good
know edge of SMIP (and its extensions and extensibility nechanisns),
as well as ACP 142 and its linmtations. The subsections bel ow
provide nore details: Section 6.1 specifies instructions for the
desi gnated expert(s), and Section 6.2 defines the initial content of
the registry.

1. Instructions for Designated Experts

The desi gnated expert(s) for the new "Multicast Email SMIP
Ext ensi ons" registry verifies that:

1. The requested SMIP extension is already registered in the "SMIP
Servi ce Extensions" registry under the "MAIL Paraneters” registry
on the 1ANA website or is well docunented on a stable, publicly
accessi bl e web page.

2. The requested SMIP extension has the correct status as specified
in Section 6.2. \When deciding on status, the designated
expert(s) is provided with the follow ng guidelines:

A. |If the SMIP extension only affects commands other than MAIL
FROM and RCPT TO, then the status should be "N A".

B. If the SMIP extension only applies to SMIP Subni ssion
[ RFC6409] (and not to SMIP relay or final SMIP delivery),
then the status should be "N A".

C. If the SMIP extension changes which commands are al |l owed
during an SMIP transaction (e.g., if it adds comuands
alternative to DATA or declares commands other than NAIL
FROM RCPT TO, DATA, and BDAT to be a part of SMIP
transaction), then the status should be "Disall owed" or
"Special ".

D. If the SMIP extension adds extra round trips during SMIP
transaction, then the status should be "D sal | oned" or
"Speci al ".
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Regi stration requests should include the SMIP extension name, status
(see Section 6.2), and specification reference. They may al so
i nclude an optional note.

6.2. SMIP Extension Support in MILE

The foll owing table sunmarizes how di fferent SMIP extensions can be
used with MILE. Each extension has one of the follow ng statuses:

0 Required - support by MILE rel ays, SMIP-to- MJLE gat eway, or MJILE-
to- SMIP gateway is required.

o Disallowed - inconpatible with MILE.

o NA - not relevant because the extension affects comrands ot her
than MAIL FROM and/or RCPT TO or is only defined for SMIP
Subni ssi on [ RFC6409]. Such extensions can still be used on the
receiving SMIP side of an SMIP-to- MJLE gat eway.

0 Supported - can be used with MJLE but requires bilateral agreenent
bet ween sender and receiver.

0 Special - needs to be acconpani ed by an expl anati on.
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oo R R +
| SMIP Ext ension Keyword | Status | Reference
Fom e e e aaao o Fom e o Fom e e e +
| SIzZE | Required | [RFC1870] |
I 8BI TM ME I Requi r ed I [ RFC6152]
I DSN I Requi r ed I [ RFC3461] I
} MI- PRI ORI TY } Requi r ed } [ RFC6710]
I DELI VERBY I Requi r ed I [ RFC2852]
I Bl NARYM ME I Requi r ed I [ RFC3030]
} CHUNKI NG } Speci al (*) } [ RFC3030]
I ENHANCEDSTATUSCCDES I Special (**) I [ RFC2034]
I RRVS I Supported I [ RFC7293] I
} SUBM TTER } Support ed } [ RFC4405]
I Pl PELI NI NG I N A I [ RFC2920] I
I STARTTLS I N A I [ RFC3207]
} AUTH } Speci al (***) } [ RFC4954]
I BURL I N A I [ RFC4468] I
I NO SCLI CI TI NG I N A I [ RFC3865]
} CHECKPO NT } Di sal | owed } [ RFC1845]
I CONNEG I Di sal | owed I [ RFC4141]
oo R R +

Table 1: Initial Content of Multicast Email SMIP Extensions Registry

(*) - SMIP CHUNKI NG MUST be supported on the receiving SMIP side of
an SMIP-to- MILE gateway and MAY be used on the sending side of a
MJLE-t o- SMTP gateway. A MJULE relay doesn’t need to do anyt hing
speci al for this extension.

(**) - The ENHANCEDSTATUSCODES extension is supported by including
rel evant status codes in DSN [ RFC3461] reports.
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(***) - The AUTH parameter to the MAIL FROM conmand i s " Supported"”,
but the rest of the AUTH extension is not applicable to MILE

Note that the above table is not exhaustive. Future RFCs can define
how SMIP ext ensi ons not |isted above can be used in MILE

7. Security Considerations

As MJILE provides a service simlar to SMIP, many of the security
consi derations from|[RFC5321] apply to MILE as well; in particular,
Sections 7.1, 7.2, 7.4, 7.6, 7.7, and 7.9 of [RFC5321] apply to MIE

As MJULE doesn’t support capability negotiation or the SMIP HELP
command, Section 7.5 of [RFC5321] ("Information Disclosure in
Announcenent s") doesn’t apply to MILE

As MULE doesn’t support the VRFY or EXPN SMIP comrands, Section 7.3
of [RFC5321] ("VRFY, EXPN, and Security"), which discusses enmil
harvesting, doesn’t apply to MILE

Arguably, it is nore difficult to cause an application-|ayer denial -
of -service attack on a MILE server than on an SMIP server. This is
partially due to the fact that ACP 142 is used in radi o/ wireless
networks with relatively | ow bandwi dth and very long round-trip tine
(especially if EMCONis in force). However, as MILE is using

mul ticast, multiple MILE nodes can receive the sane nessage and spend
CPU resources processing it, even if the nessage is addressed to

reci pients that are not going to be handl ed by such nodes. As MILE

| acks transport-layer source authentication, this can be abused by
mal i ci ous senders.

For security considerations related to use of zlib conpression, see
[ RFC6713] .

Due to the multicast nature of MJLE, it cannot use TLS or DTLS
Accordingly, it does not support STARTTLS [ RFC3207]. Users should
not depend on hop-by-hop confidentiality or integrity protection of
mai | transferred anmong MULE MIAs (in the sane way they can't
generally rely on the use of STARTTLS on SMIP MIA-to- MTA |inks) and
shoul d consi der the use of end-to-end protection, such as S/M M

[ RFC5750] [ RFC5751] .

S/'M ME si gnatures and/or encryption survive gatewayi ng between MILE
and SMIP envi ronnents.
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