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Abst r act

The Domain Nane System (DNS) specifies a query type (QTYPE) "ANY".
The operator of an authoritative DNS server might choose not to
respond to such queries for reasons of local policy, notivated by
security, performance, or other reasons.

The DNS specification does not include specific guidance for the
behavi or of DNS servers or clients in this situation. This document
ains to provide such gui dance

Thi s docunent updates RFCs 1034 and 1035

Status of This Meno
This is an Internet Standards Track document.
Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841
I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8482
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Copyri ght Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

I nt roducti on

The Domain Nanme System (DNS) specifies a query type (QTYPE) "ANY"
The operator of an authoritative DNS server m ght choose not to
respond to such queries for reasons of local policy, notivated by
security, performance, or other reasons.

The DNS specification [ RFC1034] [ RFC1035] does not include specific
gui dance for the behavior of DNS servers or clients in this
situation. This docunment ains to provide such gui dance.

1. Term nol ogy

Thi s docunent uses term nol ogy specific to the Domai n Nane System
(DNS), descriptions of which can be found in [ RFC38499].

[ RFC1035] defined type 255 to be "*". However, DNS inplenentations
commonly use the keyword "ANY" to refer to that type code; this
docunment follows that conmon usage.

In this docurment, "ANY query"” refers to a DNS neta-query with
QIYPE=ANY. An "ANY response" is a response to such a query.

In this docunment, "conventional ANY response" nmeans an ANY response
that is constructed in accordance with the al gorithm docunmented in
Section 4.3.2 of [RFC1034] and specifically w thout inplenenting any
of the mechani sms described in this docunent.

In an exchange of DNS nessages between two hosts, this docunent
refers to the host sending a DNS request as the "initiator" and the
host sending a DNS response as the "responder".

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Motivations for Use of ANY Queries

ANY queries are legitimately used for debuggi ng and checking the
state of a DNS server for a particular namne.

ANY queries are sonetimes used as an attenpt to reduce the number of
queries needed to get information, e.g., to obtain MX, A and AAAA
resource record sets (RRsets) for a mail domain in a single query.
However, there is no docunented guidance avail able for this use case,
and sone inpl enentati ons have been observed not to function as their
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devel opers expected. |If inplenenters assume that an ANY query will
ultimately be received by an authoritative server and will fetch al
exi sting RRsets, they should include a fallback nechanismto use when
that does not happen.

ANY queries are frequently used to exploit the anplification
potential of DNS servers and resol vers using spoofed source addresses
and UDP transport (see [RFC5358]). Having the ability to return
smal | responses to such queries nmakes DNS servers |less attractive
anplifiers.

ANY queries are sonetinmes used to help mne authoritative-only DNS
servers for zone data, since they are expected to return all RRsets
for a particular query name. |f DNS operators prefer to reduce the
potential for information |eaks, they m ght choose not to send | arge
ANY responses.

Sone authoritative-only DNS server inplenentations require additiona
processing in order to send a conventional ANY response; avoiding
that processing expense night be desirable.

3. General Approach

Thi s proposal provides a mechanismfor an authoritative DNS server to
signal that conventional ANY queries are not supported for a
particular QNAME. It does so in a way that is both conpatible with
and triggers desirabl e behavior by unnodified clients (e.g., DNS
resol vers)

Alternative proposals for dealing with ANY queries have been

di scussed. One approach proposes using a new RCODE to signal that an
authoritative server did not answer ANY queries in the standard way.
Thi s approach was found to have an undesirable effect on both

resol vers and authoritative-only servers; resolvers receiving an
unknown RCODE woul d resend the sane query to all available
authoritative servers rather than suppress future ANY queries for the
sane QNAME

The proposal described in this docunent avoids that outcone by
returning a non-enpty RRset in the ANY response, which provides
resolvers with sonething to cache and effectively suppresses repeat
queries to the sane or different authoritative DNS servers
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4. Behavi or of DNS Responders

Bel ow are the three different nodes of behavior by DNS responders
when processing queries with QNAVEsS that exist, QCLASS=IN, and
QITYPE=ANY. (perators and inplenenters are free to choose whi chever
mechani sm best suits their environment.

1. A DNS responder can choose to select one or a | arger subset of
the avail able RRsets at the OQNAME

2. A DNS responder can return a synthesized H NFO resource record.
See Section 6 for discussion of the use of H NFO

3. Avresolver can try to give out the nost likely records the
requester wants. This is not always possible, and the result
m ght well be a | arge response

Except as described belowin this section, the DNS responder MJST
follow the standard al gorithnms when constructing a response.

4.1. Answer with a Subset of Avail able RRsets

A DNS responder that receives an ANY query MAY decline to provide a
conventional ANY response or MAY instead send a response with a
single RRset (or a larger subset of available RRsets) in the answer
secti on.

The RRsets returned in the answer section of the response MAY consi st
of a single RRset owned by the name specified in the QNAME. \Were
mul ti ple RRsets exist, the responder SHOULD choose a small subset of
those available to reduce the anplification potential of the
response.

If the zone is signed, appropriate RRSIG records MJST be included in
t he answer.

Note that this nechani sm does not provide any signhaling to indicate
to a client that an inconplete subset of the avail able RRsets has
been returned.

4.2. Answer with a Synthesized H NFO RRset

If there is no CNAME present at the owner nane nmatching the QNAME,
the resource record returned in the response MAY instead be
synthesized. In this case, a single H NFO resource record SHOULD be
returned. The CPU field of the H NFO RDATA SHOULD be set to
"RFC8482". The OS field of the H NFO RDATA SHOULD be set to the nul
string to mnimze the size of the response.
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The TTL encoded for the synthesized H NFO resource record SHOULD be
chosen by the operator of the DNS responder to be | arge enough to
suppress frequent subsequent ANY queries fromthe sanme initiator with
the sanme QNAME, understanding that a TTL that is too | ong m ght nmake
policy changes relating to ANY queries difficult to change in the
future. The specific value used SHOULD be configurable by the
operator of the nameserver according to |ocal policy, based on the
fam liar considerations involved in choosing a TTL val ue for any
resource record in any zone.

If the DNS query includes DO=1 and the QNAME corresponds to a zone
that is known by the responder to be signed, a valid RRSIG for the
RRsets in the answer (or authority if answer is enpty) section MJST
be returned. |In the case of DO=0, the RRSI G SHOULD be omtt ed.

A systemthat receives an H NFO response SHOULD NOT infer that the
response was generated according to this specification and apply any
speci al processing of the response because, in general, it is not
possible to tell with certainty whether the H NFO RRset received was
synthesi zed. In particular, systems SHOULD NOT rely upon the H NFO
RDATA described in this section to distinguish between synthesized
and non-synt hesi zed H NFO RRset s.

4.3. Answer with Best GQuess as to Intention

In sone cases, it is possible to guess what the initiator wants in
the answer (but not always). Sone inplenentations have inpl enented
the spirit of this docunment by returning all RRsets of RRTYPE CNAME,
MX, A, and AAAA that are present at the owner nane whil e suppressing
others. This heuristic seens to work well in practice; it satisfies
the needs of some applications whil st suppressing other RRsets such
as TXT and DNSKEY that can often contribute to | arge responses.
Wi | st some applications may be satisfied by this behavior, the
resulting responses in the general case are larger than in the
approaches described in Sections 4.1 and 4. 2.

As before, if the zone is signed and the DO bit is set on the
correspondi ng query, an RRSI G RRset MJST be included in the response.

4. 4. Transport Considerations

A DNS responder MAY behave differently when processi ng ANY queries
received over different transports, e.g., by providing a conventiona
ANY response over TCP whil st using one of the other nechanisns
specified in this docunent in the case where a query was received
usi ng UDP
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| mpl enenters MAY provide configuration options to allow operators to
specify different behavior over different transports.

5. Behavior of DNS Initiators

A DNS initiator that sends a query with QI'YPE=ZANY and receives a
response containing an H NFO resource record or a single RRset, as
described in Section 4, MAY cache the response in the normal way.
Such cached resource records SHOULD be retained in the cache

foll owi ng normal caching semantics, as with any other response
received froma DNS responder.

A DNS initiator MAY suppress queries with QIYPESANY in the event that
the | ocal cache contains a matching H NFO resource record with the
CPU field of the H NFO RDATA, as described in Section 4. A DNS
initiator MAY instead respond to such queries with the contents of
the | ocal cache in the usual way.

6. HI NFO Consi der ati ons

It is possible that the synthesized H NFO RRset in an ANY response,

once cached by the initiator, mght suppress subsequent queries from
the sane initiator with QITYPE=HI NFO. Thus, the use of HHNFO in this
proposal would effectively mask the H NFO RRset present in the zone.

Operators of authoritative servers who serve zones that rely upon
conventional use of the H NFO RRTYPE SHOULD sensi bly choose the
"single RRset" method described in this docunent or sel ect another

t ype.

The HI NFO RRTYPE is believed to be rarely used in the DNS at the tine
of witing, based on observations made in passive DNS and at
recursive and authoritative DNS servers

7. Updates to RFCs 1034 and 1035

Thi s docunent extends the specification for processing ANY queries
described in Section 4.3.2 of [RFC1034].

It is inportant to note that returning a subset of avail able RRsets
when processing an ANY query is legitinmte and consistent with

[ RFC1035]; it can be argued that ANY does not al ways nmean ALL, as
used in Section 3.2.3 of [RFC1035]. The nain difference here is that
the TC bit SHOULD NOT be set in the response, thus indicating that
this is not a conplete answer.
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Thi s docunent describes optional behavior for both DNS initiators and
responders; inplenentation of the guidance provided by this docunent
is OPTI ONAL.

RRSI G queries (i.e., queries with QIYPEERRSI G are simlar to ANY
queries in the sense that they have the potential to generate |arge
responses as well as extra work for the responders that process them
e.g., in the case where signhatures are generated on the fly. RRSIG
RRsets are not usually obtained using such explicit queries but are
rather included in the responses for other RRsets that the RRSI Gs
cover. This docunent does not specify appropriate behavior for RRSIG
queries; however, future such advice mght well benefit from

consi stency with and experience with the approaches for ANY queries
descri bed here.

8. I nplenentati on Experience

In Cctober 2015, the Coudflare authoritative naneserver
i mpl emrent ation i npl emented the H NFO response. A few minor problens
were reported and have since been resol ved.

An inpl enentation of the subset-nbde response to ANY queries was
implemented in NSD 4.1 in 2016

An inmplenentation of a single RRset response to an ANY query was made
for BIND9 by Tony Finch, and that functionality was subsequently made
avail abl e in production releases starting in BIND 9.11.

9. Security Considerations

Queries with QIYPE=ANY are frequently observed as part of reflection
attacks, since a relatively small query can be used to elicit a large
response. This is a desirable characteristic if the goal is to
maxi m ze the anplification potential of a DNS server as part of a
volunetric attack. The ability of a DNS operator to suppress such
responses on a particular server nakes that server a |ess usefu
amplifier.

The optional behavior described in this docunment to reduce the size

of responses to queries with QTYPE=ANY is conpatible with the use of
DNSSEC by both initiator and responder
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10. | ANA Consi der ati ons

| ANA has updated the following entry in the "Resource Record (RR)
TYPES" registry [ RR_TYPES]:

Fomm o - Fomm o - o m e e e e e e aaao o o e e oo +
| TYPE | Value | Meaning | Reference |
Fom e e - - N o e e e e e e e meme oo Fom e e e e oo o +
| * | 255 | A request for sone or all | [ RFCL1035] [ RFC6895] |
| | | records the server has | [ RFC8482]

| | | avail abl e | |
Fomm o - Fomm o - o m e e e e e e aaao o o e e oo +
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