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Recomrendation to Use the Ethernet Control Wrd

Abst ract

The pseudowire (PW encapsul ation of Ethernet, as defined in

RFC 4448, specifies that the use of the control word (CW is
optional. In the absence of the CW an Ethernet PW packet can be
msidentified as an | P packet by a | abel switching router (LSR).
This may lead to the selection of the wong equal -cost multipath
(ECWP) path for the packet, leading in turn to the m sordering of
packets. This problem has beconme nmore serious due to the depl oynent
of equiprment with Ethernet Media Access Control (MAC) addresses that
start with Ox4 or 0x6. The use of the Ethernet PWCW addresses this
problem This docunment RECOVMMENDS the use of the Ethernet PWCWin
all but exceptional circunstances.

Thi s docunent updates RFC 4448.

Status of This Meno
This is an Internet Standards Track docunent.
Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.
I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8469.
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Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

The pseudowire (PW encapsul ation of Ethernet, as defined in

[ RFC4448], specifies that the use of the control word (CW is
optional. It is common for |abel switching routers (LSRs) to search
past the end of the | abel stack to deternine whether the payload is
an | P packet and then, if it is, select the next hop based on the
so-called "five-tuple" (IP source address, |P destination address,
prot ocol / next - header, transport-layer source port, and transport-

| ayer destination port). 1In the absence of a PWCW an Ethernet PW
packet can be misidentified as an | P packet by a | abel switching
router (LSR) selecting the ECMP path based on the five-tuple. This
may |lead to the selection of the wong ECWP path for the packet,
leading in turn to the misordering of packets. Further discussion of
this topic is published in [ RFC4928].

Fl ow m sordering can al so happen in a single-path scenari o when
traffic classification and differential forwarding treatnent
mechani sms are in use. These errors occur when a forwarder
incorrectly assunmes that the packet is IP and applies a forwarding
policy based on fields in the PW payl oad.

I Pv4 and | Pv6 packets start with the values 0x4 and 0x6,
respectively. Msidentification can arise if an Ethernet PW packet
without a CWis carrying an Ethernet packet with a destination
address that starts with either of these val ues.

Thi s problem has recently becone nore serious for a nunber of

reasons. First, the |EEE Registration Authority Comrttee (RAC) has
assi gned Ethernet MAC addresses that start with Ox4 or 0x6, and

equi prrent that uses MAC addresses in these series has been depl oyed
in networks. Second, concerns over privacy have led to the use of
MAC address random zation, which assigns |ocal MAC addresses randomy
for privacy. Random assignnent results in addresses starting with
one of these two val ues approxinmately one tine in eight.

The use of the Ethernet PW CW addresses this problem

Thi s docunent RECOVMENDS the use of the Ethernet PWCWin all but
exceptional circunstances.

Speci fication of Requirements

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

Backgr ound

Et hernet PWencapsul ation is specified in [RFC4448]. O particul ar
rel evance is Section 4.6, part of which is quoted bel ow for the
conveni ence of the reader. Note that RFC 4448 uses the citation
[PNE3-CW to refer to [RFC4385] and the citation [VCCV] to refer to
t he docunent that was eventually published as [ RFC5085].

The control word defined in this section is based on the Generic
PW MPLS Control Word as defined in [PMES-CW. It provides the
ability to sequence individual frames on the PW avoi dance of
equal -cost multipl e-path | oad-bal ancing (ECWP) [RFC2992], and
Operations and Managenment (QAM nechani snms i ncl udi ng VCCV [ VCCV] .

[ PME3-CW states, "If a PWis sensitive to packet m sordering and
is being carried over an MPLS PSN that uses the contents of the
MPLS payl oad to select the ECVWP path, it MJST enpl oy a nechani sm
whi ch prevents packet misordering." This is necessary because
ECVWP i npl enent ati ons may examine the first nibble after the MPLS
| abel stack to determ ne whether the |abel ed packet is IP or not.
Thus, if the source MAC address of an Ethernet franme carried over
the PWw thout a control word present begins with 0x4 or 0x6, it
could be mistaken for an IPv4 or |IPv6 packet. This could,
dependi ng on the configuration and topol ogy of the MPLS network,
lead to a situation where all packets for a given PWdo not follow
the sane path. This may increase out-of-order franes on a given
PW or cause OAM packets to follow a different path than actua
traffic (see Section 4.4.3, "Frane Ordering")

The features that the control word provides nmay not be needed for
a given Ethernet PW For exanple, ECVMP may not be present or
active on a given MPLS network, strict frame sequenci ng nmay not be
required, etc. |If this is the case, the control word provides
little value and is therefore optional. Early Ethernet PW

i npl ement ati ons have been depl oyed that do not include a contro
word or the ability to process one if present. To aid in
backwards conpatibility, future inplenmentations MIST be able to
send and receive frames without the control word present.

When PW were first deployed, sone equi pnent of commercia
significance was unable to process the Ethernet CW In addition, at
that time, it was believed that no Ethernet MAC address had been

i ssued by the | EEE Regi stration Authority Committee (RAC) that
started with Ox4 or Ox6; thus, it was thought to be safe to depl oy
Et hernet PW wi thout the CW
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Since that tinme, the RAC has issued Ethernet MAC addresses that start
with Ox4 or with 0x6. Therefore, the assunption that, in practical
net wor ks, there would be no confusi on between an Ethernet PW packet
wi thout the CWand an I P packet is no | onger correct.

Possi bly through the use of unauthorized Ethernet MAC addresses, this
assunption has been unsafe for a while, |eading sone equi pnent
vendors to inplenent nore conplex, proprietary nethods to

di scrim nate between Ethernet PWpackets and I P packets. Such
mechani sns rely on the heuristics of examining the transit packets to
try to find out the exact payload type of the packet and cannot be
reliable due to the random nature of the payload carried wthin such
packets.

A posting on the NANOG enmmil |ist highlighted this problem
<htt ps:// mai | man. nanog. or g/ pi per mai | / nanog/ 2016- Decenber/ 089395. ht m >
4. Reconmendati on

The anbi guity between an MPLS payload that is an Ethernet PWand one
that is an | P packet is resolved when the Ethernet PWCWis used.

Thi s docunent updates [ RFC4448] to state that both the ingress

provi der edge (PE) and the egress PE SHOULD support the Ethernet PW
CWand that, if supported, the CW MJIST be used.

VWhere the application of ECVMP to Ethernet PWtraffic is required and
where both the ingress and the egress PEs support Entropy Label

I ndicator / Entropy Label (ELI/EL) [RFC6790] and Fl ow Aware Transport
of Pseudowi res (FAT PW [RFC6391], then either nethod nay be used.
The use of both nmethods on the same PWis not normally necessary and
shoul d be avoi ded unl ess circunstances require it. |In the case of
mul ti-segment PWs, if ELI/EL is used, then it SHOULD be used on every
segnent of the PW The nethod by whi ch usage of ELI/EL on every
segnent is guaranteed is out of the scope of this docunent.

5. Equal -Cost Miltipath (ECWP)

Where the volume of traffic on an Ethernet PWis such that ECMVMP i s
required, then one of two nethods nmay be used:

o0 Flow Aware Transport of Pseudow res over an MPLS Packet Switched
Net wor k, specified in [ RFC6391], or

0 Label Switched Path (LSP) entropy |abels, specified in [ RFC6790].
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RFC 6391 works by increasing the entropy of the bottom of -stack
label. It requires that both the ingress and egress PEs support this
feature. It also requires that sufficient LSRs on the LSP between
the ingress and egress PE be able to select an

ECMP path on an MPLS packet with the resultant stack depth.

RFC 6790 works by including an entropy value in the LSP part of the
| abel stack. This requires that the ingress and egress PEs support
the insertion and renoval of the EL and the ELI and that sufficient
LSRs on the LSP are able to perform ECMP based on the EL.

In both cases, there are considerations in getting Operations,

Admi ni stration, and Mai ntenance (QAM packets to follow the same path
as a data packet. This is described in detail in Section 7 of

[ RFC6391] and Section 6 of [RFC6790]. However, in both cases, the
situation is inproved conpared to the ECMP behavior in the case where
the Et hernet PWCWwas not used, since there is currently no known
met hod of getting a PWOAM packet to follow the sane path as a PW
data packet subjected to ECVMP based on the five-tuple of the IP

payl oad.

The PWI abel is pushed before the LSP | abel. As the ELI/EL |abels
are part of the LSP | ayer rather than part of the PWIlayer, they are
pushed after the PWI abel has been pushed.

6. Mtigations

Where it is not possible to use the Ethernet PWCW the effects of
ECMP can be disabled by carrying the PWover a traffic-engi neered
pat h that does not subject the payload to | oad bal ancing (for

exanpl e, RSVP-TE [ RFC3209]). However, such paths may be subjected to
I'i nk-bundl e | oad bal anci ng, and, of course, the single LSP has to
carry the full PWI oad.

7. Operational Considerations

In sone cases, the inclusion of a CWin the PWis determ ned by
equi prent configuration. Furthermore, it is possible that the
default configuration in such cases is to disable use of the CW
Care needs to be taken to ensure that software that inplenents this
recomrendat i on does not depend on existing configuration settings
that prevent the use of a CW It is reconmended that platform
software enmit a rate-limted nmessage indicating that the CWcan be
used but is disabled due to existing configuration

I nstead of including a payload type in the packet, MPLS relies on the

control plane to signal the payload type that foll ows the bottom of
the | abel stack. Sonme LSRs attenpt to deduce the packet type by MPLS
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10.

10.

payl oad i nspection, in sone cases |ooking past the PWCW If the
payl oad appears to be IP or IP carried in an Ethernet header, they
perform an ECMP cal cul ati on based on what they assune to be the
five-tuple fields. However, deduction of the payload type in this
way i s not an exact science, and where a packet that is not IPis

m staken for an | P packet, the result can be packets delivered out of
order. M sordering of this type can be difficult for an operator to
di agnose. \When enabling capability that allows information gl eaned
from packet inspection past the PWCWto be used in any ECWP

cal cul ation, operators should be aware that this nmay cause Ethernet
franes to be delivered out of order despite the presence of the CW

Security Considerations

Thi s docunent expresses a preference for one existing and wi dely
depl oyed Et hernet PWencapsul ati on over another. These nethods have
i dentical security considerations, which are discussed in [ RFC4448].
Thi s docunent introduces no additional security issues.

I ANA Consi derations
Thi s document has no | ANA acti ons.
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