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Thi s docunent adds a new signing algorithm Ed25519- SHA256, to
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Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8463

Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Levi ne St andards Track [ Page 1]



RFC 8463 DKI M Crypt o Updat e Sept enber 2018

Tabl e of Contents

I ntroduction .
Conventions Used |n Th|s Docunent
Ed25519- SHA256 Si gnhi ng Algorlthm
Si gnature and Key Syntax
4.1. Signature Syntax
4.2. Key Syntax .
Choice and Strength of Keys and Algorlthns
Transition Considerations . . .
Security Considerations
| ANA Considerations . . .
8.1. "DKIM Key Type" Reglstry
Ref er ences .
9 1. Normative References
9.2. Informative References . .
Appendi x A,  Exanple of a Signed hmssage
A 1. Secret Keys . . . . .
A.2. Public Key DNS Records
A. 3. Signed Message
Aut hor’ s Addr ess

b=

N O

©
N~NOOOOUOURARMADRMDREDRWWWWNDN

1. Introduction

DKI M [ RFC6376] signs enail nessages by creating hashes of selected
message header fields and body and signing the header hash with a
digital signature. Message recipients fetch the signature
verification key fromthe DNS. The defining docunents specify a
single signing algorithm RSA [RFC3447] (which has since been
obsol eted by [ RFC8017]).

Thi s docunent adds a new, stronger signing algorithm Edwards-Curve
Digital Signature Al gorithm using the Curve25519 curve (Ed25519),
whi ch has much shorter keys than RSA for simlar |levels of security.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Synt ax descriptions use Augrmented BNF (ABNF) [ RFC5234]. The ABNF
tokens sig-a-tag-k and key-k-tag-type are inported from [ RFC6376].
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3.

4.

4.

4.

Ed25519- SHA256 Si gning Al gorithm
The Ed25519- SHA256 signing al gorithm conputes a nessage hash as
defined in Section 3 of [RFC6376] using SHA-256 [ FI PS-180-4-2015] as
the hash-alg. It signs the hash with the PureEdDSA vari ant Ed25519,
as defined in RFC 8032, Section 5.1 [RFC8032]. Exanple keys and
signatures in Appendix A are based on the test vectors in RFC 8032,
Section 7.1 [ RFC8032].

The DNS record for the verification public key has a "k=ed25519" tag
to indicate that the key is an Ed25519 rather than an RSA key.

This is an additional DKIMsignature algorithmadded to Section 3.3
of [RFC6376] as envisioned in Section 3.3.4 of that docunent.

Not e: since Ed25519 public keys are 256 bits | ong, the base64-encoded
key is only 44 octets, so DNS key record data will generally fit in a
single 255-byte TXT string and work even with DNS provi sioning
software that doesn’'t handle nultistring TXT records

Si gnature and Key Synt ax
The syntax of DKIM signatures and DKI M keys are updated as foll ows.
1. Signature Syntax

The syntax of DKIMalgorithmtags in Section 3.5 of [RFC6376] is
updated by adding this rule to the existing rule for sig-a-tag-k:

ABNF:
sig-a-tag-k =/ "ed25519"
2. Key Synt ax

The syntax of DKIMkey tags in Section 3.6.1 of [RFC6376] is updated
by adding this rule to the existing rule for key-k-tag-type:

ABNF:

key-k-tag-type =/ "ed25519"
The p= value in the key record is the Ed25519 public key encoded in
base64. Since the key is 256 bits long, the base64 text is 44 octets

Il ong. See Appendix A 2 for a sanple key record using the public key
in [ RFC8032], Section 7.1, Test 1.
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5. Choice and Strength of Keys and Al gorithns

Section 3.3 of [RFC6376] describes DKIMs hash and signature
algorithms. It is updated as foll ows:

Si gners SHOULD i npl ement and verifiers MJUST inplement the
Ed25519- SHA256 al gorithm

6. Transition Considerations
For backward conpatibility, signers can add nultiple signatures that
use old and new signing algorithms. Since there can only be a single
key record in the DNS for each selector, the signatures have to use
different selectors, although they can use the same d= and i=
identifiers.

The exanpl e nmessage in Appendix A has two signatures with the sane d=
and i= identifiers but different a= algorithnms and s= sel ectors.

7. Security Considerations
Al'l of the security advice in [RFC6376] continues to apply, except
that the security advice about Ed25519 in Section 8 of [RFC8032]
suppl ants the advice about RSA threats.

8. | ANA Consi derations
I ANA has updated a registry as foll ows.

8.1. "DKIMKey Type" Registry

The foll owi ng val ue has been added to the "DKIM Key Type" registry:

R S S SRR +
| TYPE | REFERENCE | STATUS
S Fom e oo T +
| ed25519 | [RFCB032] | active
B N Fomm e - o - +

Table 1. Val ue Added to the "DKIM Key Type" Registry
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Appendi x A. Exanple of a Signhed Message

This is a small message with both RSA- SHA256 and Ed25519- SHA256 DKI M
signatures. The signatures are independent of each other, so either
signature would be valid if the other were not present.

A.1l. Secret Keys

Ed25519 secret key in base64. This is the secret key from[RFC3032],
Section 7.1, Test 1, converted fromhex to base64.

nWGxne/ OWIC6hEr OkuwsXxERIXW 7MrkZcDus Axyuf 2A=

RSA secret key in PEM format.

M | CXQ BAAKBg(QDKH OQoBTzWRi Gs5VENpP3i dY6VWK08a5ghdR6wy5bdCKb2j LQ

Y/ J16JYi 0Qux/ byYzCNo3W1ly3Fut ACDf zwQ BC/ e/ 8uBsCR+yz1Lxj +PL6l HvgM
Kr MBr G4hst T5Q VHOOPzoxZyVYLzBf Q2EeC3I p3G+2kr yOTI KT+l / KAw3Q DAQAB
A0GAHOCc X OhFZDgz XWhDhnAJDwss4r oOXN4AChj i Xa8WF'Y3r hX3FJgm] SPUCBNIv(Om
6SVbaLAE4ASGEmLMueH h4KXf f EpuLEi Np9Ss3O4Yf Li QobRQE7TnbSxKj vvQoZZe
ZHor i mOaChRL2i t 47i uWkzxSi RW4c+j 70G Wix Xnxe4UoECQQDz JB/ 0US58W RZy
6enGVj 2kWF732CoWFZWei 1Fi cudr BFoy63QuwcowpoCaz Kt vZGAGWN PWAC7x/ 608CGe
uSe0ga2x AKEABC7Pi pPnil/ 1f TRQvj 10/ dDnZp243044ZNyxj g+/ OPNOoWChXI Gxy
W nZbXr i ONMSALITj ExEgr aHEgnXssuk7QIBALI 51 Cs YMu6hMcO7 3gnf Nay NgPxd
WFV6Z7ULNnKy V7HSVYFOhgYOH] eYe9gaM i JYoo0z G\N+L3AAt NPOhugkW zECQEl1a
I'icleVlole+tgql6Myqgr 0Q7Aa7f al Z448ccbSFYEPDG60oFxi A 9Y9se9i YHZKKS | cst

07DUWL/ hz2Ck4N5Jr gUCQQRCYKveNvj zkkd8H YsOSWWDf Pj K16/ / 5qDZ2Ui DGnCe
uEzxBDAr 518Z8VFbR41i n3WAY3yCDgQ LI cETr S+zYcL

----- END RSA PRI VATE KEY-----

A.2. Public Key DNS Records

The public key p= value in the first record is the public key from
[ RFC8032], Section 7.1, Test 1, converted fromhex to baseb64.

bri sbane. _domai nkey. f oot bal | . exampl e.com IN TXT (
"v=DKI ML; k=ed25519; p=11qgYAYKXCrfVS/ 7TyWHOg7hcvPapi M rw aaPcHURo=")

test. domai nkey. foot bal | . exanpl e.com |IN TXT (
"v=DKI ML; k=rsa; p=M G MAOGCSqGSI b3DQEBAQUAA4GNADCBI QKBgQ@DkH OQuBTzWR"
"i Gs5V6NpP3i dY6VK08a5qhdR6wy5bdOKb2j LQ Y/ J16JYi 0Quvx/ by YzCNb3V@1y3Fut AC'
" Df zwQ BC/ e/ 8uBsCR+yz1Lxj +PL6l HvqMKr M3r GAhst T5Q vHOOPzoxZyVYLz Bf O2EeC3"
"1 p3G+2kr yOTl KT+l / K4w3Q DAQAB")

Levi ne St andards Track [ Page 6]



RFC 8463 DKI M Crypt o Updat e Sept enber 2018

A. 3. Signed Message

The text in each line of the nmessage starts at the first position
except for the continuation Iines on the DKIM Si gnature header
fields, which start with a single space. A blank line follows the
"Joe." line.

DKI M Si gnature: v=1; a=ed25519-sha256; c=rel axed/rel axed;
d=f oot bal | . exanpl e. com i =@ ootball.exanple.com
g=dns/txt; s=brisbane; t=1528637909; h=from: to
subject : date : nessage-id : from: subject : date;
bh=2j USOHINht VGCQMNr 9Br | APr eKQ 06Sn7XI kf JVOzv8=;
b=/ gCri npcQ0ol f uHNQ bg4pgh9kyl K3AQUdt 90dqQehSwhEl ug4D11Bus
Fa3bT3FY50s U7ZbnKELQq+eXdp1QLDn==
DKI M Si gnature: v=1; a=rsa-sha256; c=rel axed/rel axed,;
d=f oot bal | . exanpl e. com i =@ ootball.exanple.com
g=dns/txt; s=test; t=1528637909; h=from: to : subject
date : message-id : from: subject : date;
bh=2j USOHINht VGCQANr 9Br | APr eKQ 0G6Sn7XI kf JVOzv8=;
b=F45dVWW\Df MoQDGHI FI XUNB2HKf bCeLRyhDXgFpEL8GapsReO0l el i xNTe3
DhCVI Ur Sj V4BweVcOF6+FF3Z09Rpolt FOeSOnPYQTnGdaSGsgeef Gsk2Jz
dA+L10TeYt 9BgDf QNZt KANIWD / Kgl gXP7C0dEFE4Lj FYNcUxZQAFADY+8=
From Joe SixPack <joe@ ootball.exanple.conr
To: Suzie Q <suzi e@hoppi ng. exanpl e. net >
Subj ect: |s dinner ready?
Date: Fri, 11 Jul 2003 21:00:37 -0700 (PDT)
Message- 1 D: <20030712040037. 46341. 5F8J@ oot bal | . exanpl e. conp

Hi .
W | ost the game. Are you hungry yet?
Joe.
Aut hor’ s Addr ess
John Levine
Taughannock Net wor ks
PO Box 727
Trumansburg, NY 14886
United States of America

Phone: +883.5100.01196712
Emai | : standards@ augh. com
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