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Usi ng National Bibliography Nunbers as Uni form Resource Nanes
Abst ract

Nati onal Bi bliography Nunmbers (NBNs) are used by national libraries
and ot her organizations in order to identify resources in their
collections. NBNs are usually applied to resources that are not
catered for by established (standard) identifier systens such as
International Standard Book Nunber (I SBN)

A Uni form Resource Nane (URN) nanespace for NBNs was established in
2001 in RFC 3188. Since then, a nunber of European nationa
Iibraries have inplenented URN. NBN- based syst ens.

Thi s docunent replaces RFC 3188 and defi nes how NBNs can be supported
within the updated URN framework. A revised nanespace registration
(version 4) conpliant to RFC 8141 is incl uded.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8458
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1.

I nt roducti on

One of the basic permanent Uniform Resource ldentifier (URI) schenes
(cf. [RFC3986] and [IANA-URI]) is Uniform Resource Name (URN). URNs
were originally defined in RFC 2141 [RFC2141]. 1In 2017, a revision
was adopted with new definitions and registrati on procedures

[ RFC8141]. Any traditional identifier, when used within the URN
system nmust have a nanespace of its own that is registered with | ANA
[ ANA-URN]. National Bibliography Nunmber (NBN) is one such
nanespace, specified in 2001 in RFC 3188 [ RFC3188].

Thi s docunent describes the syntax and usage of NBN URNs and updates
the registration of the associated URN nanespace. This docunent
additionally describes certain policy assunptions about how nationa
libraries and their partner organizations partition, delegate, and
manage t he namespace. Violation of those assunptions coul d inpact
the utility of the NBN URN nanespace.

URN: NBNs are in production use in several European countries
including (in al phabetical order) Austria, Finland, Germany, Hungary,
Italy, the Netherlands, Norway, Sweden, and Switzerland. The URN: NBN
nanespace is collectively managed by these national libraries. URN
NBNs have been applied to diverse content including Wb archives,
digitized materials, research data, and doctoral dissertations. They
can be used by national libraries and organi zati ons cooperating with
t hem

As a part of the initial devel opnent of the URN systemin the late
1990s, the I ETF URN Working Group agreed that it was inmportant to
denmonstrate that the URN syntax can accommbdate existing identifier
systens. RFC 2288 [ RFC2288] investigated the feasibility of using
ISBN, 1SSN, and SICl (Serial Itemand Contribution Identifier) as
URNs, with positive results; however, it did not formally register
correspondi ng URN namespaces. (For further discussion of how these
systens have evol ved as URNs, see RFC 8254 [RFC8254].) This was in
part due to the still-evolving process to formalize criteria for
namespace definition docunents and registration. The criteria were
consolidated later in the IETF, first in RFC 2611 [ RFC2611], then RFC
3406 [ RFC3406], and now RFC 8141 [ RFC8141].

URN nanmespaces have been registered for NBN, 1SBN, and I SSN i n RFCs
3188 [ RFC3188], 3187 [RFC3187], and 3044 [ RFC3044], respectively.

I SBN and | SSN nanespaces were made conpliant with RFC 8141 [ RFC8141]
in 2017 by publishing revised | SSN [ | SSN- namespace] and | SBN

[ 1 SBN- nanespace] namespace registrations.
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The term "National Bibliography Number" enconpasses persistent |oca
identifier systems that national libraries and their partner

organi zations use in addition to the nore formally (and
internationally) established identifiers. These partner

organi zations include universities and their libraries and ot her
subsi di aries, other research institutions, plus governnental and
public organizations. Sone national libraries maintain a significant
nunber of these liaison relationships; for instance, the German

Nati onal Library had al nost 400 by early 2018 [ NBN- Resol vi ng] .

In practice, NBN differs fromstandard identifier systens such as

| SBN and | SSN because it is not a single identifier systemwth

st andar d- speci fi ed scope and syntax. Each NBN i npl enmenter creates
its own systemwith its own syntax and assignment rules. Each user
organi zation is also obliged to keep track of how NBNs are being
used; however, within the generic framework set in this docunent,

| ocal NBN assi gnnment policies may vary considerably.

Hi storically, NBNs have been applied in the national bibliographies
to identify the resources catal ogued into them Prior to the
energence of bibliographic standard identifiers in the early 1970s,
national libraries assigned NBNs to all catal ogued publications.

Since the late 1990s, the NBN scope has been extended to cover a vast
range of resources, both originally digital and digitized. Only a
smal | subset of these resources is catal ogued in the nationa

bi bl i ographi es or other bibliographic databases. Digitized resources
and their conponent parts (such as still images in books or journa
articles) are exanples of resources that nmay get NBNs.

It is possible to extend the scope of the NBN rmuch further. The
National Library of Finland is using themin the Finnish Nationa
Ontol ogy Service Finto to identify corporate names (see
<http://finto.fi/cn/en/>). Using NBNs to identify netadata el enents
provides a stable basis for creation of |inked data.

Sinpl e guidelines for using NBNs as URNs and the origi nal namespace
registration were published in RFC 3188 [RFC3188]. The RFC at hand
repl aces RFC 3188; sections discussing the nmethods by whi ch URN: NBNs
shoul d be resol ved have been updated, unused features have been
elimnated, and the text is conpliant with the stipulations of the
revi sed URN specification [ RFC8141].
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2

3.

3.

Conventions Used in This Docunent

"NBN' refers to any National Bibliography Number identifier system
used by the national libraries (or equivalent organizations) and
other institutions, which use these identifiers with nationa
libraries’ support and permni ssion

In this meno, "URN:. NBN' is used as a shorthand for "NBN based URN'.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Fundanent al Nanespace and Comunity Consi derations for NBN
1. The URN: NBN Nanespace

NBNs are widely used to identify both hand-held and digital resources
in the collections of national libraries and other institutions that
are responsi ble for preserving the cultural heritage of their
constituents. Resources in these collections are usually preserved
for along tine (i.e., for centuries). Wile the preferred nethods
for digital preservation may vary over tinme and depend on the
content, the favorite one has been mgration. Wenever necessary, a
resource in an outdated file format is mgrated into a nore nodern
file format. To the extent possible, all old versions of the
resource are also kept in order to alleviate the negative effects of
partially successful migrations and the gradual |oss of original |ook
and feel that nay acconpany even fully successful mgrations. Wen
NBN is used to identify manifestations and there are many of them for
a single work, local policy can require that each manifestation ought
to have its own NBN

NBNs are typically used to identify objects for which standard
identifiers such as I SBN are not applicable. However, NBNs can be
used for conponent resources even when the resource as a whol e
qualifies for a standard identifier. For instance, if a digitized
book has an I SBN, JPEG inmage files of its pages m ght be assigned
NBNs. These URN: NBNs can be used as persistent links to the pages.

The scope of standard identifier systens such as 1SBN and I SSN is
limted; they are applicable only to certain kinds of resources. One

of the roles of the NBNis to fill in the gaps left by the standard
identifiers. Collectively, these identifiers and NBNs cover al
resources that national libraries and their partners need to include

in their collections.
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Section 4 below, and particularly Section 4.1, present a nore
detail ed overview of the structure of the NBN nanespace, related
institutions, and the identifier assignment principles used.

3.2. Comunity Considerations for NBNs

National libraries are the key organi zations providing persistent URN
resolution services for resources identified with NBNs, independent
of their form As coordinators of NBN usage, national |ibraries have

al | oned ot her organizations, such as university libraries or
governnental organi zations, to assign NBNs to the resources these
organi zations preserve for the long term In such case, the nationa
library coordinates the use of NBNs at the national level. Nationa
libraries can also provide URN resol ution services and technica
services to other NBN users. These organizations are expected to
either establish their owm URN resol ution services or use the
technical infrastructure provided by the national library. URN: NBNs
are expected to be resol vabl e and support one or nore resol ution
servi ces

Al t hough NBNs can be used to identify conponent resources, the NBN
nanespace does not specify a generic, intrinsic syntax for doing
that. However, there are at least two different ways in which
conmponent resources can be taken into account within the NBN
nanmespace

The sinpl est and probably the nbst conmmon approach is to assign a
separate NBN for each conponent resource, such as a file containing a
digitized page of a book, and nake no provisions to make such NBNs

di scernible in a systematic way from ot hers.

Second, if the stipulations of the URl generic syntax [ RFC3986] and
the Internet nedia type specification [RFC2046] are nmet, in
accordance with the provisions in RFC 8141 [ RFC8141], the URN
f-conponent can be attached to URN. NBNs in order to indicate the
desired location within the resource supplied by URN resol ution.

Fromthe library community point of view, it is inportant that the
f-component is not a part of the Namespace-Specific String (NSS), and
therefore f-conponent attachnent does not nean that the rel evant
conponent part is identified. Moreover, the resolution process stil
retrieves the entire resource even if there is an f-conponent. The
component part selection is applied by the resolution client (e.g.,
browser) to the resource returned by the resolution process. In
other words, in this latter case the conponent parts are just |ogica
and physical parts of the identified resource whereas in the forner
cases they are independently naned entities.
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4.

4.

Resources identified by NBNs are not always available in the
Internet. |If one is not, the URN: NBN can resolve to a surrogate such
as a netadata record describing the identified resource.

Section 4 below, and particularly Section 4.4, presents a detailed
overvi ew of the application of the URN: NBN nanespace as well as the
principles of, and systems used for, the resolution of NBN based
URNSs.

Nat i onal Bi bl i ography Nunmber URNs
1. Assignnent

Nati onal Bi bliography Nunmber (NBN) is a generic termreferring to a
group of identifier systens adm nistered by national l|ibraries and
institutions authorized by them The NBN assignnment is typically
performed by the organi zati on hosting the resource. Nationa
libraries are conmtted to pernmanent preservation of their deposit
col | ecti ons.

Assi gnnent of NBN-based URNs is controlled on a national |evel by the
national library (or national libraries, if there is nore than one).
Nati onal guidelines can differ, but the identified resources

t hensel ves are usually persistent.

Di fferent national URN: NBN assignment policies have resulted in
varying |l evels of control of the assignment process. Manual URN: NBN
assignnent by the library personnel provides the tightest control,
especially if the URN:. NBNs cover only resources catal ogued into the
national bibliography. |In nost national libraries, the scope of

URN: NBN i s al ready much broader than this. Usage rules can vary

wi thin one country, from one URN: NBN sub-namespace to the next.

Each national library uses NBNs i ndependently of other nationa
libraries; apart fromthis docunment, there are no gui delines that
specify or control NBN usage. As such, NBNs are unique only on the
national level. When used as URNs, base NBN strings MJST be
augnmented with a controlled prefix, which is the particular nation’s
| SO 3166-1 al pha-2 two-letter country code (referred to as "1SO
country code" below) [I1SO3166-1]. These prefixes guarantee

uni queness of the URN: NBNs at the global scale [| SO3166M] .

National |ibraries using URN: NBNs usually specify |ocal assignnment
policies for thenselves. Such policy can limt the URN: NBN usage to,
e.g., the resources stored in the national library’'s digita

col l ections or databases. Although this specification does not
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specify principles for URN: NBN assi gnnent policies that can be
appl i ed, NBNs assigned to short-lived resources should not be made
URN: NBNs unl ess such policy can be justified.

URN: NBN assi gnnent policy can clarify, for instance, the local policy
concerning identifier assignnment to conponent parts of resources and
can specify, with sufficient detail, the syntax of |ocal conponent
identifiers (if there is one as a discernible part of the NBNs). The
policy can al so cover any enpl oyed extensions to the default NBN
scope.

NBNs as such are locally but not globally unique; two nationa
libraries can assign the same NBN to different resources. A prefix,
based on the 1SO country code as described above, guarantees the

gl obal uni queness of URN:NBNs. Once an NBN has been assigned to a
resource, it MJST be persistent, and therefore URN:. NBNs are
persistent as well.

A URN: NBN, once it has been generated froma NBN, MJUST NOT be reused
for another resource.

Users of the URN: NBN nanespace MUST ensure that they do not assign
the sane URN: NBN twice. Different policies can be applied to
guarantee this. For instance, NBNs and correspondi ng URN. NBNs can be
assigned sequentially by progranms in order to avoid human m st akes.
It is also possible to use printable representations of checksuns
such as SHA-1 [ RFC6234] as NBNs.

4.2. Syntax
The Nanespace-Specific String (NSS) will consist of three parts:

o a prefix consisting of an | SO 3166-1 al pha-2 country code and
optional sub-nanmespace code(s) separated by a colon(s);

o0 a hyphen (-) as the delimting character; and,

0 an NBN string assigned by the national library or sub-del egated
aut hority.
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The following formal definition uses ABNF [ RFC5234].
nbn- nss = prefix "-" nbn-string

iso-cc *( ":" subspc )
; The entire prefix is case insensitive.

prefix

i so-cc = 2ALPHA
; Alpha-2 country code as assigned by part 1 of |1SO 3166
; (identifies the national library to which the branch

; is del egated).

subspc = 1*(ALPHA / DIGAT)
; As assigned by the respective national library.
nbn-string = path-rootless

; The "path-rootless" rule is defined in RFC 3986
; Syntax requirenents specified in RFC 8141 MUST be
; taken into account.

A col on SHOULD be used within the prefix only as a delimting
character between the |1SO 3166-1 country code and sub-nanespace
code(s), which splits the national nanespace into snaller parts

The structure (if any) of the nbn_string is determi ned by the
authority for the prefix. Wereas the prefix is regarded as case
insensitive, NBN strings can be case sensitive at the preference of
the assigning authority; parsers therefore MJST treat these as case
sensitive, and any case nmappi ng needed to introduce case
insensitivity is the responsibility of the relevant resol ution
system

A hyphen SHOULD be used as the delinmiting character between the
prefix and the NBN string. Wthin the NBN string, a hyphen MAY be
used for separating different sections of the identifier fromone
anot her.

Al two-letter codes are reserved by the |1 SO 3166 Mi ntenance Agency
for either existing or possible future I SO country codes (or for
private use).

Sub- nanespace identifiers MJST be registered on the national |evel by
the national library that assigned the identifier. The list of such
identifiers can be made publicly available via the Wb.

Not e that because case mapping for ASCI| letters is conpletely

reversi ble and does not |ose infornation, the case used in case-
insensitive matching is a local matter. |nplenmentations can convert
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to | ower or upper case as they see fit; they only need to do it
consi stently.

4.2.1. Usage of r-conmponent and g-conponent

URN: NBN resol vers do not currently support the use of either
r-component or g-conponent.

Resol uti on services based on r-conponent can be inplenmented in the
future when the r-conponent syntax and semantics have been specified.

4.2.2. Usage of f-conponent

If URN: NBN resolves to the identified resource and the nedia type of
the resource supports f-conponent usage, it can be used to indicate a
location within the identified resource. Persistence is achieved if
the URN: NBN i s assigned to one and only one version of a resource,
such as a PDF/ A version of a book

The URN: NBN nanespace does not inpose any restrictions of its own on
f - component usage.

4.3. Encodi ng Considerations and Lexi cal Equival ence

Expressing NBNs as URNs is usually straightforward, as normally only
ASCI| characters are used in NBN strings. |If this is not the case,
non- ASCI | characters in NBNs MJST be translated into canonical form
as specified in RFC 8141. If a national library uses NBNs that can
contai n percent-encoded characters higher than U+007F, the library
needs to carefully define the canonical transformation fromthese
NBNs into URNs, including normalization fornms.

VWhen an NBN is used as a URN, the NSS MJST consi st of three parts:

o0 a prefix, structured as a primary prefix, which is a two-letter
| SO 3166-1 country code of the library’s country, and zero or nore
secondary prefixes that are each indicated by a delinmiting colon
character (:) and a sub-nanespace identifier;

0 a hyphen (-) as a delinmting character; and,

o the NBN string.

Different delimting characters are not semantically equival ent.

The syntax and roles of the three parts |isted above are described in
Section 4. 2.
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If there are several national libraries in one country, these
libraries MJUST agree on how to divide the national namespace between
thensel ves using this nmethod before the URN: NBN assi gnment begins in
any of these libraries.

A national library MAY al so assign URN:. NBN sub- nanespaces to trusted
organi zations such as universities or government institutions. The
sub- nanespace MAY be further divided by the partner organization

Al'l sub-nanmespace identifiers used within a country-code-based
nanespace MJST be registered on the national |evel by the nationa

library that assigned the code. The national register of these codes
SHOULD be nmade avail abl e onli ne.

Bei ng part of the prefix, sub-namespace identifier strings are case-
insensitive. They MJST NOT contain any col ons or hyphens.

Formally, two URN: NBNs are lexically equivalent if they are octet-
by-octet equal after the followi ng (conceptional) preprocessing:

1. convert all characters in the leading "urn:nbn:" token to a

singl e case;

2. convert all characters in the prefix (country code and its
optional sub-divisions) to a single case; and,

3. convert all characters enmbedded in any percent-encodings to a
singl e case.

Model s (indicated |ine break inserted for readability):
URN: NBN: <I SO 3166 al pha-2 country code>-<assi gned NBN string>

URN: NBN: <I SO 3166 al pha-2 country code>: <sub- nanespace code>-\
<assi gned NBN string>

Exanpl es:
URN: NBN: fi -fe201003181510
ur n: nbn: ch: bel - 9039
urn: nbn: se: uu: di va- 3475

ur n: nbn: hu- 3006
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4.4. Resolution and Persistence of NBN-based URNs

Eventual Iy, URNs m ght be resolved with the help of a d obal Resol ver
Di scovery Service (GRDS), and URN: NBN syntax nmakes it possible to

| ocate the rel evant resolver. Since no GRDS system has been
installed yet in the Internet, URN:. NBNs are enbedded in HTTP URIs in
order to nake them actionable in the present Internet. 1In these HTTP
URIs, the authority part rmust point to the appropriate URN resol ution
service. For instance, in Finland, the address of the national URN
resolver is <http://urn.fi>  Thus, the HTTP URl for the Finnish URN
in the exanpl e above is <http://urn.fi/URN: NBN: fi-fe201003181510>

The country-code-based prefix part of the URN: NBN namespace-specific
string will provide a hint needed to find the correct resol ution
service for URN: NBNs fromthe GRDS when it is established.

There are three interrel ated aspects of persistence that need to be
di scussed: persistence of the objects itself, persistence of the
identifier, and persistence of the URN resol vers.

NBNs have traditionally been assigned to printed resources, which
tend to be persistent. In contrast, digital resources require
frequent mgrations to guarantee accessibility. Athough it is

i npossible to estimate how often nigrations are needed, hardware and
sof tware upgrades take place frequently, and a lifetine exceeding
10- 20 years can be consi dered as | ong.

However, it is a common practice to keep also the original and
previously mgrated versions of resources. Therefore, even outdated
versi ons of resources can be available in digital archives, no natter
how ol d or difficult to use they have becone.

If all versions of a resource are kept, a user who requires
authenticity can retrieve the original version of the resource,
whereas a user to whomthe ease of use is a priority is likely to be
satisfied with the latest version. |In order to enable the users to
find the best match, a national library can link all manifestations
of a resource to each other so as to nake a user aware of them

Thus, even if specific versions of digital resources are not normally
persistent, persistent identifiers such as URN. NBNs support
informati on architectures that enable persistent access to any
versi on of the resource, including ones that can only be utilized by
usi ng digital archaeol ogy tools such as custom made applications to
render the resource.
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Persi stence of URN resol vers thenselves is nmainly an organi zati ona
issue that is related to the persistence of organizations maintaining
them As URN: NBN resolution services will be supplied (primarily) by
the national libraries, these services are likely to be long |ived.

4.5, Additional Considerations

It is a good idea to apply URN: NBNs (or other persistent identifiers)
to all resources that have been prioritized in the organization’s
digital preservation plan.

Assignment of URN:NBNs to resources that are known to not be

persi stent should be considered carefully. URN: NBNs can, however, be
applied to resources that have a | owlevel preservation priority and
will not be mgrated to nore nodern file formats or preserved via
enul ati on.

If the identified version of a resource has di sappeared, the

resol ution process can supply a surrogate if one exists. A surrogate
can be, for instance, a nore nodern digital version of the origina

el ectroni c resource.

5. URN Nanespace ID (NID) Registration for the National Bibliography
Nurber ( NBN)

Thi s URN nanespace registration descri bes how National Bibliography
Nunbers (NBNs) can be supported within the URN framework; it uses the
updated | ANA tenpl ate specified in RFC 8141

Nanespace ldentifier: NBN
Thi s namespace ID was formally assigned to the Nationa
Bi bl i ography Nunber in Cctober 2001, when the namespace was
registered officially [RFC3188]. Uilization of URN: NBNs had
started in deno systens already in 1998. Since 2001, tens of
m | lions of URN:. NBNs have been assigned. The nunber of users of
t he nanespace has grown in two ways: new national |ibraries have
started using NBNs, and many national libraries using the system
have fornmed new | i ai sons.

Version: 4

Date: 2018-04-09
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Regi strant:
Nane: Juha Hakal a
Affiliation: Senior Adviser, The National Library of Finland
Enmai | : j uha. hakal a@el si nki . fi
Postal : P.O Box 15, 00014 Hel sinki University, Finland
Web URL: http://ww. nationallibrary.fi/

The National Library of Finland registered the namespace on behal f
of the Conference of the European National Librarians (CENL) and
Conference of Directors of National Libraries (CDNL). The NBN
nanespace is available for free for the national libraries. They
can al |l ow ot her organi zations to assign URN:. NBNs and use the

resol ution services established by the library for free or for a
fee. The fees, if collected, can be based on, e.g., the

mai nt enance costs of the system

Purpose: See Section 3 of RFC 8458

Syntax: See Section 4.2 of RFC 8458

Assignnent: See Section 4.1 of RFC 8458
Security and Privacy: See Section 7 of RFC 8458

I nteroperability:
National libraries and their partners usually apply URN:. NBNs if a
standard identifier such as 1SBN is not applicable for the
resource to be identified. Sone overlap with other URN nanespaces
i s possible.

URN: NBNs may contain characters which nust be percent-encoded, but
usual Iy they consist of printable ASCII characters only.

Resol ution: See Section 4.4 of RFC 8458
Docunment ati on: RFC 8458

Revi sion I nformation
This version of the URN: NBN nanespace regi stration has been
updated to use the revised definition of URN syntax from RFC 8141,
al t hough usage of r-conponents is not specified yet. |In addition,
non-1 SO 3166 (country code) based NBNs have been del eted due to
| ack of deployment. The entire NBN prefix is now specified to be
case insensitive in accordance with established practice. This
version al so includes nunerous clarifications based on actua
usage of URN: NBNs.
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8.

8.

| ANA Consi der ati ons

I ANA has updated the existing registration of the formal URN
nanespace, "NBN', using the tenplate given above in Section 5.

Security Considerations

Thi s docunent defines neans of encoding NBNs as URNs. A URN

resol ution service for NBN-based URNs is depicted but only at a
generic level; thus, questions of secure or authenticated resolution
mechani snms and aut hentication of users are out of scope of this
docunent .

Al t hough no validation mechani sns are specified on the gl obal |evel
(beyond a routine check of those characters that require specia
encodi ng when enployed in URIs), NBNs assigned by any given authority
can have a well-specified and rich syntax (including, e.g., fixed

| ength and checksum). In such cases, it is possible to validate the
correctness of NBNs progranmatically.

I ssues regarding intellectual property rights associated with objects
identified by the URN: NBNs are beyond the scope of this docunment, as
are questions about rights to the databases that might be used to
construct resolution services.

Beyond the generic security considerations laid out in the underlying
docunents listed in the Normative References, no specific security
threats have been identified for NBN based URNs.
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Appendi x A, Significant Changes from RFC 3188

Nunerous clarifications have been nade based on a decade of
experience with RFC 3188.

NBNs that are not based on | SO 3166 (country codes) have been renoved
due to lack of usage

In accordance with established practice, the whole NBN prefix is now
decl ared case insensitive.

The docunent is based on the new URN syntax specification, RFC 8141.

Use of query conponents and fragment conponents with this nanespace
is now specified in accordance with RFC 8141
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