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Abstract

Bit Index Explicit Replication (BIER) is an architecture that

provi des optimal nulticast forwarding through a "Bl ER domai n" wit hout
requiring internediate routers to maintain nmulticast-rel ated, per-
flow state. BIER also does not require an explicit tree-building
protocol for its operation. A multicast data packet enters a BIER
domain at a Bit-Forwarding Ingress Router (BFIR) and | eaves the Bl ER
domai n at one or nore Bit-Forwardi ng Egress Routers (BFERs). The
BFI R adds a BI ER packet header to the packet. The BI ER packet header
contains a BitString in which each bit represents exactly one BFER to
forward the packet to. The set of BFERs to which the multicast
packet needs to be forwarded is expressed by the set of bits in the
Bl ER packet header.

Thi s docunent describes the OSPF protocol extension (from RFC 2328)
that is required for BIER with MPLS encapsul ati on (which is defined
in RFC 8296). Support for other encapsul ation types and the use of
mul tiple encapsul ation types are outside the scope of this docunent.
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Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8444

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Bit Index Explicit Replication (BIER) is an architecture that

provi des optimal nulticast forwardi ng through a "Bl ER domai n" wit hout
requiring internediate routers to maintain any multicast-rel ated,
per-flow state. Neither does BIER explicitly require a tree-building
protocol for its operation. A nmulticast data packet enters a BIER
domain at a Bit-Forwarding Ingress Router (BFIR) and | eaves the BI ER
domai n at one or nore Bit-Forwardi ng Egress Routers (BFERs). The
BFIR router adds a Bl ER packet header to the packet. The BI ER packet
header contains a BitString in which each bit represents exactly one
BFER to forward the packet to. The set of BFERs to which the
mul ti cast packet needs to be forwarded is expressed by the set of
bits in the Bl ER packet header.

The BIER architecture requires routers participating in BIER to
exchange BIER-related information within a given domain and permts
link-state routing protocols to performdistribution of such
information. This docunent describes extensions to OSPF necessary to
advertise BIER-specific information in the case where Bl ER uses MPLS
encapsul ati on as described in [ RFC3296].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here
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2. Flooding of the BIER Information in OSPF

Al BIER-specific information that a Bit-Forwardi ng Router (BFR)
needs to advertise to other BFRs is associated with a BFR-prefix. A
BFR-prefix is a unique (within a given BIER dormain) routable IP
address that is assigned to each BFR as described in detail in
Section 2 of [RFC8279].

G ven that BIER information nust be associated with a BFR-prefix, the
OSPFv2 Extended Prefix Opaque LSA [ RFC7684] has been chosen for
adverti sement.

2.1. BIER Sub-TLV
A sub-TLV of the OSPFv2 Extended Prefix TLV (defined in [RFC7684]) is
defined for distributing BIER i nformation. The sub-TLV is called the
Bl ER Sub-TLV. Miltiple BIER Sub-TLVs may be included in the OSPFv2
Ext ended Prefix TLV.

The Bl ER Sub-TLV has the foll owi ng format:
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Type: 9

Length: Variable, dependent on sub-TLVs.

sub-domai n-id: Unique value identifying the BlIER sub-domain within
the BIER donain, as described in Section 1 of [RFC8279].

MI-1D:. Milti-Topology ID (as defined in [ RFC4915]) that identifies
the topology that is associated with the Bl ER sub-domai n.

BFR-id: A 2-octet field encoding the BFR-id, as documented in
Section 2 of [RFC8279]. |If the BFRis not locally configured with
a valid BFR-id, the value of this field is set to 0, which is
defined as illegal in [RFC8279].
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BAR: Single-octet BIER Algorithmused to cal cul ate underlay paths to
reach other BFRs. Values are allocated fromthe "BIER Al gorithnt
registry defined in [ RFC8401].

IPA: Single-octet 1GP Algorithmused to either nodify, enhance, or
replace the cal culation of underlay paths to reach other BFRs as
defined by the BAR value. Values are defined in the "IGP
Al gorithm Types" registry [| ANA-I GP]

Each BFR sub-domain MJST be associated with one and only one COSPF
topology that is identified by the MI-ID. |f the association between
the BI ER sub-dormai n and OSPF topol ogy advertised in the Bl ER Sub-TLV
by other BFRs is in conflict with the association locally configured
on the receiving router, the BIER Sub-TLV for such conflicting sub-
domai ns MJST be ignored.

If the MI-ID contains an invalid value as specified in [ RFC4915], the
Bl ER Sub-TLV for such subdomains with conflict MJUST be ignored.

If a BFR advertises the sane sub-domain-id in multiple Bl ER Sub-TLVs,
the BFR MUST be treated as if it did not advertise a Bl ER Sub-TLV for
such sub-donai n.

Al BFRs MJST detect advertisenment of duplicate valid BFRids for a
given MI-1D and sub-donain-id. Wen such duplication is detected by
the BFR, it MJST behave as described in Section 5 of [RFC8279].

The supported BAR and | PA al gorithnms MJUST be consistent for al
routers supporting a given BFR sub-donmain. |If a router receives a

Bl ER Sub- TLV advertisenent with a value in the BAR or | PA fields that
does not nmatch the locally configured value for a given BFR sub-
domai n, the router MUST report a msconfiguration for such Bl ER sub-
domai n and MUST ignore the BIER Sub-TLV containing the error.

The use of non-zero values in either the BAR field or the IPA field
is outside the scope of this docunent.

2.2. BIER MPLS Encapsul ati on Sub-TLV
The Bl ER MPLS Encapsul ation Sub-TLV is a sub-TLV of the Bl ER Sub- TLV.
The Bl ER MPLS Encapsul ation Sub-TLV is used in order to advertise

MPLS-specific information used for BIER |t MAY appear nultiple
tinmes in the Bl ER Sub-TLV.
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The BI ER MPLS Encapsul ati on Sub-TLV has the followi ng fornmat:
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Type: 10
Length: 8 octets

Max SI: A l-octet field encoding the maxi rum Set ldentifier (SI)
(see Section 1 of [RFC8279]) used in the encapsulation for this
Bl ER sub-domain for this BitString |ength.

Label: A 3-octet field, where the 20 rightnost bits represent the
first label in the label range. The 4 leftnost bits MJST be
i gnor ed.

BS Len (BitString Length): A 4-bit field encoding the supported
BitString length associated with this BFR-prefix. The val ues
allowed in this field are specified in Section 2 of [RFC3296].

Reserved: SHOULD be set to 0 on transm ssion and MJST be ignored on
reception.

The "l abel range" is the set of |abels beginning with the Label and
ending with (Label + (Max SI)). A unique |abel range is allocated
for each BitString | ength and sub-domain-id. These |abels are used
for BIER forwarding as described in [ RFC8279] and [ RFC8296].

The size of the label range is determi ned by the nunber of Sls
(Section 1 of [RFC8279]) that are used in the network. Each SI maps
to a single label in the |abel range: the first label is for SI=0,
the second | abel is for SI=1, etc.

If the | abel associated with the Maximum Set ldentifier exceeds the
20-bit range, the BIER MPLS Encapsul ati on Sub-TLV contai ni ng the
error MUST be ignored.

If the BitString length is set to a value that does not match any of

the all owed val ues specified in [ RFC8296], the BIER MPLS
Encapsul ati on Sub-TLV contai ning the error MJST be ignored.
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If the same BitString length is repeated in nultiple BIER MPLS
Encapsul ati on Sub-TLVs inside the sane Bl ER Sub-TLV, the whol e Bl ER
Sub- TLV cont ai ning the conflicts MJST be ignored.

Label ranges within all BIER MPLS Encapsul ati on Sub-TLVs adverti sed
by the sane BFR MJUST NOT overlap. |If an overlap is detected, al
Bl ER sub-TLVs advertised by such a router MJST be ignored.

2.3. Flooding Scope of BIER Information

The fl oodi ng scope of the OSPFv2 Extended Prefix Opaque LSA [ RFC7684]
that is used for advertising the BIER Sub-TLV is set to area-|ocal

To all ow Bl ER deploynment in a nulti-area environnent, OSPF nust
propagate Bl ER i nfornmati on between areas.

() () ()

( ) ( )
Rl Area 1 R2 Area O R3 Area 2 R4

( ) ( ) ( )
() () ()

Figure 1: BIER Propagati on between Areas

The foll owi ng procedure is used in order to propagate Bl ER-rel ated
i nformati on between areas:

VWhen an OSPF Area Border Router (ABR) advertises a Type-3 Summary
LSA froman intra-area or inter-area prefix to all its attached
areas, it will also originate an OSPFv2 Extended Prefix Opaque
LSA, as described in [RFC7684]. The fl ooding scope of the OSPFv2
Ext ended Prefix Opaque LSA type will be set to area-local. The
route-type in the OSPFv2 Extended Prefix TLV is set to inter-area.
VWhen det erm ni ng whet her a Bl ER Sub- TLV should be included in this
LSA, an OSPF ABR wi || :

* Examine its best path to the prefix in the source area and find
the advertising router associated with the best path to that
prefi x.

* Determine if the advertising router advertised a Bl ER Sub-TLV
for the prefix. |If yes, the ABRwill copy the information from
that BI ER Sub- TLV when advertising the BIER Sub-TLV to each
attached area.

In Figure 1, Rl advertises a prefix 192.0.2.1/32 in Area 1. It

al so advertises an OSPFv2 Extended Prefix Opaque LSA for prefix
192.0.2.1/32 and includes a BIER Sub-TLV in it. ABR R2 cal cul ates
the reachability for prefix 192.0.2.1/32 inside Area 1 and
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3.

propagates it to Area 0. Wen doing so, it copies the entire BIER
Sub-TLV (including all of its Sub-TLVs) that it received fromRl
in Area 1 and includes it in the OSPFv2 Extended Prefix Opaque LSA
it generates for 192.0.2.1/32 in Area 0. ABR R3 calculates the
reachability for prefix 192.0.2.1/32 inside Area 0 and propagates
it to Area 2. \When doing so, it copies the entire BlIER Sub-TLV
(including all of its sub-TLVs) that it received fromR2 in Area O
and includes it in the OSPFv2 Extended Prefix Opaque LSA it
generates for 192.0.2.1/32 in Area 2.

Security Considerations

Thi s docunent introduces new sub-TLVs for the existing OSPFv2
Extended Prefix TLV. It does not introduce any new security risks to
OSPF. Existing security extensions as described in [ RFC2328] and

[ RFC7684] apply.

It is assunmed that both the BIER and OSPF | ayers are under a single
adm nistrative domain. There can be depl oynents where potentia
attackers have access to one or nore networks in the OSPF routing
domain. In these deploynents, stronger authentication nmechani snms
such as those specified in [ RFC7474] SHOULD be used.

The Security Considerations section of [RFC8279] discusses the
possibility of perfornming a Denial-of-Service (DoS) attack by setting
too many bits in the BitString of a Bl ER-encapsul at ed packet.

However, this sort of DoS attack cannot be initiated by nodifying the
OSPF BI ER advertisenents specified in this docunment. A BFIR decides
whi ch systens are to receive a Bl ER-encapsul ated packet. In naking
this decision, it is not influenced by the OSPF control nessages.
When creating the encapsul ation, the BFIR sets one bit in the
encapsul ati on for each destination system The information in the
OSPF Bl ER advertisenents is used to construct the forwarding tables
that map each bit in the encapsulation into a set of next hops for
the host that is identified by that bit, but the information is not
used by the BFIR to decide which bits to set. Hence, an attack on
the OSPF control plane cannot be used to cause this sort of DoS

att ack.

Wi |l e a Bl ER-encapsul ated packet is traversing the network, a BFR
that receives a Bl ER encapsul ated packet with n bits set inits
BitString may have to replicate the packet and forward nultiple

copi es. However, a given bit will only be set in one copy of the
packet. This means that each transmitted replica of a received
packet has fewer bits set (i.e., is targeted to fewer destinations)
than the received packet. This is an essential property of the BIER
forwardi ng process as defined in [RFC8279]. Wile a failure of this
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process might cause a DoS attack (as discussed in the Security
Consi derations section of [RFC8279]), such a failure cannot be caused
by an attack on the OSPF control plane.

| mpl enent ati ons MJST ensure that nmal forned Bl ER and Bl ER MPLS
Encapsul ati on Sub-TLVs as defined in this document are detected and
that they do not provide a vulnerability for attackers to crash the
OSPF router or routing process. Reception of nmalformed TLVs or sub-
TLVs SHOULD be counted and/or |ogged for further analysis. Logging
of mal forned TLVs and sub-TLVs SHOULD be rate-linted to prevent a
DoS attack (distributed or otherw se) fromoverloadi ng the OSPF
control plane.

4, | ANA Consi der ati ons

I ANA has all ocated the following fromthe "OSPFv2 Extended Prefix TLV
Sub- TLVs" registry defined in [ RFC7684].

Bl ER Sub-TLV: 9

Bl ER MPLS Encapsul ati on Sub-TLV: 10
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