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Abst ract

Thi s docunent defines several new cipher suites for version 1.2 of
the Transport Layer Security (TLS) protocol and version 1.2 of the
Dat agr am Transport Layer Security (DTLS) protocol. These cipher
suites are based on the Epheneral Elliptic Curve Diffie-Hellman with
Pre- Shared Key (ECDHE PSK) key exchange together with the

Aut henti cated Encryption with Associ ated Data (AEAD) al gorithns

AES- GCM and AES-CCM  PSK provides light and efficient

aut henti cati on, ECDHE provides forward secrecy, and AES-GCM and

AES- CCM provi de encryption and integrity protection.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8442.
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Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines new ci pher suites that provide Pre-Shared Key
(PSK) authentication, Perfect Forward Secrecy (PFS), and

Aut henti cated Encryption with Associ ated Data (AEAD). The ci pher
suites are defined for version 1.2 of the Transport Layer Security
(TLS) protocol [RFC5246] and version 1.2 of the Datagram Transport
Layer Security (DTLS) protocol [RFC6347].

PSK aut hentication is widely used in many scenari os. One depl oynent
is 3GPP networks where pre-shared keys are used to authenticate both
subscri ber and network. Another deploynent is Internet of Things
where PSK authentication is often preferred for performance and
energy efficiency reasons. |n both scenarios, the endpoints are
owned and/or controlled by a party that provisions the pre-shared
keys and makes sure that they provide a high level of entropy.

Perfect Forward Secrecy (PFS) is a strongly recommended feature in

security protocol design and can be acconplished by using an
epheneral Diffie-Hellman key exchange nethod. Epheneral Elliptic
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Curve Diffie-Hellman (ECDHE) provides PFS with excellent perfornmance
and small key sizes. ECDHE is mandatory to inplenment in both HITP/ 2
[ RFC7540] and the Constrai ned Application Protocol (CoAP) [RFC7252].

AEAD al gorithns that conbine encryption and integrity protection are
strongly recommended for (D)TLS [ RFC7525], and TLS 1.3 [ RFC8446]
forbids the use of non-AEAD al gorithns. The AEAD al gorithns
considered in this document are AES-GCM and AES-CCM  The use of
AES-GCM in TLS is defined in [ RFC5288], and the use of AES-CCMi s
defined in [ RFC6655].

[ RFC4279] defines PSK cipher suites for TLS but does not consider
elliptic curve cryptography. [RFC8422] introduces elliptic curve
cryptography for TLS but does not consider PSK authentication.

[ RFC5487] describes the use of AES-GCMin conbinati on with PSK

aut hentication but does not consider ECDHE. |[RFC5489] describes the
use of PSK in conbination with ECDHE but does not consider AES-GCM or
AES- CCM

2. Requirements Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. ECDHE_PSK wi th AES-GCM and AES- CCM Ci pher Suites

The ci pher suites defined in this docunent are based on the follow ng
AES- GCM and AES- CCM AEAD al gorithms: AEAD_AES 128 GCM [ RFC5116],
AEAD AES 256_GCM [ RFC5116], AEAD AES 128 CCM [ RFC5116], and

AEAD AES 128 CCM 8 [ RFC6655].

Messages and prenmaster secret construction in this docunent are
defined in [ RFC5489]. The Server KeyExchange and C i ent KeyExchange
messages are used, and the premaster secret is conputed as for the
ECDHE_PSK key exchange. The elliptic curve paranmeters used in the
Diffie-Hell man parameters are negotiated using extensions defined in
[ RFC8422] .

For TLS 1.2 and DTLS 1.2, the followi ng cipher suites are defined:

TLS_ECDHE_PSK_W TH_AES 128 _GCM SHA256 = {0xDO, 0x01}
TLS_ECDHE_PSK_W TH_AES_256_GCM SHA384 = { 0xDO, 0x02}
TLS_ECDHE_PSK_W TH_AES_128_CCM 8_SHA256 = { 0xDO, 0x03}
TLS_ECDHE_PSK_W TH_AES_128_CCM SHA256 = { 0xDO, 0x05}
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The assi gned code points can only be used for TLS 1.2 and DTLS 1. 2.

The ci pher suites defined in this docunent MJUST NOT be negotiated for
any version of (D)TLS other than version 1.2. Servers MJST NOT

sel ect one of these cipher suites when selecting a (D) TLS version
other than version 1.2. A client MIST treat the selection of these
ci pher suites in conbination with a different version of (D)TLS as an
error and generate a fatal 'illegal paraneter’ TLS alert.

G pher suites TLS_AES 128_GCM SHA256, TLS_AES 256_GCM SHA384,
TLS AES 128 CCM 8 SHA256, and TLS AES 128 CCM SHA256 are used to
support equivalent functionality in TLS 1.3 [ RFC8446].

4, | ANA Consi der ati ons

Thi s docunent defines the follow ng new ci pher suites for TLS 1.2 and
DTLS 1.2. The val ues have been assigned in the "TLS G pher Suites"
registry defined by [ RFC8446] and [ RFC8447].

Val ue Descri ption DTLS- K Recommended
{0xDO0, 0x01} TLS ECDHE_PSK_W TH_AES_128_GCM SHA256 Y
{0xDO0, 0x02} TLS ECDHE_PSK_W TH_AES_256_GCM SHA384 Y
{0xDO0, 0x03} TLS ECDHE _PSK W TH_AES_128_CCM 8_SHA256 Y
{0xD0, 0x05} TLS ECDHE_PSK_W TH AES 128 CCM SHA256 Y

5. Security Considerations

The security considerations in TLS 1.2 [RFC5246], DILS 1.2 [RFC6347],
PSK G phersuites for TLS [ RFC4279], ECDHE_PSK [ RFC5489], AES-GCM
[ RFC5288], and AES-CCM [ RFC6655] apply to this document as well

Al'l the cipher suites defined in this docunent provide
confidentiality, nutual authentication, and forward secrecy. The
AES- 128 ci pher suites provide 128-bit security, and the AES-256

ci pher suites provide at |east 192-bit security. However,

AES 128 _CCM 8 only provides 64-bit security agai nst nessage forgery.

The pre-shared keys used for authentication MJST have a security

| evel equal to or higher than the cipher suite used, i.e., at |east
128-bit security for the AES- 128 ci pher suites and at |east 192-bit
security for the AES-256 cipher suites.

GCM or CCM encryption that reuses a nonce with a sane key underm nes

the security of GCMand CCM As a result, GCM and CCM MUST only be
used with a system guaranteei ng nonce uni queness [ RFC5116].
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