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Abst ract

The unification of control and managenment of m crowave radio |ink
interfaces is a precondition for seanm ess nulti-layer networking and
aut onat ed networ k provisioning and operati on.

Thi s docunent describes the required characteristics and use cases
for control and nmanagenment of radio link interface paraneters using a
YANG dat a nodel .

The purpose is to create a franework to identify the necessary
informati on el enents and define a YANG data nodel for control and
managenment of the radio link interfaces in a nicrowave node. Some
parts of the resulting nodel may be generic and could al so be used by
ot her technol ogies, e.g., Ethernet technol ogy.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww rfc-editor.org/info/rfc8432.
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1. Introduction

M crowave radio is a technol ogy that uses high-frequency radi o waves
to provide hi gh-speed wirel ess connections that can send and receive
voi ce, video, and data information. It is a general termused for
systens covering a very large range of traffic capacities, channe
separations, nodul ation formats, and applications over a w de range
of frequency bands from1.4 Gz up to and above 100 GHz

The main application for mcrowave i s backhaul for nobile broadband.
Those networks will continue to be nobderni zed using a conbination of
m crowave and fiber technol ogies. The choice of technol ogy depends

on fiber presence and cost of ownership, not capacity limtations in
m cr owave

Today, mcrowave is already able to fully support the capacity needs
of a backhaul in a radio access network and will evolve to support
multiple gigabits in traditional frequency bands and nore than 10
gigabits in higher-frequency bands with nore bandwi dth. Layer 2 (L2)
Et hernet features are normally an integrated part of mcrowave nodes,
and nore advanced L2 and Layer 3 (L3) features will be introduced
over time to support the evolution of the transport services that

will be provided by a backhaul /transport network. Note that wirel ess
access technol ogi es such as 3/4/5G and W-Fi are not within the scope
of this docunent.

Open and standardi zed interfaces are a prerequisite for efficient
managenent of equiprment fromnultiple vendors, integrated in a single
systemcontroller. This framework addresses managenent and contro

of the radio link interface(s) and their relationship to other
interfaces (typically, Ethernet interfaces) in a mcrowave node. A
radio link provides the transport over the air, using one or severa
carriers in aggregated or protected configurations. Mnaging and
controlling a transport service over a mcrowave node involves both
radio link and packet transport functionality.

Today, there are already nunerous | ETF data nodels, RFCs, and
Internet-Drafts with technol ogy-specific extensions that cover a

| arge part of the L2 and L3 domains. Exanples include |IP Managenent
[ RFC8344], Routing Managenent [RFC8349], and Provider Bridge

[ EEE802. 1Qcp]. These are based on the | ETF YANG data nodel for
Interface Managenent [RFC8343], which is an evolution of the SNWP

| F-M B [ RFC2863] .

Since mcrowave nodes will contain nore and nore L2 and L3 (packet)
functionality that is expected to be nanaged using those nodel s,
there are advantages if radio link interfaces can be nodel ed and
managed using the sane structure and the sane approach. This is
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especially true for use cases in which a mcrowave node i s nmanaged as
one conmmon entity that includes both the radio link and the L2 and L3
functionality, e.g., basic configuration of the node and connecti ons,
centralized troubl eshooting, upgrade, and nmai ntenance. All
interfaces in a node, irrespective of technol ogy, would then be

accessed fromthe same core nodel, i.e., [RFC8343], and coul d be
extended wi th technol ogy-specific paraneters in nodels augnmenting
that core nodel. The rel ationship/connectivity between interfaces

could be given by the physical equipment configuration. For exanple,
the slot where the Radio Link Terminal (nodem is plugged in could be
associated with a specific Ethernet port due to the wiring in the
backpl ane of the system or it could be flexible and therefore
configured via a nanagenment system or controller

o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
| I'nterface [ RFC8343] |
| S + |
| | Ethernet Port | |
| . + |
I \ I
| o e e e e e e oo - + |
| | Radio Link Termnal | |
| S + |
I / \ I
| e + e + |
| | Carrier Term nation | | Carrier Term nation | |
| o e e e e e e oo - + o e e e e e e oo - + |
oo m o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ao - o +

Figure 1: Relationship between Interfaces in a Node

There will always be certain inplenmentations that differ anong
products, so it is practically inpossible to achieve industry
consensus on every design detail. It is therefore inportant to focus

on the paraneters that are required to support the use cases
applicable for centralized, unified, multi-vendor managenent and to
all ow other paraneters to either be optional or be covered by
extensions to the standardi zed nodel. Furthernore, a standard that
allows for a certain degree of freedom encourages innovation and
conpetition, which benefits the entire industry. Thus, it is
important that a radio |ink nanagenent nodel covers all rel evant
functions but also | eaves roomfor product- and feature-specific
ext ensi ons.

Model s are available for microwave radio link functionality:

"M crowave I nformation Model" by the ONF [ONF-MA and "M crowave
Radi o Li nk YANG Data Model s" submitted to and discussed by the CCAMP
Worki ng Group [ CCAMP-MA]. The purpose of this docunment is to reach
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consensus within the industry around one conmon approach with respect
to the use cases and requirenments to be supported, the type and
structure of the nodel, and the resulting attributes to be included.
Thi s docunent describes the use cases, requirenents, and expected
characteristics of the nodel. It also includes an analysis of how
the nodels in the two ongoing initiatives fulfill these expectations
and recomendati ons for what can be reused and what gaps need to be
filled by a new and evol ved nodel ("A YANG Data Model for M crowave
Radi o Link" by the IETF [I ETF-MA).

1.1. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy and Definitions

M crowave radio: a termcomonly used for technol ogi es that operate
in both microwave and millinmeter wavel engths and in frequency
bands from1.4 Gz up to and beyond 100 GHz. In traditiona
bands, it typically supports capacities of 1-3 Gops; in the 70/80
GHz band, it supports up to 10 Gops. Using multi-carrier systens
operating in frequency bands with w der channels, the technol ogy
wi Il be capable of providing capacities of up to 100 Ghps.

M crowave radi o technology: w dely used for point-to-point
t el ecommuni cati ons because its small wavel ength all ows
conveniently sized antennas to direct radi o waves in narrow beans
and its comparatively higher frequencies allow broad bandw dth and
hi gh data-transm ssion rates. It is used for a broad range of
fixed and nobil e services, including high-speed, point-to-point
wi rel ess | ocal area networks (W.ANs) and broadband access.

The ETSI EN 302 217 series defines the characteristics and

requi renents of mcrowave equi pnent and antennas. In particular,
ETSI EN 302 217-2 [EN302217-2] specifies the essential paraneters
for the systens operating froml.4 Giz to 86 GHz.

Carrier Termination and Radio Link Terminal: two concepts defined to
support nodeling of microwave radio |link features and paraneters
in a structured yet sinple manner.

* Carrier Termnation: an interface for the capacity provided

over the air by a single carrier. It is typically defined by
its transnmitting and receiving frequencies.
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* Radio Link Terminal: an interface providing Ethernet capacity
and/or Tine Division Miultiplexing (TDM capacity to the

associ ated Ethernet and/or TDMinterfaces in a node. It is
used for setting up a transport service over a microwave radio
I'ink.

Figure 2 provides a graphical representation of the Carrier
Term nation and Radi o Link Term nal concepts.

R Radio Link --------- \

Near End Far End
oo + oo +
Radi o Link | | Radio Link
Term nal | | Term nal

I
(Protected or Bonded)

I I
I I
I I
I I
I I
[ R + | [ R + |
| || carrier A | 1
| | Carrier | |<--------- > | Carrier | |
| | Term nation| | | | Term nation| |
ETH---| | | | | | | |----ETH
[ R + | [ R + |
TDM - - - | | | | ----TDM
| o m e e e - +| | o m e e e - +|
| || carrier B | o
| | Carrier | |<--------- > | Carrier | |
| | Term nation| | | | Term nation| |
| | || | | ||
[ R + | [ R + |
I I I I
T + T +
\--- Mcrowave Node ---/ \--- Mcrowave Node ---/

Figure 2: Radio Link Terminal and Carrier Term nation

Sof t war e- Defi ned Networking (SDN): an architecture that decouples
the network control and forwardi ng functions, enabling the network
control to become directly programrabl e and the underlying
infrastructure to be abstracted for applications and network
services. SDN can be used for automation of traditional network
managenent functionality using an SDN approach of standardized
programmuabl e i nterfaces for control and managenent [ RFC7426].
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3.

3.

3.

Approaches to Manage and Control Radio Link Interfaces

This framework addresses the definition of an open and standardi zed
interface for radio link functionality in a mcrowave node. The
application of such an interface used for managenent and control of
nodes and networks typically varies fromone operator to another in
terms of the systems used and how they interact. Possible approaches
i ncl ude using a Network Managenment System (NVS), Software-Defined
Net wor ki ng (SDN), or sone conbination of the two. As there are stil
many networ ks where the NMS is inplenented as one conponent/interface
and the SDN controller is scoped to control-plane functionality as a
separate conponent/interface, this docunent does not preclude either
model .  The aimof this docunent is to provide a framework for

devel opment of a common YANG data nodel for both managenment and
control of mcrowave interfaces

1. Network Managenent Sol utions

The cl assic network managenent sol utions, with vendor-specific domain
managemnent combi ned with cross-donmain functionality for service
managenent and anal ytics, still dom nate the market. These sol utions
are expected to evolve and benefit from an increased focus on
standardi zati on by sinplifying multi-vendor nmanagenent and renovi ng
the need for vendor- or domai n-specific nanagement.

2. Sof t war e- Def i ned Net wor ki ng

One of the main drivers for applying SDN from an operator perspective
is sinmplification and automati on of network provisioning as well as
end-to-end network service nanagenent. The vision is to have a

gl obal view of the network conditions spanning different vendors

equi prrent and nul tiple technol ogi es.

If nodes fromdifferent vendors are managed by the same SDN
controller via a node nanagenent interface without the extra effort
of introducing internmedi ate systens, all nodes nust align their node
managenment interfaces. Hence, an open and standardi zed node
managenment interface is required in a nulti-vendor environment. Such
a standardi zed i nterface enabl es unified managenent and configuration
of nodes fromdifferent vendors by a common set of applications.

In addition to SDN applications for configuring, managing, and
controlling the nodes and their associated transport interfaces
(including the L2 Ethernet, L3 IP, and radio interfaces), there are
also a large variety of nore advanced SDN applications that can be
utilized and/ or devel oped.
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A potentially flexible approach for operators is to use SDNin a
logically controlled way, managi ng the radio |links by selecting a
predefi ned operation node. The operation node is a set of |ogica
metrics or paraneters describing a conplete radio link configuration,
such as capacity, availability, priority, and power consunption.

An exanmpl e of an operation node table is shown in Figure 3. Based on
its operation policy (e.g., power consunption or traffic priority),
the SDN controller selects one operation node and transl ates that
into the required configuration of the individual paraneters for the
Radi o Link Terminals and the associated Carrier Term nations.

I R —— S . S oo +
| I'D|Description | Capacity | Avai l ability | Priority | Power

Fom e e e R S R R +
| 1 |H gh capacity | 400 Mops | 99.9% | Low | Hhgh |
Focmaeemiiaaaaiaas S TR . S S +
| 2 |H gh avail - | 100 Mops | 99.999% | High | Low |
I | ability I I I I I
Fom e e e e oo - Fomm e oo - o m e e e oo - N Fom e e - - +

Figure 3: Exanple of an Operation Mde Tabl e

An operation node bundl es together the values of a set of different
paraneters. How each operation node maps a certain set of attributes
is out of the scope of this docunent.

4, Use Cases

The use cases described should be the basis for identifying and
defining the paraneters to be supported by a YANG data nodel for
managenent of radio links that will be applicable to centralized,
uni fied, multi-vendor managenent. The use cases invol ve
configurati on managenent, inventory, status and statistics,
performance nmanagenent, fault managenent, and troubl eshooti ng and
root cause anal ysis.

O her product-specific use cases, e.g., addressing installation or

on-site troubl eshooting and fault resolution, are outside the scope
of this framework. |If required, these use cases are expected to be
supported by product-specific extensions to the standardi zed nodel .
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4.

1.

Confi gurati on Managenent

Confi gurati on managenent involves configuring a Radio Link Term nal,
the constituent Carrier Term nations, and, when applicable, the
relationship to | PPEthernet and TDM i nterfaces

(0]

Understand the capabilities and linitations

Exchange of information between a nanager and a device about the
capabilities supported and specific limtations in the paraneter
val ues and enunerations that can be used.

Exanpl es of information that could be exchanged include the
maxi mum nmodul ati on supported and support (or |ack of support) for
the Cross Polarization Interference Cancellation (XPIC) feature.

Initial Configuration

Initial configuration of a Radio Link Term nal, enough to

establish Layer 1 (L1) connectivity to an associ ated Radi o Link
Terminal on a device at the far end over the hop. It may also
i nclude configuration of the relationship between a Radi o Link
Terminal and an associated traffic interface, e.g., an Ethernet
interface, unless that is given by the equi prent configuration

Frequency, nodul ation, coding, and output power are exanpl es of
paraneters typically configured for a Carrier Term nation and type
of aggregation/bonding or protection configurations expected for a
Radi o Li nk Ter m nal

Radi o link reconfiguration and optim zation

Reconfi guration, update, or optimzation of an existing Radi o Link
Terminal. CQutput power and nodul ation for a Carrier Term nation
as well as protection schemas and activati on/ deactivati on of
carriers in a Radio Link Terminal are exanples on paraneters that
can be reconfigured and used for optimzation of the performance
of a network.

Radi o link | ogical configuration

Radi o Link Terminals configured to include a group of carriers are
wi dely used in mcrowave technol ogy. There are several kinds of
groups: aggregation/bonding, 1+1 protection/redundancy, etc. To
avoi d configuration on each Carrier Termination directly, a

| ogi cal control provides flexible managenent by mapping a | ogica
configuration to a set of physical attributes. This could also be
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applied in a hierarchical SDN environment where sonme domain
controllers are | ocated between the SDN controller and the Radio
Li nk Ter m nal

4.2. Inventory

0 Retrieve logical inventory and configuration from device

Request from nanager and response by device with information about
radio interfaces, e.g., their constitution and configuration.

0 Retrieve physical/equipnent inventory from device

Request from nanager about physical and/or equi pment inventory
associ ated with the Radio Link Term nals and Carrier Term nations.

4.3. Status and Statistics
0 Actual status and perfornmance of a radio link interface
Manager requests and device responds with information about actua
status and statistics of configured radio link interfaces and
their constituent parts. |It's inportant to report the effective
bandwi dth of a radio link since it can be configured to
dynani cal | y adj ust the nodul ati on based on the current signa
condi tions.
4. 4. Performance Managenent
o Configuration of historical performance nmeasurenents

Configuration of historical performance nmeasurements for a radio
link interface and/or its constituent parts. See Section 4.1

0 Collection of historical performance data
Col l ection of historical performance data in bul k by the manager
is a general use case for a device and not specific to a radio
l'ink interface.
Col l ection of an individual counter for a specific interval is in

sonme cases required as a conplenent to the retrieval in bulk as
descri bed above.
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4.5.

Ahl

Faul t Managenent
o0 Configuration of alarmreporting

Configuration of alarmreporting associated specifically with
radio interfaces, e.g., configuration of alarmseverity, is a
subset of the configuration use case to be supported. See
Section 4.1.

o Al arm nanagenent

Al arm synchroni zati on, visualization, handling, notifications, and
events are generic use cases for a device and should be supported
on aradio link interface. There are, however, radio-specific
alarns that are inportant to report. Signal degradation of the
radio link is one exanple.

Troubl eshooting and Root Cause Anal ysis

Provi de informati on and suggest actions required by a manager/
operator to investigate and understand the underlying issue to a
problemin the performance and/or functionality of a Radio Link
Termi nal and the associated Carrier Term nations.

Requi rement s

For managi ng a m crowave node including both the radio Iink and the
packet transport functionality, a unified data nodel is desired to
unify the nodeling of the radio link interfaces and the L2/L3
interfaces using the sanme structure and the sane nodel i ng approach
If sone part of the nodel is generic for other technol ogy usage, it
shoul d be clearly stated.

The purpose of the YANG data nodel is for managenent and control of
the radio link interface(s) and the rel ationship/connectivity to
other interfaces, typically to Ethernet interfaces, in a mcrowave
node.

The capability of configuring and managi ng nmi crowave nodes i ncl udes
the follow ng requirenents for the nodel

1. It MJIST be possible to configure, nmanage, and control a Radio
Li nk Terninal and the constituent Carrier Term nations.

A.  Configuration of frequency, channel bandw dth, nodul ati on,

coding, and transnitter output power MJST be supported for a
Carrier Term nation
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B. A Radio Link Term nal MJST configure the associated Carrier
Term nations and the type of aggregation/bonding or
protection configurations expected for the Radio Link
Ter m nal

C. The capability (e.g., the maxi mum nodul ati on supported) and
the actual status/statistics (e.g., adm nistrative status of
the carriers) SHOULD al so be supported by the data nopdel

D. The definition of the features and paraneters SHOULD be based
on established m crowave equi pnent and radi o standards, such
as ETSI EN 302 217 [EN302217-2], which specifies the
essential paraneters for microwave systens operating from1l.4
GHz to 86 Gz.

2. It MJST be possible to map different traffic types (e.g., TDM and
Et hernet) to the transport capacity provided by a specific Radio
Li nk Terni nal

3. 1t MJST be possible to configure and collect historica
measurenents (for the use case described in Section 4.4) to be
performed on a radio link interface (e.g., mninmm naxi mum
average transmt power, and received level in dBn.

4. 1t MJST be possible to configure and retrieve alarns reporting
associated with the radio interfaces (e.g., configuration fault,
signal lost, nodemfault, and radio fault).

6. Gap Analysis on Mdels

The purpose of the gap analysis is to identify and recomrend what
model s to use in a mcrowave device to support the use cases and
requirenents specified in the previous sections. This docunent also
makes a recomrendation for how the gaps not supported should be
filled, including the need for devel opnent of new nodels and

evol ution of existing nbdels and docunents.

Model s are available for mcrowave radio link functionality:

"M crowave Information Mddel"” by the ONF [ ONF- MA and "M crowave
Radi o Li nk YANG Data Mddel s" submtted to and discussed by the CCAMP
Worki ng Group [ CCAMP-MA]. The analysis in this docunent takes these
initiatives into consideration and nakes a reconmendati on on how to
use and conplenment themin order to fill the gaps identified.

For generic functionality, not functionality specific to radio |ink,

the anmbition is to refer to existing or energing nodels that could be
applicable for all functional areas in a mcrowave node.
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6.1. Mcrowave Radio Link Functionality

[ONF-CIM defines a CoreMdel of the ONF Common | nformation Model .
An information nodel describes the things in a domain in terns of
obj ects, their properties (represented as attributes), and their
rel ationships. The ONF information nmodel is expressed in Unified
Model i ng Language (UML). The ONF CorelMbdel is independent of
speci fic data-pl ane technol ogy. The technol ogy-specific content,
acquired in a runtine solution via "filled in" cases of

speci fication, augnents the CoreMddel by providing a forwarding
technol ogy-specific representation

| ETF data nodel s define inplenentations and protocol -specific
details. YANG is a data nodeling | anguage used to nodel the
configuration and state data. [RFC8343] defines a generic YANG data
nodel for interface nanagenent that doesn’t include technol ogy-
specific information. To describe the technol ogy-specific

i nformati on, several YANG data nodel s have been proposed in the | ETF
to augnent [ RFC8343], e.g., the data nodel defined in [RFC8344]. The
YANG dat a nodel is a popul ar approach for nmodeling interfaces for
many packet transport technologies and is thereby well positioned to
becone an industry standard. In light of this trend, [CCAMP-MN
provi des a YANG data nodel proposal for radio interfaces that is well
aligned with the structure of other technol ogy-specific YANG data
nmodel s augnenti ng [ RFC8343].

[ RFC3444] explains the difference between Information Mdels (IMs)
and Data Models (DMs). An I M nodels managed objects at a conceptua
| evel for designers and operators, while a DMis defined at a | ower

| evel and includes many details for inplenmenters. In addition, the
protocol -specific details are usually included in a DM Since
conceptual nodels can be inplenented in different ways, nultiple DMVs
can be derived froma single I M

It is recommended to use the structure of the nodel described in

[ CCAMP-MA] as the starting point, since it is a data nodel providing
the wanted alignnent with [RFC8343]. To cover the identified gaps,

it is reconmended to define new | eaf s/ parameters and include those in
the new nodel [IETF-MA while taking reference from[ONF-CIM. It is
al so reconmended to add the required data nodes to describe the
interface layering for the capacity provided by a Radio Link Term na
and the associated Ethernet and TDMinterfaces in a nicrowave node
The principles and data nodes for interface |layering described in

[ RFC8343] shoul d be used as a basis.
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6.2. Ceneric Functionality

For generic functionality, not functionality specific to radio |inks,
the recomendation is to refer to existing RFCs or energing Internet-
Drafts according to Figure 4. "[IETF-MA" is used in Figure 4 for
the cases where the functionality is recommended to be included in
the new nodel [|IETF-MA as described in Section 6.1.

1. Fault Managenent

Al arm Configuration

[ 1 ETF- M

Alarm Noti fications/ [ YANG ALARM

Synchr oni zat i on

2. Performance Managenent

I I I
| | |
| Per f or mance Confi gurati on/ | [IETF-MA |
| Activation | |
I I I
I I I

Per f or mance Col | ecti on

| 3. Physical / Equi pment | nventory | [ RFC3348] |

Fi gure 4. Recommendation for How to Support Generic Functionality

M crowave-specific alarm configurations are recommended to be
included in the new nodel [IETF-MAN and coul d be based on what is
supported in the nodels described in [ONF-MN and [ CCAMP-MA. Alarm
notifications and synchroni zation are general and are recomended to
be supported by a generic nodel, such as [ YANG ALARM .

Activation of interval counters and thresholds could be a generic
function, but it is reconmended to be supported by the new nodel
[TETF-MN. It can be based on the nodels described in [ ONF-MA and
[ CCAMP- MA] .

Col l ection of interval/historical counters is a generic function that
needs to be supported in a node. File-based collection via the SSH
File Transfer Protocol (SFTP) and collection via NETCONF/ YANG
interfaces are two possible options; the recommendation is to include
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support for the latter in the new nodel [IETF-MA. The nodels
described in [ONF-MA and [ CCAMP- MAI can al so be used as a basis in
this area.

Physi cal and/or equi pnent inventory associated with the Radi o Link
Terminals and Carrier Terninations is recommended to be covered by a
generic nodel for the conplete node, e.g., the nodel defined in

[ RFC8348]. It is thereby outside the scope of the new node

[ ETF- MW .
6.3. Summary

The concl usi ons and recomendati ons fromthe anal ysis can be
summari zed as foll ows:

1. A new YANG data nodel for radio link [IETF-MN shoul d be defined
wi th enough scope to support the use cases and requirenments in
Sections 4 and 5 of this docunent.

2. Use the structure of the nodel described in [ CCAMP-MAl as the
starting point. It augments [RFC38343] and is thereby as required
aligned with the structure of the nodels for managenent of the L2
and L3 domai ns.

3. Use established mcrowave equi pnent and radi o standards (such as
[ EN302217-2], the nodel described in [ CCAMP-MA, and the node
described in [ONF-MAI) as the basis for the definition of the
detailed | eafs/ parameters to support the specified use cases and
requi renents, proposing new ones to cover identified gaps.

4. Add the required data nodes to describe the interface |ayering
for the capacity provided by a Radio Link Terninal and the
associ ated Ethernet and TDM i nterfaces, using the principles and
data nodes for interface layering described in [RFC8343] as a
basi s.

5. Include support for configuration of m crowave-specific alarns in
the new YANG data nodel [IETF-MAl and rely on a generic node
such as [ YANG ALARM for notifications and al arm synchroni zati on

6. Use a generic nodel such as [RFC8348] for physical/equi pnent
i nventory.
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7

9

9

Security Considerations

The configuration informati on nmay be consi dered sensitive or

vul nerabl e in network environnents. Unauthorized access to
configurati on data nodes can have a negative effect on network
operations, e.g., interrupting the ability to forward traffic or
increasing the interference |l evel of the network. The status and
inventory reveal some network information that could be very hel pfu
to an attacker. A malicious attack to that information may result in
a |l oss of customer data. Security issues concerning the access
control to managenent interfaces can be generally addressed by

aut henti cation techniques providing origin verification, integrity,
and confidentiality. In addition, managenent interfaces can be
physically or logically isolated by configuring themto be only
accessi bl e out-of-band, through a systemthat is physically or
logically separated fromthe rest of the network infrastructure. In
cases where managenent interfaces are accessible in-band at the
client device or within the nicrowave transport network donain,
filtering or firewalling techniques can be used to restrict

unaut hori zed in-band traffic. Additionally, authentication

techni ques may be used in all cases.

This framework describes the requirenents and characteristics of a
YANG dat a nodel for control and managenent of the radio |ink
interfaces in a microwave node. It is supposed to be accessed via a
managenment protocol with a secure transport |ayer, such as NETCONF

[ RFC6241] .

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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