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Representing DNS Messages in JSON
Abst r act

Sone applications use DNS nmessages, or parts of DNS nmessages, as
data. For exanple, a systemthat captures DNS queries and responses
m ght want to be able to easily search them w t hout having to decode
the nessages each tine. Another exanple is a systemthat puts
together DNS queries and responses from nmessage parts. This docunent
describes a general format for DNS nessage data in JSON. Specific
profiles of the format in this document can be described in other
docunents for specific applications and usage scenari os.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8427
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1.

1.

I nt roducti on

The DNS nessage format is defined in [RFCL035]. DNS queries and DNS
responses have exactly the sane structure. Many of the field nanes
and data type nanmes given in [ RFC1035] are comonly used in

di scussions of DNS. For exanple, it is conmon to hear things |ike
"the query had a QNAME of ’'exanple.com " or "the RDATA has a sinple
structure"

There are hundreds of data-interchange formats for serializing
structured data. Currently, JSON [RFC8259] is quite popular for many
types of data, particularly data that has named subfiel ds and
optional parts.

Thi s docunent uses JSON to describe DNS nessages. It al so defines
how to describe a paired DNS query and response and how to stream DNS
obj ect s.

1. Design of the Format

There are many ways to design a data format. This docunent uses a
speci fic design nmethodol ogy based on the DNS format.

0o The format is based on JSON objects in order to allow a witer to
i nclude or exclude parts of the format at will. No object nenbers
are ever required.

o This format is purposely overly general. A protocol or
application that uses this format is expected to use only a subset
of the itens defined here; it is expected to define its own
profile fromthis format.

o The format allows transformation through JSON that would permt
re-creation of the wire content of the nmessage.

o Al menbers whose values are always 16 bits or shorter are
represented by JSON nunbers with no nminus sign, no fractional part
(except in fields that are specifically noted below), and no
exponent part. One-bit values are represented as JSON numnbers
whose values are either 0 or 1. See Section 6 of [RFC8259] for
nmore detail on JSON nunbers.

0 The JSON representation of the objects described in this docunent
is limted to the UTF-8 codepoints from W0000 to W+007F. This is
done to prevent an attenpt to use a different encoding such as
UTF-8 for octets in nanmes or data.
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(0]

Items that have string val ues can have "HEX' appended to their
nanes to indicate a non-ASCI|I encodi ng of the value. Names that
end in "HEX'" have values stored in basel6 encoding (hex with
uppercase letters) defined in [RFC4648]. This is particularly
useful for RDATA that is binary.

Al field names in this format are used as in [RFCL035], including
their capitalization. Names not defined in [ RFCL035] generally
use "canel case".

The sane data nay be represented in nultiple object nmenbers
multiple tines. For exanple, there is a nmenber for the octets of
the DNS nessage header, and there are menbers for each named part
of the header. A nmessage object can thus inadvertently have

i nconsi stent data, such as a header nenber whose val ue does not
mat ch the value of the first bits in the entire nmessage nenber.

It is acceptable that there are multiple ways to represent the
same data. This is done so that application designers can choose
what fields are best for them and even so that they are able to
allow nultiple representations. That is, there is no "better” way
to represent DNS data, so this design doesn't prefer specific
representations.

The design explicitly allows for the description of malforned DNS
messages. This is inportant for systens that are |oggi ng nmessages
seen on the wire, particularly messages that m ght be used as part
of an attack. A few exanples of malforned DNS nessages i ncl ude:

* a resource record (RR) that has an RDLENGTH of 4 but an RDATA
whose length is longer than 4 (if it is the last RRin a
message)

* a DNS nessage whose QDCOUNT is O

* a DNS nessage whose ANCOUNT is large but there are insufficient
bytes after the header

* a DNS nessage whose length is less than 12 octets, neaning it
doesn’t even have a full header

An object in this format can have zero or nore of the nenbers
defined here; that is, no nmenbers are required by the format
itself. Instead, profiles that use this format m ght have

requi renents for mandatory nenbers, optional nenbers, and

prohi bited nenbers fromthe format. Also, this format does not
prohibit nenbers that are not defined in this format; profiles of
the format are free to add new nenbers in the profile.
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2

o0 This docunent defines DNS nessages, not the zone files described
in [RFCL035]. A different specification could be witten to
extend it to represent zone files. Note that DNS zone files all ow
escapi ng of octet values using "\DDD' notation, but this
specification does not allow that; when encoding froma zone file
to this JSON format, you need to do a conversion for nmany types of
val ues.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all

capital s, as shown here

JSON Format for DNS Messages

The following gives all of the menbers defined for a DNS nessage. It
is organi zed approximately by |levels of the DNS nmessage.

1. Message Object Menbers

o0 ID- Integer whose value is 0 to 65535

0 R - Bool ean

0 Opcode - Integer whose value is 0 to 15

0 AA - Bool ean

o TC - Bool ean

o RD - Bool ean

0 RA - Bool ean

0 AD - Bool ean

o CD - Bool ean

0 RCODE - Integer whose value is 0 to 15

0 QDCOUNT - Integer whose value is 0 to 65535
0 ANCOUNT - Integer whose value is 0 to 65535

0 NSCOUNT - |nteger whose value is 0 to 65535
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0 ARCOUNT - Integer whose value is 0 to 65535

0 ONAME - String of the nane of the first Question section of the
message; see Section 2.6 for a description of the contents

0 conpressedQNAME - (bj ect that describes the name with two optiona
val ues: "isConpressed” (with a value of 0 for no and 1 for yes)
and "length" (with an integer giving the length in the nmessage)

0 QIYPE - Integer whose value is 0 to 65535, of the QTYPE of the
first Question section of the nessage

0 QIYPEnane - String whose value is fromthe | ANA "Resource Record
(RR) TYPEs" registry or has the format in [RFC3597]; this is case
sensitive, so "AAAA', not "aaaa"

0 QCLASS - Integer whose value is 0 to 65535, of the QCLASS of the
first Question section of the nessage

0 (QCLASShane - String whose value is "IN, "CH', or "HS' or that has
the format in [ RFC3597]

0 questionRRs - Array of zero or nore resource records or rrSet
objects in the Question section

o0 answerRRs - Array of zero or nore resource records or rrSet
objects in the Answer section

0 authorityRRs - Array of zero or nore resource records or rrSet
objects in the Authority section

0o additional RRs - Array of zero or nmore resource records or rr Set
objects in the Additional section
Resource Record Object Menbers

A resource record is represented as an object with the follow ng

menbers.

o0 NAME - String of the NAME field of the resource record; see

Section 2.6 for a description of the contents

conmpressedNAMVE - Obj ect that describes the name with two optiona
val ues: "isConpressed” (with a value of 0 for no and 1 for yes)
and "length" (with an integer giving the length in the nessage)

TYPE - Integer whose value is 0 to 65535
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o TYPEnanme - String whose value is fromthe | ANA "Resource Record
(RR) TYPEs" registry or has the format in [RFC3597]; this is case
sensitive, so "AAAA', not "aaaa"

0 CLASS - Integer whose value is 0 to 65535

0 CLASSname - String whose value is "IN, "CH', or "HS' or has the
format in [ RFC3597]

o TTL - Integer whose value is -2147483648 to 2147483647 (it wll
only be 0 to 2147483647 in nornal circunstances)

0 RDLENGTH - Integer whose value is 0 to 65535. Applications using
this format are unlikely to use this value directly, and instead
cal cul ate the value fromthe RDATA

0 RDATAHEX - Hex-encoded string (basel6 encodi ng, described in
[ RFC4648]) of the octets of the RDATA field of the resource
record. The data in sone conmon RDATA fields are al so descri bed
in their own nenbers; see Section 2.3

0 rrSet - List of objects that have RDLENGTH and RDATA nenbers

A Question section can be expressed as a resource record. Wen doing
so, the TTL, RDLENGTH, and RDATA nenbers make no sense.

2.3. Specific RDATA Field Menbers
The foll owi ng are common RDATA types and how to specify themas JSON
menbers. The name of the nenmber contains the name of the RDATA type.
The data type for each of these nenbers is a string. Each nane is
prefaced with "rdata" to prevent a name collision with fields that
m ght |ater be defined that have the same nanme as the raw type nane.
o rdataA - |Pv4 address, such as "192.168. 33. 44"

o rdataAAAA - | Pv6 address, such as "fe80::a65e: 60ff:fed6: 8aaf", as
defined in [ RFC5952]

0 rdataCNAME - A donmin nane
0 rdataDNAME - A donmin name
o rdataNS - A donmai n nane

0o rdataPTR - A domai n name

o rdataTXT - A text val ue
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In addition, each of the follow ng nmenbers has a value that is a
space-separated string that matches the display format definition in
the RFC that defines that RDATA type. It is not expected that every
receiving application will know how to parse these val ues.

r dat aCDNSKEY, rdataCDS, rdataCSYNC, rdataDNSKEY, rdataH P,
r dat al PSECKEY, rdat aKEY, rdataMX, rdataNSEC, rdataNSECS,
r dat aNSEC3PARAM r dat aOPENPGPKEY, rdataRRSI G rdataSM MEA, rdat aSPF
rdat aSRV, rdataSSHFP, rdataTLSA

2.4. The Message and Its Parts as Cctets
The foll owi ng can be nmenbers of a nmessage object. These menbers are
all encoded in basel6 encoding, described in [RFC4648]. All these
items are strings.
0 nessageCctetsHEX - The octets of the nessage

0 headerCctetsHEX - The first 12 octets of the nmessage (or fewer, if
the message i s truncated)

0 questionCctetsHEX - The octets of the Question section
0 answerCctetsHEX - The octets of the Answer section
0 authorityCOctetsHEX - The octets of the Authority section
0 additional CctetsHEX - The octets of the Additional section
The following can be a nmenber of a resource record object.
0 rrCctetsHEX - The octets of a particular resource record
The itens in this section are useful in applications to canonically
reproduce what appeared on the wire. For exanple, an application
that is converting wire-format requests and responses mnight do
deconpressi on of nanes, but the systemreading the converted data nmay
want to be sure the deconpressi on was done correctly. Such a system
woul d need to see the part of the nessage where the deconpressed
| abel s resided, such as in one of the itens in this section

2.5. Additional Message Object Menbers
The followi ng are nmenbers that m ght appear in a nmessage object:
0 dateString - The date that the nessage was sent or received, given

as a string in the standard format described in [ RFC3339] and
refined by Section 3.3 of [RFC4287].

Hof f man I nf or mat i onal [ Page 8]



RFC 8427 DNS in JSON July 2018

2

6

0 dateSeconds - The date that the nessage was sent or received,
given as a JSON nunber that is the nunber of seconds since
1970-01-01T00: 00Z in UTC time; this nunber can be fractional
Thi s nunber nust have no minus sign, can have an optiona
fractional part, and can have no exponent part.

0 coment - An unstructured comment as a string.
Nane Fi el ds

Nanes are represented by JSON strings. The rules for how nanes are
encoded are described in Section 1.1. (To recap: it is limted to
the UTF-8 codepoints from U+0000 to WO07F.) The contents of these
fields are always unconpressed; that is, after [RFCL035], name
conpr essi on has been renoved.

There are two encodi ngs for nanes:

o |If the nenber name does not end in "HEX', the value is a donmain
nane encoded as DNS | abel s consisting of UTF-8 codepoints from
U+0000 to WO07F. Wthin a |abel, codepoints above U+O07F and the
codepoi nt U+002E (ASCI| period) MJST be expressed using JSON s
escaping rules within this set of codepoints. Separation between
labels is indicated with a period (codepoint U+002E)
Internationalized Domain Nane (IDN) |abels are always expressed in
their A-label form as described in [ RFC5890].

o |If the nenber name ends in "HEX', the value is the wire format for
an entire domain nane stored in basel6 encoding, which is
described in [ RFC4648] .

JSON Format for a Paired DNS Query and Response

A paired DNS query and response is represented as an object. Two
optional nenbers of this object are naned "queryMessage" and
"responseMessage”, and each has a value that is a nmessage object.
Thi s design was chosen (as conpared to the nore obvious array of two
val ues) so that a paired DNS query and response coul d be
differentiated froma stream of DNS nmessages whose | ength happens to
be two.

Stream ng DNS Obj ects

Stream ng of DNS objects is performed using JSON text sequences
[ RFC7464] .
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5. Exanpl es
5.1. Exanple of the Format of a DNS Query

The following is an exanple of a query for the A record of
exanpl e. com

{ "ID: 19678, "QR': 0, "Opcode": O,
"AA": 0, "TC': 0, "RD': 0, "RA": 0, "AD': 0, "CD': 0, "RCODE": O
"QDCOUNT": 1, "ANCOUNT": 0, "NSCOUNT": 0, "ARCOUNT": 0,
"QNAMVE": "exanpl e.cont, "QTYPE"': 1, "QCLASS': 1

}

As stated earlier, all menbers of an object are optional. This
exanpl e obj ect could have one or nore of the follow ng nenbers as
wel |

"answer RRs": []

"authorityCct et sHEX": ""

"coment": "Sonething pithy goes here”

"dat eSeconds": 1408504748. 657783
"header Cct et sHEX": " 4CDEO0000001000000000000"
"QNAMEHEX": " 076578616D706C6503636F6D00" ,
"conpressedONAME": { "isConpressed": 0 },
"messageCct et sHEX":

" 4CDE0O0000001000000000000076578616D706C6503636F6D0000010001"
"questionCctet sHEX": "076578616D706C6503636F6D0000010001"
"questionRRs": [ { "NAMEHEX": "076578616D706C6503636F6D00",

"TYPE": 1, "CLASS"': 1, "host NAME" : "exanple.com" } ]
"questionRRs": [ { "NAME"': "exanple.com", "TYPE": 1,
"CLASS": 1, } ]

(Note that this is an inconplete |list of what else could be in the
obj ect.)
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5.2. Exanple of the Format of a Paired DNS Query and Response

The following is a paired DNS query and response for a query for the
A record of exanple.com

{
"queryMessage": { "ID': 32784, "QR': 0, "Opcode": 0, "AA": 0,
"TC': 0, "RD': 0, "RA": 0, "AD': 0, "CD': O,
"RCODE": 0, "QDCOUNT": 1, "ANCOUNT": O,
"NSCOUNT": 0, "ARCOUNT": O,
"QNAME": "exanpl e.com ",
"QTYPE": 1, "QCLASS': 1},
"responseMessage”: { "ID': 32784, "QR': 1, "AA": 1, "RCODE": O,
"QDCOUNT": 1, "ANCOUNT": 1, "NSCOUNT": 1,
" ARCOUNT": 0,
"answer RRs": [ { "NAME": "exanple.com",
"TYPE": 1, "CLASS"': 1,
"TTL": 3600,
" RDATAHEX": " C0000201" 1},
{ "NAME": "exanple.com",
"TYPE": 1, "CLASS': 1,
"TTL": 3600,
"RDATAHEX": " CO00AA01" } ],
"authorityRRs": [ { "NAME": "ns.exanple.com",
"TYPE": 1, "CLASS": 1,
"TTL": 28800,
"RDATAHEX": "CB007181" } ]
}
}

The Answer section could instead be given with an rrSet:

"answer RRs": [ { "NAME': "exanple.com",
"TYPE': 1, "CLASS': 1,
"TTL": 3600,
"rrSet": [ { "RDATAHEX': "(C0000201" },
{ "RDATAHEX': "COO0AAO1" } 1 } 1.

(Note that this is an inconplete |list of what else could be in the
Answer section.)
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Local Format Policy
Systens using the format in this document will |ikely have policy
about what nust be in the objects. Those policies are outside the
scope of this docunent.

For exanpl e, passive DNS systens such as those described in

[ PASSI VE- DNS] cover just DNS responses. Such a system night have a
policy that nakes QNAME, QTYPE, and answer RRs nandatory. That
docunent al so describes two mandatory tines that are not in this
format, so the policy would possibly al so define those nenbers and
make them nmandatory. The policy could al so define additional nenbers
that m ght appear in a record
As anot her exanple, a programthat uses this format for configuring
what a test client sends on the wire m ght have a policy of "each
record object can have as few nenbers as it wants; all unstated
menbers are filled in from previous records".

I ANA Consi derations
1. Media Type Registration of application/dns+json
Type name: application

Subt ype nane: dns+j son

Required paraneters: N A

Optional paranmeters: NA

Encodi ng consi derations: Encoding considerations are identical to
those specified for the "application/json" nedia type.

Security considerations: This docunent specifies the security
consi derations for the fornmat.

Interoperability considerations: This docunent specifies format of
conform ng nessages and the interpretation thereof.

Publ i shed specification: This docunent

Applications that use this nedia type: Systens that want to exchange
DNS nmessages

Fragrment identifier considerations: None
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Addi tional infornmation:
Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA

File extension(s): This document uses the nedia type to refer to
prot ocol nessages and thus does not require a file extension.

Maci ntosh file type code(s): NA

Person & email address to contact for further information:
Paul Hof f man, paul . hoffman@ cann. org

I ntended usage: COMMVON

Restrictions on usage: NA

Aut hor: Paul Hof fman, paul . hoffnman@ cann. org

Change controller: Paul Hoffman, paul.hoffmn@ cann. org
8. Security Considerations

As described in Section 1.1, a nmessage object can have inconsistent
data, such as a nmessage with an ANCOUNT of 1 but that has either an
enpty answerRRs array or an answerRRs array that has two or nore RRs.
O her exanpl es of inconsistent data woul d be resource records whose
RDLENGTH does not match the length of the decoded value in the
RDATAHEX menber, a record whose various header fields do not match
the val ue in headerCctetsHEX, and so on. A reader of this format
must never assune that all of the data in an object are all

consi stent with each other.

Thi s docunent describes a format, not a profile of that format. Lack
of profile can lead to security issues. For exanple, if a system has
a filter for JSON representati ons of DNS packets, that filter needs
to have the sanme semantics for the output JSON as the consumer has.
Unl ess the profile is quite tight, this can | ead to the producer
being able to create fields with different contents (using the HEX
and regular formats), fields with nmal forned | engths, and so on.

Nunbers in JSON do not have any bounds checking. Thus, integer
values in a record nmight have invalid values, such as an ID field
whose value is greater than or equal to 27216, a (R field that has a
val ue of 2, and so on.
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9.

10.

10.

Privacy Considerations

The val ues that can be contained in this format may contain privacy-
sensitive information. For exanple, a profile of this format that is
used for |ogging queries sent to recursive resolvers mght have
source | P addresses that could identify the |ocation of the person
who sent the DNS query.
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