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Abst ract

Thi s docunent describes extensions to Resource Reservation Protocol -
Traffic Engineering (RSVP-TE) for locally protecting the ingress node
of a Point-to-Point (P2P) or Point-to-Miltipoint (P2MP) Traffic

Engi neered (TE) Label Switched Path (LSP). It extends the Fast
Reroute (FRR) protection for transit nodes of an LSP to the ingress
node of the LSP. The procedures described in this document are
experi nment al

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the | ESG are candi dates for any |evel of
Internet Standard; see Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://wwv. rfc-editor.org/info/rfc8424
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1.

I nt roducti on

For an MPLS Traffic Engineered (TE) Label Sw tched Path (LSP),
protecting the failures of its transit nodes using Fast Reroute (FRR)
is covered in [ RFC4090] for Point-to-Point (P2P) LSPs and [ RFC4875]
for Point-to-Miltipoint (P2MP) LSPs. However, protecting the failure
of its ingress node using FRR is not covered in either [RFC4090] or

[ RFC4875]. The MPLS Transport Profile (MPLS-TP) Linear Protection
described in [RFC6378] can provide a protection against the failure
of any transit node of an LSP between the ingress node and the egress
node of the LSP, but it cannot protect against the failure of the

i ngress node.

To protect against the failure of the (primary) ingress node of a
primary end-to-end P2MP (or P2P) TE LSP, a typical existing solution
is to set up a secondary backup end-to-end P2MP (or P2P) TE LSP. The
backup LSP is froma backup ingress node to backup egress nodes (or
node). The backup ingress node is different fromthe primary ingress
node. The backup egress nodes (or node) are (or is) different from
the primary egress nodes (or node) of the primary LSP. For a P2MP TE
LSP, on each of the primary (and backup) egress nodes, a P2P LSP is
created fromthe egress node to its primary (backup) ingress node and
configured with Bidirectional Forwarding Detection (BFD). This is
used to detect the failure of the primary (backup) ingress node for
the receiver to switch to the backup (or primary) egress node to
receive the traffic after the primary (or backup) ingress node fails
when both the primary LSP and the secondary LSP carry the traffic.

In addition, FRR may be used to provide protections against the
failures of the transit nodes and the links of the primary and
secondary end-to-end TE LSPs.

There are a nunber of issues in this solution

o It consunes |lots of network resources. Double states need to be
mai ntained in the network since two end-to-end TE LSPs are
created. Double |link bandwidth is reserved and used when both the
primary and the secondary end-to-end TE LSPs carry the traffic at
the sane tine.

o Mbdre operations are needed, which include the configuration of two
end-to-end TE LSPs and BFDs from each of the egress nodes to its
correspondi ng i ngress node.

0 The detection of the failure of the ingress node may not be
reliable. Any failure on the path of the BFD from an egress node
to an ingress node may cause the BFD to indicate the failure of
the i ngress node.
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0 The speed of protection against the failure of the ingress node
may be sl ow.

This specification defines a sinple extension to RSVP-TE for |oca
protection (FRR) of the ingress node of a P2MP or P2P LSP to resol ve
these issues. |Ingress |local protection and ingress FRR protection
wi Il be used interchangeably.

Note that this document is an Experinental RFC. Two different
approaches are proposed to transfer the information for ingress
protection. They both use the sane new | NGRESS PROTECTI ON obj ect,
which is sent in both PATH and RESV nessages between a prinmary

i ngress and a backup ingress. One approach is the Rel ay- Message

Met hod (refer to Sections 6.1.1 and 6.2.1), the other is the Proxy-
Ingress Method (refer to Sections 6.1.2 and 6.2.2). Each of them has
advant ages and di sadvantages. It is hard to decide which one is used
as a standard approach now. It is expected that the experinent on
the ingress local protection with these two approaches will provide
quantities to help choose one. The quantities include the nunbers on
control traffic, states, codes, and operations. After one approach
is selected, the document will be revised to reflect that selection
and any other itens | earned fromthe experinent. The revised
docunent is expected to be subnitted for publication on the standards
track.

1.1. Ingress Local Protection Exanple
Figure 1 shows an exanple of using a backup P2MP LSP to locally
protect the ingress of a prinmary P2MP LSP, which is fromingress la

to three egresses: L1, L2, and L3. The backup LSP is from backup
ingress Ib to the next hops of ingress la: R2 and R4.
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Figure 1: Ingress Local Protection

In normal operations, source S sends the traffic to primary ingress
la. la inports the traffic into the primary LSP

When source S detects the failure of la, it switches the traffic to
backup ingress Ib, which inmports the traffic fromS into the backup
LSP to la's next hops, R2 and R4, where the traffic is nmerged into
the primary LSP and then sent to egresses L1, L2, and L3.

Note that the backup ingress is one |ogical hop away fromthe
ingress. A logical hop is a direct link or a tunnel (such as a GRE
tunnel) over which RSVP-TE nessages may be exchanged.

I ngress Local Protection Overview

There are four parts in ingress |ocal protection

0 setting up the necessary backup LSP forwarding state based on the
informati on received for ingress |ocal protection;

0 detecting the primary ingress failure and providing the fast
repair (as discussed in Sections 3 and 4);

o0 maintaining the RSVP-TE control -plane state until a gl obal repair
i s done; and,

o performng the global repair (see Section 6.4.2).
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The primary ingress of a primary LSP sends the backup ingress the
information for ingress protection in a PATH message with a new

I NGRESS_PROTECTI ON obj ect. The backup ingress sets up the backup
LSP(s) and forwarding state after receiving the necessary infornmation
for ingress protection. Then, it sends the primary ingress the
status of ingress protection in a RESV nessage with a new

| NGRESS_PROTECTI ON obj ect .

VWhen the primary ingress fails, the backup ingress sends or refreshes
the next hops of the prinmary ingress the PATH nessages without any

I NGRESS PROTECTI ON obj ect after verifying the failure. Thus, the
RSVP- TE control -pl ane state of the primary LSP is nmaintai ned.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Ingress Failure Detection

Exactly how to detect the failure of the ingress is out of scope.
However, it is necessary to discuss different nodes for detecting the
failure because they determ ne what is the required behavior for the
source and backup ingress.

3.1. Source Detects Failure

Source Detects Failure, or Source-Detect for short, means that the
source is responsible for "fast detecting” the failure of the primary
ingress of an LSP. Fast detecting the failure nmeans detecting the
failure in a fewor tens of mlliseconds. The backup ingress is
ready to inport the traffic fromthe source into the backup LSP(s)
after the backup LSP(s) is up.

In normal operations, the source sends the traffic to the primary
ingress. Wen the source detects the failure of the primary ingress,
it switches the traffic to the backup ingress, which delivers the
traffic to the next hops of the primary ingress through the backup
LSP(s), where the traffic is nerged into the primary LSP

For an LSP, after the primary ingress fails, the backup ingress MJST
use a nmethod to verify the failure of the primary ingress before the
PATH nessage for the LSP expires at the next hop of the primary
ingress. After verifying the failure, the backup ingress sends/
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refreshes the PATH nessage to the next hop through the backup LSP as
needed. The method may verify the failure of the primary ingress
slow y, such as in seconds.

After the primary ingress fails, it will not be reachable after
routing convergence. Thus, checking whether the primary ingress
(address) is reachable is a possible method.

When the previously failed primary ingress of a primary LSP becones
avail abl e again and the primary LSP has recovered fromits primary

i ngress, the source nay switch the traffic to the primary ingress
fromthe backup ingress. An operator may control the traffic swtch
t hrough using a command on the source node after seeing that the
primary LSP has recovered.

3.2. Backup and Source Detect Failure

Backup and Source Detect Failure, or Backup-Source-Detect for short,
means that both the backup ingress and the source are concurrently
responsible for fast detecting the failure of the primary ingress.

Note that one of the differences between Source-Detect and Backup-
Source-Detect is the following: in the forner, the backup ingress
verifies the failure of the primary ingress slowy, such as in
seconds; in the latter, the backup ingress detects the failure fast,
such as in a fewor tens of mlliseconds.

In normal operations, the source sends the traffic to the prinmary
ingress. It switches the traffic to the backup ingress when it
detects the failure of the primary ingress.

The backup ingress does not inport any traffic fromthe source into
the backup LSP in normal operations. Wen it detects the failure of
the primary ingress, it inports the traffic fromthe source into the
backup LSP to the next hops of the primary ingress, where the traffic
is nerged into the primary LSP

The Source-Detect is preferred. It is sinmpler than the Backup-

Sour ce- Det ect, which needs both the source and the backup ingress to
detect the ingress failure quickly.
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4.

4.

Backup Forwarding State

Before the primary ingress fails, the backup ingress is responsible
for creating the necessary backup LSPs. These LSPs might be nultiple
bypass P2P LSPs that avoid the ingress. Alternately, the backup

i ngress could choose to use a single backup P2MP LSP as a bypass or
detour to protect the primary ingress of a primary P2MP LSP

The backup ingress may be "off path" or "on path" of an LSP. If a
backup ingress is not any node of the LSP, it is off path. If a
backup ingress is a next hop of the primary ingress of the LSP, it is
on path. Wen a backup ingress for protecting the primary ingress is
configured, the backup ingress MJST not be on the LSP except for if
it is the next hop of the primary ingress. |If it is on path, the
primary forwarding state associated with the primary LSP SHOULD be
clearly separated fromthe backup LSP(s) state.

1. Forwarding State for Backup LSP

A forwarding entry for a backup LSP is created on the backup ingress
after the LSP is set up. Depending on the failure-detection node
(e.g., Source-Detect), it may be used to forward received traffic or
sinmply be inactive (e.g., Backup-Source-Detect) until required. In
either case, when the primary ingress fails, this entry is used to
inmport the traffic into the backup LSP to the next hops of the
primary ingress, where the traffic is nerged into the primary LSP

The forwarding entry for a backup LSP is a local inplenmentation
issue. |In one device, it may have an inactive flag. This inactive
forwarding entry is not used to forward any traffic normally. \When
the primary ingress fails, it is changed to active; thus, the traffic
fromthe source is inported into the backup LSP

Pr ot ocol Extensions

A new obj ect, | NGRESS PROTECTIQN, is defined for signaling ingress
| ocal protection. The primary ingress of a primary LSP sends the
backup ingress this object in a PATH nessage. 1In this case, the
obj ect contains the informati on needed to set up ingress protection
The information includes:

o the Backup Ingress | P Address, which indicates the backup ingress;
0 the TRAFFI C DESCRI PTOR, which describes the traffic that the

primary LSP transports (this traffic is inported into the backup
LSP(s) on the backup ingress when the primary ingress fails);
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o the Labels and Routes, which indicate the first hops of the
primary LSP, each of which is paired with its |abel; and,

o0 the Desire options on ingress protection, such as a P2MP option,
which indicates a desire to use a backup P2MP LSP to protect the
primary ingress of a primary P2MP LSP

The backup ingress sends the primary ingress this object in a RESV
message. In this case, the object contains the information about the
status on the ingress protection

5.1. | NGRESS_PROTECTI ON Obj ect
5.1.1. dass Nunmber and C ass Type

The C ass Nunber for the | NGRESS PROTECTI ON obj ect MJST be of the
form Obbbbbbb to enabl e i npl enentations that do not recogni ze the
object to reject the entire nmessage and return an "Unknown Object
Class" error [RFC2205]. It is suggested that a C ass Number val ue
fromthe Private Use range (124-127) [RFC3936] specified for the
Obbbbbbb octet be chosen for this experinent. It is also suggested
that a Cass Type value of 1 be used for this object in this

experi nent.

The | NGRESS_PROTECTI ON obj ect with the FAST_REROUTE object in a PATH
message is used to control the backup for protecting the primary
ingress of a primary LSP. The primary ingress MJST insert this

obj ect into the PATH nessage to be sent to the backup ingress for
protecting the prinmary ingress.
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5.1.2. (bject Format
The | NGRESS PROTECTI ON obj ect has the foll owing format:
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Length (bytes) | G ass-Num | C Type |
B i s T T i i o S o T Ji I
| Reserved (zero) | NUB | FI ags | Opti ons |

i i i T i I S i e s o o i i
~ (Subobj ect s) ~
R et e s i o e s i i

Fl ags

0x01 I ngress local protection avail able
0x02 I ngress local protection in use
0x04 Bandwi dt h protection

Opt i ons

0x01 Revert to | ngress

0x02 P2MP Backup

For protecting the ingress of a P2MP LSP, if the backup ingress
doesn’t have a backup LSP to each of the next hops of the primary
ingress, it SHOULD clear "lIngress |local protection avail able" and set
the Nunmber of Unprotected Branches (NUB) to the nunber of the next
hops to which there is no backup LSP

The flags are used to communi cate status information fromthe backup
ingress to the primary ingress.

0 Ingress local protection available: The backup ingress MJST set
this flag after backup LSPs are up and ready for locally protecting
the primary ingress. The backup ingress sends this to the prinmary
ingress to indicate that the primary ingress is locally protected.

0 Ingress local protection in use: The backup ingress MJST set this
flag when it detects a failure in the primary ingress and actively
redirects the traffic into the backup LSPs. The backup ingress
records this flag and does not send any RESV nessages with this
flag to the primary ingress since the primary ingress is down.

0 Bandwi dth protection: The backup ingress MJST set this flag if the

backup LSPs guarantee to provide the desired bandwidth for the
protected LSP against the primary ingress failure.
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The options are used by the primary ingress to specify the desired
behavi or to the backup ingress.

0 Revert to Ingress: The primary ingress sets this option, which
indicates that the traffic for the primary LSP, if successfully
resignaled, will be switched back to the primary ingress fromthe
backup ingress when the primary ingress is restored.

0 P2MP Backup: This option is set to ask for the backup ingress to
use backup P2MP LSP to protect the primary ingress.

The | NGRESS PROTECTI ON obj ect nmay contain sonme subobjects of
follow ng format:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Length | Reserved (zero)|
i e e R i e o e t i i S o SR NN R SR SR S T
| Contents / Body of Subobject |
B i s T T i i o S o T Ji I

where Type is the type of a subobject and Length is the total size of
t he subobject in bytes, including Type, Length, and Contents fields.

5.1.3. Subobject: Backup Ingress |Pv4 Address

When the primary ingress of a protected LSP sends a PATH nessage with
an | NGRESS PROTECTI ON obj ect to the backup ingress, the object MJST
have a Backup | ngress | Pv4 Address subobject containing an | Pv4
address belonging to the backup ingress if IPv4 is used. The Type of
the subobject is 1, and the body of the subobject is given bel ow

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Backup I ngress | Pv4 Address (4 bytes) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Backup I ngress | Pv4 Address: An |Pv4 host address of backup ingress
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5.1.4. Subobject: Backup Ingress |Pv6 Address

VWhen the primary ingress of a protected LSP sends a PATH nessage with
an | NGRESS PROTECTI ON obj ect to the backup ingress, the object MJST
have a Backup | ngress | Pv6 Address subobject containing an | Pv6
address belonging to the backup ingress if IPv6 is used. The Type of
the subobject is 2, the body of the subobject is given bel ow

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Backup I ngress | Pv6 Address (16 bytes) |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Backup I ngress | Pv6 Address: An |Pv6 host address of backup ingress
5.1.5. Subobject: Ingress |Pv4 Address

The | NGRESS PROTECTI ON obj ect may have an Ingress |Pv4 Address

subobj ect containing an | Pv4 address belonging to the primary ingress
if IPvd is used. The Type of the subobject is 3. The subobject has
the foll ow ng body:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| I ngress | Pv4 Address (4 bytes) |
i i i T i I S i e s o o i i

Ingress | Pv4 Address: An |Pv4 host address of ingress
5.1.6. Subobject: Ingress |Pv6 Address

The | NGRESS PROTECTI ON obj ect nay have an Ingress |Pv6 Address

subobj ect containing an | Pv6 address belonging to the primary ingress
if IPv6 is used. The Type of the subobject is 4. The subobject has
the foll owi ng body:

0 1 2 3
01234567890123456789012345678901
T S I T i i S o e T i I S i e S
| Ingress | Pv6 Address (16 bytes) |

i S S T i S S e e i S S S S

Ingress I Pv6 Address: An | Pv6 host address of ingress
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5.1.7. Subobject: TRAFFI C_DESCRI PTCR

The | NGRESS PROTECTI ON obj ect may have a TRAFFI C_DESCRI PTOR subobj ect
describing the traffic to be mapped to the backup LSP on the backup
ingress for locally protecting the primary ingress. The subobject
types for Interface, I1Pv4 Prefix, IPv6 Prefix, and Application
Identifier are 5, 6, 7, and 8, respectively. The subobject has the
fol |l owi ng body:

0 1 2 3

01234567890123456789012345678901

g S T S S T i S
Traffic Element 1

+- +
I I
| Traffic El ement n |
B T S i T s i i e e SEI S
The TRAFFI C_DESCRI PTOR subobj ect may contain nultiple Traffic

El ements of the sane type as foll ows:

o Interface Traffic: Each of the Traffic Elenents is a 32-bit index
of an interface fromwhich the traffic is inported into the backup
LSP.

o IPv4 Prefix Traffic: Each of the Traffic Elenents is an |Pv4
prefix that contains an 8-bit prefix length foll owed by an | Pv4
address prefix (whose length, in bits, is specified by the prefix
| ength) that is padded to a byte boundary.

o IPv6 Prefix Traffic Each of the Traffic Elenents is an | Pv6
prefix, containing an 8-bit prefix length followed by an | Pv6
address prefix (whose length, in bits, is specified by the prefix
Il ength) that is padded to a byte boundary.

0 Application Traffic: Each of the Traffic Elenents is a 32-bit

identifier of an application fromwhich the traffic is inported
into the backup LSP.
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5.1.8. Subobject: Label -Routes

The | NGRESS PROTECTI ON obj ect in a PATH nessage fromthe primary
ingress to the backup ingress may have a Label - Rout es subobj ect
containing the | abels and routes that the next hops of the ingress
use. The Type of the subobject is 9. The subobject has the

foll owi ng body:

0 1 2 3
01234567890123456789012345678901
R T e i e i i S L S s il o T SR R R S
~ Subobj ect s ~
R et e s i o e s i i

The Subobjects in Label -Routes are copied fromthose in the

RECORD ROUTE objects in the RESV nessages that the primary ingress
receives fromits next hops for the primary LSP. They MJST contain
the first hops of the LSP, each of which is paired with its | abel

6. Behavior of Ingress Protection
6.1. Overview

There are two different proposed signaling approaches to transfer the
information for ingress protection. They both use the same new

I NGRESS PROTECTI ON obj ect. The object is sent in both PATH and RESV
messages.

6.1.1. Relay-Mssage Method

The primary ingress relays the information for ingress protection of
an LSP to the backup ingress via PATH nessages. Once the LSP is
created, the ingress of the LSP sends the backup ingress a PATH
message with an | NGRESS PROTECTI ON obj ect with a Label - Routes

subobj ect, which is populated with the next hops and | abels. This
provi des sufficient information for the backup ingress to create the
appropriate forwarding state and backup LSP(s).

The ingress al so sends the backup ingress all the other PATH nessages
for the LSP with an enpty | NGRESS PROTECTI ON object. An

I NGRESS PROTECTI ON obj ect without any TRAFFI C DESCRI PTOR subobject is
called an enpty | NGRESS PROTECTI ON obj ect. Thus, the backup ingress
has access to all the PATH nessages needed for nodification to
refresh the control -plane state after a failure.

The enpty | NGRESS PROTECTI ON object is for efficient processing of

ingress protection for a P2MP LSP. A P2MP LSP's primary ingress may
have nore than one PATH nessage, each of which is sent to a next hop
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along a branch of the P2MP LSP. The PATH nessage al ong a branch will
be selected and sent to the backup ingress with an | NGRESS PROTECTI ON
obj ect containing the TRAFFI C_DESCRI PTOR subobject; all the PATH
messages al ong the other branches will be sent to the backup ingress
contai ni ng an | NGRESS PROTECTI ON obj ect wi t hout any

TRAFFI C_DESCRI PTOR subobj ect (enpty | NGRESS PROTECTI ON obj ect). For
a P2MP LSP, the backup ingress only needs one TRAFFI C_DESCRI PTOR

6.1.2. Proxy-Ingress Method

Conceptual ly, a proxy ingress is created that starts the RSVP
signaling. The explicit path of the LSP goes fromthe proxy ingress
to the backup ingress and then to the real ingress. The behavior and
signaling for the proxy ingress is done by the real ingress; the use
of a proxy-ingress address avoids problens with | oop detection. Note
that the proxy ingress MJST reside within the same router as the rea

i ngress.

[ Traffic Source ] *** Primary LSP
$ $ --- Backup LSP
$ $ $$ Link
$ $

[ Proxy Ingress | [ Backup ]
[ & Ingress ] |
* I
*****[ 'vp]____l

Figure 2: Exanple of a Protected LSP with a Proxy-Ingress Node

The backup ingress MJST know the nerge points or next hops and their
associ ated | abels. This is acconplished by having the RSVP PATH and
RESV nessages go through the backup ingress, although the forwarding

pat h need not go through the backup ingress. |If the backup ingress
fails, the ingress sinply renoves the | NGRESS PROTECTI ON obj ect and
forwards the PATH nessages to the LSP's next hop(s). |If the ingress

has its LSP configured for ingress protection, then the ingress can
add the backup ingress and itself to the Explicit Route Object (ERO
and start forwarding the PATH nessages to the backup ingress.

Slightly different behavior can apply for the on-path and off-path
cases. |In the on-path case, the backup ingress is a next-hop node
after the ingress for the LSP. In the off-path case, the backup
ingress is not any next-hop node after the ingress for all associated
sub- LSPs.

The key advantage of this approach is that it mnimzes the specia

handl i ng code required. Because the backup ingress is on the
signaling path, it can receive various notifications. It easily has
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access to all the PATH nessages needed for a nodification to be sent
to refresh the control -plane state after a failure.

6. 2.

I ngress Behavi or

The primary ingress MIST be configured with a couple of pieces of
i nformati on for ingress protection

(o]

(0]

Backup I ngress Address: The primary ingress MJST know the IP
address of the backup ingress it wants to be used before it can use
t he | NGRESS_ PROTECTI ON obj ect.

Proxy-1ngress-1d (only needed for Proxy-lngress Method): The
Proxy-lIngress-1d is only used in the RECORD ROUTE object for
recording the proxy ingress. |If no Proxy-lIngress-1d is specified,
then a local interface address that will not otherw se be included
in the RECORD ROUTE object can be used. A sinmilar technique is
used in Section 6.1.1. of [RFC4090].

Application Traffic ldentifier: The primary ingress and backup

i ngress MJST bot h know what application traffic should be directed
into the LSP. If a list of prefixes in the TRAFFI C_DESCRI PTOR
subobject will not suffice, then a comobnly understood Application
Traffic ldentifier can be sent between the prinmary ingress and
backup ingress. The exact meaning of the identifier should be
configured simlarly at both the primary ingress and backup
ingress. The Application Traffic ldentifier is understood wthin
the uni que context of the primary ingress and backup ingress.

A Connection between Backup Ingress and Primary Ingress: |If there
is not any direct Iink between the primary ingress and the backup
i ngress, a tunnel MJST be configured between them

Wth this additional information, the primary ingress can create and

S

6. 2.

i gnal the necessary RSVP extensions to support ingress protection

1. Relay-Message Method

To protect the primary ingress of an LSP, the primary ingress MJST do

t

1.

2

Chen

he following after the LSP is up
Sel ect a PATH nessage PO for the LSP

If the backup ingress is off path (the backup ingress is not the
next hop of the primary ingress for PO), then send it a PATH
message PO’ with the content from PO and an | NGRESS PROTECTI ON
obj ect; else (the backup ingress is a next hop, i.e., on-path
case) add an | NGRESS PROTECTI ON object into the existing PATH
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6

2

message to the backup ingress (i.e., the next hop). The object
contai ns the TRAFFI C_DESCRI PTOR subobj ect, the Backup |ngress
Addr ess subobj ect and the Label - Routes subobject. The options
field is set to indicate whether a backup P2MP LSP is desired.
The Label - Rout es subobj ect contains the next hops of the primary
ingress and their |labels. Note that for the on-path case, there
is an existing PATH nessage to the backup ingress (i.e., the next
hop), and we just add an | NGRESS_PROTECTI ON obj ect into the

exi sting PATH nessage to be sent to the backup ingress. W do
not send a separate PATH nessage to the backup ingress for this
exi sting PATH nessage.

3. For each Pi of the other PATH nessages for the LSP, send the
backup ingress a PATH nmessage Pi’ with the content copied from Pi
and an enpty | NGRESS_PROTECTI ON obj ect .

For every PATH nessage Pj’ (i.e., PO'/Pi') to be sent to the backup
ingress, it has the sane SESSION as Pj (i.e., PO/Pi). |f the backup
ingress is off path, the primary ingress updates Pj’ according to the
backup ingress as its next hop before sending it. It adds the backup
ingress to the beginning of the ERO and sets RSVP_HOP based on the
interface to the backup ingress. The prinmary ingress MJUST NOT set up
any forwarding state to the backup ingress if the backup ingress is
of f pat h.

2. Proxy-lngress Method

The primary ingress is responsible for starting the RSVP signaling
for the proxy-ingress node. To do this, the followi ng MIST be done
for the RSVP PATH nessage.

1. Compute the ERCs for the LSP as normal for the ingress.

2. |If the selected backup ingress node is not the first node on the
path (for all sub-LSPs), then insert it at the beginning of the
ERO first, then the backup ingress node, and then the ingress
node.

3. In the PATH RECORD RQUTE bject (RRO, instead of recording the
i ngress node’s address, replace it with the Proxy-Ingress-Id.

4. Leave the hop (HOP) object popul ated as usual with information
for the ingress node.

5. Add the I NGRESS PROTECTI ON obj ect to the PATH nessage. |nclude
the Backup | ngress Address (IPv4 or |Pv6) subobject and the
TRAFFI C_DESCRI PTOR subobj ect. Set or clear the options
i ndicating that a backup P2MP LSP is desired.
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6. Optionally, add the FAST- REROUTE object [RFC4090] to the Path
message. | ndicate whet her one-to-one backup is desired.
I ndi cate whether facility backup is desired.

7. The RSVP PATH nessage is sent to the backup node as nornal.

If the ingress detects that it can’t comunicate with the backup

i ngress, then the ingress SHOULD i nstead send the PATH nmessage to the
next hop indicated in the ERO conputed in step 1. Once the ingress
detects that it can comunicate with the backup ingress, the ingress
SHOULD foll ow steps 1-7 to obtain ingress failure protection

When the ingress node receives an RSVP PATH nessage with an

I NGRESS PROTECTI ON obj ect and the object specifies that node as the

i ngress node and the Previous Hop (PHOP) as the backup ingress node,
the ingress node SHOULD renove the | NGRESS PROTECTI ON object fromthe
PATH nessage before sending it out. Additionally, the ingress node
MUST store that it will install ingress forwarding state for the LSP
rat her than nidpoint forwarding.

VWhen an RSVP RESV nessage is received by the ingress, it uses the
Next Hop (NHOP) to determ ne whether the nessage is received fromthe
backup ingress or froma different node. The stored associ ated PATH
message contains an | NGRESS PROTECTI ON obj ect that identifies the
backup ingress node. |I|f the RESV message is not fromthe backup
node, then the ingress forwarding state SHOULD be set up, and the

I NGRESS PROTECTI ON obj ect MJST be added to the RESV before it is sent
to the NHOP, which SHOULD be the backup node. |If the RESV nessage is
fromthe backup node, then the LSP SHOULD be consi dered avail abl e for
use.

If the backup ingress node is on the forwarding path, then a RESV is
received with an | NGRESS PROTECTI ON obj ect and an NHOP t hat mat ches
the backup ingress. In this case, the ingress node’'s address wl|
not appear after the backup ingress in the RRO. The ingress node
SHOULD set up the ingress forwarding state, just as is done if the

i ngress node of the LSP weren't protected.

6.3. Backup I ngress Behavi or

A Label Edge Router (LER) determines that the ingress |oca

protection is requested for an LSP if the | NGRESS PROTECTI ON obj ect
is included in the PATH nessage it receives for the LSP. The LER can
further determine that it is the backup ingress if one of its
addresses is in the Backup Ingress Address subobject of the

| NGRESS PROTECTI ON object. The LER as the backup ingress will assune
full responsibility of the ingress after the primary ingress fails.
In addition, the LER determines that it is off path if it is not any
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6. 3.

Che

node of the LSP. The LER deternines whether it uses the Rel ay-
Message Method or the Proxy-Ingress Method according to
configurations.

1. Backup Ingress Behavior in the Of-Path Case

The backup ingress considers itself a Point of Local Repair (PLR) and
the primary ingress its next hop, and it provides a |local protection
for the primary ingress. It behaves very simlarly to a PLR
providing fast reroute where the primary ingress is considered to be
the failure point to protect. Where not otherw se specified, the
behavi or given in [RFC4090] for a PLR appli es.

The backup ingress MIUST follow the control options specified in the
I NGRESS_PROTECTI ON obj ect and the flags and specifications in the
FAST- REROUTE object. This applies to providing a P2MP backup if the
"P2MP backup" is set, a one-to-one backup if "one-to-one desired" is
set, a facility backup if the "facility backup desired" is set, and
backup paths that support both the desired bandw dth and

adm ni strative groups that are requested.

If multiple non-enpty | NGRESS PROTECTI ON obj ects have been received
via multiple PATH nessages for the sane LSP, then the nobst recent one
MJUST be t he one used.

The backup ingress creates the appropriate forwarding state for the
backup LSP tunnel (s) to the nerge point(s).

When t he backup ingress sends a RESV nessage to the prinmary ingress,
it MJUST add an | NGRESS PROTECTI ON object into the nessage. |t MJST
set or clear the flags in the object to report "Ingress |loca
protection available", "lIngress |local protection in use", and
"bandw dth protection”

If the backup ingress doesn’'t have a backup LSP tunnel to each of the
merge points, it SHOULD clear "lIngress |ocal protection avail abl e"
and set NUB to the nunber of the nmerge points to which there is no
backup LSP.

When the primary ingress fails, the backup ingress redirects the
traffic froma source into the backup P2P LSPs or the backup P2MP LSP
transmtting the traffic to the next hops of the primary ingress,
where the traffic is nerged into the protected LSP

In this case, the backup ingress MIST keep the PATH nessage with the
I NGRESS PROTECTI ON obj ect received fromthe primary ingress and the
RESV nessage with the | NGRESS PROTECTI ON obj ect to be sent to the
primary ingress. The backup ingress MJST set the "l ocal protection
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in use" flag in the RESV nessage, which indicates that the backup
ingress is actively redirecting the traffic into the backup P2P LSPs
or the backup P2MP LSP for locally protecting the primary ingress
failure.

Note that the RESV nmessage with this piece of information will not be
sent to the primary ingress because the primary ingress has fail ed.

If the backup ingress has not received any PATH messages fromthe
primary ingress for an extended period of time (e.g., a cleanup
timeout interval) and a confirmed prinmary ingress failure did not
occur, then the standard RSVP soft-state removal SHOULD occur. The
backup ingress SHALL renove the state for the PATH nessage fromthe
primary ingress and either tear down the one-to-one backup LSPs for
protecting the primary ingress if one-to-one backup is used or unbind
the facility backup LSPs if facility backup is used.

When the backup ingress receives a PATH nmessage fromthe primary
ingress for locally protecting the primary ingress of a protected
LSP, it MJST check to see if any critical information has been
changed. |If the next hops of the primary ingress are changed, the
backup ingress SHALL update its backup LSP(s) accordingly.

6.3.1.1. Relay-Message Mt hod

When t he backup ingress receives a PATH nessage with a non-enpty

I NGRESS PROTECTI ON obj ect, it exam nes the object to | earn what
traffic associated with the LSP. It determ nes the next hops to be
merged to by examining the Label -Routes subobject in the object.

The backup ingress MJST store the PATH nessage received fromthe
primary ingress but NOT forward it.

The backup ingress responds with a RESV nessage to the PATH nessage
received fromthe primary ingress. |If the backup ingress is off
path, the LABEL object in the RESV nessage contains | MPLICl T- NULL.
If the | NGRESS _PROTECTI ON obj ect is not "enpty", the backup ingress
SHALL send the RESV nessage with the state indicating protection is
avail abl e after the backup LSP(s) are successfully established.

6.3.1.2. Proxy-Ilngress Method

When receiving a RESV nmessage for an LSP froma router that is not
primary ingress, the backup ingress collects the pair of (IPv4/lPv6
subobj ect, Label subobject) in the second place to the top pair in
the RECORD ROUTE object of the nessage. |t determ nes the next hops
to be nerged according to the set of the pairs collected. If a
Label - Rout es subobject is included in the | NGRESS PROTECTI ON obj ect,
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the included | Pv4/|IPv6 subobjects are used to filter the set down to
the specific next hops where protection is desired. An RESV nessage
MJST have been received before the backup ingress can create or

sel ect the appropriate backup LSP

When t he backup ingress receives a PATH nessage with the

I NGRESS_PROTECTI ON obj ect, the backup ingress exam nes the object to
|l earn what traffic associated with the LSP. The backup ingress
forwards the PATH nessage to the ingress node with the normal RSVP
changes.

When the backup ingress receives a RESV nessage with the

I NGRESS_PROTECTI ON obj ect, the backup ingress records an | MPLICl T-
NULL | abel in the RRO. Then, the backup ingress forwards the RESV
message to the ingress node, which is acting for the proxy ingress.

6.3.2. Backup Ingress Behavior in the On-Path Case

An LER as the backup ingress determines that it is on path if one of
its addresses is a next hop of the primary ingress; for the Proxy-
Ingress Method, the primary ingress is determ ned as not its next hop
by checki ng the PATH nessage with the | NGRESS PROTECTI ON obj ect
received fromthe primary ingress. The LER on path MJST send the
correspondi ng PATH nessages wi t hout any | NGRESS PROTECTI ON object to
its next hops. It creates a nunber of backup P2P LSPs or a backup
P2MP LSP fromitself to the other next hops (i.e., the next hops

ot her than the backup ingress) of the primary ingress. The other
next hops are fromthe Label - Routes subobject.

It also creates a forwarding entry, which sends/nmulticasts the
traffic fromthe source to the next hops of the backup ingress al ong
the protected LSP when the primary ingress fails. The traffic is
descri bed by the TRAFFI C_DESCRI PTOR

After setting up all the backup P2P LSPs or the backup P2MP LSP, the
backup ingress creates forwarding entry(s) for inporting the traffic
into the backup LSP(s) fromthe source when the primary ingress
fails. Then, it MJST send the primary ingress a RESV nessage with an
| NGRESS PROTECTI ON obj ect. The object contains the state of the

| ocal protection, such as having the "local protection avail able"
flag set to one, which indicates that the primary ingress is locally
pr ot ect ed.

When the primary ingress fails, the backup ingress sends/nulticasts

the traffic fromthe source to its next hops along the protected LSP
and inports the traffic into each of the backup P2P LSPs or to the
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backup P2MP LSP transmitting the traffic to the other next hops of
the primary ingress, where the traffic is nerged into a protected
LSP.

During the | ocal repair, the backup ingress MJST continue to send the
PATH nessages to its next hops as before and keep the PATH nessage
with the | NGRESS_PROTECTI ON obj ect received fromthe primary ingress
and the RESV nmessage with the | NGRESS PROTECTI ON object to be sent to
the primary ingress. It MJST set the "local protection in use" flag
in the RESV nessage.

6.3.3. Failure Detection and Refresh PATH Messages

As described in [ RFC4090], it is necessary to refresh the PATH
messages via the backup LSP(s). The backup ingress MJST wait to
refresh the PATH nessages until it can accurately detect that the

i ngress node has failed. An exanple of such an accurate detection
woul d be that the I GP has no bidirectional Iinks to the ingress node,
or a BFD session to the primary ingress’ |oopback address has failed
and stayed failed after the network has reconverged.

As described in Section 6.4.3 of [RFC4090], the backup ingress,
acting as PLR, MJST nodi fy and send any saved PATH nessages
associated with the primary LSP to the correspondi ng next hops

t hrough backup LSP(s). Any PATH nessage sent will not contain any
I NGRESS PROTECTI ON obj ects. The RSVP_HOP object in the nmessage
contains an | P source address belonging to the backup ingress. The
SENDER TEMPLATE obj ect has the Backup Ingress Address as its tunne
sender address.

6. 4. Revertive Behavi or

Upon a failure event in the (primary) ingress of a protected LSP, the
protected LSP is locally repaired by the backup ingress. There are a
coupl e of basic strategies for restoring the LSP to a full working
pat h.

0 Revert to Primary Ingress: \Wen the primary ingress is restored,
it resignals each of the LSPs that start fromthe primary ingress.
The traffic for every LSP successfully resignaled is sw tched back
to the primary ingress fromthe backup ingress.

0 G obal Repair by Backup Ingress: After determning that the
primary ingress of an LSP has failed, the backup ingress conputes a
new optimal path, signals a new LSP al ong the new path, and
switches the traffic to the new LSP.
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6.4.1. Revert to Primary Ingress

If "Revert to Primary Ingress"” is desired for a protected LSP, the
(primary) ingress of the LSP SHOULD resignal the LSP that starts from
the primary ingress after the prinmary ingress restores. After the
LSP is resignal ed successfully, the traffic SHOULD be sw tched back
to the primary ingress fromthe backup ingress on the source node and
redirected into the LSP starting fromthe primary ingress.

The primary ingress can specify the "Revert to Ingress” contro

option in the | NGRESS PROTECTI ON object in the PATH nessages to the
backup ingress. After receiving the "Revert to Ingress" contro
option, the backup ingress MJST stop sendi ng/refreshi ng PATH nessages
for the protected LSP

6.4.2. dobal Repair by Backup Ingress

When t he backup ingress has determined that the primary ingress of
the protected LSP has failed (e.g., viathe IGP), it can conmpute a
new path and signal a new LSP along the new path so that it no | onger
relies upon local repair. To do this, the backup ingress MJST use
the sanme tunnel sender address in the SENDER TEMPLATE obj ect and
allocate an LSP ID different fromthe one of the old LSP as the LSP
ID of the new LSP. This allows the new LSP to share resources with
the old LSP. Alternately, the backup ingress can create a new LSP
with no bandwi dth reservation that duplicates the path(s) of the
protected LSP, nove traffic to the new LSP, delete the protected LSP
and then resignal the new LSP with bandw dth.

7. Security Considerations

In principle, this docunent does not introduce new security issues.
The security considerations pertaining to [ RFC4090], [ RFC4875],
[ RFC2205], and [ RFC3209] renmin rel evant.

8. Conpatibility

Thi s extension reuses and extends semantics and procedures defined in
[ RFC2205], [RFC3209], [RFC4090], and [RFCA875] to support ingress
protection. The new object defined to indicate ingress protection
has a C ass Nunber of the form Obbbbbbb. Per [RFC2205], a node not
supporting this extension will not recogni ze the new C ass Nunber and
shoul d respond with an "Unknown Object C ass" error. The error
message will propagate to the ingress, which can then take action to
avoi d the inconpatible node as a backup ingress or may sinply

term nate the session
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