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Security Event Token (SET)
Abst r act

Thi s specification defines the Security Event Token (SET) data
structure. A SET describes statenents of fact fromthe perspective
of an issuer about a subject. These statenments of fact represent an
event that occurred directly to or about a security subject, for
exanpl e, a statenent about the issuance or revocation of a token on
behal f of a subject. This specification is intended to enable
representing security- and identity-related events. A SET is a JSON
Web Token (JWI), which can be optionally signed and/or encrypted.
SETs can be distributed via protocols such as HITP

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8417
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1. Introduction and Overvi ew

Thi s specification defines an extensible Security Event Token (SET)
data structure, which can be exchanged using protocols such as HTTP
The specification builds on the JSON Wb Token (JWI) format [RFC7519]
in order to provide a self-contained token that can be optionally
signed using JSON Wb Signature (JW5) [RFC7515] and/or encrypted
usi ng JSON Web Encryption (JVE) [RFC7516].

This specification profiles the use of JW for the purpose of issuing
SETs. This specification defines a base fornmat used by profiling
specifications to define actual events and their neanings. This
speci fication uses non-normative exanpl e events to denonstrate how
events can be constructed.

This specification is scoped to security- and identity-rel ated
events. Wile SETs may be used for other purposes, the specification
only considers security and privacy concerns relevant to identity and
personal information.

Security events are not comrands issued between parties. A SET
descri bes statenments of fact fromthe perspective of an issuer about
a subject (e.g., a web resource, token, |IP address, the issuer
itself). These statenments of fact represent a | ogical event that
occurred directly to or about a security subject, for example, a
statenment about the issuance or revocation of a token on behalf of a
subject. A security subject may be permanent (e.g., a user account)
or tenporary (e.g., an HITP session) in nature. A state change could
describe a direct change of entity state, an inplicit change of

state, or other higher-level security statenents such as:

0 The creation, nodification, renmoval of a resource

0 The resetting or suspension of an account.

0 The revocation of a security token prior to its expiry.
o The I ogout of a user session

0 An indication that a user has been given control of an enail
identifier that was previously controlled by another user

Wi | e subject state changes are often triggered by a user agent or
security subsystem the issuance and transm ssion of an event may
occur asynchronously and in a back channel to the action that caused
the change that generated the security event. Subsequently, a SET
reci pient, having received a SET, validates and interprets the
received SET and takes its own independent actions, if any. For

Hunt, et al. St andards Track [ Page 4]



RFC 8417 SET July 2018

exanmpl e, having been inforned of a personal identifier being
associated with a different security subject (e.g., an email address
i s being used by soneone else), the SET recipient may choose to
ensure that the new user is not granted access to resources
associated with the previous user. O, the SET recipient may not
have any rel ationship with the subject, and no action is taken

VWhile SET recipients will often take actions upon receiving SETs,
security events cannot be assuned to be commmands or requests. The
intent of this specification is to define a syntax for statements of
fact that SET recipients may interpret for their own purposes.

1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

For purposes of readability, exanmples are not URL encoded.
I mpl enenters MUST percent-encode URLs as described in Section 2.1 of
[ RFC3986] .

Thr oughout this document, all figures may contain spaces and extra

I'i ne-wrapping for readability and space limtations. Simlarly, sone
URI s contained within exanpl es have been shortened for space and
readability reasons.

1.2. Definitions
The followi ng definitions are used with SETs:

Security Event Token (SET)
A SET is a JW [RFC7519] conforming to this specification.

SET | ssuer
A service provider that creates SETs to be sent to other service
provi ders known as SET reci pients.

SET Reci pi ent
A SET recipient is an entity that receives SETs through sone
distribution method. A SET recipient is the sane entity referred
as a "recipient” in [RFC7519] or "receiver" in related
speci fications.
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Subj ect
A SET describes an event or state change that has occurred to a
subject. A subject mght, for instance, be a principal (e.g.,
Section 4.1.2 of [RFC7519]), a web resource, an entity such as an
| P address, or the issuer of the SET.

Event ldentifier
A menber nane for an el enent of the JSON object that is the val ue
of the "events" claimin a SET. This nenber nane MJST be a URI.

Event Payl oad
A nmenber value for an elenment of the JSON object that is the value
of the "events" claimin a SET. This nenber val ue MJUST be a JSON
obj ect .

Profiling Specification
A specification that profiles the SET data structure to define one
or nore specific event types and their associated clains and
processing rul es.

2. The Security Event Token (SET)

A SET is a JW [RFC7519] data structure that represents one or nore
rel ated aspects of a security event that occurred to a subject. The
JWI Clains Set in a SET has the followi ng structure

o The top-level clainms in the JWIT Clains Set are called the SET
"envel ope". Sonme of these clains are present in every SET; others
will be specific to particular SET profiles or profile famlies
Clains in the envel ope SHOULD be registered in the "JSON Wb Token
Clains" registry [IANA.JW.C ains] or be Public Clains or Private
Clains, as defined in [ RFC7519].

o0 Envelope clainms that are profiled and defined in this
specification are used to validate the SET and provide infornmation
about the event data included in the SET. The "events" claim
contains the event identifiers and event-specific data expressed
about the security subject. The envel ope MAY include event-
specific or profile-specific data. The "events" claimvalue MJST
be a JSON object that contains at |east one nenber.

o Each nenber of the "events" JSON object is a nane/value pair. The
JSON nmenber nane is a URI string value, which is the event
identifier, and the corresponding value is a JSON obj ect known as
the event "payload". The payl oad JSON object contains clains that
pertain to that event identifier and need not be registered as JW
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clainms. These clains are defined by the profiling specification
that defines the event. An event with no payload clainms SHALL be
represented as the enpty JSON object ("{}").

0o Wien multiple event identifiers are contained in a SET, they
represent nultiple aspects of the sane state transition that
occurred to the security subject. They are not intended to be
used to aggregate distinct events about the sane subject. Beyond
this, the interpretation of SETs containing multiple event
identifiers is out of scope for this specification; profiling
speci ficati ons MAY define their own rules regarding their use of
SETs containing nmultiple event identifiers, as described in
Section 3. Possible uses of multiple values include, but are not
limted to:

* Values to provide classification information (e.g., threat type
or level).

* Additions to existing event representations.
* Values used to link potential series of events.

* Specific-purpose event URIs used between particular SET issuers
and SET recipients.

2.1. Illustrative Exanples

This section illustrates several possible uses of SETs through non-
nornmati ve exanpl es.

2.1.1. SC M Exanpl e
The foll owi ng exanpl e shows the JWI Clains Set for a hypothetica
System for Cross-domain ldentity Managenment (SCIM [ RFC7644] password

reset SET. Such a SET nmight be used by a receiver as a trigger to
reset active user-agent sessions related to the identified user
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}

"iss": "https://sci mexanple.cont,
"iat": 1458496025,
"jti": "3d0c3cf797584bd193bd0f b1bd4e7d30",
"aud": [
"https://jhub. exanpl e. com Feeds/ 98d52461f aSbbc879593b7754",
"https://jhub. exanpl e. com Feeds/ 5d7604516b1d08641d7676ee7"
]1
"sub": "https://sci mexanple.com Users/44f 6142df 96bd6ab61e7521d9",
"events": {
"urn:ietf:parans:scimevent:passwordReset": {
"id": "44f6142df 96bd6ab61e7521d9"
}1
"https://exanpl e. com sci m event/ passwor dReset Ext": {
"resetAttenpts": 5
}
}

Figure 1: Exanple SCI M Password Reset Event

The JWI Cl ai ns Set usage consists of:

(o]

The "events" claimspecifying the hypothetical SCIM URN
("urn:ietf:parans:sci mevent: passwrdReset") for a password reset,
and a second val ue, "https://exanple.com scin event/

passwor dReset Ext", that is used to provide additional event
informati on such as the current count of resets.

The "iss" claim denoting the SET issuer
The "sub" claim specifying the SCl Mresource URI that was
af f ect ed.

The "aud" claim specifying the intended audi ences for the event.
(The syntax of the "aud" claimis defined in Section 4.1.3 of
[ RFC7519] .)

The SET contains two event payl oads:

(o]

(]

Hunt ,

The "id" claimrepresents SCIMs unique identifier for a subject.

The second payl oad identified by "https://exanple.conm scinm event/
passwor dReset Ext" and the payl oad claim"reset Attenpts" conveys
the current count of reset attenpts. |In this exanple, while the
count is a sinple factual statenment for the issuer, the neani ng of
the value (a count) is up to the receiver. As an exanple, such a
val ue night be used by the receiver to infer increasing risk

et al. St andards Track [ Page 8]



RFC 8417 SET July 2018

In this exanple, the SCIM event indicates that a password has been
updated and the current password reset count is 5. Notice that the
value for "resetAttenpts” is in the event payload of an event used to
convey this infornmation.

2.1.2. Logout Exanple

Here is another exanmple JWI Clainms Set for a security event token,
this one for a Logout Token:

{
"iss": "https://server.exanple.cont,
"sub": "248289761001",
"aud": "s6BhdRkqt 3",
"iat": 1471566154,
“jti": "bWaq",
"sid": "08a5019c-17el-4977-8f 42- 65a12843ea02",
"events": {
"http://schemas. openi d. net/ event/backchannel -1 ogout": {}
}
}

Fi gure 2: Exanpl e Openl D Back- Channel Logout Event

Note that the above SET has an enpty JSON object and uses the JWI
clains "sub" and "sid" to identify the subject that was | ogged out.
At the time of this witing, this exanple corresponds to the | ogout
token defined in the Openl D Connect Back-Channel Logout 1.0

[ Openl D. BackChannel ] specification
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2.1.3. Consent Exanple

In the foll owing exanple JWI Clainms Set, a fictional medical service
coll ects consent for nedical actions and notifies other parties. The
i ndi vi dual for whom consent is identified was originally

aut henticated via Openl D Connect. In this case, the issuer of the
security event is an application rather than the Openl D provider

{
"iss": "https://ny.nmed. exanpl e.org",

"iat": 1458496025,
"jti": "fbd4e75b5411e4e19b6c0f €87950f 7749",

1,
"events": {
"https://openid. net/heart/specs/consent.htm": {
"iss": "https://connect.exanpl e.cont,
"sub": "248289761001",
"consent Uri": [
"https://terns. med. exanpl e. or g/ | abdi scl osur e. ht m #Agr ee”

]

}
}
}

Fi gure 3: Exanpl e Consent Event

In the above exanple, the attribute "iss" contained within the

payl oad for the event "https://openid. net/heart/specs/consent.htm"
refers to the issuer of the security subject ("sub") rather than the
SET issuer "https://ny.nmed. exanple.org". They are distinct fromthe
top-1evel value of "iss", which always refers to the issuer of the
event -- a nedical consent service that is a relying party to the
Qpenl D Provi der.
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2.1.4. RISC Exanpl e

The foll owing exanple JWI Clains Set is for an account disabled
event. At the tine of this witing, this exanple corresponds to the
account disabled event defined in the Openl D RI SC Event Types 1.0

[ Openl D. RI SC. Event s] specification

"iss": "https://idp.exanmple.com"”
"jti": "756E69717565206964656E746966696572",
"iat": 1508184845,
"aud": "636C69656E745F6964",
"events": {
"https://schemas. openi d. net/ secevent/ri sc/ event -type/ account - di sabl ed"

"subject": {
"subj ect _type": "iss-sub",
"iss": "https://idp.exanple.conl"
"sub": "7375626A656374"

}

,eason": "hi j acki ng"

Figure 4: Exanple RI SC Event

Noti ce that parameters to the event are included in the event

payl oad, in this case, the "reason" and "cause-tine" values. The
subj ect of the event is identified using the "subject" payl oad val ue,
which itself is a JSON object.

2.2. Core SET dains
The followi ng clains from[RFCr7519] are profiled for use in SETs:

"iss" (lssuer) Claim
As defined by Section 4.1.1 of [RFC7519], this claimcontains a
string identifying the service provider publishing the SET (the
issuer). In sone cases, the issuer of the SET will not be the
i ssuer associated with the security subject of the SET.
Therefore, inplenmenters cannot assume that the issuers are the
same unl ess the profiling specification specifies that they are
for SETs conforming to that profile. This claimis REQU RED
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"ifat" (lssued At) daim

As defined by Section 4.1.6 of [RFC7519], this claimcontains a
val ue representing when the SET was issued. This claimis
REQUI RED.

"jti" (JW 1D daim

As defined by Section 4.1.7 of [RFC7519], this claimcontains a
uni que identifier for the SET. The identifier MJST be uni que
within a particular event feed and MAY be used by clients to track
whet her a particul ar SET has already been received. This claimis
REQUI RED.

"aud" (Audience) Caim

As defined by Section 4.1.3 of [RFC7519], this claimcontains one
or nore audience identifiers for the SET. This claimis
RECOMVENDED.

"sub" (Subject) daim

As defined by Section 4.1.2 of [RFC7519], this claimcontains a
StringOr URI val ue representing the principal that is the subject
of the SET. This is usually the entity whose "state" was changed.
For exanpl e:

* an | P Address was added to a bl acklist;

* a URl representing a user resource that was nodified; or,

* a token identifier (e.g. "jti") for a revoked token

If used, the profiling specification MJST define the content and
format semantics for the value. This claimis OPTIONAL, as the
principal for any given profile may already be identified wthout
the inclusion of a subject claim Note that sone SET profiles MAY
choose to convey event subject information in the event payl oad
(either using the "sub" nmenber nane or another nanme), particularly
if the subject information is relative to issuer infornmation that
is also conveyed in the event payl oad, which may be the case for
some identity SET profiles.

"exp" (Expiration Tinme) Caim

Hunt ,

As defined by Section 4.1.4 of [RFC7519], this claimis the tine
after which the JWI MUST NOT be accepted for processing. In the
context of a SET, however, this notion does not typically apply,
since a SET represents sonething that has already occurred and is
historical in nature. Therefore, its use is NOT RECOMVENDED.
(Al'so, see Section 4.1 for additional reasons not to use the "exp
claimin sone SET use cases.)
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2. 3.

Hun

The foll owing new clains are defined by this specification

"events" (Security Events) Caim
This claimcontains a set of event statenents that each provide
i nformati on describing a single |ogical event that has occurred
about a security subject (e.g., a state change to the subject).
Mul tiple event identifiers with the same val ue MJUST NOT be used.
The "events" claim MJST NOT be used to express multiple
i ndependent | ogi cal events.

The val ue of the "events" claimis a JSON obj ect whose nenbers are

nane/ val ue pairs whose nanes are URIs identifying the event
statements being expressed. Event identifiers SHOULD be stable
val ues (e.g., a permanent URL for an event specification). For
each name present, the correspondi ng val ue MJST be a JSON obj ect .

The JSON obj ect MAY be an enpty object ("{}"), or it MAY be a JSON

obj ect containing data described by the profiling specification

"txn" (Transaction ldentifier) C aim
An OPTIONAL string value that represents a unique transaction
identifier. 1In cases in which nultiple related JWs are issued,
the transaction identifier claimcan be used to correlate these
related JWIs. Note that this claimcan be used in JW's that are
SETs and al so in JWIs using non-SET profiles.

"toe" (Tine of Event) Caim
A value that represents the date and time at which the event
occurred. This value is a NunericDate (see Section 2 of
[ RFC7519]). By omitting this claim the issuer indicates that
they are not sharing an event time with the recipient. (Note that
in some use cases, the represented tinme m ght be approxi nate;
statenments about the accuracy of this field MAY be nade by
profiling specifications.) This claimis OPTI ONAL.

Explicit Typing of SETs

This specification registers the "application/secevent+w" nedia
type, which can be used to indicate that the content is a SET. SETs
MAY include this nmedia type in the "typ" header paraneter of the JW
representing the SET to explicitly declare that the JW is a SET.
This MJST be included if the SET could be used in an application
context in which it could be confused with other kinds of JWs.

Per the definition of "typ" in Section 4.1.9 of [RFC7515], it is

RECOMVENDED t hat the "application/" prefix be omtted. Therefore,
the "typ" value used SHOULD be "secevent+jwt".
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2.4. Security Event Token Construction
Thi s section describes how to construct a SET.

The following is an exanple JWI Cains Set for a hypothetical SCIM
SET:

{

"iss": "https://sci mexanple.cont,
"iat": 1458496404,
"jti": "4d3559ec67504aaba65d40b0363f aad8",
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f aSbbc879593b7754",
"https://scimexanpl e. com Feeds/ 5d7604516b1d08641d7676ee7"
] ]
"events": {
"urn:ietf:parans:scimevent:create": {
"ref":
"https://scimexanpl e. com User s/ 44f 6142df 96bd6ab61e7521d9",
"attributes": ["id", "nane", "userNanme", "password", "emails"]
}
}
}

Fi gure 5: Exampl e Event C ains
The JSON Cl ains Set is encoded per [RFC7519].

In this exanple, the SCIM SET cl ains are encoded in an unsecured JWI.
The JOSE Header for this exanple is:

{"typ":"secevent+w", "al g":"none"
Base64url encoding (as defined by Section 2 of [RFC7515], including
the omission of all trailing '= characters) of the octets of the
UTF-8 [ RFC3629] representation of the JOSE Header yi el ds:

eyJ0eXAi O JzZWN dnmvudCt qd3Q LCIhbGeci O Jub251 1 n0
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The above exanple JWI Clainms Set (with insignificant whitespace
renoved) is encoded as follows (with line breaks for display purposes
only):

eyJpc3M O JodHRweczovL3N aWwuzZxXhhbXBsZS5j b20i LCIpYXQ § EONTgOOTYOM
DQs| mp0asl 61 ] RkMz ULOW/j Nj c1IMDRh YW hNj VKNDBi NDVRMRZh YW i@ Wi YXVKI |

pbl mthOdHBz QO 8vc2NpbS5l eGFt cGxl Ln\vbS9GZWkcy 850GQLM RMAZhNWIi Yzg
30TUSM21 3NzUOI i wi aHROCHMBLY9zY2 t LnmivAYWLwbhGUUY29t LOZI ZWRz Lz VK Nz Yw
NDUx N xZDA4N] QxZDc2NzZIl ZTci XSwi ZXZI bnRzl j p71 nVybj ppZXRmOnBhcntt ¢
zpzY2l t OMV2ZWe00mNy ZWFOZSI 6eyJyZWYi O JodHRwezovL 3N aWuZXhhbXBsZS
5j b20vVXN cnM/NDRmNj EOMRNOTZi ZDZhYj YxZTc1M FkOSI sl nFOdHIpYnVOZXM
i OsiaWQd LCIJuYWLI |i wi dXNI ck5hbWJi LCIWYXNzd29yZCl sl mvt YW scyJdf X19

The encoded JW5 signature is the enpty string.

Concatenating the three encoded parts (JOSE Header, JW C ai ns Set,
and JW5 signature) in order with period ('.’) characters between the
parts yields this conplete SET (with line breaks for display purposes
only):

eyJ0eXAi O JzZWN dmVudCt qd3Q LCIhbCci O Jub251 I n0

eyJpc3M O JodHRweczovL3N aWwuzZxXhhbXBsZS5j b20i LCIpYXQ § EONTgOOTYOM
DQs| mp0asl 61 j RkMz ULOW/j Nj c1IVMDRh YW hNj VKNDBi NDVRMRZh YW i@ Wi YXVKI |

pbl mthOdHBz QO 8vc2NpbS5l eGFt cGxl Ln\vbS9GZWkcy 850GQLM RMAZhNWIi Yz g
30TUSM21 3NzUOI i wi aHROCHMBLY 9z Y2 t LmivAYWLwbGUUY29t LOZI ZWRz Lz VK Nz Yw
NDUx N xZDA4N] QxZDc2NzZl ZTci XSwi ZXZI bnRzl j p71 nVybj ppZXRmOnBhcnft ¢
zpzY2l t OMV2ZWe0O0mNy ZWFOZSI 6eyJyZWYi O JodHRwczovL3N aWuZXhhbXBsZS
5j b20vVXN cnM/NDRmNj EOMRNOTZi ZDZhYj YxZTc1M FkOSI sl nFOdHIpYnVOZXM
i OsiaWQd LCIJuYWLI Ii wi dXNI ck5hbWJi LCIWYXNzd29yZCl sl mvt YW scyJdf X19

Figure 6: Exanple Unsecured Security Event Token

For the purpose of having a sinpler exanple in Figure 6, an unsecured
token is shown. When SETs are not signed or encrypted, other

mechani sms such as TLS MJST be enpl oyed to provide integrity
protection, confidentiality, and issuer authenticity, as needed by
the application.

When validation (i.e., auditing) or additional transm ssion security
is required, JW5 signing and/or JWE encryption MAY be used. To
create and or validate a signed and/or encrypted SET, follow the
instructions in Section 7 of [RFC7519].
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3.

Requirements for SET Profiles

Profiling specifications of this specification define actual SETs to
be used in particular use cases. These profiling specifications
define the syntax and semantics of SETs conformng to that SET
profile and rules for validating those SETs. Profiling

speci ficati ons SHOULD define syntax, semantics, subject
identification, and validation

Synt ax
The syntax of the SETs defined, including:

Top- Level d ains
Clains and values in the JWI Clains Set. Exanples are clains
defined by the JW specification [RFC7519], this specification,
and by the profiling specification.

Event Payl oad
The JSON data structure contents and format, containing event-
specific information, if any (see Section 1.2).

Semanti cs
Defining the semantics of the SET contents for SETs utilizing the
profile is equally inportant. Possibly nost inportant is defining
the procedures used to validate the SET issuer and to obtain the
keys controlled by the issuer that were used for cryptographic
operations used in the JW representing the SET. For instance,
sonme profiles may define an algorithmfor retrieving the SET
i ssuer’s keys that uses the "iss" claimvalue as its input.
Li kewise, if the profile allows (or requires) that the JW be
unsecured, the neans by which the integrity of the JW is ensured
MJUST be specifi ed.

Subj ect ldentification
Profiling specifications MJST define how the event subject is
identified in the SET, as well as howto differentiate between the
event subject’s issuer and the SET issuer, if applicable. It is
NOT RECOMMENDED for profiling specifications to use the "sub"
claimin cases in which the subject is not globally unique and has
a different issuer fromthe SET itself.

Val i dation
Profiling specifications MIST clearly specify the steps that a
recipient of a SET utilizing that profile MJST performto validate

that the SET is both syntactically and semantically valid.
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4.

4.

Anong the syntax and semantics of SETs that a profiling
specification may define is whether the value of the "events"
claimmay contain multiple nenbers, and what processing
instructions are enployed in the single- and multipl e-val ued cases
for SETs conforming to that profile. Many valid choices are

possi ble. For instance, sone profiles mght allow nultiple event
identifiers to be present and specify that any that are not

under stood by recipients be ignored, thus enabling extensibility.
O her profiles mght allow nmultiple event identifiers to be
present but require that all be understood if the SET is to be
accepted. Sone profiles nmight require that only a single value be
present. Al such choices are within the scope of profiling
specifications to define.

Preventi ng Confusion between SETs and O her JW's

Because [ RFC7519] states that "all clains that are not understood by
i mpl ement ati ons MJUST be ignored", there is a consideration that a SET
m ght be confused with another kind of JW fromthe sane issuer

Unl ess this confusion is prevented, this m ght enable an attacker who
possesses a SET to use it in a context in which another kind of JWI
is expected, or vice versa. This section presents concrete

techni ques for preventing confusion between SETs and several other
specific kinds of JW's, as well as generic techniques for preventing
possi bl e confusi on between SETs and ot her ki nds of JWs.

Di stingui shing SETs from | D Tokens

A SET nmight be confused with an ID Token [OpenlD.Core] if a SET is
m stakenly or maliciously used in a context requiring an | D Token

If a SET could otherwi se be interpreted as a valid | D Token (because
it includes the required clainms for an I D Token and valid issuer and
audi ence claimvalues for an I D Token), then that SET profile MJST
require that the "exp" claimnot be present in the SET. Because
"exp" is arequired claimin ID Tokens, valid |ID Token
implementations will reject such a SET if presented as if it were an
| D Token.

Excl udi ng "exp" from SETs that could otherw se be confused with ID
Tokens is actually defense in depth. 1In any Openl D Connect contexts
in which an attacker could attenpt to substitute a SET for an ID
Token, the SET would actually already be rejected as an | D Token
because it would not contain the correct "nonce" claimvalue for the
I D Token to be accepted in contexts for which substitution is
possi bl e.
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4. 2.

4. 3.

Hun

Note that the use of explicit typing, as described in Section 2.3,
wi || not achi eve di sanbi guati on between I D Tokens and SETs, as the ID
Token validation rules do not use the "typ" header paraneter val ue.

Di stinguishing SETs from Access Tokens

QAuth 2.0 [ RFC6749] defines access tokens as bei ng opaque.
Nonet hel ess, sone inpl enentations inplenent access tokens as JWSs.
Because the structure of these JWs is inplenentation specific,
ensuring that a SET cannot be confused with such an access token is,
therefore, also inplenentation specific, generally. Nonetheless, it
is reconmended that SET profiles enploy the following strategies to
prevent possible substitutions of SETs for access tokens in contexts
in which that m ght be possible:

0 Prohibit use of the "exp" claim as is done to prevent |D Token
conf usi on.

0 \Where possible, use a separate "aud" claimvalue to distinguish
between the SET recipient and the protected resource that is the
audi ence of an access token.

o0 Mdify access token validation systens to check for the presence
of the "events" claimas a neans to detect security event tokens.
This is particularly useful if the same endpoint may receive both
types of tokens.

o0 Enploy explicit typing, as described in Section 2.3, and nodify
access token validation systenms to use the "typ" header paraneter
val ue.

Di stingui shing SETs from & her Kinds of JWs

JWI's are now being used in application areas beyond the identity
applications in which they first appeared. For instance, the
"Session Initiation Protocol (SIP) Via Header Field Paraneter to

I ndi cate Received Real m' [ RFC8055] and "PASSporT: Personal Assertion
Token" [RFC8225] specifications both define JW profiles that use
mostly or conpletely different sets of clains than are used by ID
Tokens. If it would otherw se be possible for an attacker to
substitute a SET for one of these (or other) kinds of JWSs, then the
SET profile nust be defined in such a way that any substituted SET
will result inits rejection when validated as the intended kind of
JWT.
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The nost direct way to prevent confusion is to enploy explicit
typing, as described in Section 2.3, and nodi fy applicabl e token
validation systens to use the "typ" header paraneter value. This
approach can be enployed for new systens but nmay not be applicable to
exi sting systens.

Anot her way to ensure that a SET is not confused with another kind of
JWI is to have the JW validation |logic reject JWs containing an
"events" claimunless the JWI is intended to be a SET. This approach
can be enpl oyed for new systens but nmay not be applicable to existing
systens. Validating that the JW has an "events" claimw || be
effective in preventing attackers from passing other kinds of JWs
of f as SETs.

For many use cases, the sinplest way to prevent substitution is
requiring that the SET not include clains that are required for the
kind of JWI that m ght be the target of an attack. For exanple, for
[ RFC8055], the "sip_callid" claimcould be omtted and for [RFC8225],
the "orig" claimcould be onitted.

In many contexts, sinple nmeasures such as these will acconplish the
task, should confusion otherw se even be possible. Note that this
topic is being explored in a nore general fashion in "JSON Web Token
Best Current Practices" [JWI-BCP]. The proposed best practices in
that document may al so be applicable for particular SET profiles and
use cases.

5. Security Considerations
5.1. Confidentiality and Integrity

SETs may contain sensitive information. Therefore, methods for
distribution of events SHOULD require the use of a transport-|ayer
security nechani smwhen distributing events. Parties MJST support
TLS 1.2 [RFC5246] or a higher version and MAY support additiona
transport-layer nechanisns neeting its security requirenents. Wen
using TLS, the client MJST performa TLS server certificate check,

per [ RFC6125]. Inplementation security considerations for TLS can be
found in "Recommendations for Secure Use of Transport Layer Security
(TLS) and Datagram Transport Layer Security (DTLS)" [RFC7525].

Security events distributed through third parties or that carry

personally identifiable informati on MUST be encrypted using JVE
[ RFC7516] or secured for confidentiality by other neans.

Hunt, et al. St andards Track [ Page 19]



RFC 8417 SET July 2018

Unless integrity of the JWI is ensured by other means, it MJST be

si gned using JW5 [ RFC7515] by an issuer that is trusted to do so for
the use case so that the SET can be authenticated and validated by
the SET recipient.

5.2. Delivery

Thi s specification does not define a delivery nmechanismfor SETs. In
addition to confidentiality and integrity (di scussed above),

i mpl ementers and profiling specifications nmust consider the
consequences of delivery nechani sns that are not secure and/or not
assured. For exanple, while a SET nmay be end-to-end secured using
JVE encrypted SETs, without (nutual) TLS, there is no assurance that
the correct endpoint received the SET and that it could be
successful ly processed.

5.3. Sequencing
Thi s specification defines no neans of ordering nultiple SETs in a

sequence. Depending on the type and nature of the events represented
by SETs, order may or may not matter. For exanple, in provisioning,

event order is critical -- an object cannot be nodified before it is
created. |In other SET types, such as a token revocation, the order
of SETs for revoked tokens does not matter. |If, however, the event

conveys a logged in or |ogged out status for a user subject, then
order becomes inportant.

Profiling specifications and inpl enenters SHOULD take cauti on when
using tinmestanps such as "iat" to define order. Distributed systens
wi Il have sonme anobunt of clock skew. Thus, tinme by itself will not
guar ant ee order.

Speci fications profiling SET SHOULD defi ne a mechani smfor detecting
order or sequence of events when the order matters. For exanple, the
"txn" claimcould contain an ordered value (e.g., a counter) that the
i ssuer includes, although just as for tinmestanps, ensuring such
ordering can be difficult in distributed systens.

5.4. Timng |Issues

When SETs are delivered asynchronously and/or out-of-band with
respect to the original action that incurred the security event, it
is inmportant to consider that a SET might be delivered to a SET

reci pient in advance of or behind the process that caused the event.
For exanple, a user having been required to | og out and then | og back
in again, may cause a "token revoked" SET to be issued, typically
causing the receiver to reset all active sessions at the receiver
that are related to that user. |If a revocation SET arrives at the
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same time as the user agent re-logs in, timng could cause probl ens
by erroneously treating the new user session as |ogged out.
Profiling specifications SHOULD be careful to consider both SET
expression and tining issues. For exanple, it mght be nore
appropriate to revoke a specific session or |ID Token rather than a
general |ogout statenent about a "user". Alternatively, profiling
specifications could use tinestanps that all ow new sessions to be
started inmediately after a stated | ogout event time.

5.5. Preventing Confusion

Al so, see Section 4 above for both additional security considerations
and normative text on preventing SETs from bei ng confused with other
ki nds of JWs.

6. Privacy Considerations

If a SET needs to be retained for audit purposes, the signhature can
be used to provide verification of its authenticity.

SET issuers SHOULD attenpt to specialize SETs so that their content
is targeted to the specific business and protocol needs of the
i nt ended SET reci pients.

When sharing personally identifiable information or information that
is otherwi se considered confidential to affected users, SET issuers
and recipients should have the appropriate | egal agreenents and user
consent and/or terns of service in place.

The propagation of subject identifiers can be perceived as personally
identifiable information. Where possible, SET issuers and recipients
SHOULD devi se approaches that prevent propagation -- for example, the
passing of a salted hash value that requires the SET recipient to
know t he subj ect.

In sone cases, it nay be possible for a SET recipient to correl ate
different events and thereby gain information about a subject that
the SET issuer did not intend to share. For example, a SET recipient
m ght be able to use "iat" values or highly precise "toe" values to
determne that two otherwi se un-rel atable events actually relate to
the same real -world event. The union of information fromboth events
could allow a SET recipient to de-anonyni ze data or recogni ze that
unrelated identifiers relate to the sane individual. SET issuers
SHOULD t ake steps to minimze the chance of event correlation, when
such correlation would constitute a privacy violation. For instance,
they coul d use approxi mate values for the "toe" claimor arbitrarily
del ay SET issuance, where such delay can be tol erated.
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7. | ANA Consi derations

7.1. JSON Web Token O ains Registration
| ANA has registered the "events", "toe", and "txn" clains in the | ANA
"JSON Web Token d ains" registry [I ANA JW. C ai ns] established by
[ RFC7519] .

7.1.1. Registry Contents

o Caim Name: "events"

0 ClaimDescription: Security Events

o0 Change Controller: |IESG

0 Specification Docunment(s): Section 2.2 of [RFC3417]
o ClaimNanme: "toe"

0 CaimDescription: Tine of Event

o0 Change Controller: |IESG

0 Specification Docunment(s): Section 2.2 of [RFC38417]
o daim Nane: "txn"

0 CaimDescription: Transaction ldentifier

0 Change Controller: |IESG

o Specification Docunent(s): Section 2.2 of [RFC8417]

7.2. Structured Syntax Suffix Registration

| ANA has registered the "+ w" structured syntax suffix [RFC6838] in
the "Structured Syntax Suffix" registry [IANA StructuredSuffix] in
the manner described in [ RFC6838], which can be used to indicate that
the nmedia type is encoded as a JWI.
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7.2.

O o0Oo0oo

o

Hunt ,

Regi stry Contents

Nane: JSON Web Token (JW)

+suffix: +w

Ref erences: Section 3 of [RFC7519], Section 7.2 of [RFC8417]
Encodi ng Consi derations: binary; JW values are encoded as a
series of base64url-encoded values (with trailing '=" characters
renoved), sone of which may be the enpty string, separated by
period ('.’) characters.

Interoperability Considerations: NA

Fragnment ldentifier Considerations:

The syntax and senantics of fragnent identifiers specified for
+jwt SHOULD be as specified for "application/jw". (At
publication of this docunment, there is no fragnent identification
syntax defined for "application/jw".)

The syntax and senantics for fragnent identifiers for a specific
"xxx/yyy+jw" SHOULD be processed as foll ows:

For cases defined in +jwt where the fragment identifier resolves
per the +jwt rules, process as specified in +jwt.

For cases defined in +jwt where the fragnent identifier does not
resolve per the +jwt rules, process as specified in "xxx/yyy+ w".

For cases not defined in +jw, process as specified in "xxx/
yyy+jw".

Security Considerations: See Section 11 of [RFC7519].

Cont act :

M chael B. Jones, nbj @ri crosoft.com

Aut hor/ Change Controller:

Security Events Working G oup.

The |1 ESG has change control over this registration.
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7.3. Media Type Registration
7.3.1. Registry Contents

This section registers the "application/secevent+ w" nedia type

[ RFC2046] in the "Media Types" registry [| ANA Medi aTypes] in the
manner described in [RFC6838], which can be used to indicate that the
content is a SET.

o0 Type nane: application
0 Subtype nane: secevent+jwt
0 Required paraneters: NA
0 Optional paraneters: NA
o Encodi ng considerations: binary; A SET is a JW; JW val ues are
encoded as a series of base64url-encoded values (with trailing ' =
characters renoved), sone of which may be the enpty string,
separated by period ('.’') characters.
0 Security considerations: See Section 5 of [RFC8417]
0 Interoperability considerations: NA
o Published specification: Section 2.3 of [RFC8417]
o Applications that use this nedia type: Applications that exchange
SETs
o Fragment identifier considerations: NA
0 Additional information:
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA
0 Person & enmil address to contact for further information:
M chael B. Jones, nbj @i crosoft.com
o Intended usage: COVMON
0 Restrictions on usage: none
0 Author: Mchael B. Jones, nbj@r crosoft.com
0 Change controller: |IESG
o Provisional registration? No

Hunt, et al. St andards Track [ Page 24]



RFC 8417

8. References

SET July 2018

8. 1. Nor mat i ve Ref erences

[ 1 ANA. JWI. d ai ns]

I ANA, "JSON Wb Token d ains",
<http://ww. i ana. or g/ assi gnnent s/ j wt >.

[ 1 ANA. Medi aTypes]

| ANA, "Media Types",
<http://ww. iana. or g/ assi gnnment s/ nedi a-t ypes>.

[ ANA. St ruct uredSuf fi x]

[ RFC2119]

[ RFC3629]

[ RFC3986]

[ RFC5246]

[ RFC6125]

[ RFC6749]

Hunt, et al.

I ANA, "Structured Syntax Suffix",
<https://wwv. i ana. or g/ assi gnnent s/
medi a-type-structured-suffix/>.

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,

<https://www. rfc-editor.org/info/rfc2119>.

Yergeau, F., "UTF-8, a transformation format of |SO
10646", STD 63, RFC 3629, DO 10.17487/ RFC3629, Novenber
2003, <https://ww rfc-editor.org/info/rfc3629>.

Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,

RFC 3986, DO 10.17487/ RFC3986, January 2005,
<https://www. rfc-editor.org/info/rfc3986>.

Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246,

DO 10.17487/ RFC5246, August 2008,

<https://www. rfc-editor.org/info/rfc5246>.

Sai nt-Andre, P. and J. Hodges, "Representation and
Verification of Domai n-Based Application Service ldentity
within Internet Public Key Infrastructure Using X 509
(PKIX) Certificates in the Context of Transport Layer
Security (TLS)", RFC 6125, DO 10.17487/ RFC6125, March
2011, <https://www.rfc-editor.org/info/rfc6125>.

Hardt, D., Ed., "The QAuth 2.0 Authorizati on Franmework",

RFC 6749, DA 10.17487/ RFC6749, Cctober 2012,
<https://ww.rfc-editor.org/info/rfc6749>.

St andards Track [ Page 25]



RFC 8417 SET July 2018

[ RFC7515] Jones, M, Bradley, J., and N. Sakinmura, "JSON Wb
Signature (JWS)", RFC 7515, DO 10.17487/ RFC7515, MNay
2015, <https://ww. rfc-editor.org/info/rfc7515>.

[ RFC7516] Jones, M and J. Hildebrand, "JSON Wb Encryption (JVE)",
RFC 7516, DO 10.17487/ RFC7516, May 2015,
<https://www. rfc-editor.org/info/rfc7516>.

[ RFC7519] Jones, M, Bradley, J., and N Sakinmura, "JSON Wb Token
(JwWn", RFC 7519, DA 10.17487/RFC7519, May 2015,
<https://www. rfc-editor.org/info/rfc7519>.

[ RFC7525] Sheffer, Y., Holz, R, and P. Saint-Andre,
"Recommendati ons for Secure Use of Transport Layer
Security (TLS) and Datagram Transport Layer Security
(DTLS)", BCP 195, RFC 7525, DO 10.17487/ RFC7525, May
2015, <https://ww.rfc-editor.org/info/rfc7525>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

8.2. Informative References

[JW-BCP] Sheffer, Y., Hardt, D., and M Jones, "JSON Wb Token Best
Current Practices", Wbrk in Progress,
draft-ietf-oauth-jw-bcp-03, My 2018.

[ Openl D. BackChannel ]
Jones, M and J. Bradley, "OpenlD Connect Back-Channel
Logout 1.0", January 2017, <http://openid. net/specs/
openi d- connect - backchannel -1_0. ht mi >.

[ Openl D. Cor €]
Saki mura, N., Bradley, J., Jones, M, de Medeiros, B., and
C. Mortinore, "Openl D Connect Core 1.0", Novenber 2014,
<http://openid. net/specs/ openi d-connect-core-1_0. htm >.

[ Openl D. RI SC. Event s]
Scurtescu, M, Backman, A, Hunt, P., and J. Bradl ey,
"Openl D RI SC Event Types 1.0", April 2018,
<http://openi d. net/specs/
openid-risc-event-types-1 0. htni >.

[ RFC2046] Freed, N. and N. Borenstein, "Miltipurpose Internet Mil
Extensions (M ME) Part Two: Media Types", RFC 2046,
DO 10.17487/ RFC2046, Novenber 1996,
<https://www. rfc-editor.org/info/rfc2046>.

Hunt, et al. St andards Track [ Page 26]



RFC 8417 SET July 2018

[ RFC6838] Freed, N., Klensin, J., and T. Hansen, "Media Type
Speci fications and Regi stration Procedures", BCP 13,
RFC 6838, DO 10.17487/ RFC6838, January 2013,
<https://ww.rfc-editor.org/info/rfc6838>.

[ RFC7644] Hunt, P., Ed., Gizzle, K, Ansari, M, Wahlstroem E.,
and C. Mortinore, "Systemfor Cross-domain Identity
Management: Protocol”, RFC 7644, DO 10.17487/ RFC7644,
Sept ember 2015, <https://www. rfc-editor.org/info/rfc7644>.

[ RFC8055] Hol nberg, C. and Y. Jiang, "Session Initiation Protocol
(SIP) Via Header Field Paraneter to Indicate Received
Real m', RFC 8055, DO 10.17487/ RFC8055, January 2017,
<https://ww.rfc-editor.org/info/rfc8055>.

[ RFC8225] Wendt, C. and J. Peterson, "PASSporT: Personal Assertion
Token", RFC 8225, DA 10.17487/ RFC8225, February 2018,
<https://ww. rfc-editor.org/info/rfc8225>.

Acknow edgrent s

The editors would like to thank the nenbers of the I ETF SCI M wor ki ng
group, which began di scussions of provisioning events starting with
draft-hunt-scimnotify-00 in 2015. The editors would like to thank
the participants in the ETF id-event mailing list, the Security
Events working group, and rel ated working groups for their
contributions to this specification. The specification incorporates
suggesti ons nmade by many peopl e, including Annabell e Backman, John
Bradl ey, Alissa Cooper, Ned Freed, Dick Hardt, Russ Housley, Benjamn
Kaduk, M rja Kuehl ewi nd, Mark Lizar, Al exey Ml nikov, Andrew Nash,
Eric Rescorla, Adam Roach, Justin Richer, Nat Sakinura, Marius
Scurtescu, Yaron Sheffer, and Martin Vi goureux.

Hunt, et al. St andards Track [ Page 27]



RFC 8417 SET July 2018

Aut hors’ Addresses

Phil Hunt (editor)
Oracl e Corporation

Emai | : phil. hunt @ahoo. com

M chael B. Jones

M crosoft

Emai | : nbj @ri crosoft.com

URI : http://sel f-issued.info/
W |iam Denni ss

Googl e

Emai | : rfc8417@wenni ss. com

URI : htt ps://wdenni ss. coml SET
Morteza Ansari

Cisco

Email : npbrteza. ansari @i sco.com

Hunt, et al. St andards Track [ Page 28]






