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Abstract

The Resource Public Key Infrastructure (RPKI) is a gl oba

aut hori zation infrastructure that allows the hol der of Internet
Nunber Resources (INRs) to nake verifiable statenents about those
resources. Network operators, e.g., Internet Service Providers
(I'SPs), can use the RPKI to validate BGP route origin assertions.

I SPs can al so use the RPKI to validate the path of a BGP route.
However, |SPs nmay want to establish a |local view of exceptions to the
RPKI data in the formof local filters and additions. The mechani sms
described in this docunent provide a sinple way to enable INR hol ders
to establish a local, custom zed view of the RPKI, overriding gl oba
RPKI repository data as needed.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8416
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1. Introduction

The Resource Public Key Infrastructure (RPKI) is a gl oba

aut hori zation infrastructure that allows the hol der of Internet
Nunber Resources (INRs) to nmamke verifiable statenments about those
resources. For exanple, the holder of a block of IP(v4 or v6)
addresses can issue a Route Origin Authorization (ROA) [RFC6482] to
aut hori ze an Aut ononous System (AS) to originate routes for that

bl ock. Internet Service Providers (1SPs) can then use the RPKI to
validate BGP routes. (Validation of the origin of a route is
described in [ RFC6811], and validation of the path of a route is
described in [ RFC8205].)

However, an RPKI Relying Party (RP) may want to override some of the
i nformati on expressed via configured Trust Anchors (TAs) and the
certificates downl oaded fromthe RPKI repository system For

i nstance, [RFC6491] recommends the creation of ROAs that woul d
invalidate public routes for reserved and unal | ocated address space,
yet sone |1SPs might like to use BGP and the RPKI with private address
space (see [RFC1918], [RFC4193], and [ RFC6598]) or private AS nunbers
(see [RFC1930] and [RFC6996]). Local use of private address space
and/ or AS nunbers is consistent with the RFCs cited above, but such
use cannot be verified by the global RPKI. This notivates creation
of mechani sns that enable a network operator to publish, at its

di scretion, an exception to the RPKI in the formof filters and
additions (for its own use and that of its custoners). Additionally,
a network operator mght wish to make use of a |local override
capability to protect routes fromadverse actions [RFC8211], unti

the results of such actions have been addressed. The mechani sns
devel oped to provide this capability to network operators are hereby
called "Sinplified Local Internet Nunber Resource Managenent with the
RPKI ( SLURM ".

SLURM al | ows an operator to create a |local view of the global RPKI by
generating sets of assertions. For origin validation [RFC6811], an
assertion is a tuple of {IP prefix, prefix |ength, maxinmmlength,
Aut ononous System Nunmber (ASN)} as used by the RPKI-Router protocol,
version 0 [ RFC6810] and version 1 [ RFC8210]. For BGPsec [RFCB8205],
an assertion is a tuple of {ASN, subject key identifier, router
public key} as used by version 1 of the RPKI-Router protocol. (For
the remai nder of this document, these assertions are called "ROA
Prefix Assertions" and "BGPsec Assertions", respectively.)
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. RP with SLURM

SLURM provides a sinple way to enable an RP to establish a |ocal,
custom zed view of the RPKI, overriding RPKI repository data if
needed. To that end, an RP with SLURM filters out (i.e., removes
fromconsideration for routing decisions) any assertions in the RPK
that are overridden by |local ROA Prefix Assertions and BGPsec
Assertions.

In general, the primary output of an RP is the data it sends to
routers over the RPKI-Router protocol [RFC8210]. The RPKI - Router
protocol enables routers to query an RP for all assertions it knows
about (Reset Query) or for an update of only the changes in
assertions (Serial Query). The nechanisns specified in this docunent
are to be applied to the result set for a Reset Query and to both the
old and new sets that are conpared for a Serial Query. RP software
may nodify other forns of output in conparable ways, but that is

out side the scope of this docunent.

| Repositories +--->Local cache of RPKI objects+---> Validation

o e e e e o - + o m e e e e e e e maaaoo- + +----- F-- - - - +
I

o o o e o e e e e e e e e e e e e e e e e e e m e oo oo +

I
S Vemmeen- . . S S SRR +
I (. (. (. I
| SLURM +---> SLURM +--->RPKI - Rout er +- - - > BGP Speakers
| Filters | | Assertions | | Protocol | | |
o e oo - + Fom e m oo - - + M + S +

Figure 1: SLURM s Position in the RP Stack
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3. SLURM Fi |l es and Mechani sns
3.1. Use of JSON

SLURM filters and assertions are specified in JSON fornmat [ RFC8259].
JSON nenbers that are not defined here MUST NOT be used in SLURM
files. An RP MJST consider any deviations fromthe specifications to
be errors. Future additions to the specifications in this docunent
MJST use an increnmented value for the "slurm/ersion" menber.

3.2. SLURM Fil e Overvi ew

A SLURM file consists of a single JSON object containing the
foll owi ng menbers

o A "slurnVersion" nenber that MJST be set to 1, encoded as a nunber

0o A "validationQutputFilters" nmenber (Section 3.3), whose value is
an object. The object MJST contain exactly two nenbers:

* A"prefixFilters" menber, whose value is described in
Section 3.3.1.

* A "bgpsecFilters" nmenber, whose value is described in
Section 3.3.2.

o0 A "locall yAddedAssertions"” nenber (Section 3.4), whose value is an
obj ect. The object MJST contain exactly two nenbers:

* A "prefixAssertions" nmenber, whose value is described in
Section 3.4.1.

* A "bgpsecAssertions" nmenber, whose value is described in
Section 3.4.2.

In the envisioned typical use case, an RP uses both Validation Cutput
Filters and Locally Added Assertions. In this case, the resulting
assertions MJST be the sane as if output filtering were performnmed
before | ocally addi ng assertions; that is, Locally Added Assertions
MUST NOT be renoved by output filtering.

The following JSON structure with JSON nenbers represents a SLURM
file that has no filters or assertions:
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{
"slurm/ersion": 1,
"validationQutputFilters": {
"prefixFilters": [],
"bgpsecFilters": []
"iocalIyAddedAssertions": {
"prefixAssertions": [],
"bgpsecAssertions": []
}

Figure 2: Enmpty SLURM Fil e
3.3. Validation Qutput Filters
3.3.1. Validated ROA Prefix Filters

The RP can configure zero or nore Validated ROA Prefix Filters
("Prefix Filters" for short). Each Prefix Filter can contain either
an | Pv4 or IPv6 prefix and/or an ASN. It is RECOMMVENDED that an
expl anatory comrent is included with each Prefix Filter so that it
can be shown to users of the RP software.

The above is expressed as a value of the "prefixFilters" nmenber, as
an array of zero or nmore objects. Each object MIST contain either 1)
one of the follow ng nmenbers or 2) one of each of the follow ng
nenbers.

o A "prefix" nenber, whose value is a string representing either an
I Pv4 prefix (see Section 3.1 of [RFC4632]) or an IPv6 prefix (see
[ RFC5952]) .

0 An "asn" nenber, whose value is a nunber.

I n addition, each object MAY contain one optional "comment" nenber,
whose value is a string.

The foll owi ng exanpl e JSON structure represents a "prefixFilters"”

menber with an array of exanple objects for each use case listed
above:
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3. 3.

Mi,

"prefixFilters": [

{

"prefix": "192.0.2.0/24",

"coment": "All VRPs enconpassed by prefix"
H
{

"asn": 64496,

"coment": "All VRPs matchi ng ASN'
H
{

"prefix": "198.51.100. 0/ 24",

"asn": 64497,

"comment": "All VRPs enconpassed by prefix, matching ASN'
}

Figure 3: "prefixFilters" Exanples

Any Val i dated ROA Payl oad (VRP) [RFC6811] that natches any configured
Prefix Filter MJUST be removed fromthe RP' s output.

A VRP is considered to match with a Prefix Filter if one of the
fol |l owi ng cases appli es:

1. If the Prefix Filter only contains an | Pv4 or | Pv6 prefix, the
VRP is considered to match the filter if the VRP prefix is equa
to or covered by the Prefix Filter prefix.

2. If the Prefix Filter only contains an ASN, the VRP is considered
to match the filter if the VRP ASN nmatches the Prefix Filter ASN

3. If the Prefix Filter contains both an IPv4 or IPv6 prefix and an
ASN, the VRP is considered to match if the VRP prefix is equal to
or covered by the Prefix Filter prefix and the VRP ASN mat ches
the Prefix Filter ASN

2. BGPsec Assertion Filters

The RP can configure zero or nore BGPsec Assertion Filters ("BGPsec
Filters" for short). Each BGPsec Filter can contain an ASN and/or
the Base64 [ RFC4648] encodi ng of a Router Subject Key ldentifier
(SKI), as described in [RFC8209] and [RFC6487]. It i s RECOVMENDED
that an explanatory comment is also included with each BGPsec Filter,
so that it can be shown to users of the RP software

The above is expressed as a value of the "bgpsecFilters" nenber, as

an array of zero or nore objects. Each object MJST contain one of
either, or one each of both foll owi ng nenbers:
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o An "asn" nmenber, whose value is a nunber

0o An "SKI" nenber, whose value is the Base64 encodi ng without
trailing "= (Section 5 of [RFC4648]) of the certificate' s Subject
Key ldentifier as described in Section 4.8.2 of [RFC6487]. (This
is the value of the ASN.1 OCTET STRING wi thout the ASN.1 tag or

length fields.)

In addition, each object MAY contain one optional "coment" nenber,
whose value is a string.

The foll owi ng exanpl e JSON structure represents a "bgpsecFilters"
menber with an array of exanple objects for each use case listed
above:

"bgpsecFilters": |

{
"asn": 64496,
"comment": "All keys for ASN'
b
{
"SKI": "<Base 64 of sone SKI>",
"coment": "Key matching Router SKI"
b
{
"asn": 64497,
"SKI": "<Base 64 of sonme SKI>",
"coment": "Key for ASN 64497 matching Router SKI"
}

Figure 4: "bgpsecFilters" Exanples

Any BGPsec Assertion that matches any configured BGPsec Filter MJST
be remobved fromthe RP's output. A BGPsec Assertion is considered to
match with a BGPsec Filter if one of the foll owing cases applies:

1. If the BGPsec Filter only contains an ASN, a BGPsec Assertion is
considered to match if the Assertion ASN matches the Filter ASN

2. If the BGPsec Filter only contains an SKI, a BGPsec Assertion is
considered to match if the Assertion Router SKI matches the
Filter SKI

3. If the BGPsec Filter contains both an ASN and a Router SKI, then
a BGPsec Assertion is considered to match if both the Assertion
ASN mat ches the Filter ASN and the Assertion Router SKI matches
the Filter SKI.
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3. 4.

3. 4.

Local | y Added Assertions
1. ROA Prefix Assertions

Each RP is locally configured with a (possibly enpty) array of ROA
Prefix Assertions ("Prefix Assertions" for short). Each ROA Prefix
Assertion MJST contain an | Pv4 or I Pv6 prefix and an ASN. |t MAY
include a value for the maximumlength. 1t is RECOVWENDED that an
expl anatory comrent is also included with each so that it can be
shown to users of the RP software.

The above is expressed as a value of the "prefixAssertions" nenber,

as an array of zero or nore objects. Each object MIST contain one of

each of the foll owi ng nenbers

o A "prefix" nenber, whose value is a string representing either an
I Pv4 prefix (see Section 3.1 of [RFC4632]) or an |Pv6 prefix (see
[ RFC5952]).

0 An "asn" nenber, whose value is a nunber.

In addition, each object MAY contain one of each of the follow ng
menber s:

o A "maxPrefixLength" menber, whose value is a nunber

0o A "coment" menber, whose value is a string

The foll owi ng exanpl e JSON structure represents a "prefixAssertions"
menber with an array of exanple objects for each use case listed

above:

"prefixAssertions": [

{
"asn": 64496,
"prefix": "198.51.100.0/ 24",
"coment": "My other inportant route"
b
{
"asn": 64496,
"prefix": "2001:DB8::/32",
"maxPrefixLength": 48,
"coment": "My other inportant de-aggregated routes"
}

Figure 5: "prefixAssertions" Exanples
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3. 4.

Note that the conbination of the prefix, ASN, and optional maximum

I ength describes a VRP as described in [RFC6811]. The RP MJST add
all Prefix Assertions found this way to the VRP found through RPKI
validation and ensure that it sends the conplete set of Protocol Data
Units (PDUs), excluding duplicates when using the RPKI-Router

protocol (see Sections 5.6 and 5.7 of [RFC8210]).

2. BGPsec Assertions

Each RP is locally configured with a (possibly enpty) array of BGPsec
Assertions. Each BGPsec Assertion MJST contain an AS nunber, a
Router SKI, and the router public key. 1t is RECOMMENDED that an
expl anatory conment is also included so that it can be shown to users
of the RP software.

The above is expressed as a value of the "bgpsecAssertions" nenber,
as an array of zero or nore objects. Each object MJST contain one
each of all of the follow ng nenbers:

o An "asn" nenber, whose value is a nunber.

0o An "SKI" nmenber, whose value is the Base64 encodi ng without
trailing "= (Section 5 of [RFC4648]) of the certificate' s Subject
Key ldentifier as described in Section 4.8.2 of [RFC6487] (This is
the value of the ASN.1 OCTET STRI NG wi thout the ASN. 1 tag or
length fields.)

0 A "routerPublicKey" nenber, whose value is the Base64 encoding
without trailing "= (Section 5 of [RFC4648]) of the equivalent to
t he subj ect PublicKeylnfo value of the router certificate' s public
key, as described in [RFC8208]. This is the full ASN. 1 DER
encodi ng of the subjectPublicKeylnfo, including the ASN. 1 tag and
| ength val ues of the subjectPublicKeyl nfo SEQUENCE

The foll owi ng exanpl e JSON structure represents a "bgpsecAssertions"
menber with one object as described above:

"bgpsecAssertions": |

{
"asn": 64496,
"SKI": "<some base64 SKI>",
"rout er Publ i cKey": "<some base64 public key>",
"coment": "My known key for ny inportant ASN'
}

Figure 6: "bgpsecAssertions" Exanples
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Note that a "bgpsecAssertions" nenber matches the syntax of the
Rout er Key PDU described in Section 5.10 of [RFC8210]. Relying
Parties MJUST add any "bgpsecAssertions" menber thus found to the set
of Router Key PDUs, excluding duplicates, when using the RPKI-Router
protocol [RFC8210].

3.5. Exanple of a SCLURMFile with Filters and Assertions
The following JSON structure represents an exanple of a SLURMfile

that uses all the elenents described in the previous sections:

"slurnVersion": 1,
"validationQutputFilters": {
"prefixFilters": [

{
"prefix": "192.0.2.0/24",
"comment": "All VRPs enconpassed by prefix"
H
{
"asn": 64496,
"coment": "All VRPs matchi ng ASN'
H
{
"prefix": "198.51.100. 0/ 24",
"asn": 64497,
"coment": "All VRPs enconpassed by prefix, matching ASN'
}
1,
"bgpsecFilters": |
{
"asn": 64496,
"coment": "All keys for ASN'
H
{
"SKI Mt Zmv!,
"coment": "Key matching Router SKI"
b
{
"asn": 64497,
"SKIt YRyt
"coment": "Key for ASN 64497 matchi ng Router SKI"
}

]

} ]
"l ocal | yAddedAssertions": {
"prefixAssertions": |

{
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"asn": 64496,
"prefix": "198.51.100. 0/ 24",
"coment": "My other inportant route"
H
{
"asn": 64496,
"prefix": "2001:DB8::/32",
"maxPrefixLength": 48,
"coment": "My other inportant de-aggregated routes”
}
1,
"bgpsecAssertions": [
{
"asn": 64496,
"coment” : "My known key for ny inmportant ASN',
"SKI": "<sone base64 SKI>",
"rout er Publ i cKey": "<sone base64 public key>"
}

Figure 7: Exanple of Full SLURM File

2018
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4.

4. 1.

4. 2.

SLURM Fil e Configuration
SLURM File Atomicity

To ensure | ocal consistency, the effect of SLURM MJUST be atonmic.

That is, the output of the RP either MJST be the sane as if a SLURM
file were not used or MJUST reflect the entire SLURM confi guration

For an exanple of why this is required, consider the case of two

| ocal routes for the sane prefix but different origin ASNs. Both
routes are configured with Locally Added Assertions. |If neither

addi tion occurs, then both routes could be in the NotFound state

[ RFC6811]. If both additions occur, then both routes would be in the
Valid state. However, if one addition occurs and the other does not,
then one could be Invalid while the other is Valid.

Multiple SLURM Fi |l es

An i npl enentati on MAY support the concurrent use of nultiple SLURM
files. In this case, the resulting inputs to Validation Cutput
Filters and Locally Added Assertions are the respective unions of the
inputs fromeach file. The envisioned typical use case for multiple
files is when the files have distinct scopes. For instance,
operators of two distinct networks nay resort to one RP systemto
franme routing decisions. As such, they probably deliver SLURMfiles
to this RP independently. Before an RP configures SLURM files from
different sources, it MJST nake sure there is no internal conflict
anong the INR assertions in these SLURMfiles. To do so, the RP
SHOULD check the entries of each SLURMfile with regard to overl aps
of the INR assertions and report errors to the sources that created
the SLURM files in question. The RP gets nultiple SLURMfiles as a
set, and the whol e set MJST be rejected in case of any overl aps anong
the SLURM fil es.

If a problemis detected with the INR assertions in these SLURM
files, the RP MUST NOT use them and SHOULD i ssue a warning as error
report in the follow ng cases:

1. There may be conflicting changes to ROA Prefix Assertions if an
I P address X and distinct SLURMfiles Y and Z exist such that X
is contained by any prefix in any "prefixAssertions" or
"prefixFilters" in file Y and X is contained by any prefix in any
"prefixAssertions” or "prefixFilters" in file Z

2. There may be conflicting changes to BGPsec Assertions if an ASN X
and distinct SLURMTfiles Y and Z exist such that X is used in any
"bgpsecAssertions" or "bgpsecFilters"” in file Y and X is used in
any "bgpsecAssertions" or "bgpsecFilters" in file Z
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5

7

7

1.

| ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

The nechani sns described in this docunment provide a network operator
with additional ways to control use of RPKI data while preserving
aut onony in address space and ASN managenent. These nechanisns are
only applied locally; they do not influence how other network
operators interpret RPKI data. Nonetheless, care should be taken in
how t hese nechani sns are enployed. Note that it also is possible to
use SLURMto (locally) manipul ate assertions about non-private | NRs,
e.g., allocated address space that is globally routed. For exanple,
a SLURMfile may be used to override RPKI data that a network
operator believes has been corrupted by an adverse action. Network
operators who elect to use SLURMin this fashion should use extrene
caution.

The goal of the mechanisns described in this docunment is to enable an
RP to create its own view of the RPKI, which is intrinsically a
security function. An RP using a SLURMfile is trusting the
assertions made in that file. Errors in the SLURMfile used by an RP
can undermine the security offered to that RP by the RPKI. A SLURM
file could declare as invalid ROAs that woul d otherw se be valid, and
vice versa. As a result, an RP MJUST carefully consider the security
inmplications of the SLURM file being used, especially if the file is
provided by a third party.

Additionally, each RP using SLURM MUST ensure the authenticity and
integrity of any SLURMfile that it uses. Initially, the SLURMfile
may be preconfigured out of band, but if the RP updates its SLURM
file over the network, it MJIST verify the authenticity and integrity
of the updated SLURM file. The nechanismto update the SLURMfile to
guarantee authenticity and integrity is out of the scope of this
docunent .
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