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Conveyi ng Path Setup Type
i n PCE Comuni cation Protocol (PCEP) Messages

Abst ract

A Path Computation El ement (PCE) can conpute Traffic Engi neering (TE)
pat hs through a network; these paths are subject to various
constraints. Currently, TE paths are Label Switched Paths (LSPs)
that are set up using the RSVP-TE signaling protocol. However, other
TE path setup nethods are possible within the PCE architecture. This
docunent proposes an extension to the PCE Communi cati on Protocol
(PCEP) to allow support for different path setup nethods over a given
PCEP sessi on.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8408.
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1.

I nt roducti on

[ RFC5440] describes the PCE Comuni cation Protocol (PCEP) for

conmuni cati on between a Path Conputation Client (PCC) and a Path
Conput ati on El enent (PCE) or between a PCE and a PCE. A PCC
requests, froma PCE, a path subject to various constraints and
optinmization criteria. The PCE responds to the PCC with a hop-by-hop
path in an Explicit Route Object (ERO. The PCC uses the EROto set
up the path in the network.

[ RFC8231] specifies extensions to PCEP that allow a PCC to del egate
its LSPs to a PCE. The PCE can then update the state of LSPs
delegated to it. In particular, the PCE may nodify the path of an
LSP by sending a new ERO. The PCC uses this EROto reroute the LSP
in a make-before-break fashion. [RFC8281] specifies a mechani smthat
allows a PCE to dynamcally instantiate an LSP on a PCC by sendi ng
the ERO and the characteristics of the LSP. The PCC creates the LSP
usi ng the ERO and other attributes sent by the PCE

So far, PCEP and its extensions have assuned that the TE paths are
| abel switched and are established via the RSVP-TE signaling

protocol. However, other nethods of LSP setup are possible in the
PCE architecture (see [RFC4655] and [ RFC4657]). This docunent
generalizes PCEP to allow other LSP setup nethods to be used. It

defines two new TLVs and specifies the base procedures to facilitate
this:

0 The PATH SETUP- TYPE- CAPABI LI TY TLV al |l ows a PCEP speaker to
announce which LSP setup nethods it supports when the PCEP session
i s established.

0 The PATH SETUP-TYPE TLV allows a PCEP speaker to specify which
setup nethod should be used for a given LSP. Wen nultiple path
setup types are deployed in a network, a given PCEP session may
have to sinmultaneously support nore than one path setup type. A
PCEP speaker uses the PATH SETUP-TYPE TLV to explicitly indicate
the intended path setup type in the appropriate PCEP nessages,
unl ess the path setup type is RSVP-TE (which is assuned to be the
path setup type if no other setup type is indicated). This is so
that both the PCC and the PCE can take the necessary steps to set
up the path.

Thi s docunent defines a path setup type code for RSVP-TE. Wen a new
path setup type (other than RSVP-TE) is introduced for setting up a
path, a path setup type code and, optionally, a sub-TLV pertaining to
the new path setup type will be defined by the docunent that
specifies the new path setup type.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Term nol ogy
The following ternminology is used in this docunent:
ERO Explicit Route bject
PCC. Path Conputation dient
PCE: Path Conputation El enent
PCEP: PCE Conmuni cati on Protocol
PST: Path Setup Type
TLV: Type, Length, and Val ue
3. Path Setup Type Capability TLV

A PCEP speaker indicates which PSTs it supports during the PCEP
initialization phase using the foll owi ng process. Wen the PCEP
session is created, it sends an Open nessage with an OPEN obj ect
contai ni ng the PATH SETUP- TYPE- CAPABI LI TY TLV. The format of this
TLV is as foll ows.

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type (34) | Length |
I i I S R T S i S i S M SRR S
| Reserved |  Num of PSTs |
B i s T T i i o S o T Ji I
| PST#1 | c. | PST#N | Paddi ng |
I I e S S S N
I I
/1 Optional sub-TLVs (vari abl e) /1

T S S S T S S S S it S S SEp DI S S

Fi gure 1: PATH SETUP- TYPE- CAPABI LI TY TLV
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The TLV Type is 34. |Its Reserved field MUST be set to zero by the
sender and MJST be ignored by the receiver. The other fields in the
TLV are as foll ows.

Length: The total length in bytes of the remainder of the TLV, that
i s, excluding the Type and Length fields.

Num of PSTs: The nunber of PSTs in the following Iist, excluding
paddi ng.

List of PSTs: A list of the PSTs that the PCEP speaker supports.
Each PST is a single byte in length. Duplicate entries in this
list MJUST be ignored. The PCEP speaker MJST pad the list with
zeros so that it is a nultiple of four bytes in length. This
docunent defines the follow ng PST val ue:

* PST = 0: Path is set up using the RSVP-TE signaling protoco

Optional sub-TLVs: A list of sub-TLVs associated with the supported
PSTs. Each PST has zero or one sub-TLVs associated with it, and
each sub-TLV is associated with exactly one PST. Each sub-TLV
MUST obey the rules for TLV formatting defined in [ RFC5440]. That
is, each sub-TLV is padded to a four-byte alignnment, and the
Length field of each sub-TLV does not include the paddi ng bytes.
Thi s docunent does not define any sub-TLVs; an exanpl e sub-TLV can
be found in [ PCEP- EXTENSI ONS] .

A PCEP speaker MJST check that this TLV is correctly formatted, as
fol |l ows.

o If there are no sub-TLVs, then the TLV Length field MJST be equa
to four bytes plus the size of the PST list, excluding any paddi ng
byt es.

o |If there are sub-TLVs, then the TLV Length field MJST be equal to
four bytes plus the size of the PST list (rounded up to the
nearest multiple of four) plus the size of the appended sub-TLVs,
excl udi ng any padding bytes in the final sub-TLV.

o0 The Num of PSTs field MJUST be greater than zero.

If a PCEP speaker receives a PATH SETUP- TYPE- CAPABI LI TY TLV t hat

viol ates these rules, then the PCEP speaker MJST send a PCErr nessage
with Error-Type = 10 (Reception of an invalid object) and Error-val ue
= 11 (Mal forned object) and MJST cl ose the PCEP session. The PCEP
speaker MAY include the mal forned OPEN object in the PCErr nessage as
wel | .
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If a PCEP speaker receives an OPEN object with nore than one PATH
SETUP- TYPE- CAPABI LI TY TLV, then it MJST ignore all but the first
instance of this TLV.

The absence of the PATH SETUP- TYPE- CAPABI LI TY TLV fromthe OPEN

obj ect is equivalent to a PATH SETUP- TYPE- CAPABI LI TY TLV contai ning a
single PST value of O (Path is set up using the RSVP-TE signaling
protocol) and no sub-TLVs. A PCEP speaker MAY onmit the PATH SETUP-
TYPE- CAPABI LI TY TLV if the only PST it supports is RSVP-TE. If a
PCEP speaker supports other PSTs besides RSVP-TE, then it SHOULD

i ncl ude the PATH SETUP- TYPE- CAPABI LI TY TLV in its OPEN object.

I f a PCEP speaker does not recognize the PATH SETUP- TYPE- CAPABI LI TY
TLV, it will ignore the TLV in accordance with [ RFC5440].

4. Path Setup Type TLV

When a PCEP session is used to set up TE paths using different

met hods, the correspondi ng PCE and PCC nust be aware of the path
setup nethod used. This neans that a PCE nmust be able to specify
paths in the correct format, and a PCC nmust be able to take control -
pl ane and forwardi ng-pl ane actions appropriate to the PST.

0 1 2 3
01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Type (28) | Length (4) |
B T S i T s i i e e SEI S
| Reser ved | PST |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Fi gure 2: PATH SETUP-TYPE TLV

The PATH SETUP-TYPE TLV is an optional TLV associated with the
Request Paraneters (RP) [ RFC5440] and the Stateful PCE Request
Paraneters (SRP) [ RFC8231] objects. Its format is shown in Figure 2.
The TLV type is 28. |Its Reserved field MIST be set to zero. The
one-byte PST field contains the PST as defined for the PATH SETUP-
TYPE- CAPABI LI TY TLV.

The absence of the PATH SETUP-TYPE TLV is equivalent to a PATH SETUP-
TYPE TLV with a PST value of 0 (Path is set up using the RSVP-TE
signaling protocol). A PCEP speaker MAY omit the TLV if the PST is
RSVP-TE. If the RP or SRP object contains nore than one PATH SETUP-
TYPE TLV, only the first TLV MJST be processed, and the rest MJST be
i gnor ed.
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If a PCEP speaker does not recognize the PATH SETUP-TYPE TLV, it will
ignore the TLV in accordance with [ RFC5440] and use RSVP-TE to set up
the path.

5. Operation

During the PCEP initialization phase, if a PCEP speaker receives a
PATH SETUP- TYPE- CAPABI LI TY TLV fromits peer, it MJST assunme that the
peer supports only the PSTs listed in the TLV. |If the PCEP speaker
and its peer have no PSTs in common, then the PCEP speaker MJST send
a PCErr nmessage with Error-Type = 21 (Invalid traffic engineering
path setup type) and Error-value = 2 (M snatched path setup type) and
cl ose the PCEP session.

If the peer has sent no PATH SETUP- TYPE- CAPABI LI TY TLV, then the PCEP
speaker MJUST infer that the peer supports path setup using at |east
RSVP- TE. The PCEP speaker MAY al so infer that the peer supports
other path setup types, but the neans of inference are outside the
scope of this docunent.

When a PCC sends a PCReq message to a PCE [ RFC5440], it MJST incl ude
the PATH SETUP-TYPE TLV in the RP object, unless the intended PST is
RSVP-TE (in which case it MAY omt the PATH SETUP-TYPE TLV). |If the
PCE is capable of expressing the path in a format appropriate to the
i ntended PST, it MJUST use the appropriate ERO fornmat in the PCRep
message.

When a PCE sends a PCRep nessage to a PCC [ RFC5440], it MJST i ncl ude
the PATH SETUP-TYPE TLV in the RP object, unless the PST is RSVP-TE
(in which case it MAY omt the PATH SETUP-TYPE TLV). |If the PCE does
not support the intended PST, it MJST send a PCErr nessage with
Error-Type = 21 (Invalid traffic engineering path setup type) and
Error-value = 1 (Unsupported path setup type) and cl ose the PCEP
session. |f the PSTs corresponding to the PCReq and PCRep nessages
do not match, the PCC MUST send a PCErr nessage with Error-Type = 21
(I'nvalid traffic engineering path setup type) and Error-value = 2

(M smatched path setup type) and cl ose the PCEP session.

When a stateful PCE sends a PCUpd nessage [ RFC8231] or a PClnitiate
message [ RFC8281] to a PCC, it MJIST include the PATH SETUP- TYPE TLV
in the SRP object, unless the intended PST is RSVP-TE (in which case
it MAY onmit the PATH SETUP-TYPE TLV). |If the PCC does not support
the PST associated with the PCUpd or PClnitiate nmessage, it MJST send
a PCErr message with Error-Type = 21 (Invalid traffic engineering
path setup type) and Error-value = 1 (Unsupported path setup type)
and cl ose the PCEP session.
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When a PCC sends a PCRpt nessage to a stateful PCE [RFC8231], it MJUST
i nclude the PATH SETUP-TYPE TLV in the SRP object, unless the PST is
RSVP-TE (in which case it MAY omit the PATH SETUP-TYPE TLV). The PCC
MUST i nclude the SRP object in the PCRpt nessage if the PST is not
RSVP-TE, even when the SRP-ID nunber is the reserved val ue of
0x00000000. |If the PCRpt nessage is triggered by a PCUpd or
PClnitiate message, then the PST that the PCC indicates in the PCRpt
message MUST match the PST that the stateful PCE intended in the
PCUpd or PClnitiate nmessage. |If it does not match, then the PCE MUST
send a PCErr nessage with Error-Type = 21 (Invalid traffic

engi neering path setup type) and Error-value = 2 (M smatched path
setup type) and close the PCEP session

6. Manageability Considerations

Thi s docunent generalizes PCEP to all ow path setup nethods other than
RSVP-TE to be used by the network (but does not define any new path

setup types besides RSVP-TE). It is possible that, in a given
network, nmultiple path setup nmethods will be used. It is also
possi ble that not all devices will support the sane set of path setup

met hods. Managi ng networks that conmbine nultiple path setup methods
may therefore raise sone challenges froma configuration and
observability point of view.

Each document that defines a new path setup type in the "PCEP Path
Setup Types" registry (Section 8.2) nust include a Manageability
Consi derations section. The Manageability Considerations section
nmust expl ai n how operators can nanage PCEP with the new path setup
type. It nmust address the foll owi ng questions, which are generally
appl i cabl e when working with multiple path setup types in PCEP.

0o What are the criteria for when devices will use the new path setup
type in PCEP, and how can the operator control this?

0 How can the network be migrated to the new path setup type, and
are there any backwards-conpatibility issues that operators need
to be aware of ?

0 Are paths set up using the new path setup type intended to coexi st
with other paths over the long term and if so, howis this
situation managed w t h PCEP?

0 How can operators verify the correct operation of PCEP in the

network with respect to the new path setup type? Wich fault
conditions nust be reported to the operators?
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0 Are there any existing managenent interfaces (such as YANG nodel s)
that must be extended to nodel the operation of PCEP in the
network with respect to the new path setup type?

See [ RFC5706] for further guidance on howto wite Manageability
Consi derations sections in Standards Track docunents.

7. Security Considerations

The security considerations described in [ RFC5440] and [ RFC8281] are
applicable to this specification. No additional security neasure is
required.

Note that if the security nechani sns of [RFC5440] and [ RFC8281] are
not used, then the protocol described in this docunment could be
attacked in the followi ng new way. An attacker, using a TCP nan-in-
the-m ddl e attack, could inject error nmessages into the PCEP session
when a particular PST is (or is not) used. Doing this could
potentially force the use of a specific PST, which may allow the
attacker to subsequently attack a weakness in that PST.

8. | ANA Consi derati ons
8.1. Additions to PCEP TLV Type Indicators Registry

| ANA has all ocated the foll owi ng code points in the "PCEP TLV Type
I ndi cators” registry.

Val ue Description Ref erence
28 PATH- SETUP- TYPE RFC 8408
34 PATH SETUP- TYPE- CAPABI LI TY RFC 8408

8.2. New PCEP Path Setup Types Registry

| ANA has created a new sub-registry within the "Path Conputation

El ement Protocol (PCEP) Nunbers" registry called "PCEP Path Setup
Types". The allocation policy for this newregistry is | ETF Review
[ RFC8126]. This new registry contains the foll ow ng val ue:

Val ue Description Ref erence

0 Path is set up using the RFC 8408
RSVP- TE si gnal i ng protocol
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Addi tions to PCEP-ERROR Object Error Types and Val ues Registry

| ANA has all ocated the followi ng code points in the "PCEP- ERROR
oj ect Error Types and Val ues" registry.

Error-Type

21
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