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1. Introduction

[ RFC4090] describes two nmethods for locally protecting the transit
nodes of a P2P LSP. one-to-one and facility protection. [RFC4875]
speci fies how these nmethods can be used to protect the transit nodes
of a P2MP LSP. These docunents do not discuss the procedures for
locally protecting the egress node(s) of an LSP

This docunent fills that void and specifies extensions to RSVP-TE for

| ocal protection of the egress node(s) of an LSP. "Egress node" and
"egress" are used interchangeably.
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1.1. Local Protection of Egress Nodes

In general, locally protecting an egress node of an LSP neans that
when the egress node fails, the traffic that the LSP carries will be
delivered to its destination by the direct upstream node of the
egress node to a backup egress node. Wthout protecting the egress
node of the LSP, when the egress node fails, the traffic will be |ost
(i.e., the traffic will not be delivered to its destination).

Figure 1 shows an exanpl e of using backup LSPs to | ocally protect
egress nodes L1 and L2 of a primary P2MP LSP starting fromingress
node R1. La and Lb are the desi gnated backup egress nodes for
primary egress nodes L1 and L2, respectively. The backup LSP for
protecting L1 is fromits upstream node R3 to backup egress node La,
and the backup LSP for protecting L2 is fromR5 to Lb

*kkkk k% *kkkk k% S Source
[R2]----- [R3]----- [L1] CEx Custoner Edge
*/ &\ \ Rx Non- Egr ess
*/ &\ \ Lx Egress
*/ &\ [ CE1] *** Primary LSP
*/ &\ / &&& Backup LSP
*/ &\ /
*/ [ La]
*/
*/
*/
*/ *kkk*kk k% *kkk*kk k% *kkkk k%
[S]---[R1]------ [R4]------ [R5]----- [L2]
&\ \
&\ \
&\ [ CE2]
&\
&\ /
[Lb]

Figure 1: Backup LSP for Locally Protecting Egress

Duri ng normal operations, the traffic carried by the P2MP LSP is sent
through R3 to L1, which delivers the traffic to its destination CEL.
Wien R3 detects the failure of L1, R3 switches the traffic to the
backup LSP to backup egress node La, which delivers the traffic to
CEl. The time for switching the traffic is within tens of

m | 1iseconds.

The exact nechani sm by which the failure of the prinary egress node
is detected by the upstreamnode R3 is out of the scope of this

docunent .
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In the beginning, the primary P2MP LSP fromingress node Rl to
primary egress nodes L1 and L2 is configured. It may be used to
transport the traffic fromsource S, which is connected to Rl, to
destinations CEl and CE2, which are connected to L1 and L2,
respectively.

To protect the primary egress nodes L1 and L2, one configures on the
i ngress node R1 a backup egress node for L1, another backup egress
node for L2, and other options. After the configuration, the ingress
node sends a Path message for the LSP with informati on such as the
Secondary Explicit Route Objects (SERGs), refer to Section 4.1,
contai ning the backup egress nodes for protecting the primary egress
nodes.
After receiving the Path message with the information, the upstream
node of a primary egress node sets up a backup LSP to the
correspondi ng backup egress node for protecting the primary egress
node.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Term nol ogy
The following ternminology is used in this docunent.
LSP: Label Switched Path
TE: Traffic Engineering
P2MP:  Point-to-Miltipoint
P2P:  Poi nt -t o- Poi nt
LSR: Label Switching Router
RSVP: Resource Reservation Protoco
S2L:  Source-to- Leaf
SERO  Secondary Explicit Route Object

RRO. Record Route nhject

Chen, et al. St andards Track [ Page 4]



RFC 8400 RSVP LSP Egress Protection June 2018

4.

4.

BFD: Bidirectional Forwardi ng Detection
VPN:  Virtual Private Network
L3VPN. Layer 3 VPN
VRF: Virtual Routing and Forwarding
LFI B: Label Forwarding |Information Base
UA:  Upstream Assi gned
PLR: Point of Local Repair
BGP: Border Gateway Protocol
CE: Custoner Edge
PE: Provi der Edge
Prot ocol Extensions
1. Extensions to SERO

The Secondary Explicit Route Object (SERO is defined in [ RFC4873].
The format of the SERO i s reused.

The SERO used for protecting a primary egress node of a prinmary LSP
may be added into the Path nessages for the LSP and sent fromthe

i ngress node of the LSP to the upstream node of the egress node. It
contains three subobjects.

The first subobject (refer to Section 4.2 of [RFC4873]) indicates the
branch node that is to originate the backup LSP (to a backup egress
node). The branch node is typically the direct upstream node of the
primary egress node of the primary LSP. |If the direct upstream node
does not support local protection against the failure of the primary
egress node, the branch node can be any (upstrean) node on the
primary LSP. In this case, the backup LSP fromthe branch node to

t he backup egress node protects against failures on the segnent of
the primary LSP fromthe branch node to, and including, the primary
egress node.

The second subobject is an Egress Protection subobject, which is a
PROTECTI ON object with a new CType (3). The format of the Egress
Prot ecti on subobject is defined as follows:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| L] Type | Length | Reserved | C Type (3)
I e I S T S S it SN DR DU S
| Reserved | E- Fl ags|
I i I S S i S
| Opti onal Subobj ects |

B T S i T s i i e e SEI S
E-Fl ags are defined for |ocal protection of egress nodes.

Bit 31 ("egress local protection" flag): It is the |least significant
bit of the 32-bit word and is set to 1, which indicates that |oca
protection of egress nodes is desired.

Bit 30 ("S2L sub-LSP backup desired" flag): It is the second |east
significant bit of the 32-bit word and is set to 1, which
i ndi cates an S2L sub-LSP (refer to [RFC4A875]) is desired for
protecting an egress node of a P2MP LSP

The Reserved parts MJST be set to zero on transm ssion and MJST be
i gnored on receipt.

Four optional subobjects are defined: they are IPv4 and | Pv6 primary
egress node subobjects as well as IPv4 and | Pv6 P2P LSP ID
subobjects. [1Pv4 and I Pv6 prinary egress node subobjects indicate
the IPv4 and | Pv6 address of the primary egress node, respectively.

I Pv4 and | Pv6 P2P LSP | D subobjects contain the information for
identifying I Pv4 and | Pv6 backup P2P LSP tunnels, respectively.

Their contents are described in Sections 4.1.1 through 4.1.2.2. They
have the follow ng fornmat:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Reserved (zero) |
B i s T T i i o S o T Ji I
| Contents / Body of Subobject |
e L i i e e kI R S

where Type is the type of a subobject and Length is the total size of
the subobject in bytes, including Type, Length, and Contents fields.
The Reserved field MJST be set to zero on transm ssion and MJST be

i gnored on receipt.
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The third (final) subobject (refer to Section 4.2 of [RFC4873]) in
the SERO contains the egress node of the backup LSP, i.e., the
address of the backup egress node in the place of the nerge node.

After the upstream node of the primary egress node (a.k.a. the branch
node) receives the SERO and deterni nes a backup egress node for the
primary egress node, it conputes a path fromitself to the backup
egress node and sets up a backup LSP along the path for protecting
the primary egress node according to the information in the

FAST RERQUTE object in the Path nessage. For exanple, if facility
protection is desired, it is provided for the prinmary egress node.

The upstream node constructs a new SERO based on the SERO received
and adds the new SERO into the Path message for the backup LSP. The
new SERO al so contains three subobjects as the SERO for the primary
LSP. The first subobject in the new SERO i ndi cates the upstream
node, which may be copied fromthe first subobject in the SERO
received. The second subobject in the new SERO i ncl udes a prinmary
egress node, which indicates the address of the primary egress node.
The third one contains the backup egress node.

The upstream node updates the SERO in the Path nessage for the
primary LSP. The Egress Protection subobject in the SERO contains a
subobj ect called a P2P LSP I D subobject, which contains the
information for identifying the backup LSP. The final subobject in
the SERO i ndi cates the address of the backup egress node.

4.1.1. Primary Egress Subobject

There are two prinmary egress subobjects: the IPv4 primary egress
subobj ect and the I Pv6 primary egress subobject.

The Type of an IPv4 primary egress subobject is 1, and the body of
t he subobject is given bel ow

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| | Pv4 Address (4 bytes) |
el i I e i it T e e e e i i T o S e e S e T R R

0 |Pv4 Address: The |Pv4 address of the prinmary egress node.
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The Type of an IPv6 primary egress subobject is 2, and the body of
the subobject is shown bel ow

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| I Pv6 Address (16 bytes) |

B i s T T i i o S o T Ji I
0 |Pv6 Address: The I Pv6 address of the prinmary egress node.
4.1.2. P2P LSP I D Subobj ect

A P2P LSP I D subobject contains the information for identifying a
backup P2P LSP tunnel .

4.1.2.1. 1Pv4 P2P LSP | D Subobj ect

The Type of an I Pv4 P2P LSP I D subobject is 3, and the body of the
subobj ect is shown bel ow

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| P2P LSP Tunnel Egress |Pv4 Address |
B i s T T i i o S o T Ji I
| Reserved (MJST be zero) | Tunnel 1D |
e L i i e e e th o i R S
| Ext ended Tunnel 1D |
i e e R e o o e i ol S N B S

0 P2P LSP Tunnel Egress |Pv4 Address: The | Pv4 address of the egress
node of the tunnel.

0 Tunnel ID (refer to [RFC4875] and [RFC3209]): A 16-bit identifier
that remai ns constant over the life of the tunnel and occupies the
| east significant 16 bits of the 32-bit word.

0 Extended Tunnel ID (refer to [ RFC4875] and [ RFC3209]): A 4-byte
identifier that remains constant over the life of the tunnel.
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4.1.2.2. 1Pv6 P2P LSP I D Subobj ect

The Type of an I Pv6 P2P LSP I D subobject is 4, and the body of the
subobject is illustrated bel ow

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
~ P2P LSP Tunnel Egress |Pv6 Address (16 bytes) ~
el i I e i it T e e e e i i T o S e e S e T R R

Reserved (MJUST be zero) | Tunnel 1D
I S i o T s S S S e s s T
~ Ext ended Tunnel 1D (16 bytes) ~
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

0 P2P LSP Tunnel Egress |Pv6 Address: The | Pv6 address of the egress
node of the tunnel

0 Tunnel ID (refer to [RFC4875] and [RFC3209]): A 16-bit identifier
that remai ns constant over the life of the tunnel and occupies the
| east significant 16 bits of the 32-bit word.

0 Extended Tunnel ID (refer to [ RFC4875] and [ RFC3209]): A 16-byte
identifier that remains constant over the life of the tunnel

5. Egress Protection Behaviors
5.1. Ingress Behavior

To protect a primary egress node of an LSP, the ingress node MJST set
the "l abel recording desired" flag and the "node protection desired"
flag in the SESSI ON_ATTRI BUTE obj ect.

If one-to-one backup or facility backup is desired to protect a
primary egress node of an LSP, the ingress node MJST include a

FAST _REROQUTE obj ect and set the "one-to-one backup desired" or

"facility backup desired" flag, respectively.

If S2L sub-LSP backup is desired to protect a primary egress node of
a P2\MP LSP, the ingress node MJUST set the "S2L sub-LSP backup
desired" flag in an SERO object.

The decision to instantiate a backup egress node for protecting the

primary egress node of an LSP can be initiated by either the ingress
node or the primary egress node of that LSP, but not both.
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A backup egress node MUST be configured on the ingress node of an LSP
to protect a primary egress node of the LSP if and only if the backup
egress node is not configured on the primary egress node (refer to
Section 5.2).

The ingress node MJST send a Path nessage for the LSP with the

obj ects above and the SERGCs for protecting egress nodes of the LSP if
protection of the egress nodes is desired. For each primary egress
node of the LSP to be protected, the ingress node MJST add an SERO
object into the Path nessage if the backup egress node, or sone
options, are given. |f the backup egress node is given, then the
final subobject in the SERO contains it; otherw se, the address in
the final subobject is zero.

5.2. Primary Egress Behavi or

To protect a primary egress node of an LSP, a backup egress node MJST
be configured on the primary egress node of the LSP to protect the
primary egress node if and only if the backup egress node is not
configured on the ingress node of the LSP (refer to Section 5.1).

If the backup egress node is configured on the prinmary egress node of
the LSP, the primary egress node MJST send its upstream node a Resv
message for the LSP with an SERO for protecting the primary egress
node. It sets the flags in the SERO in the sane way as an ingress
node.

If the LSP carries the service traffic with a service |abel, the
primary egress node sends its correspondi ng backup egress node the
i nformati on about the service |label as a UA | abel (refer to

[ RFC5331]) and the related forwarding.

5.3. Backup Egress Behavi or

When a backup egress node receives a Path nessage for an LSP, it
determ nes whether the LSP is used for egress |ocal protection by
checking the SERO with an Egress Protection subobject in the nessage.
If there is an Egress Protection subobject in the Path nessage for
the LSP and the "egress |ocal protection"” flag in the object is set
to 1, the LSP is the backup LSP for |ocal protection of an egress
node. The primary egress node to be protected is in the primary
egress subobject in the SERO

When t he backup egress node receives the informati on about a UA | abe
and its related forwarding fromthe primary egress node, it uses the
backup LSP | abel as a context |abel and creates a forwarding entry

using the information about the UA | abel and the rel ated forwarding.
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This forwarding entry is in a forwarding table for the primry egress
node.

When the primary egress node fails, its upstream node swi tches the
traffic fromthe primary LSP to the backup LSP to the backup egress
node, which delivers the traffic to its receiver, such as a CE, using
the backup LSP | abel as a context |abel to get the forwarding table
for the primary egress node and using the service | abel as a UA | abe
to find the forwarding entry in the table to forward the traffic to
the receiver.

5.4. Transit Node and PLR Behavi or

If atransit node of an LSP receives the Path nmessage with the SERGCs
and it is not an upstream node of any primary egress node of the LSP
as a branch node, it MJUST forward t hem unchanged.

If the transit node is the upstream node of a prinmary egress node to
be protected as a branch node, it determ nes the backup egress node,
obtains a path for the backup LSP, and sets up the backup LSP al ong

the path. |If the upstream node receives the Resv nessage with an
SERO obj ect, it MJST send its upstream node the Resv nessage without
t he object.

The PLR (which is the upstream node of the primary egress node a.k. a.
the branch node) MJST extract the backup egress node fromthe
respective SERO object in either a Path or a Resv nmessage. If no

mat chi ng SERO object is found, the PLRtries to find the backup
egress node, which is not the primary egress node but has the same IP
address as the destination |IP address of the LSP

Note that if a backup egress node is not configured explicitly for
protecting a primary egress node, the primary egress node and the
backup egress node SHOULD have the sane | ocal address configured, and
the cost to the |ocal address on the backup egress node SHOULD be
much bigger than the cost to the |ocal address on the prinary egress
node. Thus, the prinmary egress node and backup egress node are

considered as a "virtual node". Note that the backup egress node is
different fromthis |ocal address (e.g., fromthe primary egress
node’'s point of view). |In other words, it is identified by an

address different fromthis | ocal address.

After obtaining the backup egress node, the PLR conputes a backup
path fromitself to the backup egress node and sets up a backup LSP
along the path. 1t excludes the segment including the primary egress
node to be protected when conputing the path. The PLR sends the
primary egress node a Path nessage with an SERO for the prinary LSP,
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whi ch indicates the backup egress node by the final subobject in the
SERO. The PLR puts an SERO into the Path messages for the backup
LSP, which indicates the primary egress node.

The PLR MJUST provi de one-to-one backup protection for the primary
egress node if the "one-to-one backup desired" flag is set in the
message; otherwise, it MJIST provide facility backup protection if the
"facility backup desired" flag is set.

The PLR MUST set the protection flags in the RRO subobject for the
primary egress node in the Resv nessage according to the status of
the primary egress node and the backup LSP protecting the primary
egress node. For exanple, it sets the "local protection avail able"
flag and the "node protection"” flag, which indicate that the primary
egress node is protected when the backup LSP is up and ready to
protect the primary egress node.

5.4.1. Signaling for One-to-One Protection

The behavi or of the upstream node of a primary egress node of an LSP
(as a PLR) is the sane as that of a PLR for one-to-one backup
described in [ RFC4090], except that the upstream node (as a PLR)
creates a backup LSP fromitself to a backup egress node in a session
different fromthe primary LSP

If the LSP is a P2MP LSP and a primary egress node of the LSP is also
a transit node (i.e., bud node), the upstream node of the prinmary
egress node (as a PLR) creates a backup LSP fromitself to each of
the next hops of the primary egress node.

When the PLR detects the failure of the primary egress node, it

swi tches the packets fromthe primary LSP to the backup LSP to the
backup egress node. For the failure of the bud node of a P2MP LSP
the PLR al so switches the packets to the backup LSPs to the bud
node’ s next hops, where the packets are nerged into the prinary LSP

5.4.2. Signaling for Facility Protection

Except for backup LSP and downstream | abel, the behavi or of the
upstream node of the primary egress node of a primary LSP (as a PLR)
follows the PLR behavior for facility backup, which is described in
[ RFC4090] .

For a nunber of primary P2P LSPs going through the same PLR to the
same primary egress node, the primary egress node of these LSPs MAY
be protected by one backup LSP fromthe PLR to the backup egress node
designated for protecting the primary egress node.
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5

The PLR selects or creates a backup LSP fromitself to the backup
egress node. |If there is a backup LSP that satisfies the constraints
given in the Path nessage, then this one is selected; otherw se, a
new backup LSP to the backup egress node is created.

After getting the backup LSP, the PLR associates the backup LSP with
a primary LSP for protecting its primary egress node. The PLR
records that the backup LSP is used to protect the primary LSP
against its primary egress node failure and MJST include an SERO
object in the Path nessage for the primary LSP. The object MJST
contain the backup LSP ID. It indicates that the prinmary egress node
MJUST send the backup egress node the service | abel as a UA | abel and
al so send the information about forwarding the traffic to its
destination using the label if there is a service carried by the LSP
and the primary LSP | abel as a UA label (if the label is not inmplicit
null). Howa UA label is sent is out of scope for this docunent

(refer to [ FRAMEVK]).

When the PLR detects the failure of the primary egress node, it
redirects the packets fromthe primary LSP into the backup LSP to the
backup egress node and keeps the primary LSP | abel fromthe primary
egress node in the label stack if the label is not inplicit null

The backup egress node delivers the packets to the sane destinations
as the primary egress node using the backup LSP | abel as a context

| abel and the | abels under as UA | abels.

4.3. Signaling for S2L Sub-LSP Protection

The S2L sub-LSP protection uses an S2L sub-LSP (refer to [ RFC4875])
as a backup LSP to protect a primary egress node of a P2MP LSP. The
PLR MUST determine to protect a primary egress node of a P2MP LSP via
S2L sub-LSP protection when it receives a Path message with the "S2L
sub- LSP backup desired" flag set.

The PLR MUST set up the backup S2L sub-LSP to the backup egress node
and create and maintain its state in the sane way as if setting up a
S2L sub-LSP defined in [RFC4875] fromthe signaling s point of view
It conputes a path for the backup LSP fromitself to the backup
egress node, constructs and sends a Path message al ong the path, and
recei ves and processes a Resv nessage responding to the Path nessage.

After receiving the Resv nessage for the backup LSP, the PLR creates
a forwarding entry with an inactive state or flag called "inactive
forwarding entry". This inactive forwarding entry is not used to
forward any data traffic during normal operations.
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When the PLR detects the failure of the primary egress node, it
changes the forwarding entry for the backup LSP to "active". Thus,
the PLR forwards the traffic to the backup egress through the backup
LSP, which sends the traffic to its destination

5.4.4. PLR Procedures during Local Repair

When the upstream node of a primary egress node of an LSP (as a PLR)
detects the failure of the primary egress node, it follows the
procedures defined in Section 6.5 of [RFC4090]. It SHOULD notify the
i ngress node about the failure of the prinary egress node in the sane
way as a PLR notifies the ingress node about the failure of a transit
node.

Moreover, the PLR MJST | et the upstreampart of the primary LSP stay
alive after the primary egress node fails by sending the Resv nessage
to its upstream node along the primary LSP. The downstream part of
the primary LSP fromthe PLR to the primary egress node SHOULD be
renoved. When a bypass LSP fromthe PLR to a backup egress node
protects the primary egress node, the PLR MJUST NOT send any Path
message for the primary LSP through the bypass LSP to the backup

egr ess node.

In the local revertive node, the PLR will re-signal each of the
primary LSPs that were routed over the restored resource once it
detects that the resource is restored. Every primary LSP
successfully re-signaled along the restored resource will be sw tched
back.

Note that the procedure for protecting the primary egress node is
triggered on the PLRif the primary egress node failure is
determined. |If link (fromPLR to primary egress node) failure and
primary egress node alive are determ ned, then the |link protection
procedure is triggered on the PLR How to determ ne these is out of
scope for this docunent.

6. Application Traffic Considerations

This section focuses on an exanple with application traffic carried
by P2P LSPs.

6.1. A Typical Application

L3VPN is a typical application. Figure 2 below shows a sinple VPN
that consists of two CEs, CE1l and CE2, connected to tw PEs, Rl and
L1, respectively. There is a P2P LSP fromRl to L1, which is
represented by stars (****). This LSP is called the primary LSP. Rl
is the ingress node of the LSP and L1 is the (prinary) egress node of
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the LSP. Rl sends the VPN traffic received from CE1 through the P2P
LSP to L1, which delivers the traffic to CE2. Rl sends the VPN
traffic with an LSP | abel and a VPN | abel via the LSP. Wen the
traffic reaches the egress node L1 of the LSP, L1 pops the LSP | abe
and uses the VPN | abel to deliver the traffic to CE2.

In previous solutions based on ingress protection to protect the VPN
traffic against failure of the egress node L1 of the LSP, when the
egress node fails, the ingress node RL of the LSP does the reroute
(refer to Figure 2). This solution entail ed:

1. A multi-hop BFD session between ingress node RL and egress node
L1 of the primary LSP. The BFD session is represented by dots

(....).

2. A backup LSP fromingress node Rl to backup egress node La, which
is indicated by anpersands (&&&&).

3. La sends Rl a VPN backup label and related information via BGP
4, Rl has a VRF with two sets of routes for CE2: one set uses the

primary LSP and L1 as the next hop; the other uses the backup LSP
and La as the next hop.

*k Kk k% *k Kk k%
CE1,CE2 in [R2]----- [R3]----- [ L1] **** Primary LSP
one VPN */ : \ &&&& Backup LSP
o \ .... BFD Session
[CE1l]--[R1] ..: [ CE2]
&\ /
&\ /

[R4]----- [RB]----- [La] (BGP sends Rl VPN backup | abel)
&_&&& &_&&&

Figure 2: Protect Egress for L3VPN Traffic

In normal operations, RL sends the VPN traffic from CE1 through the
primary LSP with the VPN | abel received fromLl as the inner label to
L1, which delivers the traffic to CE2 using the VPN | abel

Wien Rl detects the failure of L1, Rl sends the traffic fromCEl via
the backup LSP with the VPN backup | abel received fromLa as the
inner |label to La, which delivers the traffic to CE2 using the VPN
backup | abel

Chen, et al. St andards Track [ Page 15]



RFC 8400 RSVP LSP Egress Protection June 2018

The solution defined in this docunment that uses egress |oca
protection for protecting L3VPN traffic entails (refer to Figure 3):

1. A BFD session between R3 (i.e., upstreamnode of L1) and egress
node L1 of the primary LSP. This is different fromthe BFD
session in Figure 2, which is a nulti-hop between ingress node Rl
and egress node L1. The PLR R3 is closer to L1 than the ingress
node R1. It may detect the failure of the egress node L1 faster
and nore reliably. Therefore, this solution can provide faster
protection for failure of an egress node.

2. A backup LSP from R3 to backup egress node La. This is different
fromthe backup LSP in Figure 2, which is an end-to-end LSP from
i ngress node R1 to backup egress node La.

3. Primary egress node L1 sends backup egress node La the VPN | abe
as a UA |l abel and al so sends related information. The backup
egress node La uses the backup LSP | abel as a context |abel and
creates a forwarding entry using the VPN | abel in an LFIB for the
primary egress node L1

4. L1 and La are virtualized as one node (or address). Rl has a VRF
with one set of routes for CE2, using the primary LSP fromRl to
L1 and a virtualized node as the next hop. This can be achieved
by configuring the same | ocal address on L1 and La using the
address as a destination of the LSP and BGP next hop for the VPN
traffic. The cost to L1 is configured to be less than the cost

to La.
CE1,CE2 in [R2]----- [R3]----- [ L1] ***% Primary LSP
one VPN */ & ... \ &&&& Backup LSP
*/ &\ \ .... BFD Session
[CE1] - -[ R1] &\ [ CE2]
&\ /
&\ /

[La] (VPN | abel fromLl1l as a UA | abel)
Figure 3: Locally Protect Egress for L3VPN Traffic
In normal operations, Rl sends the VPN traffic fromCELl via the
primary LSP with the VPN | abel as an inner label to L1, which
delivers the traffic to CE2 using the VPN | abel
VWhen the primary egress node L1 fails, its upstream node R3 detects

it and switches the VPN traffic fromthe primary LSP to the backup
LSP to La, which delivers the traffic to CE2 using the backup LSP
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| abel as a context label to get the LFIB for L1 and the VPN | abel as
a UA label to find the forwarding entry in the LFIB to forward the
traffic to CE2.

6.2. PLR Procedure for Applications

When the PLR gets a backup LSP fromitself to a backup egress node
for protecting a primary egress node of a primary LSP, it includes an
SERO obj ect in the Path nmessage for the primary LSP. The object
contains the ID information of the backup LSP and indicates that the
primary egress node sends the backup egress node the application
traffic | abel (e.g., the VPN | abel) as a UA | abel when needed.

6.3. Egress Procedures for Applications

When a primary egress node of an LSP sends the ingress node of the
LSP a | abel for an application such as a VPN | abel, it sends the

| abel (as a UA | abel) to the backup egress node for protecting the
primary egress node. Exactly how the |abel is sent is out of scope
for this docunent.

When t he backup egress node receives a UA | abel fromthe primary
egress node, it adds a forwarding entry with the | abel into the LFIB
for the prinmary egress node. Wen the backup egress node receives a
packet fromthe backup LSP, it uses the top | abel as a context |abe
to find the LFIB for the primary egress node and uses the inner |abe
to deliver the packet to the sane destination as the primary egress
node according to the LFIB

7. Security Considerations

Thi s docunent builds upon existing work, specifically, the security
consi derations of [RFC4090], [RFC4875], [RFC3209], and [ RFC2205]
continue to apply. Additionally, protecting a primary egress node of
a P2P LSP carrying service traffic through a backup egress node

requi res out-of-band conmuni cati on between the prinmary egress node
and t he backup egress node in order for the primary egress node to
convey a service label as a UA | abel and al so convey its rel ated
forwarding information to the backup egress node. It is inportant to
confirmthat the identifiers used to identify the primry and backup
egress nodes in the LSP are verified to nmatch with the identifiers
used in the out-of-band protocol (such as BGP).
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8.

9.

9.

1.

| ANA Consi der ati ons

I ANA maintains a registry called "C ass Nanmes, C ass Nunbers, and

Cl ass Types" under "Resource Reservation Protocol (RSVP) Paraneters".
| ANA has assigned a new C Type under the PROTECTI ON object cl ass,

Cl ass Number 37:

Val ue Descri ption Definition

3 Egress Protection Section 4.1

| ANA has created and now nmaintains a registry under the PROTECTI ON
obj ect class (O ass Nunber 37) and Egress Protection (C Type 3).
Initial values for the registry are given below. Future assignnents
are to be made through | ETF Revi ew [ RFC8216] .

Val ue Description Definition
0 Reserved
1 | Pv4_PRI MARY_EGRESS Section 4.1.1
2 | Pv6_PRI MARY_EGRESS Section 4.1.1
3 | Pv4_P2P_LSP_I D Section 4.1.2
4 | Pv6_P2P_LSP_I D Section 4.1.2
5-127 Unassi gned

128- 255 Reserved
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