I nternet Research Task Force (I RTF) A. Huel sing

Request for Comments: 8391 TU Ei ndhoven
Cat egory: I nfornmational D. Butin
| SSN: 2070-1721 TU Dar nst adt
S. Gazdag
genua GrbH

J. Rijneveld
Radboud Uni versity

A. Mohai sen
University of Central Florida
May 2018

XMBS: eXtended Merkl e Signature Schene
Abst ract

This note describes the eXtended Merkl e Signature Scheme (XMSS), a
hash- based digital signature systemthat is based on existing
descriptions in scientific literature. This note specifies
Wnternitz One-Tinme Signature Plus (WOTS+), a one-tine signature
schene; XMSS, a single-tree schene; and XMSS*MI, a nulti-tree variant
of XMSS. Both XMSS and XMSS*MI use WOTS+ as a mai n buil di ng bl ock
XMSS provides cryptographic digital signatures without relying on the
conj ectured hardness of mathematical problens. |Instead, it is proven
that it only relies on the properties of cryptographic hash
functions. XMSS provides strong security guarantees and is even
secure when the collision resistance of the underlying hash function
is broken. It is suitable for conpact inplenentations, is relatively
sinmple to inplement, and naturally resists side-channel attacks.
Unl i ke nost ot her signature systenms, hash-based signatures can so far
wi t hst and known attacks using quantum conput ers.
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Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnent activities. These results m ght not be suitable for
depl oynent. This RFC represents the consensus of the Crypto Forum
Research Group of the Internet Research Task Force (I RTF). Docunents
approved for publication by the | RSG are not candi dates for any | eve
of Internet Standard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8391

Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1.

I nt roducti on

A (cryptographic) digital signature scheme provides asymretric
message aut hentication. The key generation al gorithm produces a key
pair consisting of a private and a public key. A nessage is signed
using a private key to produce a signature. A nessage/signature pair
can be verified using a public key. A One-Tine Signature (OTS)
schene allows using a key pair to sign exactly one nessage securely.
A Many-Time Signature (MIS) system can be used to sign nmultiple
messages.

OrS schenmes, and MIS schenes conposed fromthem were proposed by
Merkle in 1979 [Merkl e83]. They were well-studied in the 1990s and
have regained interest fromthe md 2000s onwards because of their
resi stance agai nst quant um conputer-ai ded attacks. These kinds of
signature schenes are call ed hash-based signature schenes as they are
built out of a cryptographic hash function. Hash-based signature
schenes generally feature snall private and public keys as well as
fast signature generation and verification; however, they also
feature | arge signatures and relatively slow key generation. In
addition, they are suitable for conpact inplenentations that benefit
various applications and are naturally resistant to nost kinds of

si de- channel attacks.

Sone progress has already been nade toward introduci ng and

st andar di zi ng hash-based signatures. Buchmann, Dahnmen, and Huel si ng
proposed the eXtended Merkle Signature Schene (XMSS) [BDHL1], which
offers better efficiency than Merkle' s original scheme and a nodern
security proof in the standard nodel. MGew, Curcio, and Fl uhrer
authored an Internet-Draft [MCF18] specifying the Lei ghton-M cal

Si gnature (LMS) scheme, which builds on the seninal works by Lanport,
Diffie, Wnternitz, and Merkle, taking a different approach than XMSS
and relying entirely on security argunents in the random oracle
nmodel . Very recently, the statel ess hash-based signature schene

SPHI NCS was introduced [BHH15], with the intent of being easier to
deploy in current applications. A reasonable next step toward

i ntroduci ng hash-based signatures is to conplete the specifications
of the basic algorithms -- LM5, XMSS, SPHI NCS, and/or variants

The eXtended Merkle Signature Schene (XMSS) [BDH11l] is the | atest
stateful hash-based signature schene. It has the snallest signatures
out of such schenmes and cones with a multi-tree variant that sol ves
the probl em of slow key generation. Mreover, it can be shown that
XMSS is secure, making only mld assunptions on the underlying hash
function. In particular, it is not required that the cryptographic
hash function is collision-resistant for the security of XMSS

| nprovenents upon XMSS, as described in [HRS16], are part of this

not e.
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Thi s docunent describes a single-tree and a multi-tree variant of
XMBS. It al so describes WOTS+, a variant of the Wnternitz OTS
schene introduced in [Huel singl3] that is used by XMSS. The schenes
are described with enough specificity to ensure interoperability

bet ween i npl enent ati ons.

This document is structured as follows. Notation is introduced in
Section 2. Section 3 describes the WOTS+ signature system MS
schenes are defined in Section 4: the eXtended Merkle Signature
Schenme (XMBS) in Section 4.1 and its nmulti-tree variant (XMSS*MI) in
Section 4.2. Paraneter sets are described in Section 5. Section 6
descri bes the rational e behind choices in this note. Section 7 gives
i nformati on about the reference code. The | ANA registry for these
signature systems is described in Section 8. Finally, security

consi derations are presented in Section 9.

1.1. CFRG Note on Post-Quantum Cryptography

Al'l post-quantum al gorithms docunented by the Crypto Forum Research
G oup (CFRG are today considered ready for experinmentation and
further engineering devel opnent (e.g., to establish the inpact of
performance and sizes on | ETF protocols). However, at the tine of
witing, we do not have significant deploynent experience with such
al gorithns.

Many of these algorithnms come with specific restrictions, e.g.,
change of classical interface or |ess cryptanalysis of proposed
paraneters than established schemes. CFRG has consensus that al
docunent s descri bi ng post-quantum technol ogi es include the above
par agraph and a cl ear additional warning about any specific
restrictions, especially as those might affect use or depl oynment of
the specific scheme. That guidance may be changed over tine via
docunent updat es.

Additionally, for XMSS

CFRG consensus is that we are confident in the cryptographic security
of the signature schemes described in this docunment agai nst quantum
computers, given the current state of the research community’s

know edge about quantum al gorithnms. |ndeed, we are confident that
the security of a significant part of the Internet could be nade
dependent on the signature schenes defined in this docunent, if

devel opers take care of the foll ow ng.

In contrast to traditional signature schenmes, the signature schenes
described in this docunent are stateful, meaning the secret key
changes over time. |If a secret key state is used twice, no
cryptographic security guarantees remain. |In consequence, it becones
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feasible to forge a signature on a new nessage. This is a new
property that nost developers will not be familiar with and requires
careful handling of secret keys. Developers should not use the
schenes descri bed here except in systens that prevent the reuse of
secret key states.

Note that the fact that the schemes described in this docunment are
stateful also inmplies that classical APIs for digital signatures
cannot be used wi thout nodification. The API MJST be able to handl e
a secret key state; in particular, this neans that the APl MJST all ow
to return an updated secret key state.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
Not at i on
1. Data Types

Bytes and byte strings are the fundanental data types. A byte is a
sequence of eight bits. A single byte is denoted as a pair of

hexadeci mal digits with a leading "0Ox". A byte string is an ordered
sequence of zero or nore bytes and is denoted as an ordered sequence
of hexadeci mal characters with a |l eading "0x". For exanple, 0xe534f0

is a byte string of length 3. An array of byte strings is an
ordered, indexed set starting with index O in which all byte strings
have identical |length. W assune big-endian representation for any
data types or structures.

2. Functions

If x is a non-negative real nunber, then we define the follow ng
functions:

ceil(x): returns the snallest integer greater than or equal to x.
floor(x): returns the | argest integer |less than or equal to x.

lg(x): returns the logarithmto base 2 of x.
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2.3. QOperators

When a and b are integers, mathematical operators are defined as
fol | ows:

N a”™ b denotes the result of a raised to the power of b
* : a* b denotes the product of a and b. This operator is
sometines omtted in the absence of anmbiguity, as in usua
mat hemat i cal notati on.

/ : al b denotes the quotient of a by non-zero b

%: a %b denotes the non-negative remai nder of the integer
division of a by b.

+ : a + b denotes the sumof a and b
- . a- b denotes the difference of a and b
++ : a++ denotes increnenting a by 1, i.e., a =a + 1

<< : a << b denotes a logical left shift with b being non-
negative, i.e., a * 2b.

>> : a >> b denotes a logical right shift with b being non-
negative, i.e., floor(a / 2"b).

The standard order of operations is used when evaluating arithnetic
expr essi ons.

Arrays are used in the common way, where the i~th element of an array
Ais denoted A[i]. Byte strings are treated as arrays of bytes where
necessary: if Xis a byte string, then X i] denotes its i”“th byte,
where X[ 0] is the |leftnost byte.

If A and B are byte strings of equal Iength, then

0 A AND B denotes the bitw se | ogical conjunction operation.

0 A XOR B denotes the bitw se | ogical exclusive disjunction
operati on.

Wien Bis a byte and i is an integer, then B >> i denotes the |ogica
right-shift operation
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If Xis an x-byte string and Y a y-byte string, then X || Y denotes

the concatenation of X and Y, with X || Y = X[0] ... X[x-1] Y[O]
Y[ y-1].
2.4. Integer-to-Byte Conversion

If x and y are non-negative integers, we define Z = toByte(x, y) to
be the y-byte string containing the binary representation of x in
bi g- endi an byte order.

2.5. Hash Function Address Schene

The schenes described in this docunent randon ze each hash function

call. This neans that aside fromthe initial nessage digest, a
different key and different bitmask is used for each hash function
call. These values are pseudorandomy generated using a pseudorandom

function that takes a key SEED and a 32-byte address ADRS as i nput
and outputs an n-byte value, where n is the security paraneter. Here
we explain the structure of address ADRS and propose setter nethods
to mani pul ate the address. W explain the generation of the
addresses in the foll owi ng sections where they are used.

The schenmes in the next two sections use two kinds of hash functions
paraneterized by security paraneter n. For the hash tree
constructions, a hash function that maps an n-byte key and 2n-byte
inputs to n-byte outputs is used. To random ze this function, 3n
bytes are needed -- n bytes for the key and 2n bytes for a bitmask
For the OIS scheme constructions, a hash function that maps n-byte
keys and n-byte inputs to n-byte outputs is used. To random ze this
function, 2n bytes are needed -- n bytes for the key and n bytes for
a bitmask. Consequently, three addresses are needed for the first
function and two addresses for the second one.

There are three different types of addresses for the different use
cases. One type is used for the hashes in OIS schenes, one is used
for hashes within the main Merkle tree construction, and one is used
for hashes in the L-trees. The latter is used to conpress one-tine
public keys. Al these types share as much format as possible. In
the remai nder of this section, we describe these types in detail

The structure of an address conplies with word borders, with a word
being 32 bits long in this context. Only the tree address is too
long to fit a single word, but it can fit a double word. An address
is structured as follows. It always starts with a | ayer address of
one word in the nost significant bits, followed by a tree address of
two words. Both addresses are needed for the nulti-tree variant (see
Section 4.2) and describe the position of a tree within a nmulti-tree.
They are therefore set to zero in single-tree applications. For
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mul ti-tree hash-based signatures, the | ayer address describes the

hei ght of a tree within the nulti-tree, starting from height zero for
trees at the bottomlayer. The tree address describes the position
of atree within a layer of a nulti-tree starting with index zero for
the leftnost tree. The next word defines the type of the address.

It is set to O for an OTS address, to 1 for an L-tree address, and to
2 for a hash tree address. \Wenever the type word of an address is
changed, all follow ng words should be initialized with 0 to prevent
non-zero val ues in unused paddi ng words.

We first describe the OIS address case. 1|In this case, the type word
is followed by an OIS address word that encodes the index of the OIS
key pair within the tree. The next word encodes the chain address
followed by a word that encodes the address of the hash function cal
within the chain. The last word, called keyAndvask, is used to
generate two different addresses for one hash function call. The
word is set to zero to generate the key. To generate the n-byte
bitmask, the word is set to one

St +
| layer address (32 bits)]|
o e e e e e e e e oo oo +
| tree address (64 bits)|
o m e e e e i oo +
| type =0 (32 bits)|
St +
| OTS address (32 bits)|
o e e e e e e e e oo oo +
| chain address (32 bits)]|
o m e e e e i oo +
| hash address (32 bits)|
St +
| keyAndMask (32 bits)|
o e e e e e e e e oo oo +

An OTS Hash Address

We now di scuss the L-tree case, which nmeans that the type word is set
to one. In that case, the type word is followed by an L-tree address
word that encodes the index of the | eaf conputed with this L-tree.
The next word encodes the height of the node being input for the next
conputation inside the L-tree. The following word encodes the index
of the node at that height, inside the L-tree. This time, the |ast
word, keyAndMask, is used to generate three different addresses for
one function call. The word is set to zero to generate the key. To
generate the nost significant n bytes of the 2n-byte bitnask, the
word is set to one. The |least significant bytes are generated using
the address with the word set to two.
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T +
| layer address (32 bits)]|
o e e e e e e oo +
| tree address (64 bits)|
e +
| type =1 (32 hits)|
o mmemeemeemeaeeiaeaaaas +
| L-tree address (32 bits)]|
o e e e e e e oo +
| tree height (32 bits)

e +
| tree index (32 hits)|
oo mmemeeeemeaceiaeaaaas +
| keyAndMask (32 bits)|
o e e e e e e oo +

An L-tree Address

We now describe the remaining type for the main tree hash addresses.
In this case, the type word is set to two, followed by a zero paddi ng
of one word. The next word encodes the height of the tree node being
i nput for the next conputation, followed by a word that encodes the

i ndex of this node at that height. As for the L-tree addresses, the
| ast word, keyAndMask, is used to generate three different addresses
for one function call. The word is set to zero to generate the key.
To generate the nost significant n bytes of the 2n-byte bitnmask, the
word is set to one. The |least significant bytes are generated using
the address with the word set to two.

o m e e e e i oo +
| layer address (32 bits)]|
St +
| tree address (64 bits)|
o e e e e e e e e oo oo +
| type = 2 (32 bits)|
o m e e e e i oo +
| Padding = 0 (32 bits)|
St +
| tree height (32 bhits)

o e e e e e e e e oo oo +
| tree index (32 bits)|
o m e e e e i oo +
| keyAndMask (32 bits)|
St +

A Hash Tree Address
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Al fields within these addresses encode unsigned integers. Wen
descri bing the generation of addresses we use setter nethods that
take positive integers and set the bits of a field to the binary
representation of that integer of the length of the field. W
furthernore assune that the setType() nethod sets the four words
following the type word to zero.

2.6. Strings of Base w Numbers

A byte string can be considered as a string of base w nunbers, i.e.,
integers in the set {0, ... , w- 1}. The correspondence is defined
by the function base_ WX, w, out_len) (Algorithm1) as follows. If X
is alen_X-byte string, and wis a nenber of the set {4, 16}, then
base W(X, w, out_len) outputs an array of out_len integers between 0
and w- 1. The length out _len is REQU RED to be | ess than or equal
to 8 * len_ X/ lg(w.

Al gorithm 1: base_w

Input: len_X-byte string X, int w, output length out_Ien
Qutput: out_len int array basew

int in=0;

int out = 0;

unsigned int total = O;
int bits = 0;

int consuned;

for ( consuned = 0; consuned < out_|en; consuned++ ) {
if ( bits ==0)
total = X[in];

i n++;
bits += 8;
}
bits -=1g(w;
basew out] = (total >> bits) AND (w - 1);
out ++;

}

return basew,

For exanple, if X is the (big-endian) byte string 0x1234, then
base W(X, 16, 4) returns the array a = {1, 2, 3, 4}.

Huel sing, et al. I nf or mat i onal [ Page 12]



RFC 8391 XM5S May 2018

2

7

X (represented as bits)
T T S S T T S Y Y
| Of o Oof 1] o] o 1| ol O] O 1] 1] O] 1 O] Of
T T T T o R g S

X[ 0] I X[ 1]

X (represented as base 16 numbers)
N N N N +
1 | 2 | 3 | 4
S S S S +

R R R R +
I 1 I 2 I 3 I 4
R R R R +
a[ 0] a[ 1] a[ 2] a[ 3]
base w( X, 16, 3)
R R R +
I 1 I 2 I 3 I
R R R +
a[ 0] a[ 1] a[ 2]
base w( X, 16, 2)
R R +
I 1 I 2 I
R R +
a[ 0] a[ 1]
Exanpl e

Menber Functi ons

To sinplify algorithmdescriptions, we assune the existence of nenber
functions. |If a conplex data structure like a public key PK contains
a value X, then getX(PK) returns the value of X for this public key.
Accordingly, setX(PK, X, Y) sets value Xin PKto the value held by
Y. Since canel Case is used for nenber function nanes, a value z may
be referred to as Z in the function nane, e.g., getZ
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3. Prinmitives
3.1. WOIS+: One-Tine Signatures

Thi s section describes the WOTS+ systemin a manner simlar to that
in [Huelsingl3]. WOTS+ is an OIS schene; while a private key can be
used to sign any nessage, each private key MJST be used only once to
sign a single nessage. |In particular, if a private key is used to
sign two different nessages, the schene becomes insecure.

This section starts with an expl anati on of paraneters. Afterwards,
the so-call ed chaining function, which forns the main building bl ock
of the WOTS+ schene, is explained. A description of the algorithns
for key generation, signing, and verification follows. Finally,
pseudor andom key generation is di scussed.

3.1.1. WOTS+ Paraneters

WOTS+ uses the paraneters n and w, they both take positive integer
val ues. These paraneters are sunmarized as foll ows:

n: the nessage length as well as the length of a private key,
public key, or signature el enent in bytes.

w. the Wnternitz parameter; it is a nenber of the set {4, 16}.
The paraneters are used to conmpute values len, len_1, and |l en_2:

| en: the nunber of n-byte string el enents in a WOTS+ private key,
public key, and signature. It is conputed as len =len_1 + len_2,
with len_1 =ceil(8n / lIg(w)) and len_2 = floor(lg(len_1 *

(w- 1)) / lg(w) + 1

The value of n is determ ned by the cryptographic hash function used
for WOTS+. The hash function is chosen to ensure an appropriate

| evel of security. The value of nis the input length that can be
processed by the signing algorithm It is often the length of a
message digest. The paraneter w can be chosen fromthe set {4, 16}.
A larger value of wresults in shorter signatures but slower overal
signing operations; it has little effect on security. Choices of w
are limted to the values 4 and 16 since these values yield optinal
trade-offs and easy inplenmentation

WOTS+ paraneters are inplicitly included in algorithminputs as
needed.
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3.1.1.1. WOTS+ Functi ons

The WOTS+ al gorithm uses a keyed cryptographic hash function F. F
accepts and returns byte strings of length n using keys of |ength n.
More detail on specific instantiations can be found in Section 5
Security requirenments on F are discussed in Section 9. In addition,
WOTS+ uses a pseudorandom function PRF. PRF takes as input an n-byte
key and a 32-byte index and generates pseudorandom out puts of |ength
n. Mre detail on specific instantiations can be found in Section 5.
Security requirenents on PRF are discussed in Section 9.

3.1.2. WOTS+ Chai ni ng Function

The chai ning function (Al gorithm2) conputes an iteration of F on an
n-byte input using outputs of PRF. 1t takes an OIS hash address as

input. This address will have the first six 32-bit words set to
encode the address of this chain. 1In each iteration, PRF is used to
generate a key for F and a bitnask that is XORed to the internmedi ate
result before it is processed by F. In the following, ADRS is a

32-byte OIS hash address as specified in Section 2.5 and SEED is an
n-byte string. To generate the keys and bitmasks, PRF is called with
SEED as key and ADRS as input. The chaining function takes as input
an n-byte string X, a start index i, a nunber of steps s, as well as
ADRS and SEED. The chaining function returns as output the value
obtained by iterating F for s tines on input X using the outputs of
PRF.
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Al gorithm 2: chain - Chaining Function

Input: Input string X, start index i, number of steps s,
seed SEED, address ADRS
Qutput: value of Fiterated s tinmes on X

if (s==0) {
return X

}

i

f( (i +s)>(w-1)) {
return NULL;

byte[n] tnmp = chain(X i, s - 1, SEED, ADRS);

ADRS. set HashAddress(i + s - 1);
ADRS. set KeyAndMVask( 0) ;

KEY = PRF(SEED, ADRS);

ADRS. set KeyAndMvask( 1) ;

BM = PRF(SEED, ADRS);

tnp = F(KEY, tnp XOR BM;
return tnp;

3.1.3. WOTS+ Private Key

The private key in WOIS+, denoted by sk (s for secret), is a length
len array of n-byte strings. This private key MJST be only used to
sign at nobst one nessage. Each n-byte string MJST either be sel ected
randomy fromthe uniformdistribution or be selected using a

crypt ographically secure pseudorandom procedure. In the latter case,
the security of the used procedure MJIST at | east match that of the
WOTS+ paraneters used. For a further discussion on pseudorandom key
generation, see Section 3.1.7. The follow ng pseudocode (Al gorithm
3) describes an algorithmfor generating sk.

Al gorithm 3: WOTS genSK - Generating a WOTS+ Private Key

I nput: No input
Qut put: WOTS+ private key sk

for (i =0; i <len; i++)
initialize sk[i] with a uniformy random n-byte string;

return sk;
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3.1.4. WOTS+ Public Key

A WOTS+ key pair defines a virtual structure that consists of |en
hash chains of length w. The len n-byte strings in the private key
each define the start node for one hash chain. The public key
consists of the end nodes of these hash chains. Therefore, like the
private key, the public key is also a length len array of n-byte
strings. To compute the hash chain, the chaining function (Al gorithm
2) is used. An OIS hash address ADRS and a seed SEED have to be
provided by the calling algorithm This address will encode the
address of the WOTS+ key pair within a greater structure. Hence, a
WOTS+ al gorithm MUST NOT mani pul ate any parts of ADRS except for the
|ast three 32-bit words. Please note that the SEED used here is
public information al so available to a verifier. The follow ng
pseudocode (Al gorithm 4) describes an algorithmfor generating the
public key pk, where sk is the private key.

Al gorithm 4: WOTS genPK - Generating a WOTS+ Public Key Froma
Private Key

I nput: WOTS+ private key sk, address ADRS, seed SEED
Qut put: WOTS+ public key pk

for (i =0; i <len; i++) {
ADRS. set Chai nAddress(i);
pk[i] = chain(sk[i], O, w- 1, SEED, ADRS);

return pk;
3.1.5. WOTS+ Signature Generation

A WOTS+ signhature is a length len array of n-byte strings. The WOTS+
signature is generated by mapping a nmessage to len integers between O
and w- 1. To this end, the nessage is transforned into len_1 base w
nunbers using the base w function defined in Section 2.6. Next, a
checksumis conputed and appended to the transfornmed nessage as len_ 2
base w nunbers using the base_w function. Note that the checksum rmay
reach a maxi numinteger value of len_1 * (w- 1) * 278 and therefore
depends on the paraneters n and w. For the paraneter sets given in
Section 5, a 32-hbit unsigned integer is sufficient to hold the
checksum |f other paraneter settings are used, the size of the

vari abl e hol ding the integer value of the checksum MJST be
sufficiently large. Each of the base wintegers is used to select a
node froma different hash chain. The signature is formed by
concatenating the sel ected nodes. An OIS hash address ADRS and a
seed SEED have to be provided by the calling algorithm This address
wi Il encode the address of the WOTS+ key pair within a greater
structure. Hence, a WOTS+ al gorithm MJUST NOT nmani pul ate any parts of
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ADRS except for the last three 32-bit words. Please note that the
SEED used here is public information al so available to a verifier.
The pseudocode for signature generation is shown bel ow (Al gorithmb5),

where Mis the nessage and sig is the resulting signature.

Al gorithm5: WOTS sign - Generating a signature froma private key

and a nessage

I nput: Message M WOTS+ private key sk, address ADRS, seed SEED

Qut put: WOTS+ signature sig
csum = 0;

/1 Convert nessage to base w
msg = base wW(M w, len_1);

/1 Conmpute checksum

for (i =0; i <len_l;, i++ ) {
csum = csum+ w - 1 - nsg[i];

}

/'l Convert csumto base w
csum=csum<< ( 8 - ( ( len_ 2 * Ig(w) ) %8));
len 2 bytes = ceil( ( len_2 * Ig(w ) / 8);

msg = Mg || base_ W(toByte(csum len_2 bytes), w, len_2);

for (i =0; i <len; i++) {

ADRS. set Chai nAddress(i);

sig[i] = chain(sk[i], O, nsg[i], SEED, ADRS);
return sig;

The data format for a signature is given bel ow

oo m e e e e e e e e e e ao - +
| _ |

| sig_ots[O0] | n bytes
I I
St +

| |

I I
e +

| _

| sig_ots[len - 1] | n bytes
| |

oo m e e e e e e e e e e ao - +

WOTS+ Si gnature
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3.1.6. WOTS+ Signature Verification

In order to verify a signature sig on a message M the verifier
conputes a WOTS+ public key value fromthe signature. This can be
done by "conpleting" the chain conputations starting fromthe
signature val ues, using the base w values of the nmessage hash and its
checksum This step, called WOTS pkFrontig, is described belowin
Algorithm 6. The result of WOTS pkFronSig is then conpared to the
given public key. |If the values are equal, the signature is
accepted. O herwi se, the signature MJST be rejected. An OIS hash
address ADRS and a seed SEED have to be provided by the calling
algorithm This address will encode the address of the WOTS+ key
pair within a greater structure. Hence, a WOIS+ al gorithm MJUST NOT
mani pul ate any parts of ADRS except for the last three 32-bit words.
Pl ease note that the SEED used here is public information al so
available to a verifier.

Al gorithm 6: WOTS pkFrontig - Conputing a WOTS+ public key froma
message and its signature

I nput: Message M WOIS+ signature sig, address ADRS, seed SEED
Qut put: ' Tenporary’ WOTS+ public key tnp_pk

csum = O;

/1 Convert nessage to base w
msg = base wW(M w, len_1);

/1 Conmpute checksum

for (i =0; i <len_l;, i++ ) {
csum = csum+ w - 1 - nsg[i];

}

/'l Convert csumto base w
csum=csum<< ( 8 - ( ( len_ 2 * Ig(w) ) %8 ));
len 2 bytes = ceil( ( len_2 * Ig(w ) / 8);
msg = nmsg || base W(toByte(csum len_2 bytes), w len_2);
for (i =0; i <len; i++) {
ADRS. set Chai nAddress(i);
tmp_pk[i] = chain(sig[i], meg[i], w- 1 - nsg[i], SEED, ADRS);

return tnp_pk;

Not e: XMSS uses WOTS pkFronSig to conpute a public key value and
del ays the conparison to a |ater point.
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3.1.7. Pseudorandom Key Generation

An i nmpl enentati on MAY use a cryptographically secure pseudorandom
met hod to generate the private key froma single n-byte value. For
exanpl e, the nmethod suggested in [BDH11l] and expl ai ned bel ow MAY be
used. O her nethods MAY be used. The choice of a pseudorandom

met hod does not affect interoperability, but the cryptographic
strength MUST match that of the used WOTS+ paraneters.

The advant age of generating the private key elenents froma random
n-byte string is that only this n-byte string needs to be stored
instead of the full private key. The key can be regenerated when
needed. The suggested nethod from[BDHl1] can be described using
PRF. During key generation, a uniformy randomn-byte string Sis
sampl ed froma secure source of randomess. This string Sis stored
as private key. The private key elenents are conputed as sk[i] =
PRF(S, toByte(i, 32)) whenever needed. Please note that this seed S
MUST be different fromthe seed SEED used to randomi ze the hash
function calls. Also, this seed S MJST be kept secret. The seed S
MUST NOT be a | ow entropy, human-menorabl e val ue since private key
el ements are derived fromsS determnistically and their
confidentiality is security-critical

4. Schenes

In this section, the eXtended Merkle Signature Scheme (XMSS) is
described using WOTS+. XMSS cones in two flavors: a single-tree
variant (XMSS) and a nulti-tree variant (XMSS*MI). Both allow

conbi ning a | arge nunber of WOTS+ key pairs under a single snall
public key. The main ingredient added is a binary hash tree
construction. XMSS uses a single hash tree while XMSS*MI uses a tree
of XMSBS key pairs.

4.1. XMSS: eXtended Merkle Signature Schene

XMSS is a nethod for signing a potentially large but fixed nunber of
messages. It is based on the Merkle signature schene. XMSS uses
four cryptographic conponents: WOIS+ as OIS met hod, two additiona
crypt ographi ¢ hash functions H and H nsg, and a pseudorandom functi on
PRF. One of the main advantages of XMSS with WOTS+ is that it does
not rely on the collision resistance of the used hash functions but
on weaker properties. Each XMSS public/private key pair is
associated with a perfect binary tree, every node of which contains
an n-byte value. Each tree |leaf contains a special tree hash of a
WOTS+ public key value. Each non-leaf tree node is conmputed by first
concatenating the values of its child nodes, conputing the XOR with a
bi t mask, and applying the keyed hash function Hto the result. The
bi t masks and the keys for the hash function H are generated froma
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(public) seed that is part of the public key using the pseudorandom
function PRF. The value corresponding to the root of the XMSS tree
fornms the XMSS public key together with the seed.

To generate a key pair that can be used to sign 2*"h nessages, a tree
of height h is used. XMSS is a stateful signature schene, neaning
that the private key changes with every signature generation. To
prevent one-time private keys from being used tw ce, the WOTS+ key
pairs are nunbered fromO to (2"h) - 1 according to the related | eaf,
starting fromindex O for the leftnost leaf. The private key
contains an index that is updated with every signature generation,
such that it contains the index of the next unused WOTS+ key pair.

A signature consists of the index of the used WOTS+ key pair, the
WOTS+ signature on the nmessage, and the so-called authentication
path. The latter is a vector of tree nodes that allow a verifier to
conmpute a value for the root of the tree starting froma WOTS+
signature. A verifier conmputes the root value and conpares it to the
respective value in the XMSS public key. |If they match, the
signature is declared valid. The XMSS private key consists of al
WOTS+ private keys and the current index. To reduce storage, a
pseudor andom key generation procedure, as described in [BDHL1], MNAY
be used. The security of the used nmethod MJUST at | east match the
security of the XMSS instance.

4.1.1. XMsSS Paraneters
XMSS has the follow ng paraneters:
h: the height (number of levels - 1) of the tree
n: the length in bytes of the nessage digest as well as each node
w. the Wnternitz parameter as defined for WOTS+ in Section 3.1
There are 2”h leaves in the tree.
For XMSS and XMSSMMI, private and public keys are denoted by SK (S
for secret) and PK, respectively. For WOIS+, private and public keys

are denoted by sk (s for secret) and pk, respectively. XMSS and
XMBSMMI' si ghatures are denoted by Sig. WIS+ signatures are denoted

by sig.

XMSS and XMSSMMT paraneters are inplicitly included in algorithm
i nputs as needed.
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4.1.2. XMSS Hash Functions

Besi des the cryptographic hash function F and the pseudorandom
function PRF required by WOTS+, XMSS uses two nore functions:

0 A cryptographic hash function H H accepts n-byte keys and byte
strings of length 2n and returns an n-byte string.

0 A cryptographic hash function H nsg. H nsg accepts 3n-byte keys
and byte strings of arbitrary |length and returns an n-byte string.

More detail on specific instantiations can be found in Section 5
Security requirements on H and H nsg are discussed in Section 9

4.1.3. XMSS Private Key

An XMSS private key SK contains 2*h WOTS+ private keys, the | eaf

i ndex idx of the next WOTS+ private key that has not yet been used,
SK_PRF (an n-byte key to generate pseudorandom val ues for random zed
message hashing), the n-byte value root (which is the root node of
the tree and SEED), and the n-byte public seed used to pseudorandom y
generate bitmasks and hash function keys. Al though root and SEED
formally woul d be considered only part of the public key, they are
needed (e.g., for signature generation) and hence are al so required
for functions that do not take the public key as input.

The leaf index idx is initialized to zero when the XMSS private key
is created. The key SK PRF MJST be sanpled froma secure source of
randommess that follows the uniformdistribution. The WOTS+ private
keys MJST be generated as described in Section 3.1, or, to reduce the
private key size, a cryptographic pseudorandom net hod MJUST be used as
di scussed in Section 4.1.11. SEED is generated as a uniformy random
n-byte string. Although SEED is public, it is critical for security
that it is generated using a good entropy source. The root node is
generated as described belowin the section on key generation
(Section 4.1.7). That section also contains an exanple algorithmfor
conbi ned private and public key generation

For the followi ng al gorithm descriptions, the existence of a method
get WOTS SK(SK, i) is assuned. This nethod takes as input an XMSS
private key SK and an integer i and outputs the i~th WOTS+ private
key of SK
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4.1.4. Randoni zed Tree Hashing

To inprove readability, we introduce a functi on RAND HASH( LEFT,

Rl GHT, SEED, ADRS) (Al gorithm 7) that does the random zed hashing in
the tree. It takes as input two n-byte values LEFT and RI GHT that
represent the left and the right halves of the hash function input,
the seed SEED used as key for PRF, and the address ADRS of this hash
function call. RAND HASH first uses PRF with SEED and ADRS to
generate a key KEY and n-byte bitmasks BM O, BM 1. Then, it returns
the random zed hash H(KEY, (LEFT XOR BMO) || (RIGHT XOR BM 1)).

Al gorithm 7: RAND_HASH

Input: n-byte value LEFT, n-byte value RIGHT, seed SEED,
address ADRS
Qut put: n-byte random zed hash

ADRS. set KeyAndMask( 0) ;
KEY = PRF(SEED, ADRS);
ADRS. set KeyAndMvask( 1) ;
BM 0 = PRF(SEED, ADRS);
ADRS. set KeyAndMask( 2) ;
BM 1 = PRF(SEED, ADRS);

return H(KEY, (LEFT XOR BMO) || (RIGHT XOR BM 1));
4.1.5. L- Tr ees

To conpute the | eaves of the binary hash tree, a so-called L-tree is
used. An L-tree is an unbal anced binary hash tree, distinct but
simlar to the main XMSS binary hash tree. The algorithmltree
(Algorithm 8) takes as input a WOTS+ public key pk and conpresses it
to a single n-byte value pk[0]. It also takes as input an L-tree
address ADRS that encodes the address of the L-tree and the seed
SEED.
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Algorithm8: Itree

I nput: WOTS+ public key pk, address ADRS, seed SEED
Qut put: n-byte conpressed public key val ue pk[ 0]

unsigned int len = len;
ADRS. set Tr eeHei ght (0) ;
while ((len > 1) {
for (i =0; i <floor(len [ 2); i++ ) {
ADRS. set Tr eel ndex(i);
pk[i] = RAND HASH(pk[Z2i], pk[Z2i + 1], SEED, ADRS)
}
if (len %2 ==1) {
pk[floor(len” [/ 2)] = pk[len - 1];

len” = ceil(len [ 2);
ADRS. set Tr eeHei ght ( ADRS. get TreeHei ght () + 1);

}
return pk[O];
4.1.6. TreeHash

For the conputation of the internal n-byte nodes of a Merkle tree,
the subroutine treeHash (Al gorithm9) accepts an XMsSS private key SK
(including seed SEED), an unsigned integer s (the start index), an
unsigned integer t (the target node height), and an address ADRS t hat
encodes the address of the containing tree. For the height of a node
within a tree, counting starts with the | eaves at height zero. The
treeHash algorithmreturns the root node of a tree of height t with
the leftnost | eaf being the hash of the WOTS+ pk with index s. It is
REQUI RED that s %2t =0, i.e., that the leaf at index s is a

|l eftnost | eaf of a sub-tree of height t. Oherw se, the hash-
addressing scheme fails. The treeHash al gorithm descri bed here uses
a stack holding up to (t - 1) nodes, with the usual stack functions
push() and pop(). W furthernore assune that the height of a node
(an unsigned integer) is stored alongside a node’s value (an n-byte
string) on the stack.
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Al gorithm 9: treeHash

Input: XMSS private key SK, start index s, target node height t,
addr ess ADRS
Qut put: n-byte root node - top node on Stack

if(s %(1 <<t) !'=0) return -1;
for (i =0; i <27; i++) {
SEED = get SEED( SK) ;
ADRS. set Type(0); /1 Type = OIS hash address
ADRS. set OTSAddress(s + i);
pk = WOTS genPK (get WOTS SK(SK, s + i), SEED, ADRS);
ADRS. set Type(1); [/l Type = L-tree address
ADRS. set LTreeAddress(s + i);
node = |tree(pk, SEED, ADRS);
ADRS. set Type(2); /1l Type = hash tree address
ADRS. set Tr eeHei ght (0) ;
ADRS. set Tr eel ndex(i + s);
while ( Top node on Stack has sane height t' as node ) {
ADRS. set Tr eel ndex( ( ADRS. get Treel ndex() - 1) / 2);
node = RAND HASH( St ack. pop(), node, SEED, ADRS);
ADRS. set Tr eeHei ght ( ADRS. get TreeHei ght () + 1);

}
St ack. push( node);
}
return Stack.pop();
4.1.7. XMSS Key Generation

The XMSS key pair is conputed as described in XMSS keyGen (Al gorithm
10). The XMSS public key PK consists of the root of the binary hash
tree and the seed SEED, both also stored in SK. The root is conputed
using treeHash. For XMSS, there is only a single main tree. Hence,
the used address is set to the all-zero string in the beginning.

Note that we do not define any specific format or handling for the
XMSS private key SK by introducing this algorithm It relates to
requi renents described earlier and sinply shows a basic but very
inefficient exanple to initialize a private key.
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Al gorithm 10: XMSS keyGen - Cenerate an XMSS key pair

I nput: No input
Qut put: XMBSS private key SK, XMSS public key PK

/1 Example initialization for SK-specific contents
idx = 0;
for (i =0; i <2*h; i++) {

wots_sk[i] = WOTS genSK();

initialize SK PRF with a uniformy random n-byte string;
set SK_PRF(SK, SK PRF);

/1 Initialization for conmon contents

initialize SEED with a uniformy random n-byte string;
set SEED( SK, SEED);

set WOTS _SK(SK, wots_sk));

ADRS = toByte(0, 32);

root = treeHash(SK, 0, h, ADRS);

SK=1idx || wots_sk || SK PRF || root || SEED,
PK = AOD || root || SEED,

|
return (SK || PK);

The above is just an exanple algorithm It is strongly RECOMMENDED
to use pseudorandom key generation to reduce the private key size.
Public and private key generation MAY be interl eaved to save space.
Particularly, when a pseudorandom nethod is used to generate the
private key, generation MAY be done when the respective WOTS+ key
pair is needed by treeHash.

The format of an XMSS public key is given bel ow

oo m e e e e e e e e e e ao - +
| algorithma D |
' +
I I
| root node | n bytes
| |
oo m e e e e e e e e e e ao - +
I I
| SEED | n bytes
I I
St +

XMBS Public Key
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4.1.8. XMSS Signhature

An XMSS signature is a (4 + n + (len + h) * n)-byte string consisting
of :

o the index idx_sig of the used WOTS+ key pair (4 bytes),
0 a byte string r used for random zed nessage hashing (n bytes),
0 a WOTS+ signature sig ots (len * n bytes), and

0 the so-called authentication path "auth’ for the | eaf associated
with the used WOTS+ key pair (h * n bytes).

The authentication path is an array of h n-byte strings. It contains
the siblings of the nodes on the path fromthe used |eaf to the root.
It does not contain the nodes on the path itself. A verifier needs
these nodes to conpute a root node for the tree fromthe WOTS+ public
key. A node Node is addressed by its position in the tree. Node(x,
y) denotes the y*th node on level x with y = 0 being the |eftnost
node on a level. The |leaves are on level 0; the root is on |evel h.
An aut hentication path contains exactly one node on every |layer 0 <=
x <= (h - 1). For the i~th WOTS+ key pair, counting fromzero, the
j~th authentication path node is:

Node(j, floor(i / (2%j)) XOR 1)

The conputation of the authentication path is discussed in
Section 4.1.09.
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The data format for a signature is given bel ow

o e e e e e e e e e e e e e e +
| . S |

| i ndex idx_sig | 4 bytes
I I

o m e e e e e e e eee— oo +

I I

| randommess r | n bytes
I I

o mm e e e e e e eee oo s +

I _ _ I

| WOTS+ signature sig_ots | len * n bytes
I I

o e e e e e e e e e e e e e e +

I I

| aut h[ 0] | n bytes
I I

o m e e e e e e e eee— oo +

I I

I I

o mm e e e e e e eee oo s +

I I

| auth[h - 1] | n bytes
I I

o e e e e e e e e e e e e e e +

XMSS Si gnature
4.1.9. XMSS Signature Generation

To conmpute the XMSS signature of a nessage Mwith an XMSS private
key, the signer first conputes a random zed nessage di gest using a
random value r, idx_sig, the index of the WOTS+ key pair to be used,
and the root value fromthe public key as key. Then, a WOIS+
signature of the nessage digest is conputed using the next unused
WOTS+ private key. Next, the authentication path is conputed.

Finally, the private key is updated, i.e., idx is increnmented. An
i mpl ement ati on MUST NOT output the signhature before the private key
i s updat ed.

The node val ues of the authentication path MAY be conmputed in any
way. This conputation is assumed to be performed by the subroutine
bui |l dAuth for the function XMSS sign (Al gorithm12). The fastest
alternative is to store all tree nodes and set the array in the
signature by copying the respective nodes. The |east storage-
intensive alternative is to reconpute all nodes for each signature
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online using the treeHash algorithm (Algorithm9). Severa

algorithms exist in between, with different time/storage trade-offs.
For an overview, see [BDS09]. A further approach can be found in

[ KMN14]. Note that the details of this procedure are not relevant to
interoperability; it is not necessary to know any of these details in
order to performthe signature verification operation. The follow ng
versi on of buildAuth is given for conpleteness. It is a sinple
exanpl e for understanding, but extremely inefficient. The use of one
of the alternative algorithns is strongly RECOMVENDED.

G ven an XMSS private key SK, all nodes in a tree are determ ned.
Their values are defined in ternms of treeHash (Algorithm9). Hence,
one can conpute the authentication path as foll ows:

(Exanpl e) buil dAuth - Conpute the authentication path for the i”~th
WOTS+ key pair

I nput: XMSS private key SK, WOTS+ key pair index i, ADRS
Qut put: Authentication path auth

for (j =0; j <h; j++) {
k = floor(i / (2%)) XOR 1
auth[j] = treeHash(SK, k * 27j, j, ADRS)

We split the description of the signature generation into two main
algorithms. The first one, treeSig (Algorithm 11), generates the
mai n part of an XMBS signature and is also used by the nmulti-tree
variant XMSS*MI. XMSS sign (Algorithm 12) calls treeSig but handl es
message conpressi on before and the private key update afterwards.

The algorithmtreeSig (Al gorithm 11) described bel ow cal cul ates the
WOTS+ signature on an n-byte nessage and the correspondi ng

aut hentication path. treeSig takes as input an n-byte nessage M, an
XMSS private key SK, a signature index idx_sig, and an address ADRS
It returns the concatenation of the WOIS+ signature sig_ots and

aut henti cati on path auth.
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Algorithm 11: treeSig - Cenerate a WOTS+ signature on a nmessage with
correspondi ng authentication path

I nput: n-byte nessage M, XMSS private key SK,
signature index idx_sig, ADRS

Qut put: Concatenation of WOTS+ signature sig_ots and
aut hentication path auth

auth = buil dAut h(SK, idx_sig, ADRS);

ADRS. set Type(0); /1 Type = OIS hash address

ADRS. set OTSAddr ess(i dx_si Q) ;

sig ots = WOTS sign(get WOTS_SK(SK, idx_sig),
M, get SEED(SK), ADRS);

Sig =sig_ots || auth;

return Sig;

The al gorithm XMSS_sign (Al gorithm 12) described bel ow cal cul ates an
updat ed private key SK and a signature on a nessage M  XMSS_si gn
takes as input a nmessage Mof arbitrary Iength and an XMsSS private
key SK. It returns the byte string containing the concatenation of
the updated private key SK and the signature Sig.

Al gorithm 12: XMSS sign - CGenerate an XMSS signature and update the
XMSS private key

I nput: Message M XMSS private key SK
Qut put: Updated SK, XMSS signhature Sig

i dx_sig = getldx(SK);

set 1 dx(SK, idx_sig + 1);

ADRS = toByte(0, 32);

byte[n] r = PRF(get SK PRF(SK), toByte(idx_sig, 32));

byte[n] M = Hnsg(r || getRoot(SK) || (toByte(idx_sig, n)), M;
Sig=idx_sig || r || treeSig(M, SK, idx_sig, ADRS);

return (SK || Sig);

4.1.10. XMSS Signature Verification

An XMSS signature is verified by first conputing the nessage di gest
usi ng randomess r, index idx_sig, the root from PK and nessage M
Then the used WOTS+ public key pk ots is conputed fromthe WOTS+
signature using WOTS pkFrontig. The WOTS+ public key in turn is used
to conpute the corresponding | eaf using an L-tree. The |eaf,
together with index idx_sig and authentication path auth is used to
compute an alternative root value for the tree. The verification
succeeds if and only if the conputed root value matches the one in
the XMBS public key. 1In any other case, it MJST return fail.
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As for signature generation, we split verification into tw parts to
all ow for reuse in the XMSS"MI' description. The steps al so needed
for XMSS*MI' are done by the function XMSS rootFronSig (Al gorithm 13).
XMBS verify (Algorithm 14) calls XMSS rootFronSig as a subroutine and
handl es t he XMSS-specific steps.

The main part of XMSS signature verification is done by the function
XMSS_root FronSi g (Al gorithm 13) described bel ow. XMSS root FronSi g
takes as input an index idx_sig, a WOTS+ signature sig_ots, an

aut hentication path auth, an n-byte nessage M, seed SEED, and
address ADRS. XMSS rootFronSig returns an n-byte string holding the
val ue of the root of a tree defined by the input data.

Al gorithm 13: XMSS rootFronSig - Compute a root node froma tree
signature

I nput: index idx_sig, WOTS+ signhature sig ots, authentication path
auth, n-byte nessage M, seed SEED, address ADRS
Qut put: n-byte root val ue node[ 0]

ADRS. set Type(0); /1l Type = OIS hash address
ADRS. set OTSAddr ess(i dx_sig);
pk_ots = WOTS pkFronSi g(sig ots, M, SEED, ADRS)
ADRS. set Type(1); [/l Type = L-tree address
ADRS. set LTr eeAddr ess(i dx_si Q) ;
byte[n][2] node;
node[0] = Itree(pk_ots, SEED, ADRS);
ADRS. set Type(2); /1l Type = hash tree address
ADRS. set Tr eel ndex(i dx_sig);
for ( k =0; k <h; k++t ) {
ADRS. set Tr eeHei ght (k) ;
if ( (floor(idx_sig/ (2*k)) %2) == 0 ) {
ADRS. set Tr eel ndex( ADRS. get Tr eel ndex() / 2);
node[ 1] = RAND HASH(node[ 0], auth[k], SEED, ADRS);
} else {
ADRS. set Tr eel ndex( ( ADRS. get Treel ndex() - 1) / 2);
node[ 1] = RAND_HASH(aut h[ k], node[ 0], SEED, ADRS);

node[ 0] = node[ 1];
return node[0];
The full XMSS signature verification is depicted bel ow (Al gorithm
14). 1t handl es nmessage conpression, del egates the root comnputation

to XMSS root Frontsig, and conpares the result to the value in the
public key. XMSS verify takes as input an XMSS signhature Sig, a
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message M and an XMSS public key PK.  XMBS verify returns true if
and only if Sigis a valid signature on Munder public key PK.
O herwise, it returns fal se.

Al gorithm 14: XMSS verify - Verify an XMBS signature using the
correspondi ng XMSS public key and a nessage

I nput: XMSS signature Sig, nmessage M XMSS public key PK
Qut put : Bool ean

ADRS = toByte(0, 32);
byte[n] M = H nsg(r || getRoot(PK) || (toByte(idx_sig, n)), M;

byt e[ n] node = XMSS root Fronti g(idx_sig, sig_ots, auth, M,
get SEED( PK), ADRS) ;
if ( node == getRoot (PK) ) {
return true;
} else {
return fal se;

}

4.1.11. Pseudorandom Key GCeneration

An i npl enentati on MAY use a cryptographically secure pseudorandom
met hod to generate the XMSS private key froma single n-byte val ue.
For exanple, the method suggested in [BDH11l] and expl ai ned bel ow MAY
be used. O her methods, such as the one in [HRS16], MAY be used.
The choi ce of a pseudorandom net hod does not affect interoperability,
but the cryptographic strength MJUST match that of the used XMSS
paranet ers.

For XMBS, a method sinmilar to that for WOTS+ can be used. The
suggested met hod from [ BDH11] can be described using PRF. During key
generation, a uniformy randomn-byte string Sis sanpled froma
secure source of randommess. This seed S MJUST NOT be confused with
the public seed SEED. The seed S MJST be independent of SEED, and
because it is the main secret, it MJST be kept secret. This seed S
is used to generate an n-byte value S ots for each WOIS+ key pair.
The n-byte value S ots can then be used to conpute the respective
WOTS+ private key using the nmethod described in Section 3.1.7. The
seeds for the WOTS+ key pairs are conputed as S ots[i] = PRF(S,
toByte(i, 32)) where i is the index of the WOTS+ key pair. An
advantage of this nethod is that a WOTS+ key can be conputed using
only len + 1 evaluations of PRF when S is given.
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4.1.12. Free Index Handling and Partial Private Keys

Sone applications mght require working with partial private keys or
copi es of private keys. Exanples include |oad bal anci ng and

del egation of signing rights or proxy signatures. Such applications
MAY use their own key format and MAY use a signing algorithm
different fromthe one described above. The index in partial private
keys or copies of a private key MAY be mani pul ated as required by the
applications. However, applications MIST establish nmeans that
guarantee that each index, and thereby each WOTS+ key pair, is used
to sign only a single nessage.

4.2. XMBSSMMI: Ml ti-Tree XMSS

XMSSMMI is a method for signing a |large but fixed nunber of messages.
It was first described in [HRB13]. It builds on XMSS. XMSS"MI uses
a tree of several layers of XMSS trees, a so-called hypertree. The
trees on top and internmediate |ayers are used to sign the root nodes
of the trees on the respective |layer below. Trees on the | owest

| ayer are used to sign the actual messages. Al XMSS trees have
equal hei ght.

Consi der an XMSS*"MT tree of total height h that has d | ayers of XMSS
trees of height h / d. Then, layer d - 1 contains one XMSS tree,
layer d - 2 contains 2*(h / d) XMSS trees, and so on. Finally, |ayer
0 contains 2"(h - h / d) XMSS trees.

4.2.1. XMSSM*MI' Par anet er s

In addition to all XMSS paraneters, an XMSS*MI system requires the
nunber of tree layers d, specified as an integer value that divides h
wi t hout remai nder. The sane tree height h / d and the sane
Wnternitz paranmeter w are used for all tree |ayers

Al the trees on higher |ayers sign root nodes of other trees, with
the root nodes being n-byte strings. Hence, no nessage conpression
is needed, and WOTS+ is used to sign the root nodes thensel ves

i nstead of their hash val ues.

4.2.2. XWVMBS"MI Key Generation

An XMSSMMT private key SK Ml (S for secret) consists of one reduced
XMSS private key for each XMSS tree. These reduced XMSS private keys
just contain the WOTS+ private keys corresponding to that XMSS key
pair; they do not contain a pseudorandom function key, index, public
seed, or root node. Instead, SK MI contains a single n-byte
pseudor andom functi on key SK PRF, a single (ceil(h / 8))-byte index

i dx_MrI, a single n-byte seed SEED, and a single root val ue root
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(which is the root of the single tree on the top layer). The index
is a global index over all WOTS+ key pairs of all XMSS trees on | ayer
0. It isinitialized with 0. It stores the index of the |ast used
WOTS+ key pair on the bottomlayer, i.e., a nunber between 0 and 2"h
- 1

The reduced XMSS private keys MJST either be generated as descri bed
in Section 4.1.3 or be generated using a cryptographi c pseudorandom
met hod as discussed in Section 4.2.6. As for XMSS, the PRF key

SK PRF MUST be sanpled froma secure source of randommess t hat
follows the uniformdistribution. SEED is generated as a uniformy
random n-byte string. Although SEED is public, it is critical for
security that it is generated using a good entropy source. The root
is the root node of the single XMSS tree on the top layer. Its
computation is explained below As for XMSS, root and SEED are
public informati on and woul d cl assically be considered part of the
public key. However, as both are needed for signing, which only
takes the private key, they are also part of SK M.

Thi s docunent does not define any specific format for the XMSS"MI
private key SK MI as it is not required for interoperability.

Al gorithns 15 and 16 use a function get XMSS SK(SK, x, y) that outputs
the reduced private key of the x"th XMSS tree on the y~th | ayer

The XMSSMMT public key PK_MI contains the root of the single XM5S
tree on layer d - 1 and the seed SEED. These are the same val ues as
in the private key SK MI. The pseudorandom functi on PRF keyed with
SEED is used to generate the bitmasks and keys for all XMSS trees.
XMBSMI_keyGen (Al gorithm 15) shows exanpl e pseudocode to generate
SK_ MI' and PK_MI. The n-byte root node of the top-layer tree is
conputed using treeHash. The al gorithm XMSSMI_keyGen out puts an
XMBSMMI private key SK_MI and an XMSS*MI public key PK MI. The

al gorithm bel ow gi ves an exanpl e of how the reduced XMSS private keys
can be generated. However, any of the above nentioned ways is
acceptable as |long as the cryptographic strength of the used nethod
mat ches or supersedes that of the used XMSS*MI paraneter set.
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Al gorithm 15: XMSSMI_keyGen - Generate an XMSS*MI key pair

I nput: No input
Qut put: XMBS'MI private key SK MI, XMSS*MI public key PK_Mr

/1l Exanple initialization

i dx_MI' = 0;

set | dx( SK_MI, idx_MI);

initialize SK PRF with a uniformy random n-byte string;
set SK_PRF(SK_MTI, SK PRF);

initialize SEED with a uniformy random n-byte string;
set SEED( SK_MTI, SEED);

/'l Generate reduced XMSS private keys
ADRS = toByte(0, 32);
for ( layer = 0; layer < d; layer++ ) {
ADRS. set Layer Addr ess( | ayer) ;
for ( tree = 0; tree <
(1 << ((d - 1- layer) * (h/ d)));
tree++ ) {
ADRS. set Tr eeAddr ess(tree);
for (i =0; i <2rh [/ d); i++) {
wots sk[i] = WOTS genSK();

}
set XMBS_SK(SK_MI, wots_sk, tree, |ayer);

}

SK = get XMBS_SK(SK Mr, 0, d - 1);
set SEED( SK, SEED);

root = treeHash(SK, 0, h / d, ADRS);
set Root (SK_MTI, root);

PK_MI = OD || root || SEED,
return (SK MI || PK_MI);

The above is just an exanple algorithm It is strongly RECOMVENDED
to use pseudorandom key generation to reduce the private key size.
Public and private key generation MAY be interl eaved to save space.
In particular, when a pseudorandom nethod is used to generate the
private key, generation MAY be del ayed to the point that the
respective WOTS+ key pair is needed by another algorithm
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The format of an XMSS*MI public key is given bel ow

o e e e e e e e e e e e e e e +

| algorithm QD |

o mm e e e e e e eee oo s +

I I

| root node | n bytes
I I

o e e e e e e e e e e e e e e +

I I

| SEED | n bytes
I I

o m e e e e e e e eee— oo +

XMSS*MT Publ i c Key

4.2.3. XMSS*"MI Signhature

An XMSSMMT signature Sig MI is a byte string of length (ceil(h / 8) +
n+(h+d=*1len) * n). It consists of:

o0 the index idx_sig of the used WOTS+ key pair on the bottom| ayer
(ceil (h [/ 8) bytes),

0 a byte string r used for random zed nmessage hashing (n bytes), and
0 d reduced XMSS signatures ((h / d + len) * n bytes each)
The reduced XMSS signatures only contain a WOTS+ signature sig ots

and an authentication path auth. They contain no index idx and no
byte string r.
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The data format for a signature is given bel ow

o e e e e e e e e e e e oo oo +

I I

| i ndex idx_sig | ceil(h / 8) bytes
I I

o m e e e e e e e eee— oo +

I I

| randommess r | n bytes

I I

o mm e e e e e e eee oo s +

(reduced) XMSS signature Sig

I I
| | (h/ d+ 1len) * n bytes
| (bottom | ayer 0) |
I I

oo m e e e e e e e e e e ao - +

I I

| (reduced) XMSS signature Sig | (h/ d+1len) * n bytes
| (layer 1) |

I I

o e e e e e e e e e e e e e e +

I I

I I

o m e e e e e e e eee— oo +

(reduced) XMSS signature Sig

I I
| | (h/ d + len) * n bytes
| (layer d - 1) |
I I

XMSSMMI' Si gnat ur e
4.2.4. XMBS*"MI Signhature CGeneration

To conpute the XMBS"MI signature Sig MI of a nessage M using an
XMBSMMI private key SK M, XMSSMI_sign (Al gorithm 16) described bel ow
uses treeSig as defined in Section 4.1.9. First, the signature index
is set to idx_sig. Next, PRF is used to conpute a pseudorandom
n-byte string r. This n-byte string, idx_sig, and the root node from
PK_ MI are then used to conmpute a random zed nessage di gest of length
n. The nmessage digest is signed using the WOTS+ key pair on the
bottom | ayer with absolute index idx. The authentication path for
the WOTS+ key pair and the root of the containing XMSS tree are
computed. The root is signed by the parent XM5S tree. This is
repeated until the top tree is reached.
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Al gorithm 16: XMSSMI_sign - Cenerate an XMSS*MI si gnature and update
the XMBS*MI private key

I nput: Message M XMSSMMT private key SK M
Qut put: Updated SK MI, signature Sig Mr

[1 Init

ADRS = toByte(0, 32);
SEED = get SEED( SK_MT) ;
SK_PRF = get SK_PRF( SK_M) ;
i dx_sig = getldx(SK _M);

/1 Update SK M
set | dx(SK_MI, idx_sig + 1);

/1 Message conpression
byte[n] r = PRF(SK PRF, toByte(idx _sig, 32));
byte[n] M = H nsg(r || getRoot(SK M || (toByte(idx_sig, n)), M;

/1 Sign
Sig MI = idx_sig;
unsigned int idx_tree
= (h - h/ d) nost significant bits of idx_sig;
unsigned int idx_leaf = (h / d) least significant bits of idx_sig;
SK = idx_leaf || getXMSS SK(SK MrI, idx_tree, 0) || SK PRF
|| toByte(0O, n) || SEED;

ADRS. set Layer Addr ess(0) ;
ADRS. set Tr eeAddress(idx_tree);
Sigtnm =treeSig(M, SK, idx_|eaf, ADRS);
Sig Ml = Sig M || r || Sig_tnp;
for (] 1, j <d j++ ) |

r oot treeHash(SK, 0, h / d, ADRS);

idx_ leaf = (h / d) least significant bits of idx_tree;

idx tree = (h - j * (h/ d)) nost significant bits of idx_ tree;

SK = idx_leaf || getXMSS SK(SK MrI, idx_ tree, j) || SK PRF

|| toByte(0O, n) || SEED;

ADRS. set Layer Address(j);

ADRS. set Tr eeAddress(idx_tree);

Sigtnmp =treeSig(root, SK idx_|leaf, ADRS);

Sig Ml = Sig Ml || Sig_tnp;

}
return SK M || Sig_Mr;
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Algorithm 16 is only one nethod to conpute XMSS*MI signatures. Timne-
menory trade-offs exist that allow reduction of the signing tinme to
|l ess than the signing tinme of an XMSS scheme with tree height h / d.
These trade-offs 1) prevent certain val ues from bei ng reconputed
several tinmes by keeping a state and 2) distribute all conputations
over all signature generations. Details can be found in

[ Huel si ngl3a] .

4.2.5. XMSS"MI Signature Verification

XMBSMMI' signhature verification (Algorithm17) can be sumarized as d
XMSS signature verifications with small changes. First, the nessage
i s hashed. The XMSS signatures are then all on n-byte val ues.

Second, instead of comparing the conputed root node to a given val ue,
a signature on this root node is verified. Only the root node of the
top tree is conpared to the value in the XMSS*"MI public key.
XMBSMI_verify uses XMSS root FronSig. The function

get X\MBSSi gnature(Sig MI, i) returns the ith reduced XMSS signature
fromthe XMSS*MI signature Sig MI. XMSSMI_verify takes as input an
XMBSMMI' signature Sig MI, a message M and a public key PK_MI
XMSSMTI_verify returns true if and only if Sig Ml is a valid signature
on Munder public key PK M. Qherwise, it returns fal se.

Al gorithm 17: XMSSMI_verify - Verify an XMSS*MI signature Sig_MI on a
message M using an XMSSMMI public key PK_MI

I nput: XMSSMMI signhature Sig_MI, nessage M
XMSSAMT public key PK_MT
Qut put: Bool ean

idx_sig = getldx(Sig_M);
SEED = get SEED( PK_M) ;
ADRS = toByte(0, 32);

byte[n] M = H nsg(getR(Sig Ml || getRoot (PK M)
|| (toByte(idx_sig, n)), M;

unsi gned int idx_|eaf

= (h / d) least significant bits of idx_sig;
unsigned int idx_tree

= (h - h/ d) nost significant bits of idx_sig;
Sig’ = get XMSSSi ghature(Sig MrI, 0);
ADRS. set Layer Addr ess(0) ;
ADRS. set Tr eeAddress(idx_tree);
byt e[ n] node = XMSS root Fronti g(idx_|eaf, getSig ots(Sig ),

getAuth(Sig’'), M, SEED, ADRS);
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4.

4.

5

for (J =1, j <d j++) {
idx leaf = (h / d) least significant bits of idx_tree;
idx tree = (h - j * h/ d) nost significant bits of idx_tree;

Sig = get XMSSSi gnature(Sig M, j);

ADRS. set Layer Address(j);

ADRS. set Tr eeAddress(idx_tree);

node = XMSS_root FronSti g(i dx_| eaf, getSig ots(Sig ),
getAuth(Sig’), node, SEED, ADRS);

}

if ( node == get Root (PK _MI) ) {
return true;

} else {
return fal se;

}

2.6. Pseudorandom Key Generation

Li ke for XMSS, an inplenentation MAY use a cryptographically secure
pseudor andom net hod to generate the XMSS"MI private key froma single
n-byte value. For exanple, the method expl ai ned bel ow MAY be used

O her methods, such as the one in [HRS16], MAY be used. The choice
of a pseudorandom net hod does not affect interoperability, but the
cryptographic strength MUST match that of the used XMSS*MI

paranet ers

For XMSS"MI, a nethod similar to that for XMSS and WOTS+ can be used.
The nmethod uses PRF. During key generation, a uniformy random
n-byte string S Ml is sanpled froma secure source of randonmess
This seed S MI is used to generate one n-byte value S for each XMSS
key pair. This n-byte value can be used to conpute the respective
XMSS private key using the nethod described in Section 4.1.11. Let
S[x][y] be the seed for the x"th XMSS private key on layer y. The
seeds are conputed as S[x][y] = PRF(PRF(S, toByte(y, 32)), toByte(x,
32)).

2.7. Free Index Handling and Partial Private Keys
The content of Section 4.1.12 also applies to XMSSMM.
Par amet er Sets

Thi s section provides basic paraneter sets that are assuned to cover
nmost rel evant applications. Paraneter sets for two classica

security levels are defined. Paranmeters with n = 32 provide a
classical security level of 256 bits. Paraneters with n = 64 provide
a classical security level of 512 bits. Considering quantum
conput er - ai ded attacks, these output sizes yield post-quantum
security of 128 and 256 bits, respectively.
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Wil e this docunment specifies several paraneter sets, an
implementation is only REQU RED to provide support for verification
of all REQUI RED paraneter sets. The REQU RED paraneter sets all use
SHA2- 256 to instantiate all functions. The REQUI RED paraneter sets
are only distinguished by the tree height paraneter h (which

determ nes the nunber of signatures that can be done with a single
key pair) and the nunber of layers d (which defines a trade-off

bet ween speed and signature size). An inplenentation MAY provide
support for signature generation using any of the proposed paraneter
sets. For convenience, this docunent defines a default option for
XMBS ( XMSS_SHA2_20_256) and XMSSMMT ( XMSSMT- SHA2_60/ 3_256). These
are supposed to match the nost generic requirenents.

5.1. Inplenmenting the Functions
For the n = 32 setting, we give paraneters that use SHA2-256 as
defined in [ FI PS180] and other paraneters that use the SHA3/ Keccak-
based extendabl e-out put function SHAKE- 128 as defined in [FI PS202].
For the n = 64 setting, we give paraneters that use SHA2-512 as
defined in [ FI PS180] and ot her paraneters that use the SHA3/Keccak-
based ext endabl e- out put functions SHAKE- 256 as defined in [FIPS202].
The paraneter sets using SHA2-256 are nandatory for depl oynment and
therefore MJUST be provided by any inplenentation. The remaining
paraneter sets specified in this docunment are OPTI ONAL.

SHA2 does not provide a keyed-node itself. To inplement the keyed
hash functions, the following is used for SHA2 with n = 32

F. SHA2- 256(toByte(0, 32) || KEY || M,

H. SHA2-256(toByte(l, 32) || KEY || M,

H nsg: SHA2-256(toByte(2, 32) || KEY || M, and
PRF: SHA2-256(toByte(3, 32) || KEY || M.

Accordingly, for SHA2 with n = 64 we use:

F: SHA2-512(toByte(0, 64) || KEY || M,

H SHA2-512(toByte(1, 64) || KEY || M,

H nsg: SHA2-512(toByte(2, 64) || KEY || M, and

PRF: SHA2-512(toByte(3, 64) || KEY || M.
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The n-byte padding is used for two reasons. First, it is necessary
that the internal conpression function takes 2n-byte bl ocks, but keys
are n and 3n bytes long. Second, the padding is used to achieve

i ndependence of the different function famlies. Finally, for the
PRF, no full-fledged Hash- Based Message Authentication Code (HVAC) is
needed as the nmessage length is fixed, neaning that standard | ength
extension attacks are not a concern here. For that reason, the
simpl er construction above suffices.

Simlar constructions are used with SHA3. To inplenent the keyed
hash functions, the following is used for SHA3 with n = 32

F: SHAKE128(toByte(0, 32) || KEY || M 256),

H SHAKE128(toByte(1, 32) || KEY || M 256),

H nsg: SHAKE128(toByte(2, 32) || KEY || M 256),

PRF: SHAKE128(toByte(3, 32) || KEY || M 256).
Accordingly, for SHA3 with n = 64, we use:

F: SHAKE256(toByte(0, 64) || KEY || M 512),

H. SHAKE256(toByte(1, 64) || KEY || M 512),

H msg: SHAKE256(toByte(2, 64) || KEY || M 512),

PRF: SHAKE256(toByte(3, 64) || KEY || M 512).
As for SHA2, an initial n-byte identifier is used to achi eve
i ndependence of the different function famlies. Wile a shorter

identifier could be used in case of SHA3, we use n bytes for
consistency with the SHA2 inpl enentations.
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5.2. WOIS+ Parameters

To fully describe a WOTS+ signature method, the paranmeters n and w,
as well as the functions F and PRF, MJST be specified. The follow ng
tabl e defines several WOTS+ signature systens, each of which is
identified by a nane. Nanming follows this convention
WOTSP- [ Hashfamily] _[n in bits]. Naming does not include w as all
paraneter sets in this document use w=16. Values for len are

provi ded for conveni ence.

oo R e +
| Nane | F/ PRF | n| w]| len |
oo SR R LT +
I RN
| WOTSP-SHA2_256 | SHA2-256 | 32 | 16 | 67 |
I I I I I I
e R
| WOTSP-SHA2 512 | SHA2-512 | 64 | 16 | 131 |
I I I I I I
| WOTSP-SHAKE_ 256 | SHAKE128 | 32 | 16 | 67 |
I I I I I I
| WOTSP- SHAKE 512 | SHAKE256 | 64 | 16 | 131

e SR R LT +

Table 1

The i npl enentati on of the single functions is done as descri bed
above. External Data Representation (XDR) formats for WOIS+ are
listed in Appendix A

5. 3. XMSS Par anet ers

To fully describe an XMSS signature nethod, the paraneters n, w, and
h, as well as the functions F, H H nsg, and PRF, MJST be specified.
The followi ng table defines different XMSS signature systens, each of
which is identified by a name. Nam ng follows this convention
XMBS-[Hashfam ly] _[h] _[n in bits]. Naming does not include w as all
paraneter sets in this docunment use w=16.
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oo R e R
| Nare | Functions | n| w]| len| h
o e e e oo Fom e e e i +----+
| REQUI RED: I I I I I I
I XMSS- SHA2_10_256 I SHA2- 256 I 32 I 16 I 67 I 10
I XMBS- SHA2_16_256 I SHA2- 256 I 32 I 16 I 67 I 16
} XMSS- SHA2_20_256 } SHA2- 256 } 32 } 16 } 67 } 20
| o o | [ N
I XMSS- SHA2_10_512 I SHA2- 512 I 64 I 16 I 131 I 10
} XMSS- SHA2_16_512 } SHA2- 512 } 64 } 16 } 131 } 16
I XMSS- SHA2_20_512 I SHA2- 512 I 64 I 16 I 131 I 20
I XMSS- SHAKE _10_256 I SHAKE128 I 32 I 16 I 67 I 10
} XMSS- SHAKE _16_256 } SHAKE128 } 32 } 16 } 67 } 16
I XMSS- SHAKE _20_256 I SHAKE128 I 32 I 16 I 67 I 20
I XMSS- SHAKE 10 _512 I SHAKE256 I 64 I 16 I 131 I 10
} XMSS- SHAKE _16_512 } SHAKE256 } 64 } 16 } 131 } 16
I XMSS- SHAKE _20_512 I SHAKE256 I 64 I 16 I 131 I 20
e R R LT +----+
Tabl e 2

The XDR formats for XMSS are listed in Appendix B
5.3.1. Paraneter Quide

In contrast to traditional signature schenes like RSA or Digita
Signature Algorithm (DSA), XMSS has a tree height paraneter h that
determ nes the nunber of nessages that can be signed with one key
pair. Increasing the height allows using a key pair for nore
signatures, but it also increases the signature size and sl ows down
key generation, signing, and verification. To denobnstrate the inpact
of different values of h, the follow ng table shows signature size
and runtines. Runtimes are given as the nunber of calls to F and H
when the BDS algorithmis used to conmpute authentication paths for
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4.

the worst case.
can be signed with one key pair.

XM5S

The | ast col um shows the nunber
The nunbers are

May 2018

of messages that
the sane for the

XMSS- SHAKE i nstances with same paraneters h and n

S S R R S S S R +
| Nane | |Sigl | KeyGen | Sign | Verify | #Sigs
. - . E - E - - +
T N R R
| XMSS-SHA2_10_256 | 2,500 | 1,238,016 | 5,725 | 1,149 | 2710
I I I I I I I
| XMBS-SHA2_16_256 | 2,692 | 79*10"6 | 9,163 | 1,155 | 2716 |
I I I I I I I
| XMSS-SHA2_20 256 | 2,820 | 1,268*107"6 | 11,455 | 1,159 | 2720
I I I I I I I
o I R R
| XMBS-SHA2_ 10 512 | 9,092 | 2,417,664 | 11,165 | 2,237 | 2710 |
I I I I I I I
| XMBS-SHA2_16_512 | 9,476 | 1551076 | 17,867 | 2,243 | 2”16 |
I I I I I I I
| XMSS-SHA2_20_512 | 9,732 | 2,476*1076 | 22,335 | 2,247 | 2720
S S R R S S S R +

Tabl e 3
As a default, users w thout special requirements should use option

XMBS- SHA2 20 256, which allows signing of

pair and provi des reasonabl e speed and signature size.

2720 nmessages with one key
Users t hat

require nore signatures per key pair or faster key generation should

consi der XMSSAM.

XMSSMMI' Par anet er s

To fully describe an XMSS*"MI si gnhat ure nethod,

h, and d, as well

as the functions F, H H nsg,

the paraneters n,

and PRF, MJST be

A

speci fi ed.
syst ens,
conventi on:
i nclude w as al

et al.

I nf or mat i onal

The following table defines different XMSS"MI signhature
each of which is identified by a nane.
XMSSMT- [ Hashfami ly] _[h]/[d] _[n in bits].
paraneter sets in this docunment use w=16.

Nam ng follows this
Nam ng does not
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5.

4.

I XVBSMT- SHAKE_60/ 3_256 I SHAKE128 I 32 I 16 I 67 I 60 I 3I
} XVBSMT- SHAKE_60/ 6_256 } SHAKE128 } 32 } 16 } 67 } 60 } 6}
I XVBSMT- SHAKE_60/ 12_256 I SHAKE128 I 32 I 16 I 67 I 60 I 12I
I XMBSMT- SHAKE 20/ 2_512 I SHAKE256 I 64 I 16 I 131 I 20 I zl
} XVBSMT- SHAKE_20/ 4_512 } SHAKE256 } 64 } 16 } 131 } 20 } 4}
I XVBSMT- SHAKE_40/ 2_512 I SHAKE256 I 64 I 16 I 131 I 40 I zl
I XVBSMT- SHAKE_40/ 4_512 I SHAKE256 I 64 I 16 I 131 I 40 I 4I
} XVBSMT- SHAKE_40/ 8_512 } SHAKE256 } 64 } 16 } 131 } 40 } 8}
I XMBSMT- SHAKE 60/ 3_512 I SHAKE256 I 64 I 16 I 131 I 60 I 3

I XMBSMT- SHAKE_60/ 6_512 I SHAKE256 I 64 I 16 I 131 I 60 I el
} XMBSMT- SHAKE_60/ 12_512 } SHAKE256 } 64 } 16 } 131 } 60 } 12}
oo Fommm e e e e oo Fomm e e e oo e

Tabl e 4

XDR formats for XMSSMMI are listed in Appendi x C
1. Paraneter Cuide

In addition to the tree height parameter already used for XMSS,
XMSSM"MI' has the parameter d that determ nes the nunber of tree

| ayers. XMSS can be understood as XMSS"MI with a single l|ayer, i.e.,
d=1. Hence, the choice of h has the same effect as for XMBS. The
nunber of tree layers provides a trade-off between signature size on
the one side and key generation and signing speed on the other side.
I ncreasi ng the nunber of |ayers reduces key generation tine
exponentially and signing time linearly at the cost of increasing the
signature size linearly. Essentially, an XMSS"MI signhature contains
one WOTSP signature per |ayer. Speed roughly corresponds to d-tines
the speed for XMSS with trees of height h/d.

To denonstrate the inpact of different values of h and d, the
followi ng table shows signature size and runtinmes. Runtines are
given as the number of calls to F and H when the BDS al gorithm and
distributed signature generation are used. Tinings are worst-case
times. The last colum shows the nunber of nessages that can be
signed with one key pair. The nunbers are the same for the XMSS-
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limtations,
gi ven,
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Due to formatting

only the paranmeter part of the paraneter set nanes are

Huel si ng,

SHA2 20/ 2_256
SHA2 20/ 4 256
SHA2_ 40/ 2_256
SHA2_ 40/ 4_256
SHA2 40/ 8_256
SHA2_ 60/ 3_256
SHA2_60/ 6_256
SHA2 60/ 12_256
OPTI ONAL:

SHA2 20/ 2_512
SHA2 20/ 4 512
SHA2 40/ 2_512
SHA2 40/ 4_512
SHA2 40/ 8 512
SHA2 60/ 3_512
SHA2_ 60/ 6_512

SHA2 60/ 12_512

et al.

omtting the name " XMSSMI™.

2,476, 032
154,752
2,535*10"6
4,952, 064
309, 504
3,803*10"6
7,428, 096

464, 256

4,835, 328
302, 208
4,951*10"6
9, 670, 656
604, 416
7,427*10"6

14, 505, 984

Table 5

I nf or mat i onal

2720
2720
2740
2740
2740
2760
2760

2760

2720
2720
2740
2740

2740
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As a default, users w thout special requirenments should use option
XMSSMI- SHA2 60/ 3_256, which allows signing of 2760 nessages with one
key pair (this is a virtually unbounded nunber of signatures). At
the sane tine, signature size and speed are well bal anced.

6. Rationale

The goal of this note is to describe the WOTS+, XMSS, and XNMSSMMI
al gorithms based on the scientific literature. The description is
done in a nodular way that allows basing a description of stateless
hash- based signature algorithns |ike SPH NCS [ BHH15] on it.

This note slightly deviates fromthe scientific literature by using a
tweak that prevents multi-user and multi-target attacks agai nst

H nsg. To this end, the public key as well as the index of the used
one-tinme key pair becone part of the hash function key. Thereby, we
achi eve a domain separation that forces an attacker to deci de which
hash val ue to attack.

For the generation of the randommess used for random zed nessage
hashi ng, we apply a PRF, keyed with a secret value, to the index of
the used one-tine key pair instead of the nessage. The reason is
that this requires processing the nessage only once instead of tw ce.
For |ong nessages, this inproves speed and sinplifies inplenentations
on resource-constrai ned devices that cannot hold the entire nessage
in storage.

We give one nmandatory set of paraneters using SHA2-256. The reasons
are twofold. On the one hand, SHA2-256 is part of nobst cryptographic
libraries. On the other hand, a 256-bit hash function leads to
paraneters that provide 128 bits of security even agai nst quantum
comput er - ai ded attacks. A post-quantum security level of 256 bits
seens overly conservative. However, to prepare for possible
cryptanal yti c breakthroughs, we al so provi de OPTI ONAL paraneter sets
using the I ess widely supported SHA2-512, SHAKE-256, and SHAKE-512
functions.

We suggest the value w = 16 for the Wnternitz parameter. No bigger
val ues are included since the decrease in signature size then becones
| ess significant. Furthernore, the value w = 16 considerably
simplifies the inplementations of sonme of the algorithns. Please
note that we do alloww =4 but linmt the specified paraneter sets to
w = 16 for efficiency reasons.
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The signature and public key formats are designed so that they are
easy to parse. Each format starts with a 32-bit enuneration val ue
that indicates all of the details of the signature algorithm and
hence defines all of the information that is needed in order to parse
the format.

7. Reference Code

For testing purposes, a reference inplenentation in Cis avail able.
The code contains a basic inplenentation that closely follows the
pseudocode in this docunent and an optimnzed inplenentation that uses
the BDS al gorithm [BDS08] to conmpute authentication paths and

di stributed signature generation as described in [HRB13] for XNMSSMM.

The code is permanently avail abl e at
<https://github.conljoostrijnevel d/ xnss-reference>

8. | ANA Consi derati ons

The I nternet Assigned Nunbers Authority (1ANA) has created three
registries: one for WOTS+ signatures (as defined in Section 3), one
for XMBS signatures (as defined in Section 4), and one for XMBS"MI
signatures (as defined in Section 4). For the sake of clarity and
conveni ence, the first collection of WOTS+, XMSS, and XNMSS*MI
paraneter sets is defined in Section 5. Additions to these
registries require that a specification be docunmented in an RFC or
anot her permanent and readily available reference in sufficient
detail as defined by the "Specification Required" policy described in
[ RFC8126] to nmke interoperability between independent

i npl ement ati ons possible. Each entry in these registries contains
the follow ng el enents:

0 a short name, such as "XMSS _SHA2 20 256",
0 a positive nunmber, and

o a reference to a specification that conpletely defines the
signature method test cases or provides a reference inplementation
that can be used to verify the correctness of an inplenentation
(or a reference to such an inplenentation).

Requests to add an entry to these registries MJST include the nane
and the reference. The nunber is assigned by | ANA. These nunber
assi gnnents SHOULD use the small est avail abl e positive nunber.
Submitters MJUST have their requests reviewed and approved.

Desi gnated Experts for this task as requested by the "Specification
Requi red" policy defined by [ RFC8126] will be assigned by the
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Internet Engineering Steering Goup (IESG. The IESG can be
contacted at iesg@etf.org. Interested applicants that are
unfam liar with I ANA processes should visit <http://ww.iana. org>.

The nunber 0x00000000 (decinmal 0) is Reserved. The nunbers between
0OxDDDDDDDD ( deci mal 3, 722, 304, 989) and OxFFFFFFFF (deci nal

4,294,967, 295) inclusive will not be assigned by | ANA and are
Reserved for Private Use; no attenpt will be made to prevent multiple
sites fromusing the same value in different (and incompatible) ways
[ RFC8126] .

The "WOTS+ Sighatures" registry is as foll ows.

o e e e e e i e o o e e e e e o o e e e e oo o +
| Nureric Identifier | Nane | Reference |
o e e e o - R S +
| 0x00000000 | Reserved | this RFC |
I I I I
| 0x00000001 | WOTSP-SHA2_256 | Section 5.2 |
I I I I
| 0x00000002 | WOTSP-SHA2_512 | Section 5.2 |
I I I I
| 0x00000003 | WOTSP- SHAKE 256 | Section 5.2 |
I I I I
| 0x00000004 | WOTSP- SHAKE 512 | Section 5.2 |
o e e e e e i e o o e e e e e o o e e e e oo o +
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0x00000000

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000006

0x00000007

0x00000008

0x00000009

0x0000000A

0x0000000B

0x0000000C

et al.

Reserved

XVBS- SHA2_ 10 256
XVBS- SHA2_16_256
XMBS- SHA2_20_256
XVBS- SHA2_ 10 512
XVBS- SHA2_16_512
XMBS- SHA2_20_512
XVBS- SHAKE_10 256
XVBS- SHAKE_16_256
XMBS- SHAKE_20_256
XVBS- SHAKE_10 512
XVBS- SHAKE_16_512

XVBS- SHAKE_20 512

Table 7

nf or mat i onal

this RFC

Section 5.3
Section 5.3
Section 5.3
Section 5.3
Section 5.3
Section 5.3
Section 5.3
Section 5.3
Section 5.3
Section 5.3

Section 5.3

May 2018
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The "XMSS*"MI' Signatures" registry is as foll ows.
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0x00000000

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000006

0x00000007

0x00000008

0x00000009

0x0000000A

0x0000000B

0x0000000C

0x0000000D

0x0000000E

0x0000000F

0x00000010

0x00000011

0x00000012

0x00000013

0x00000014

0x00000015

et al.

Reserved

XNVBSMT- SHA2 20/ 2_ 256
XNVBSMT- SHA2 20/ 4_256
XMBSMT- SHA2_40/ 2_256
XNVBSMT- SHA2 40/ 4_256
XVBSMT- SHA2 40/ 8_256
XMBSMT- SHA2_60/ 3_256
XNVBSMT- SHA2 60/ 6_256
XMBSMT- SHA2 60/ 12_256
XMBSMT- SHA2_ 20/ 2_512
XVBSMT- SHA2 20/ 4 512
XNVBSMT- SHA2 40/ 2_512
XMBSMT- SHA2 40/ 4_512
XNVBSMT- SHA2 40/ 8 512
XVBSMT- SHA2 60/ 3_512
XMBSMT- SHA2_60/ 6_512
XMSSMT- SHA2_ 60/ 12_512
XMBSMT- SHAKE 20/ 2_256
XMBSMT- SHAKE_20/ 4_256
XMSSMT- SHAKE 40/ 2_256
XMBSMT- SHAKE 40/ 4_256

XVBSMT- SHAKE. 40/ 8_256

I nf or mat i onal

Sect i
Secti
Secti
Sect i
Secti
Secti
Sect i
Secti
Secti
Sect i
Secti
Secti
Sect i
Secti
Secti
Sect i
Secti

Sect i

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on
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I 0x00000016 I XMBSMI- SHAKE. 60/ 3_256 I Section 5.4
} 0x00000017 } XMBSMT - SHAKE_60/ 6_256 } Section 5.4
I 0x00000018 I XMBSMT- SHAKE 60/ 12_256 I Section 5.4
I 0x00000019 I XVBSMI- SHAKE. 20/ 2_512 I Section 5.4
} 0x0000001A } XVBSMT - SHAKE 20/ 4_512 } Section 5.4
I 0x0000001B I XMBSMT- SHAKE 40/ 2_512 I Section 5.4
I 0x0000001C I XVBSMI- SHAKE. 40/ 4_512 I Section 5.4
} 0x0000001D } XVBSMT - SHAKE_40/ 8_512 } Section 5.4
I 0x0000001E I XMBSMT- SHAKE 60/ 3_512 I Section 5.4
I 0x0000001F I XVBSMT- SHAKE. 60/ 6_512 I Section 5.4
} 0x00000020 } XMBSMT - SHAKE_60/ 12_512 } Section 5.4
oo e ee oo o e e oo +

Table 8

An | ANA registration of a signhature system does not constitute an
endorsenment of that systemor its security.

9. Security Considerations

A signature systemis considered secure if it prevents an attacker
fromforging a valid signature. Mdre specifically, consider a
setting in which an attacker gets a public key and can learn
signatures on arbitrary nessages of its choice. A signature system
is secure if, even in this setting, the attacker cannot produce a new
message/ si gnature pair of his choosing such that the verification

al gorithm accepts.

Preventing an attacker from nounting an attack neans that the attack
is computationally too expensive to be carried out. There are
various estimates for when a conputation is too expensive to be done.
For that reason, this note only describes how expensive it is for an
attacker to generate a forgery. Paraneters are acconpanied by a bit
security value. The nmeaning of bit security is as follows. A
paraneter set grants b bits of security if the best attack takes at

| east 2°(b - 1) bit operations to achieve a success probability of

Huel sing, et al. I nf or mat i onal [ Page 54]



RFC 8391 XM5S May 2018

1/2. Hence, to nount a successful attack, an attacker needs to
perform 2"b bit operations on average. The given values for bit
security were estimated according to [ HRS16].

9.1. Security Proofs

A full security proof for all schemes described in this document can
be found in [HRS16]. This proof shows that an attacker has to break
at |l east one out of certain security properties of the used hash
functions and PRFs to forge a signature in any of the described
schenes. The proof in [HRS16] considers an initial nessage
conpression different fromthe randon zed hashing used here. W
conment on this below. For the original schenmes, these proofs show
that an attacker has to break certain mninmal security properties.

In particular, it is not sufficient to break the collision resistance
of the hash functions to generate a forgery.

More specifically, the requirenents on the used functions are that F
and H are post-quantum multi-function nulti-target second-prei mage
resi stant keyed functions, F fulfills an additional statistica

requi renent that roughly says that nost inages have at |east two
prei mages, PRF is a post-quantum pseudorandom function, and Hnsg is
a post-quantum nmul ti-target extended target collision-resistant keyed
hash function. For detailed definitions of these properties see
[HRS16]. To give sone intuition: nulti-function nmulti-target second-
prei mage resi stance is an extension of second-preinmage resistance to
keyed hash functions, covering the case where an adversary succeeds
if it finds a second preinmage for one out of many values. The sane
holds for nulti-target extended target collision resistance, which
just lacks the multi-function identifier as target collision

resi stance al ready considers keyed hash functions. The proof in
[HRS16] splits PRF into two functions. Wen PRF is used for

pseudor andom key generation or generation of randomess for

random zed nessage hashing, it is still considered a pseudorandom
function. Wenever PRF is used to generate bitmasks and hash
function keys, it is nodeled as a randomoracle. This is due to
technical reasons in the proof, and an inplenmentation using a
pseudor andom function i s secure.

The proof in [HRS16] considers classical randoni zed hashing for the
initial nmessage conpression, i.e., H(r, M instead of H(r ||

getRoot (PK) || index, M. This classical random zed hashing all ows
getting a security reduction from extended target collision

resi stance [HRS16], a property that is conjectured to be strictly
weaker than collision resistance. However, it turns out that in this
case, an attacker could still launch a multi-target attack even
against multiple users at the sane tine. The reason is that the
adversary attacking u users at the sanme tinme learns u * 2*h
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9. 2.

9. 3.

Hue

randoni zed hashes H(r_i _j || M.i_j) with signature index i in [0, 2"h
- 1] and user index j in [0, u]. It suffices to find a single pair
(r*, M) such that H(r* || M) = H(r_i_u || M.i_u) for one out of the
u * 2"h | earned hashes. Hence, an attacker can do a brute-force
search in tine 2°n / u * 2”h instead of 2”n.

The i ndexed randoni zed hashing H(r || getRoot(PK) || toByte(idx, n),
M used in this work makes the hash function calls position- and
user-dependent. This thwarts the above attack because each hash
function evaluation during an attack can only target one of the

| earned random zed hash values. Mre specifically, an attacker now
has to deci de which index idx and which root value to use for each
query. |If one assunes that the used hash function is a random
function, it can be shown that a multi-user existential forgery
attack that targets this nmessage conpression has a conplexity of 27n
hash function calls.

The given bit security values were estinmated based on the conplexity
of the best-known generic attacks against the required security
properties of the used hash and pseudorandom functi ons, assumni ng
conventional and quantum adversaries. At the tine of witing,
generic attacks are the best-known attacks for the paraneters
suggested in the classical setting. Also, in the quantum setting,
there are no dedi cated attacks known that perform better than generic
attacks. Nevertheless, the topic of quantum cryptanal ysis of hash
functions is not as well understood as in the classical setting.

M ni mal Security Assunptions

The assunptions one has to nake to prove security of the described
schenmes are nminimal in the follow ng sense. Any signature algorithm
that allows arbitrary size nessages relies on the security of a

crypt ographi ¢ hash function, either on collision resistance or on
extended target collision resistance if random zed hashing is used
for nmessage conpression. For the schenmes described here, this is
already sufficient to be secure. In contrast, commopn signhature
schenmes |ike RSA, DSA, and Elliptic Curve Digital Signature Al gorithm
(ECDSA) additionally rely on the conjectured hardness of certain

mat hemat i cal probl ens.

Post - Quant um Security

A post-quantum cryptosystemis a systemthat is secure against
attackers with access to a reasonably sized quantum computer. At the
time of witing this note, whether or not it is feasible to build
such a machine is an open conjecture. However, significant progress
was nmade over the last few years in this regard. Hence, we consider
it a matter of risk assessnment to prepare for this case.
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10.

10.

In contrast to RSA, DSA, and ECDSA, the described signature systens
are post-quantumsecure if they are used with an appropriate

crypt ographi ¢ hash function. 1In particular, for post-quantum
security, the size of n nust be twice the size required for classical
security. This is in order to protect agai nst quantum square-root
attacks due to Grover’s algorithm [HRS16] shows that variants of
Gover’'s algorithmare the optimal generic attacks against the
security properties of hash functions required for the described
schenes.

As stated above, we only consider generic attacks here, as

crypt ographi ¢ hash functions shoul d be deprecated as soon as

dedi cated attacks that performsignificantly better exist. This also
applies to the quantum setting. As soon as dedi cated quantum attacks
agai nst the used hash function that can performsignificantly better
than the described generic attacks exist, these hash functions should
not be used anynore for the described schenes, or the conputation of
the security level has to be redone.
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Appendi x A, WOTS+ XDR Format s

The WOTS+ signature and public key formats are formally defined using
XDR [ RFC4506] in order to provide an unanbi guous, machi ne readabl e
definition. Though XDR is used, these formats are sinple and easy to
parse without any special tools. Note that this representation
includes all optional paranmeter sets. The sanme applies for the XMSS
and XMSSMMT formats bel ow.

A.l. WOTS+ Parameter Sets
WOTS+ paraneter sets are defined using XDR syntax as foll ows:

/[* ots_algorithmtype identifies a particular
signature al gorithm*/

enumots_al gorithmtype {

wot sp_reserved = 0x00000000,
wot sp- sha2_256 = 0x00000001,
wot sp-sha2_512 = 0x00000002,
wot sp- shake_256 = 0x00000003,
wot sp- shake_512 = 0x00000004,

b
A. 2. WOTS+ Signatures
WOTS+ signatures are defined using XDR syntax as foll ows:
/* Byte strings */

typedef opaque bytestring32[32];
typedef opaque bytestring64[64];

union ots_signature switch (ots_algorithmtype type) {
case wot sp-sha2 256:
case wot sp-shake 256:
bytestring32 ots_sig _n32_| en67[67];

case wot sp-sha2 512:
case wot sp-shake 512:
bytestring64 ots _sig _n64 | enl8[131];

def aul t:
voi d; /* error condition */
b
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A. 3. WOTS+ Public Keys
WOTS+ public keys are defined using XDR syntax as foll ows:
uni on ots_pubkey switch (ots_algorithmtype type) {
case wot sp-sha2_256:
case wot sp-shake_256:
bytestring32 ots_pubk _n32_| en67[67];
case wotsp-sha2 512:
case wot sp-shake 512:
bytestring64 ots_pubk_n64_| en18[ 131];
defaul t:
voi d; /[* error condition */
s
Appendi x B. XMSS XDR For nmat s
B.1. XMSS Paraneter Sets
XMBS paraneter sets are defined using XDR syntax as foll ows:
/* Byte strings */
typedef opaque bytestring4[4];

[* Definition of paraneter sets */

enum xnss_al gorithmtype {
xnes_reserved = 0x00000000,

[* 256 bit classical security, 128 bit post-quantum security */

xnmes-sha2_10 256 = 0x00000001,
xmss-sha2_16_256 = 0x00000002,
xmss-sha2_20_ 256 = 0x00000003,

[* 512 bit classical security, 256 bit post-quantum security */

xmes-sha2_10 512 = 0x00000004,
xnmes-sha2_16_512 = 0x00000005,
xmes-sha2_20_512 = 0x00000006,
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[* 256 bit classical security, 128 bit post-quantum security */

xmes- shake_10_256 = 0x00000007,
xnmes-shake_16_256 = 0x00000008,
xnes-shake 20 256 = 0x00000009,

/* 512 bit classical security, 256 bit post-quantum security */

xnmes-shake_10_512 = 0x0000000A,
xnmes-shake_16_512 = 0x0000000B,
xnmes-shake 20 512 = 0x0000000C,

H
B.2. XMSS Signatures
XMBS signatures are defined using XDR syntax as foll ows:
/* Authentication path types */

uni on xnes_path switch (xnss_al gorithmtype type) {
case xnmss-sha2_ 10 256:
case xnss-shake 10 256:
byt estring32 path_n32 t10[ 10];

case xnss-sha2_16_256:
case xnes-shake 16 256:
byt estring32 path_n32_t 16[ 16];

case xnss-sha2_ 20 256:
case xnss-shake_20_256:
byt estring32 pat h_n32_t 20[ 20];

case xmss-sha2_ 10 512:
case xnss-shake 10 512:
byt estring64 path_n64_t 10[ 10];

case xnss-sha2_16_512
case xnes-shake 16 512:
byt estring64 path_n64_t 16[ 16];

case xnss-sha2_ 20 512
case xnss-shake_20_512:
byt estring64 pat h_n64_t 20[ 20];

def aul t:
voi d; /* error condition */
b
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uni on random string_xmes switch (xmss_al gorithmtype type) {

}s

/* Correspondi ng WOTS+ type for given XMsSS type */

case xnss-sha2_ 10 256:
case xnss-sha2_ 16 256:
case xnss-sha2_20_256:
case xnss-shake_ 10 256
case xnss-shake 16 256
case xnss-shake 20 256

byt estring32 rand_n3

case xnss-sha2_10_512
case xnss-sha2_16_512:
case xnmss-sha2 20 512:
case xnss-shake 10 512
case xnss-shake 16 512
case xnss-shake 20 512

2,

byt estring64 rand_n64;

def aul t:

voi d; /* error condition */

uni on xnes_ots_signature switch (xmss_al gorithmtype type) {

Huel si ng

case xnmss-sha2_ 10 256:

case xnss-sha2_ 16 256:

case xnss-sha2_ 20 256:
wot sp- sha2_256;

case xnss-sha2 10 512:

case xnmss-sha2_ 16 512:

case xnss-sha2 20 512:
wot sp- sha2_512

case xnss-shake_10_256:
case xnes-shake 16 256:
case xnss-shake 20 256:

wot sp- shake_256;

case xnss-shake_10_512:
case xnss-shake_16_512:
case xnes-shake 20 512:

wot sp- shake_512

, et al.

I nf or mat i onal

[ Page 63]



RFC 8391 XM5S

def aul t:
voi d; /* error condition */
b

[* XMSS signature structure */

struct xmss_signature {
[* WOTS+ key pair index */
bytestring4 idx_sig;
/* Random string for random zed hashing */
random string xnss rand_string;
[* WOTS+ signature */
Xxnmes_ots_signature sig_ots;
/* authentication path */
xnmss_pat h nodes;

s
B.3. XMSS Public Keys

XMSS public keys are defined using XDR syntax as foll ows:

[* Types for bitnask seed */

uni on seed switch (xnss_algorithmtype type) {
case xnss-sha2_10_256:
case xnss-sha2 16 256:
case xnmss-sha2 20 256:
case xnss-shake 10 256:
case xnss-shake 16 256:
case xnss-shake_20_256:
byt estring32 seed_n32;

case xmss-sha2_ 10 512:
case xnss-sha2_ 16 512:
case xnss-sha2 20 512:
case xnss-shake_10_512:
case xnss-shake_16_512:
case xnes-shake 20 512:
byt estring64 seed_n64;

def aul t:
voi d; /* error condition */
b

Huel sing, et al. I nf or mat i onal

May 2018

[ Page 64]



RFC 8391 XM5S May 2018

[* Types for XMSS root node */

uni on xnes_root switch (xnss_algorithmtype type) {
case xnss-sha2_ 10 256:
case xnss-sha2_ 16 256:
case xnss-sha2_20_256:
case xnss-shake_10_256:
case xnes-shake 16 256:
case xnmss-shake 20 256:
byt estring32 root_n32;

case xnss-sha2_10_512
case xnss-sha2_16_512
case xnmss-sha2 20 512:
case xnmss-shake 10 512:
case xnss-shake 16 512:
case xnss-shake 20 512:
byt estring64 root_n64;

defaul t:
voi d; /[* error condition */
s
[* XMSS public key structure */
struct xmss_public_key {

Xmss_root root; /* Root node */
seed SEED; /* Seed for bitnmasks */

} i)
Appendi x C. XMSS"MI' XDR For mat s
C.1. XMSSMMI' Paraneter Sets

XMBSMMI' paraneter sets are defined using XDR syntax as foll ows:

[* Byte strings */

typedef opaque bytestring3[3];

typedef opaque bytestring5[5];

typedef opaque bytestring8[8];

[* Definition of paraneter sets */

enum xnssnt _al gorithmtype {
xnmesnt _reserved = 0x00000000,
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[* 256 bit classical security, 128 bit post-quantum security */

xmssnt - sha2 20/ 2_256
xnssnt - sha2_20/ 4_256
xnesnt - sha2_40/ 2_256
xnesnt - sha2_40/ 4_256
xmesnt - sha2_40/ 8_256
xmssnt - sha2 60/ 3_256
xmssnt - sha2 60/ 6_256
xnmesnt - sha2 60/ 12_ 256

0x00000001,
0x00000002,
0x00000003,
0x00000004,
0x00000005,
0x00000006,
0x00000007,
0x00000008,

/* 512 bit classical security, 256 bit post-quantum security */

xmssnt -sha2 20/ 2 512
xmssnt -sha2 20/ 4_512
xnmssnt - sha2_40/2_512
xnmesnt - sha2_40/4_512
xmesnt - sha2_40/8 512
xmssnt - sha2_60/ 3_512
xmssnt -sha2 60/ 6 512
xmssnt - sha2 60/ 12 512

0x00000009,
0x0000000A,
0x00000008B,
0x0000000C,
0x0000000D,
0x0000000E,
0x0000000F,
0x00000010,

/* 256 bit classical security, 128 bit post-quantum security */

xmesnt - shake_20/ 2_256
xmssnt - shake 20/ 4 256
xmssnt - shake_40/ 2_256
xnssnt - shake_40/4_256
xnmesnt - shake_40/ 8 256
xnmesnt - shake 60/ 3_256
xmesnt - shake_60/ 6_256
xmssnt - shake 60/ 12 256

0x00000011,
0x00000012,
0x00000013,
0x00000014,
0x00000015,
0x00000016,
0x00000017,
0x00000018,

/* 512 bit classical security, 256 bit post-quantum security */

xmssnt - shake_20/2_512
xmssnt - shake_20/4_512
xmssnt - shake 40/ 2 512
xmssnt - shake_40/ 4 512
xnmssnt - shake_40/8 512
xmesnt - shake_60/3_512
xmssnt - shake_60/ 6_512
xmssnt - shake_60/12_512

, et al.

0x00000019,
0x0000001A,
0x0000001B,
0x0000001C
0x0000001D,
0x0000001E
0x0000001F,
0x00000020,
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C. 2. XWMBS"MI Si ghatures

XMSSMMI' si gnatures are defined using XDR syntax as foll ows:

[* Type for XMBS*"MI key pair index */

/* Depends solely on h */

uni on idx_sig xmssnt switch (xnss_al gorithmtype type) {

case
case
case
case
case
case
case
case

xmssnt - sha2_ 20/ 2_256:
xnmssnt - sha2_20/ 4_256:
xnmesnt - sha2_20/2_512:
xnmesnt - sha2_20/ 4 _512:
xnmesnt - shake_ 20/ 2_256:
xmssnt - shake 20/ 4 256:
xmssnt - shake 20/ 2_512:
xnmssnt - shake 20/ 4_512:

byt estring3 i dxs3;

case
case
case
case
case
case
case
case
case
case
case
case

xnesnt - sha2_40/ 2_256:
xmssnt - sha2 40/ 4_256:
xmssnt - sha2_ 40/ 8_256:
xnmesnt - sha2_40/ 2_512:
xnmesnt - sha2_40/ 4_512:
xnmesnt - sha2_40/ 8 _512:
xnmesnt - shake_40/ 2_256:
xmssnt - shake 40/ 4_256:
xmssnt - shake 40/ 8_256:
xnmssnt - shake_40/2_512:
xnmesnt - shake 40/ 4_512:
xnmesnt - shake 40/ 8 512:

byt estring5 i dx5;

case
case
case
case
case
case
case
case
case
case
case
case

xmssnt - sha2_ 60/ 3_256:
xnmesnt - sha2_60/ 6_256:
xnmesnt - sha2_60/ 12_256:
xmssnt - sha2_60/ 3_512:
xmssnt - sha2_60/ 6_512:
xmssnt - sha2 60/ 12 512:
xmssnt - shake 60/ 3_256:
xnmssnt - shake 60/ 6_256:
xnmesnt - shake 60/ 12 256:
xmssnt - shake_60/ 3_512:
xmssnt - shake_60/ 6_512:
xmssnt - shake 60/ 12 512:

byt estring8 i dx8;
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def aul t:

voi d;

b

/* error condition */
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uni on random string xmesm switch (xnssnt_al gorithmtype type) {

case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case

xnmesnt - sha2_20/ 2_256:
xnesnt - sha2_20/ 4_256:
xmssnt - sha2 40/ 2_256:
xmssnt - sha2_ 40/ 4_256:
xnmesnt - sha2_40/ 8_256:
xnmesnt - sha2_60/ 3_256:
xnmesnt - sha2_60/ 6_256:
xmesnt - sha2_60/ 12_256:
xmssnt - shake 20/ 2_256:
xmssnt - shake 20/ 4_256:
xnmesnt - shake 40/ 2_256:
xnmesnt - shake 40/ 4_256:
xnmesnt - shake 40/ 8 256:
xmesnt - shake_60/ 3_256:
xmssnt - shake 60/ 6_256:
xmssnt - shake 60/ 12_256:

byt estring32 rand_n32;

case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case

xmssnt - sha2_20/ 2_512:
xnesnt - sha2_20/ 4_512:
xmssnt -sha2 40/ 2 _512:
xmssnt - sha2_40/4_512:
xnmesnt - sha2_40/ 8 _512:
xnmesnt - sha2_60/ 3_512:
xmssnt - sha2_60/6_512:
xmssnt - sha2_60/ 12_512:
xmssnt - shake 20/ 2 512:
xmssnt - shake 20/ 4 _512:
xnmesnt - shake_40/2_512:
xnmesnt - shake 40/ 4_512:
xnmesnt - shake 40/ 8 512:
xmssnt - shake_60/ 3_512:
xmssnt - shake 60/ 6_512:
xmssnt - shake 60/ 12 512:

byt estring64 rand_n64;

def aul t:

voi d;

b

/* Type for reduced XMSS signatures */

Huel sing, et
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uni on xnes_reduced (xmss_al gorithmtype type) {

case
case
case
case
case
case

byt estring32 xmss_reduced_n32_t77[77];

case
case
case
case
case
case

byt estring32 xmss_reduced n32 t72[72];

case
case
case
case

byt estring32 xmss_reduced n32 t87[87];

case
case
case
case
case
case

bytestring64 xmss_reduced_n32_t 141[ 141];

case
case
case
case
case
case

byt estring64 xmss_reduced_n32_t 136[ 136];

case
case
case
case

byt estring64 xmss_reduced_n32_t 151[ 151];

Huel sing, et
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xmssnt - sha2 20/ 2_256:
xmssnt - sha2_ 40/ 4_256:
xnmesnt - sha2_60/ 6_256:
xnmesnt - shake 20/ 2_256:
xnmesnt - shake 40/ 4_256:
xnmesnt - shake_60/ 6_256:

xnmssnt - sha2_20/ 4_256:
xnesnt - sha2_40/ 8_256:
xnmesnt - sha2_60/ 12_256:
xnmesnt - shake_20/ 4_256:
xmssnt - shake 40/ 8_256:
xmssnt - shake 60/ 12_256:

xnesnt - sha2_40/ 2_256:
xmesnt - sha2_60/ 3_256:
xmssnt - shake 40/ 2_256:
xmssnt - shake 60/ 3_256:

xmssnt - sha2_20/ 2_512:
xmesnt - sha2_40/ 4_512:
xmssnt -sha2 60/ 6 _512:
xmssnt - shake 20/ 2_512:
xnmesnt - shake 40/ 4_512:
xnmesnt - shake 60/ 6_512:

xmssnt - sha2 20/ 4 _512:
xmssnt - sha2_40/8 512:
xnmesnt - sha2_60/12_512:
xnmesnt - shake 20/ 4_512:
xnmesnt - shake 40/ 8 512:
xmssnt - shake_60/12_512:

xnmesnt - sha2_40/ 2_512:
xnmesnt - sha2_60/3_512:
xnmesnt - shake 40/ 2_512:
xmssnt - shake_60/ 3_512:

al . I nf or mat i onal

May 2018

[ Page 69]



RFC 8391 XM5S May 2018

def aul t:
voi d; /* error condition */
b

/* xmes_reduced_array depends on d */

uni on xnes_reduced_array (xmss_al gorithmtype type) {
case xnmssnt-sha2 20/ 2 256:
case xnmssnt-sha2_20/2 512:
case xnssnt-sha2 40/ 2 256:
case xnssnt-sha2 40/ 2 512:
case xnssnt - shake_20/2_256:
case xnssnt-shake_20/2_512:
case xnssmt-shake 40/ 2_256:
case xnssmt-shake 40/2_512:
xnss_reduced xnss_red_arr_d2[ 2];

case xnssmt -sha2_60/ 3_256:

case xnssmnt-sha2_60/3_512:

case xnssmt-shake 60/ 3 256:

case xnssmt-shake 60/ 3 512:
xnmss_reduced xnss_red_arr_d3[ 3];

case xnssmt -sha2_20/4_256:
case xnssmt-sha2_20/4_512:
case xnssnt-sha2 40/ 4 256:
case xnmssnt-sha2_40/ 4 512:
case xnssnt-shake 20/ 4_256:
case xnssnt-shake 20/ 4 512:
case xnssnt - shake_40/ 4_256:
case xnssnt-shake_40/4_512:
xnmes_reduced xnmss_red_arr_d4[4];

case xnssnt-sha2 60/ 6_256:

case xnssnt-sha2 60/6_512:

case xnssnt-shake 60/ 6_256:

case xnssnt-shake_60/6_512:
xnmes_reduced xnmss_red_arr_d6[ 6] ;

case xnssnt-sha2 40/ 8 256:

case xnssnt-sha2 40/ 8 512:

case xnssnt -shake_40/ 8_256:

case xnssnt-shake_40/8_512:
xnmes_reduced xnmss_red_arr_d8[8];
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case xnssnt-sha2_60/12_256:

case xnssmt-sha2 60/ 12 512:

case xnmssnt-shake 60/ 12 256:

case xnssnt-shake 60/12 512:
xnmes_reduced xnss_red_arr_d12[12];

def aul t:
voi d; /* error condition */
b

[* XMSSMMT signature structure */

struct xmssnt_signature {
[* WOTS+ key pair index */
i dx_sig_xmesnt idx_sig;
/* Random string for random zed hashing */
random string xnssnt randommess;
[* Array of d reduced XMSS signatures */
xnss_reduced_arr ay;

H
C. 3. XWMSS*MI Public Keys
XMBSMMI' publ i c keys are defined using XDR syntax as foll ows:
[* Types for bitmask seed */

uni on seed switch (xnssnt_al gorithmtype type) {
case xnssnt-sha2 20/ 2_256:
case xnssmt -sha2_40/ 4_256:
case xnssmnt-sha2_60/6_256:
case xnmssnt-sha2 20/ 4 256:
case xnmssnt-sha2_ 40/ 8_256:
case xnssnt-sha2 60/ 12 256:
case xnssnt-sha2 40/ 2_256:
case xnssmt -sha2_60/ 3_256:
case xnssnt-shake_20/ 2_256:
case xnssmt-shake 40/ 4_256:
case xnssmt-shake 60/ 6_256:
case xnssnt-shake 20/ 4_256:
case xnssnt-shake 40/ 8 256:
case xnssnt-shake_60/12_256:
case xnssnt-shake_40/ 2_256:
case xnssmt-shake 60/ 3 256:
byt estring32 seed_n32;
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case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case

XM5S

xmssnt - sha2_20/ 2_512:
xmssnt - sha2 40/ 4 _512:
xmssnt - sha2_60/6_512:
xnmesnt - sha2_20/ 4 _512:
xnmesnt - sha2_40/8_512:
xmssnt - sha2_60/ 12_512:
xmesnt - sha2_40/ 2_512:
xmssnt - sha2 60/ 3 512:
xmssnt - shake 20/ 2_512:
xnmesnt - shake 40/ 4_512:
xnmesnt - shake 60/ 6_512:
xnmesnt - shake 20/ 4_512:
xmesnt - shake_40/8_512:

xmssnt - shake 60/ 12 512:

xmssnt - shake 40/ 2_512:
xnmssnt - shake 60/ 3 _512:

byt estring64 seed_n64;

def aul t:

voi d;

b

[* Types for XNMSSMI root node */

uni on xnssnt

case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case

xmssnt - sha2 20/ 2_256:
xmssnt - sha2_ 20/ 4_256:
xnmesnt - sha2_40/ 2_256:
xnesnt - sha2_40/ 4_256:
xnmesnt - sha2_40/ 8_256:
xmesnt - sha2_60/ 3_256:
xmssnt - sha2 60/ 6_256:
xnmesnt - sha2_60/ 12 256:
xnssnt - shake_20/ 2_256:
xnmesnt - shake 20/ 4_256:
xnmesnt - shake 40/ 2_256:
xmesnt - shake_40/ 4_256:
xmssnt - shake 40/ 8_256:
xmesnt - shake_60/ 3_256:
Xmesnt - shake 60/ 6_256:
Xmssnt - shake 60/ 12 256:

bytestring32 r oot _n32;

case
case
case
case
case

Huel sing, et

xmssnt - sha2 20/ 2 512:
xmssnt - sha2 20/ 4_512:
xnmesnt - sha2_40/ 2_512:
xnmesnt - sha2_40/ 4 _512:
xnmesnt - sha2_40/8_512:

al . I nf or mat i onal

/* error condition */

_root switch (xnssnt_al gorithmtype type) {
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case xnssmnt-sha2_60/3_512:
case xnmssnt-sha2 60/6_512:
case xnmssmt-sha2 60/ 12 512:
case xnssnt-shake 20/2 512:
case xnssnt-shake 20/ 4 512:
case xnssnt-shake_40/2_512:
case xnssnt-shake_40/4_512:
case xnssmt-shake 40/8 512:
case xnssmt-shake 60/ 3 512:
case xnssnt-shake 60/6_512:
case xnssnt-shake 60/12 512:
byt estring64 root_ n64;

def aul t:
voi d; /* error condition */
}s

[* XMSSMMT public key structure */

struct xmssnmt _public_key {
xmssnt _root root; /* Root node */
seed SEED; /* Seed for bitmasks */

}1
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