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Abstract

This meno descri bes chal l enges associated with securing resource-
constrai ned smart object devices. The nmenp describes a possible

depl oynent nodel where resource-constrai ned devices sign nessage

obj ects, discusses the availability of cryptographic libraries for
resour ce-constrai ned devices, and presents sonme prelimnary
experiences with those libraries for nessage signhing on resource-
constrai ned devices. Lastly, the nmeno discusses trade-offs involving
different types of security approaches.
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1. Introduction

This meno descri bes chal |l enges associated with securing smart object
devices in constrained inplenmentations and environnments. In

Section 3, we specifically discuss three challenges: the

i mpl ementation difficulties encountered on resource-constrained

pl atforns, the problem of provisioning keys, and maki ng the choice of
i npl ementing security at the appropriate |ayer.

Section 4 discusses a potential deploynent nodel for constrained
environments. The nodel requires a mniml amunt of configuration,
and we believe it is a natural fit with the typical comunication
practices in smart object networking environnents.

Section 5 discusses the availability of cryptographic libraries.
Section 6 presents sone experiences in inplenmenting cryptography on
resour ce-constrai ned devices using those libraries, including

i nformati on about achi evabl e code sizes and speeds on typica
hardware. Section 7 describes an exanpl e proof-of-concept prototype
i npl ementation that uses public-key cryptography on resource-
constrai ned devices to provide end-to-end data authenticity and
integrity protection.

Finally, Section 8 discusses trade-offs involving different types of
security approaches.

2. Rel ated Wrk

The Constrai ned Application Protocol (CoAP) [RFC7252] is a

I i ght wei ght protocol designed to be used in machi ne-to-nachine
applications such as smart energy and buil di ng automati on. CQur

di scussi on uses this protocol as an exanple, but the conclusions may
apply to other sinmilar protocols. The CoAP base specification

[ RFC7252] outlines how to use DTLS [RFC6347] and | Psec [ RFC4303] for
securing the protocol. DILS can be applied with pairw se shared
keys, raw public keys, or certificates. The security nodel in all
cases is nutual authentication, so while there is some comonality to
HTTP [ RFC7230] in verifying the server identity, in practice the
model s are quite different. The use of IPsec with CoAP is described
with regards to the protocol requirenents, noting that |ightweight

i npl ementations of the Internet Key Exchange Protocol Version 2

(I KEv2) exist [RFC7815]. However, the CoAP specification is silent
on policy and other aspects that are nornmally necessary in order to
i mpl ement i nteroperable use of IPsec in any environnent [RFC5406].

[10T-SECURI TY] documents the different stages in the life cycle of a

smart object. Next, it highlights the security threats for snart
obj ects and the chall enges that one might face to protect against
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these threats. The docunent al so | ooks at various security protocols
avai l abl e, including | KEv2/IPsec [ RFC7296], TLS/ SSL [ RFC5246], DITLS

[ RFC6347], the Host ldentity Protocol (H P) [RFC7401], H P Diet
EXchange [HI P-DEX], a Protocol for Carrying Authentication for

Net wor k Access (PANA) [RFC5191], and the Extensible Authentication
Protocol (EAP) [RFC3748]. Lastly, [|oT-BOOTSTRAPPI NG discusses
boot st rappi ng mechani sms avail abl e for resource-constrai ned |nternet
of Things (10T) devices.

[ RFC6574] gives an overview of the security discussions at the March
2011 1 AB wor kshop on smart objects. The workshop reconmended t hat
addi ti onal work shoul d be undertaken in devel opi ng suitable
credential managenent nechani sns (perhaps sonmething simlar to the
Bl uet oot h pairing nechani sn), understanding the inplementability of
standard security mechani snms in resource-constrained devices, and
conducting additional research in the area of |ightweight
cryptographic primtives.

[H P-DEX] defines a |ightweight version of the H P protocol for |ow
power nodes. This version uses a fixed set of algorithms, Elliptic
Curve Cryptography (ECC), and elim nates hash functions. The
protocol still operates based on host identities and runs end-to-end
bet ween hosts, protecting all |P-layer communications. [RFC6078]
descri bes an extension of H P that can be used to send upper-|ayer
protocol nessages without running the usual H P base exchange at all

[ 1 PV6- LOWPAN- SEC] nmakes a conprehensive anal ysis of security issues
related to | Pv6 over Low Power Wreless Personal Area Network
(6LOWPAN) networks, but its findings also apply nore generally for
all | ow powered networks. Sone of the issues this document discusses
include the need to mininize the nunber of transnmitted bits and
simplify inmplenentations, threats in the smart object networking
environments, and the suitability of 6LoOWPAN security mechani smns,

| Psec, and key managenent protocols for inplenmentation in these

envi ronments.

3. Chal l enges

Thi s section discusses three challenges: 1) inplementation
difficulties, 2) practical provisioning problens, and 3) |ayering and
communi cati on nodel s.

One of the nost often discussed issues in the security for the
Internet of Things relate to inplenentation difficulties. The desire
to build resource-constrai ned, battery-operated, and inexpensive
devices drives the creation of devices with a limted protocol and
application suite. Sone of the typical limtations include running
CoAP instead of HTTP, limted support for security nechanisns,
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limted processing power for |Iong key lengths, a sleep schedul e that
does not allow conmunication at all tines, and so on. |In addition,
the devices typically have very limted support for configuration,
making it hard to set up secrets and trust anchors.

The inplenentation difficulties are inportant, but they should not be
overenphasized. It is inportant to select the right security
mechani sms and avoi d duplicated or unnecessary functionality. But at
the end of the day, if strong cryptographic security is needed, the

i npl ementati ons have to support that. It is inportant for devel opers
and product designers to deternine what security threats they want to
tackl e and the resulting security requirenents before selecting the
hardware. COften, devel opment work in the wild happens in the wong
order: a particular platformw th a resource-constrai ned

m crocontroller is chosen first, and then the security features that
can fit on it are decided. Al so, the nost |ightweight algorithns and
cryptographic prinitives are useful but should not be the only
consideration in the design and devel opment. Interoperability is

al so inportant, and often other parts of the system such as key
managenment protocols or certificate formats, are heavier to inplenent
than the al gorithms thensel ves.

The second chall enge relates to practical provisioning problens.

This is perhaps the nost fundanental and difficult issue and is
unfortunately often neglected in the design. There are severa

probl ems in the provisioning and nanagenent of smart object networks:

0 Resource-constrai ned devices have no natural user interface for
configuration that would be required for the installation of
shared secrets and other security-related paraneters. Typically,
there is no keyboard or display, and there may not even be buttons
to press. Sone devices may only have one interface, the interface
to the network.

o Manual configuration is rarely, if at all, possible, as the
necessary skills are missing in typical installation environnments
(such as in fanmly hones).

o There may be a | arge nunber of devices. Configuration tasks that
may be acceptabl e when perforned for one device may becone
unaccept abl e with dozens or hundreds of devices.

0 Smart object networks may rely on different radi o technol ogi es.

Provi sioning nethods that rely on specific link-layer features may
not work with other radio technol ogies in a heterogeneous networKk.
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0 Network configurations evolve over the lifetine of the devices, as
addi tional devices are introduced or addresses change. Various
central nodes may al so receive nore frequent updates than
i ndi vi dual devi ces such as sensors enbedded in building material s.

In light of the above chall enges, resource-constrained devices are
often shipped with a single static identity. In nmany cases, it is a
single raw public key. These long-termstatic identities makes it
easy to track the devices (and their owners) when they nove. The
static identities may also allow an attacker to track these devices
across owner shi p changes

Finally, layering and conmuni cation nodels present difficulties for
straightforward use of the nost obvious security mechani snms. Smart
obj ect networks typically pass information through nultiple

partici pati ng nodes [ CoAP- SENSORS], and end-to-end security for IP or
transport layers may not fit such comunication nodels very well.

The primary reasons for needing ni ddl eboxes relate to the need to
acconmodat e for sleeping nodes as well to enable the inplenentation
of nodes that store or aggregate information

4. Proposed Depl oynent Nbdel

[ CoAP- SECURI TY] recogni zes the provisioning nodel as the driver of
what kind of security architecture is useful. This section
reintroduces this nodel briefly here in order to facilitate the

di scussion of the various design alternatives |ater

The basis of the proposed architecture are sel f-generated secure
identities, simlar to Cryptographically Generated Addresses (CGAs)

[ RFC3972] or Host Identity Tags (H Ts) [RFC7401]. That is, we assune
the foll ow ng hol ds:

I = h(PlO
where | is the secure identity of the device, h is a hash function, P
is the public key froma key pair generated by the device, and Ois
optional other information. "|" (vertical bar) here denotes the

concat enati on operat or
4.1. Provisioning

As it is difficult to provision security credentials, shared secrets,
and policy information, the provisioning nodel is based only on the
secure identities. A typical network installation involves physica
pl acement of a nunber of devices while noting the identities of these
devices. This list of short identifiers can then be fed to a centra
server as a list of authorized devices. Secure conmunications can
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then commence with the devices, at least as far as information from
the devices to the server is concerned, which is what is needed for
sensor networKks.

The above architecture is a perfect fit for sensor networks where
information flows froma | arge nunber of devices to a small nunber of
servers. But it is not sufficient alone for other types of
applications. For instance, in actuator applications, a |arge number
of devices need to take comuands from sonewhere el se. In such
applications, it is necessary to secure that the conmmands cone from
an aut hori zed source.

This can be supported, with sone additional provisioning effort and
optional pairing protocols. The basic provisioning approach is as
described earlier; however, in addition there nmust be sonething that
inforns the devices of the identity of the trusted server(s). There
are nultiple ways to provide this information. One sinple approach
is to feed the identities of the trusted server(s) to devices at
installation tine. This requires a separate user interface, a |loca
connection (such as USB), or use of the network interface of the
device for configuration. |In any case, as with sensor networks, the
amount of configuration information is minimzed: just one short
identity value needs to be fed in (not both an identity and
certificate or shared secrets that nmust be kept confidential). An
even sinpl er provisioning approach is that the devices in the device
group trust each other. Then no configuration is needed at
installation tine.

Once both the parties interested in communi cating know the expected
cryptographic identity of the other offline, secure conmmunications
can comrence. Alternatively, various pairing schemes can be

enpl oyed. Note that these schemes can benefit fromthe already
secure identifiers on the device side. For instance, the server can
send a pairing nmessage to each device after their initial power-on
and before they have been paired with anyone, encrypted with the
public key of the device. As with all pairing schenes that do not
enpl oy a shared secret or the secure identity of both parties, there
are sone remai ning vulnerabilities that may or may not be acceptable
for the application in question. For exanple, many pairing nethods
based on "leap of faith" or "trust on first use" assunme that the
attacker is not present during the initial setup. Therefore, they
are vul nerable to eavesdropping or nan-in-the-mddle (MtM attacks.

In any case, the secure identities help again in ensuring that the
operations are as sinple as possible. Only identities need to be

communi cated to the devices, not certificates, shared secrets, or

e.g., |Psec policy rules.

Sethi, et al. I nf or mat i onal [ Page 7]



RFC 8387 Smart Cbj ect Security Experiences May 2018

Wher e necessary, the information collected at installation tinme may
al so include other parameters relevant to the application, such as
the | ocation or purpose of the devices. This would enable the server
to know, for instance, that a particular device is the tenperature
sensor for the kitchen

Collecting the identity information at installation tine can be
arranged in a number of ways. One sinple but not conpletely secure
method is where the last few digits of the identity are printed on a
tiny device just a fewmllineters across. Alternatively, the
packaging for the device may include the full identity (typically 32
hex digits) retrieved fromthe device at manufacturing time. This
identity can be read, for instance, by a bar code reader carried by
the installation personnel. (Note that the identities are not

secret; the security of the systemis not dependent on the identity
information | eaking to others. The real owner of an identity can

al ways prove its ownership with the private key, which never |eaves
the device.) Finally, the device may use its wired network interface
or proximty-based comuni cations, such as Near-Fi el d Conmunications
(NFC) or Radio-Frequency lIdentity (RFID) tags. Such interfaces allow
secure conmuni cation of the device identity to an information
gathering device at installation tine.

No matter what the method of information collectionis, this

provi sioni ng nodel mininizes the effort required to set up the
security. Each device generates its own identity in a random secure
key-generation process. The identities are self-securing in the
sense that if you know the identity of the peer you want to

conmuni cate with, nessages fromthe peer can be signed by the peer’s
private key, and it is trivial to verify that the nessage came from
the expected peer. There is no need to configure an identity and
certificate of that identity separately. There is no need to
configure a group secret or a shared secret. There is no need to
configure a trust anchor. In addition, the identities are typically
col l ected anyway for application purposes (such as identifying which
sensor is in which roon). Under npbst circunstances, there is
actual ly no additional configuration effort needed for provisioning
security.

As discussed in the previous section, long-termstatic identities
negatively affect the privacy of the devices and their owners.
Therefore, it is beneficial for devices to generate new identities at
appropriate tines during their life cycle; an exanple is after a
factory reset or an ownershi p handover. Thus, in our proposed

depl oynent nodel, the devices would generate a new asymetric key
pair and use the new public-key P to generate the new identity I'.
It is also desirable that these identities are only used during the
provi sioning stage. Tenporary identities (such as dynamic |Pv6
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addresses) can be used for network comuni cati on protocols once the
device is operational

Groups of devices can be nmanaged through single identifiers as well.
In these depl oynent cases, it is also possible to configure the
identity of an entire group of devices, rather than registering the

i ndi vi dual devices. For instance, many installations enploy a kit of
devi ces bought fromthe same manufacturer in one package. It is easy
to provide an identity for such a set of devices as foll ows:

| dev h( Pdev| Pot her devl| Pot herdev?2| .. .| Pot herdevn)

lgrp h(Pdevl| Pdev2|...| Pdevm

where ldev is the identity of an individual device, Pdev is the
public key of that device, Potherdevi are the public keys of other
devices in the group, nis all the devices in the group except the
device with Pdev as its public key, and mis the total numnber of
devices in the group. Now, we can define the secure identity of the
group (lgrp) as a hash of all the public keys of the devices in the
group (Pdevi).

The installation personnel can scan the identity of the group from
the box that the kit canme in, and this identity can be stored in a
server that is expected to receive information fromthe nodes. Later
when the individual devices contact this server, they will be able to
show that they are part of the group, as they can reveal their own
public key and the public keys of the other devices. Devices that do
not belong to the kit cannot claimto be in the group, because the
group identity would change if any new keys were added to the
identity of the group (lgrp).

4. 2. Protocol Architecture

As noted above, the starting point of the architecture is that nodes
sel f-generate secure identities, which are then comunicated out of
band to the peers that need to know what devices to trust. To
support this nodel in a protocol architecture, we also need to use
these secure identities to inplenent secure nessagi ng between the
peers, explain how the systemcan respond to different types of
attacks such as replay attenpts, and decide what protocol |ayer and
endpoi nts the architecture should use.

The deployment itself is suitable for a variety of design choices
regardi ng | ayering and protocol mechanisnms. [ CoAP-SECURI TY] was
nostly focused on enpl oyi ng end-to-end dat a-object security as
opposed to hop-by-hop security. But other approaches are possible.
For instance, H Pin its opportunistic node could be used to
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i npl emrent largely the same functionality at the IP layer. However,
it is our belief that the right layer for this solution is at the
application layer, and nore specifically, in the data formats
transported in the payl oad part of CoAP. This approach provides the
foll owi ng benefits:

0o Ability for intermediaries to act as caches to support different
sl eep schedul es, without the security nodel being inpacted.

0 Ability for intermediaries to be built to perform aggregation,
filtering, storage, and other actions, again w thout inpacting the
security of the data being transmtted or stored.

0 Ability to operate in the presence of traditional m ddl eboxes,
such as a protocol translators or even NATs (not that we reconmrend
their use in these environnents).

However, as we will see later, there are also sone technica

i mplications, namely that |ink, network, and transport-Iayer
solutions are nore likely to be able to benefit from sessions where
the cost of expensive operations can be anortized over nultiple data
transmissions. Wile this is not inpossible in data-object security
solutions, it is generally not the typical arrangenent.

5. Code Availability

For inplenmenting public-key cryptography on resource-constrained
environments, we chose the Ardui no Uno board [ardui no-uno] as the
test platform Arduino Uno has an ATnega328 nicrocontroller, an
8-bit processor with a clock speed of 16 Miz, 2 kB of RAM and 32 kB
of flash menmory. Qur choice of an 8-bit platformmay seem surprising
since cheaper and nore energy-efficient 32-bit platforns are
avai l abl e. However, our intention was to evaluate the perfornmance of
publ i c-key cryptography on the nobst resource-constrained platforns
available. It is reasonable to expect better performance results
from 32-bit mcrocontrollers.

For selecting potential asymetric cryptographic libraries, we
surveyed and came up with a set of possible code sources and
performed an initial analysis of how well they fit the Arduino
environment. Note that the results are prelimnary and could easily
be affected in any direction by inplenentation bugs, configuration
errors, and other mistakes. It is advisable to verify the nunbers
before relying on them for building sonething. No significant effort
was done to optim ze ROM menory usage beyond what the libraries

provi ded thensel ves, so those nunbers shoul d be taken as upper
[imts.
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Here is the set of libraries we found:

(o]

AVRCryptoLib [avr-cryptolib]: This library provides symetric key
al gorithms such as AES. It provides RSA as an asymetric key
algorithm Parts of the library were witten in AVR 8-bit
assenbly | anguage to reduce the size and optim ze the performance.

Relic-toolkit [relic-toolkit]: This library is witten entirely in
C and provides a highly flexible and custom zabl e i npl ementation
of a large variety of cryptographic algorithns. This not only

i ncl udes RSA and ECC but al so pairing-based asymretric

crypt ography, Boneh-Lynn- Shacham si gnat ures, and Boneh-Boyen short
signatures. The library has al so added support for curve25519
(for Elliptic Curve Diffie-Hell man key exchange) [ RFC7748] and
edwar ds25519 (for elliptic curve digital signatures) [RFC8032].
The tool kit provides an option to build only the desired
conponents for the required platform

Ti nyECC [tinyecc]: TinyECC was designed for using elliptic-curve-
based public-key cryptography on sensor networks. It is witten
in the nesC programm ng | anguage [nesC|] and as such is designed
for specific use on TinyCS. However, the library can be ported to
standard C either with tool chains or by manually rewiting parts
of the code. It also has one of the snmallest nenory footprints
anong the set of elliptic curve libraries surveyed so far.

Wselib [wiselib]: Wselib is a generic library witten for sensor
networks containing a wide variety of algorithns. While the
stabl e version contains algorithns for routing only, the test
version includes algorithnms for cryptography, |ocalization,

topol ogy managenent, and many nore. The library was designed with
the idea of making it easy to interface the library with operating
systens |ike i Sense and Contiki. However, since the library is
witten entirely in C++ with a tenpl ate-based nodel simlar to
Boost/ CGAL, it can be used on any platformdirectly w thout using
any of the operating systeminterfaces provided. This approach
was taken to test the code on Ardui no Uno.

Matri xSSL [matrix-ssl]: This library provides a | ow footprint

i npl ementation of several cryptographic algorithns including RSA
and ECC (with a commercial license). The library in the origina
formtakes about 50 kB of ROM and is intended for 32-bit

pl at f or ns.

This is by no neans an exhaustive list, and there exists other
cryptographic libraries targeting resource-constrai ned devi ces.

Set hi ,
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There are al so a nunber of operating systens that are specifically
targeted for resource-constrained devices. These operating systens
may include libraries and code for security. Hahmet al. [hahnos]
conducted a survey of such operating systenms. The ARM Mied OS [ nbed]
is one such operating systemthat provides various cryptographic
primtives that are necessary for SSL/TLS protocol inplenentation as
wel | as X509 certificate handling. The library provides an APl for
devel opers with a mininmal code footprint. It is intended for various
ARM pl atforns such as ARM Cortex M), ARM Cortex M)+, and ARM Cortex
MB.

6. Inplenmentation Experiences

Wil e eval uating the inplenentation experiences, we were particularly
interested in the signature generation operation. This was because
our exanpl e application discussed in Section 7 required only the
signature generation operation on the resource-constrai ned platforns.
We have sumari zed the initial results of RSA private-key

exponenti ation performance using AVRCryptoLib [avr-crypto-lib] in
Table 1. Al results are froma single run since repeating the test
did not change (or had only mninmal inpact on) the results. The
execution time for a key size of 2048 bits was inordinately |ong and
woul d be a deterrent in real-world depl oynents.

. T e +
| Key length | Execution time (ns); | Menory footprint (bytes); |
| (bits) | key in RAM | key in RAM |
R o e e e e e e oo oo oo o e e e e e e e oo +
| 2048 | 1587567 | 1280 |
. T Fome e e eeeaeceieeaaaaaa. +

Table 1: RSA Private-Key Operation Performance

The code size was about 3.6 kB with potential for further reduction
It is also worth noting that the inplenentation perforns basic
exponentiation and nultiplication operations w thout using any

mat hermat i cal optinizations such as Montgonery nul tiplication,

optim zed squaring, etc., as described in [rsa-high-speed]. Wth
more RAM we believe that 2048-bit operations can be perforned in
much less tine as has been shown in [rsa-8hit].

In Table 2, we present the results obtained by nmanually porting
TinyECC into the C99 standard and running the Elliptic Curve Digita
Signature Al gorithm (ECDSA) on the Ardui no Uno board. TinyECC
supports a variety of SEC 2-reconmended elliptic curve domain
paraneters [sec2ecc]. The execution time and nenory footprint are
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shown next to each of the curve paranmeters. These results were
obtained by turning on all the optim zations and using assenbly code
wher e avail abl e.

The results fromthe perfornmance eval uation of ECDSA in the follow ng
tables also contain a colum stating the approxi mate conparabl e RSA
key length as docunented in [sec2ecc]. It is clearly observable that
for simlar security levels, elliptic curve public-key cryptography
out perforns RSA

Fom e o - oo o e e e oo o e e o s +
| Curve | Execution | Menory | Conparabl e RSA |
| parameters | tine (ms) | footprint | key length |
I I | (bytes) I I
S T o e e e oo o e e e o +
| secpl60kl | 2228 | 892 | 1024 |
| secpl6Orl | 2250 | 892 | 1024 |
| secpl6Or2 | 2467 | 892 | 1024 |
| secpl92kil | 3425 | 1008 | 1536 |
| secpl92ril | 3578 | 1008 | 1536 |
S T o e e e oo o e e e o +

Tabl e 2: Performance of ECDSA Sign Operation with Ti nyECC

We al so perfornmed experinents by renoving the assenbly optimn zation
and using a CGonly formof the library. This gives us an idea of the
performance that can be achieved with Ti nyECC on any platform

regardl ess of what kind of OS and assenbly instruction set is

avail able. The nmenory footprint remains the sane with or without
assenbly code. The tables contain the maxi rum RAMthat is used when
all the possible optimzations are on. However, if the amount of RAM
available is snmaller in size, sone of the optimzations can be turned
off to reduce the nmenory consunption accordingly.

Fom e o - oo o e e e oo o e e o s +
| Curve | Execution | Menory | Conparabl e RSA |
| parameters | tine (ms) | footprint | key length |
I I | (bytes) I I
S T o e e e oo o e e e o +
| secpl60kl | 3795 | 892 | 1024 |
| secpl6Orl | 3841 | 892 | 1024 |
| secpl6Or2 | 4118 | 892 | 1024 |
| secpl92kil | 6091 | 1008 | 1536 |
| secpl92ril | 6217 | 1008 | 1536 |
S T o e e e oo o e e e o +

Tabl e 3: Performance of ECDSA Sign Operation with Ti nyECC
(No Assenbly Optim zations)
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Tabl e 4 docunents the performance of Wselib. Since there were no
optimnmizations that could be turned on or off, we have only one set of
results. By default, Wselib only supports sone of the standard SEC
2 elliptic curves, but it is easy to change the donmin paraneters and
obtain results for all the 128-, 160-, and 192-bit SEC 2 elliptic
curves. The ROMsize for all the experinments was |ess than 16 kB

o m e e e oo - o m e e e oo - o e e e e oo - o e e e e oo oo +
| Curve | Execution | Menory | Conparabl e RSA |
| paraneters | time (ns) | footprint | key length |
I I | (bytes) I I
S o o e e oo o e e oo s +
| secpl60kil | 10957 | 842 | 1024 |
| secpl60ril | 10972 | 842 | 1024 |
| secpl60r2 | 10971 | 842 | 1024 |
| secpl92kil | 18814 | 952 | 1536 |
| secpl92ril | 18825 | 952 | 1536 |
S o o e e oo o e e oo s +

Tabl e 4: Performance ECDSA Sign Operation with Wselib

For testing the relic-toolkit, we used a different board because it
required nore RAM ROM and we were unable to performexperinents with
it on Arduino Uno. Arduino Mega has the sane 8-bit architecture as
Ardui no Uno, but it has a nuch larger RAM ROM W used Ardui no Mega
for experimenting with the relic-toolkit. Again, it is inmportant to
mention that we used Arduino as it is a convenient prototyping
platform Qur intention was to denonstrate the feasibility of the
entire architecture with public-key cryptography on an 8-bit

m crocontroller. However, it is inportant to state that 32-bit

m crocontrollers are much nore easily available, at |ower costs, and
are nore power efficient. Therefore, real deployments are better off
using 32-bit mcrocontrollers that all ow devel opers to include the
necessary cryptographic libraries. There is no good reason to choose
platforns that do not provide sufficient conputing power to run the
necessary cryptographi c operations.

The relic-tool kit supports Koblitz curves over prime as well as
binary fields. W have experinented with Koblitz curves over binary
fields only. W do not run our experinents with all the curves
available in the library since the aimof this work is not to prove
whi ch curves performthe fastest but rather to show that asymetric
cryptography is possible on resource-constrai ned devi ces.

The results fromrelic-tool kit are documented separately in Tables 5
and 6. The first set of results were perforned with the library
configured for high-speed performance with no consideration given to
the amount of nenory used. For the second set, the library was
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configured for | ownenory usage irrespective of the execution tine
required by different curves.

included in the library,

time between these val ues can be achi eved.

Set hi ,

Curve
par anmet ers

sect 163k1
(assenbl y
sect 163k1
sect 163r2
sect 233k1
sect 233r1

Curve

sect 163k1
(assenbl y
sect 163k1
sect 163r2
sect 233k1
sect 233r1

| Execution

| time (ns)

Perfor mance of ECDSA Sign Operation with

Menor y
f oot pri nt
(bytes)

relic-tool kit (Fast)

| Execution

| time (ns)

Menory
f oot print
(bytes)

By turning on/off optimzations
a trade-of f between nenory and execution

Conpar abl e RSA |
key | ength |

Conpar abl e RSA |
key | ength |

Table 6: Performance of ECDSA Sign Operation with relic-tool kit
(Low Menory)

et al.
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It is inportant to note the follow ng points about the elliptic curve
neasur enent s:

0 Sone boards (e.g., Arduino Uno) do not provide a hardware random
nunber generator. On such boards, obtaining cryptographic-quality
randommess is a challenge. Real-world deploynments nust rely on a
har dwar e random nunber generator for cryptographic operations such
as generating a public-private key pair. The Nordi c nRF52832
board [nordic], for exanple, provides a hardware random nunber
generator. A detailed discussion on requirenents and best
practices for cryptographic-quality randomess is docunented in
[ RFC4086]

o For measuring the menmory footprint of all the ECC |ibraries, we
used the Avrora simulator [avrora]. Only stack nmenmory was used to
easily track the RAM consunption

Tschof eni g and Pegouri e-Gnnard [arnecdsa] have al so eval uated t he
performance of ECC on an ARM Coretex platform The results for the
ECDSA sign operation shown in Table 7 are performed on a Freescal e
FRDM KL25Z board [freescal e] that has an ARM Cortex- M0+ 48MHz

m crocontroller with 128 kB of flash nenory and 16 kB of RAM The
sliding window technique for efficient exponentiation was used with a
wi ndow size of 2. Al other optinizations were disabled for these
nmeasur enent s.

o e e e e oo oo o e e e e e oo - S +
| Curve paraneters | Execution time (ms) | Comparabl e RSA key |
| | | length |
o e e oo o e e e e oo s o e e e e e e e e oo s +
| secpl92ri | 2165 | 1536 |
| secp224r1 | 3014 | 2048 |
| secp256r1 | 3649 | 2048 |
o e e e e oo oo o e e e e m oo oo o e m e e e e e oo +

Tabl e 7: Performance of ECDSA Sign Operation with an ARM Mied TLS
Stack on Freescal e FRDM KL25Z

Tschof eni g and Pegourie- Gonnard [arnecdsa] al so neasured the
performance of curves on an ST Nucl eo F091 ( STMB2F091RCT6) board
[stnucl eo] that has an ARM Cortex-M) 48 MHz m crocontroller with 256
kB of flash menory and 32 kB of RAM The execution tine for the
ECDSA sign operation with different curves is shown in Table 8. The
sliding wi ndow technique for efficient exponentiation was used with a
wi ndow si ze of 7. Fixed-point optimzation and NI ST curve-specific
optim zations were used for these neasurenents.
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o e o m e +
| Curve paranmeters | Execution time (ns) | Comparabl e RSA key |
| | | length |
o e e e e oo oo o e e e e m oo oo o e m e e e e e oo +
| secpl92kil | 291 | 1536 |
| secpl9zril | 225 | 1536 |
| secp224ki | 375 | 2048 |
| secp224r1 | 307 | 2048 |
| secp256kl | 486 | 2048 |
| secp256r1 | 459 | 2048 |
| secp384rl | 811 | 7680 |
| secp521rl | 1602 | 15360 |
Fom e oo Fom e +

Tabl e 8: ECDSA Signature Performance with an ARM Mied TLS Stack on ST
Nucl eo FO91 ( STM32F091RCT6)

Finally, Tschofenig and Pegourie-CGonnard [arnecdsa] al so neasured the
RAM consunption by cal cul ati ng the heap consunmed for the

crypt ographi ¢ operations using a customnenory all ocation handl er.
They did not nmeasure the mnimal stack nmemory consunption. Depending
on the curve and the different optim zations enabl e or disabled, the
menory consunption for the ECDSA sign operation varied from 1500
bytes to 15000 bytes.

At the time of perform ng these neasurenents and this study, it was
uncl ear which exact elliptic curve(s) would be selected by the I ETF
community for use with resource-constrai ned devices. However,

[ RFC7748] defines two elliptic curves over prine fields (Curve25519
and Curve448) that offer a high-level of practical security for
Diffie-Hell man key exchange. Correspondingly, there is ongoing work
to specify elliptic curve signature schenes with Edwards-curve
Digital Signature Al gorithm (EdDSA). [RFC3032] specifies the
recomended paraneters for the edwards25519 and edwar ds448 curves.
From t hese, curve25519 (for Elliptic Curve Diffie-Hellman key
exchange) and edwards25519 (for elliptic curve digital signatures)
are especially suitable for resource-constrai ned devi ces.

We found that the NaCl [nacl] and M coNaCl [micronacl] libraries
provide highly efficient inplenentations of Diffie-Hellman key
exchange with curve25519. The results have shown that these
libraries with curve25519 outperformother elliptic curves that
provide similar levels of security. Hutter and Schwabe [ nacl avr]

al so show that the signing of data using the curve Ed25519 fromthe
NaCl |ibrary needs only 23216241 cycles on the sane nicrocontroller
that we used for our evaluations (Ardui no Mega ATnega2560). This
corresponds to about 1451 mlliseconds of execution time. Wen
conpared to the results for other curves and libraries that offer a
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simlar level of security (such as sect233r1 and sect233kl), this
i mpl ementation far outperforns all others. As such, it is
recomrended that the I ETF conmunity use these curves for protoco
specification and inpl enentations.

A summary library flash nemory use is shown in Table 9

o m e e e e e e e aao o o mm e e e e e e e e e e e e memaao- +
| Library | Flash nenory footprint (Kkilobytes)

e oo e e e e e e e e e e m oo - +
| AVRCryptoLib | 3.6 |
| Wselib | 16 I
| TinyECC | 18 |
| Relic-toolkit | 29 |
| NaCdl Ed25519 [naclavr] | 17-29 |
e oo e e e e e e e e e e m oo - +

Tabl e 9: Summary of Library Flash Menory Consunption

Al the neasurenments here are only provided as an exanple to show
that asymmetric-key cryptography (particularly, digital signatures)
is possible on resource-constrai ned devices. By no neans are these
nunbers the final source for neasurenents, and sone curves presented
here may no | onger be acceptable for real in-the-wild depl oynents.
For exanpl e, Msdorf et al. [nmpbsdorf] and Liu et al. [tinyecc] also
docunent the performance of ECDSA on similar resource-constrained
devi ces.

7. Exanple Application

We devel oped an exanpl e application on the Arduino platformto use
publi c-key cryptography, data-object security, and an easy

provi sioning nodel. Qur application was originally devel oped to test
di fferent approaches to supporting comruni cations to "al ways off"
sensor nodes. These battery-operated or energy-scavengi ng nodes do
not have enough power to stay on at all times. They wake up
periodically and transmt their readings.

Such sensor nodes can be supported in various ways. [ CoAP- SENSORS]
was an early nulticast-based approach. 1In the current application,
we have switched to using resource directories [CoRE-RD] and publish-
subscri be brokers [ CoAP-BRCOKER] instead. Architecturally, the idea
is that sensors can delegate a part of their role to a node in the
networ k. Such a network node could be either a local resource or
something in the Internet. 1In the case of CoAP publish-subscribe
brokers, the network node agrees to hold the web resources on behal f
of the sensor, while the sensor is asleep. The only role that the
sensor has is to register itself at the publish-subscribe broker and
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periodically update the readings. Al queries fromthe rest of the
world go to the publish-subscribe broker.

We constructed a systemwith four entities:

Sensor: This is an Ardui no-based device that runs a CoAP publi sh-
subscri be broker client and relic-toolkit. Relic takes 29 kB of
flash nenory, and the sinple CoAP client takes roughly 3 kB

Publ i sh- Subscri be Broker: This is a publish-subscribe broker that
hol ds resources on the sensor’s behalf. The sensor registers
itself to this node

Resource Directory: Wile physically in the sane node in our
i npl ementation, a resource directory is a |logical function that
al | ows sensors and publish-subscribe brokers to register resources
in the directory. These resources can be queried by applications.

Application: This is a sinple application that runs on a genera
pur pose conputer and can retrieve both registrations fromthe
resource directory and nost recent sensor readings fromthe
publ i sh-subscri be broker

The security of this systemrelies on a secure-shell-1like approach
In Step 1, upon first boot, sensors generate keys and register
thensel ves in the publish-subscribe broker. Their public key is
submitted along with the registration as an attribute in the CoRE
Li nk Format data [ RFC6690].

In Step 2, when the sensor nakes a neasurenent, it sends an update to
the publish-subscribe broker and signs the nessage contents with a
JSON Obj ect Signing and Encryption (JOSE) signature on the used JSON
[ RFC7515] and Sensor Measurenent List (SenM.) payl oad [ MI-SenM].

The sensor can al so alternatively use CBOR Ohject Signing and
Encryption (COSE) [ RFC8152] for signing the sensor neasurenent.

In Step 3, any other device in the network -- including the publish-
subscri be broker, resource directory, and the application -- can
check that the public key fromthe registration corresponds to the
private key used to nake the signature in the data update.

Not e that checks can be done at any tinme, and there is no need for
the sensor and the checking node to be awake at the sanme tinme. In
our inplenentation, the checking is done in the application node.
This denmonstrates how it is possible to inplenent end-to-end security
even with the presence of assisting m ddl eboxes.
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To verify the feasibility of our architecture, we devel oped a
proof - of -concept prototype. |n our prototype, the sensor was

i mpl ement ed using the Ardui no Ethernet shield over an Ardui no Mega
board. Qur inplenentation uses the standard C99 progranm ng | anguage
on the Arduino Mega board. 1In this prototype, the publish-subscribe
broker and the Resource Directory (RD) reside on the sanme physica
host. A 64-bit x86 Linux machi ne serves as the broker and the RD
while a simlar but physically distinct 64-bit x86 Linux machi ne
serves as the client that requests data fromthe sensor. W chose
the Relic library version 0.3.1 for our sanple prototype as it can be
easily conpiled for different bit-length processors. Therefore, we
were able to use it on the 8-bit processor of the Ardui no Mega, as
well as on the 64-bit processor of the x86 client. W used ECDSA to
sign and verify data updates with the standard sect 163kl curve
paraneters. Wiile compiling Relic for our prototype, we used the
fast configuration without any assenbly optim zations.

The gateway inpl enents the CoAP base specification in the Java
programm ng | anguage and extends it to add support for publish-
subscri be broker and Resource Directory Representational State
Transfer (REST) interfaces. W also developed a mninmalistic CoAP
Clibrary for the Arduino sensor and for the client requesting data
updates for a resource. The library has snmall RAM requirenents and
uses stack-based allocation only. It is interoperable with the Java
i mpl ement ati on of CoAP running on the gateway. The |ocation of the
resource directory was configured into the smart object sensor by
hardcodi ng the I P address. A real inplenmentation based on this
prototype woul d i nstead use the donmmi n nane system for obtaining the
| ocation of the resource directory.

Qur intention was to denonstrate that it is possible to inplenent the
entire architecture with public-key cryptography on an 8-bit

m crocontroller. The stated values can be inproved further by a
consi derabl e anbunt. For exanple, the flash nenory and RAM
consunption is relatively high because sonme of the Arduino libraries
were used out of the box, and there are several functions that can be
removed. Similarly, we used the fast version of the Relic library in
the prototype instead of the | ow nmenory version. However, it is
inmportant to note that this was only a research prototype to verify
the feasibility of this architecture and, as stated el sewhere, nost
nmoder n devel opnent boards have a 32-bit microcontroller since they
are nore econom cal and have better energy efficiency.
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8.

8.

Desi gn Trade-Ofs

This section attenpts to make sone early concl usions regardi ng trade-
offs in the design space, based on depl oynent considerations for
various nechanisns and the relative ease or difficulty of

i npl ementing them In particular, this analysis |ooks at |ayering,
freshness, and the choice of symetric vs. asymmetric cryptography.

1. Feasibility

The first question is whether using cryptographic security and
asymetric cryptography in particular is feasible at all on resource-
constrai ned devices. The nunmbers above give a m xed nessage.
Clearly, an inmplenentation of a significant cryptographic operation
such as public-key signing can be done in a surprisingly small anount
of code space. It could even be argued that our chosen prototype

pl atform was unnecessarily restrictive in the anmount of code space it
all ows: we chose this platformon purpose to denonstrate sonething
that is as resource constrained and difficult as possible.

A recent trend in mcrocontrollers is the introduction of 32-bit CPUs
that are becom ng cheaper and nore easily avail able than 8-bit CPUs,
in addition to being nore easily programmable. The flash nenory size
is probably easier to grow than other paraneters in mcrocontrollers.
Fl ash nmenory size is not expected to be the nost significant limting
factor. Before picking a platform devel opers should also plan for
firmvare updates. This would essentially nean that the platform
should at | east have a flash nmenory size of the total code size * 2,
pl us sone space for buffer

The situation is less clear with regards to the amount of CPU power
needed to run the algorithms. The denonstrated speeds are sufficient
for many applications. For instance, a sensor that wakes up every
now and then can likely spend a fraction of a second, or even spend
mul tiple seconds in sone cases, for the conputation of a signature
for the nessage that it is about to send. Most applications that use
protocol s such as DTLS that use public-key cryptography only at the
begi nning of the session would also be fine with any of these
execution tines.

Yet, with reasonably |ong key sizes, the execution tines are in the
seconds, dozens of seconds, or even longer. For some applications,
this is too long. Nevertheless, these algorithnms can successfully be
enpl oyed in resource-constrai ned devices for the follow ng reasons:

o0 Wth the right selection of algorithns and libraries, the
execution times can actually be very small (less than 500 ns).
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0 As discussed in [winan], in general, the power requiremnments
necessary to turn the radio on/off and sending or receiving
messages are far bigger than those needed to execute cryptographic
operations. Wile there are newer radios that significantly | ower
the energy consunption of sending and receiving nessages, there is
no good reason to choose platforms that do not provide sufficient
computing power to run the necessary cryptographic operations.

o Comercial libraries and the use of full potential for various
optimzations will provide a better result than what we arrived at
in this meno.

0 Using public-key cryptography only at the beginning of a session
wi Il reduce the per-packet processing tines significantly.

While we did not do an exhaustive perfornance eval uation of
asymmetric key-pair generation on resource-constrai ned devices, we
did note that it is possible for such devices to generate a new key
pair. Gven that this operation would only occur in rare
circunstances (such as a factory reset or ownership change) and its
potential privacy benefits, devel opers should provide nechani sns for
generating new identities. However, it is extrenely inportant to
note that the security of this operation relies on access to

crypt ographi c-quality randomess.

8. 2. Fr eshness

In our architecture, if inplenented as described thus far, nmessages
along with their signatures sent fromthe sensors to the publish-
subscri be broker can be recorded and repl ayed by an eavesdropper

The publish-subscribe broker has no mechani smto distinguish
previously received packets fromthose that are retransnmitted by the
sender or replayed by an eavesdropper. Therefore, it is essentia

for the smart objects to ensure that data updates include a freshness
i ndi cator. However, ensuring freshness on constrai ned devices can be
non-trivial because of several reasons, which include:

o0 Comunication is nmostly unidirectional to save energy.

o Internal clocks mght not be accurate and may be reset severa
times during the operational phase of the smart object.

0 Network time synchronization protocols such as the Network Tine

Prot ocol (NTP) [ RFC5905] are resource intensive and therefore may
be undesirable in many smart object networKks.
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There are several different nmethods that can be used in our
architecture for replay protection. The selection of the appropriate
choi ce depends on the actual depl oynent scenari o.

I ncl udi ng sequence nunbers in signed nmessages can provi de an
effective nmethod of replay protection. The publish-subscribe broker
shoul d verify the sequence number of each incom ng nessage and accept
it only if it is greater than the highest previously seen sequence
nunber. The publish-subscribe broker drops any packet with a
sequence nunber that has already been received or if the received
sequence nunber is greater than the highest previously seen sequence
nunber by an amount |arger than the preset threshold.

Sequence nunbers can wap around at their maxi num val ue; therefore,

it is essential to ensure that sequence numbers are sufficiently

|l ong. However, including | ong sequence nunbers in packets can
increase the network traffic originating fromthe sensor and can thus
decrease its energy efficiency. To overcone the problem of |ong
sequence nunbers, we can use a schene simlar to that of Huang

[ huang], where the sender and receiver nmaintain and sign |ong
sequence nunbers of equal bit lengths, but they transmt only the

| east-significant bits.

It is inportant for the smart object to wite the sequence nunber
into the permanent flash nenory after each increment and before it is
included in the message to be transmitted. This ensures that the
sensor can obtain the | ast sequence nunber it had intended to send in
case of a reset or a power failure. However, the sensor and the

publ i sh-subscri be broker can still end up in a discordant state where
t he sequence nunber received by the publish-subscribe broker exceeds
the expected sequence nunber by an anount greater than the preset
threshold. This may happen because of a prol onged network outage or

i f the publish-subscribe broker experiences a power failure for sone
reason. Therefore, it is essential for sensors that normally send
Non- Confi rmabl e data updates to send sone Confirnabl e updates and
resynchroni ze with the publish-subscribe broker if a reset nessage is
received. The sensors resynchroni ze by sending a new registration
message with the current sequence nunber.

Al t hough sequence nunbers protect the systemfromreplay attacks, a
publ i sh-subscri be broker has no nmechanismto determne the tine at

whi ch updates were created by the sensor. Moreover, if sequence
nunbers are the only freshness indicator used, a malicious
eavesdropper can induce inordinate delays to the conmunication of

si gned updates by buffering messages. It may be inportant in certain
smart object networks for sensors to send data updates that include
timestanps to allow the publish-subscribe broker to determ ne the
time when the update was created. For exanple, when the publish-
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subscri be broker is collecting tenmperature data, it may be necessary
to know when exactly the tenperature neasurenent was made by the
sensor. A sinple solution to this problemis for the publish-
subscri be broker to assune that the data object was created when it
receives the update. In arelatively reliable network with | ow RTT,
it can be acceptable to nmake such an assunption. However, nost
networ ks are susceptible to packet |oss and hostile attacks making
this assunption unsust ai nabl e.

Dependi ng on the hardware used by the snart objects, they nmay have
access to accurate hardware cl ocks, which can be used to include
timestanps in the signed updates. These tinmestanps are included in
addition to sequence nunmbers. The clock tine in the smart objects
can be set by the manufacturer, or the current time can be

comuni cated by the publish-subscribe broker during the registration
phase. However, these approaches require the smart objects to either
rely on the long-termaccuracy of the clock set by the manufacturer
or trust the publish-subscribe broker thereby increasing the
potential vulnerability of the system The smart objects could al so
obtain the current time from NTP, but this nay consume additiona
energy and give rise to security issues discussed in [RFC5905]. The
smart objects could al so have access to a nohbile network or the

A obal Positioning System (GPS), and they can be used obtain the
current time. Finally, if the sensors need to coordinate their sleep
cycles, or if the publish-subscribe broker conputes an average or
mean of updates collected frommnultiple snmart objects, it is
important for the network nodes to synchronize the time anong them
Thi s can be done by using existing synchronization schenes.

8.3. Layering

It woul d be useful to select just one |ayer where security is
provided at. Qherwi se, a sinple device needs to inplenment multiple
security nechanisns. Wile sone code can probably be shared across
such inplenentations (like algorithns), it is likely that nost of the
code involving the actual protocol machinery cannot. Looking at the
different |ayers, here are the choices and their inplications:

link layer: This is probably the nobst conmmon sol ution today. The
primary benefits of this choice of |layer are that security
services are comonly avail able (W.AN secrets, cellular SIMcards,
etc.) and that their application protects the entire
conmuni cati ons.

The main drawback is that there is no security beyond the first
hop. This can be problematic, e.g., in nmany devices that

conmuni cate to a server in the Internet. A snmart hone wei ghi ng
scal e, for instance, can support W.AN security, but w thout sone

Sethi, et al. I nf or mat i onal [ Page 24]



RFC 8387 Smart Cbj ect Security Experiences May 2018

| evel of end-to-end security, it would be difficult to prevent
fraudul ent data subm ssions to the servers

Anot her drawback is that some conmonly inplenented |ink-Iayer
security designs use group secrets. This allows any device within
the local network (e.g., an infected laptop) to attack the
conmuni cati ons.

network | ayer: There are a nunber of solutions in this space and

many new ones and vari ations thereof being proposed: |Psec, PANA,
and so on. In general, these solutions have simlar
characteristics to those in the transport |layer: they work across
forwardi ng hops but only as far as to the next niddl ebox or
application entity. There is plenty of existing solutions and
desi gns.

Experience has shown that it is difficult to control |P-1layer
entities froman application process. Wiile this is theoretically
easy, in practice the necessary APIs do not exist. For instance,
nmost | Psec software has been built for the VPN use case and is
difficult or inpossible to tweak to be used on a per-application
basis. As a result, the authors are not particularly enthusiastic
about recommendi ng these sol utions.

transport and application layer: This is another popular sol ution

along with link-layer designs. TLS with HITP (HTTPS) and DTLS
with CoAP are examples of solutions in this space and have been
proven to work well. These solutions are typically easy to take
into use in an application, wthout assum ng anything fromthe
underlying OS, and they are easy to control as needed by the
applications. The main drawback is that generally speaking, these
solutions only run as far as the next application level entity.
And even for this case, HITPS can be nade to work through proxies,
so this limt is not unsolvable. Another drawback is that attacks
on the Iink layer, network |ayer, and in sone cases, transport

| ayer, cannot be protected against. However, if the upper |ayers
have been protected, such attacks can at nost result in a denia

of service. Since denial of service can often be caused anyway,

it is not clear if this is a real drawback.

dat a-obj ect layer: This solution does not protect any of the

Set hi ,

protocol l|ayers but protects individual data el ements being sent.
It works particularly well when there are nultiple application-

| ayer entities on the path of the data. Smart object networks are
likely to enploy such entities for storage, filtering, aggregation
and ot her reasons, and as such, an end-to-end solution is the only
one that can protect the actual data

et al. I nf or mat i onal [ Page 25]



RFC 8387 Smart Cbj ect Security Experiences May 2018

8.

4.

The downside is that the I ower layers are not protected. But
again, as long as the data is protected and checked upon every
time it passes through an application-level entity, it is not
clear that there are attacks beyond deni al of service.

The main question mark is whether this type of a solution provides
sufficient advantages over the nore conmonly inplenmented transport
and application-layer solutions.

Symmetric vs. Asymetric Crypto

The second trade-off that is worth discussing is the use of plain
asymmetric cryptographic nmechani sns, plain symretric cryptographic
mechani sms, or sone m xture thereof.

Contrary to popul ar cryptographic community beliefs, a symretric
crypt ographi c solution can be deployed in large scale. In fact, one
of the | argest deploynents of cryptographic security, the cellular
net wor k aut hentication system uses Subscriber ldentification Mdule

(SIM cards that are based on symetric secrets. |n contrast,
public-key systens have yet to show an ability to scale to hundreds
of mllions of devices, let alone billions. But the authors do not

believe scaling is an inportant differentiator when conparing the
sol utions.

As can be seen from Section 6, the tinme needed to cal cul ate sonme of
the asymmetric cryptographic operations with reasonabl e key | engths
can be significant. There are two contrary observations that can be
made fromthis. First, recent wi sdomindicates that conputing power
on resource-constrai ned devices is far cheaper than transmni ssion
power [wi man], and it keeps on becomi ng nore efficient very quickly.
Fromthis we can conclude that the sufficient CPUis or at |least wll
be easily avail abl e.

But the other observation is that when there are very costly
asymetric operations, doing a key exchange foll owed by the use of
generated symetric keys woul d make sense. This nodel works very
wel | for DTLS and other transport-layer solutions, but it works |ess
wel | for data-object security, particularly when the nunber of
conmuni cating entities is not exactly two.
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9. Summary

Thi s docunent nakes several security recomrendati ons based on our

i npl ement ati on experience. W summarize sone of the inportant ones
her e:

0 Devel opers and product designers should choose the hardware after

determining the security requirenents for their application
scenari o.

ECC out perforns RSA-based operations; therefore, it is recomended
for resource-constrai ned devices.

Cryptographi c-quality randomess is needed for many security
protocols. Devel opers and vendors shoul d ensure that the
sufficient randomess is available for security critical tasks.

32-bit mcrocontrollers are much nore easily avail able, at |ower
costs, and are nore power efficient. Therefore, real-world
depl oynents are better off using 32-bit mcrocontrollers.

Devel opers shoul d provi de nechani sns for devices to generate new
identities at appropriate tines during their life cycle, for
exanple, after a factory reset or an ownershi p handover

Pl anning for firmvare updates is inportant. The hardware platform
chosen should at |east have a flash menory size of the total code
size * 2, plus sone space for buffer

10. Security Considerations

Thi

11. |

Thi

12. |

s entire nmeno deals with security issues.
ANA Consi derati ons
s docunent has no | ANA acti ons.
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