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Abst ract

Thi s docunent specifies nethods to interconnect nultiple TRILL
(Transparent Interconnection of Lots of Links) sites with an

i ntervening MPLS network using existing TRILL and VPLS (Virtua
Private LAN Service) standards. This docunment addresses two

probl ems: 1) providing connection between nore than two TRILL sites
that are separated by an MPLS provider network and 2) providing a
single logical virtualized TRILL network for different tenants that
are separated by an MPLS provi der networKk.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8385
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1.

1.

I nt roducti on

The | ETF Transparent |nterconnection of Lots of Links (TRILL)

protocol [RFC6325] [RFC7177] [RFC7780] provides transparent
forwarding in multi-hop networks with arbitrary topol ogy and |ink
technol ogi es using a header with a hop count and link-state routing.
TRILL provides optinmal pair-wi se forwarding without configuration,
safe forwardi ng even during periods of temporary |oops, and support
for multipathing of both unicast and nulticast traffic. Internediate
Systens (1Ss) inplenmenting TRILL are called Routing Bridges
(RBridges) or TRILL switches.

Thi s docunent, in conjunction with [RFC7173] on TRILL transport using
pseudow res, addresses two probl ens:

1) providing connection between nore than two TRILL sites that bel ong
to a single TRILL network and are separated by an MPLS provi der
network using [RFC7173]. (Herein, this is also called "probl em
statement 1".)

2) providing a single logical virtualized TRILL network for different
tenants that are separated by an MPLS provider network. In short,
this is for providing connection between TRILL sites belonging to
a tenant/tenants over a MPLS provider network. (Herein, thisis
al so called "probl em statenent 2".)

A tenant is the adm nistrative entity on whose behalf their
associ ated services are managed. Here, "tenant" refers to a TRILL
canpus that is segregated fromother tenants for security reasons

A key multi-tenancy requirenent is traffic isolation so that one
tenant’s traffic is not visible to any other tenant. This docunent
al so addresses the problemof nulti-tenancy by isolating one tenant’s
traffic fromthe other

[ RFC7173] nentions how to interconnect a pair of TRILL switch ports
usi ng pseudowi res. This docunment explains howto connect mnultiple
TRILL sites (not Iimted to only two sites) using the mechani sms and
encapsul ati ons defined in [RFC7173].

1. Term nol ogy

Acronyms and terms used in this docunent include the follow ng:

AC - Attachrment Circuit [RFC4664]

Data Label - VLAN Label or Fine-G ained Labe
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dat abase
ECWP

FGL
IS1S
LAN

MPLS

PBB

PE

PSN

PW

TIR

TRI LL

TRILL site

VLAN
VPLS
VPTS
VSI

VTSD
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IS-1S link state database

- Equal - Cost Mul tipath

- Fine-Gained Labeling [ RFC7172]

- Intermediate Systemto Internediate System|[IS-19]
- Local Area Network

- Multiprotocol Label Swtching

- Provi der Backbone Bri dgi ng

- Provi der Edge device

- Packet Switched Network

- Pseudowi re [ RFC4664]

- TRILL Internmedi ate Router (Device that has both I P/ MPLS
and TRILL functionality)

- Transparent Interconnection of Lots of Links OR Tunnel ed
Routing in the Link Layer

A part of a TRILL canpus that contains at |east one
RBr i dge.

- Virtual Local Area Network

- Virtual Private LAN Service

- Virtual Private TRILL Service

- Virtual Service |Instance [ RFC4664]

- Virtual TRILL Switch Domain OR Virtual TRILL Service
Domain. A Virtual RBridge that segregates one tenant’s

TRI LL dat abase as well as traffic fromthe other.

- Wde Area Network
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2.

TRI LL- over - MPLS Model

TRILL over MPLS can be achieved in two different ways:
a) the VPLS Model for TRILL b) the VPTS Mddel / TIR Model for
TRI LL

Both these nodel s can be used to solve problem statenents 1 and 2.
Herein, the VPLS Model for TRILL is also called "Mdel 1" and the
VPTS Model / TIR Model is also called "Mdel 2".

VPLS Model
Figure 1 shows the topol ogi cal nodel of TRILL over MPLS using the

VPLS nmodel. The PE routers in the bel ow topol ogy nodel should
support all the functional conponents nmentioned in [ RFC4664].

tomm - + tomm - +
| RBa +---+ +---| RBb |
+----- + | . . | +----- +
Site 1 | +e---t +e---t | Site 2
+----| PE1 | | PE2 |----+
+----t MPLS d oud +----+
+o-- -t
.......... [PE3 |...........
+----+

| +-- Emul ated LAN

T +
| RBc |
R S +
Site 3

Figure 1: Topol ogi cal Model of TRILL over MPLS
Connecting 3 TRILL Sites

Fi gure 2 bel ow shows the topol ogi cal nodel of TRILL over MPLS to
connect multiple TRILL sites belonging to a tenant. ("Tenant" here
is a TRILL campus, not a specific Data Label.) VSI1 and VSI2 are two
Virtual Service Instances that segregate Tenantl's traffic from ot her
tenant traffic. VSI1 will maintain its own database for Tenant1;
simlarly, VSI2 will rmaintain its own database for Tenant2.
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+----- T +----- +
| RBat 1+- - -+ R ot ol o o o ol o ol S R S +---| RBbt 1]
+--- - + | .+ + . | +--- - +
Tenant 1 | +-o---+ +-o---+ | Tenant 1
Site 1 +----|VSI 1| |vsI1]----+ Site 2
+----]VSI 2| MPLS d oud | VSI 2| ----+
| +----+ +----+
+----- + | L+ + . | +----- +
| RBat 2+- - - + B o R s sl o a5 ot 20 S S0 T +- - - | RBbt 2|
oo + [VsSIy]........... oo +
Tenant 2 | VSI 2| Tenant 2
Site 1 +o-- -t Site 2
+--!--+
| RBct 2|
+----- +

Tenant2 Site 3

.... VSI1 Path
++++ VS| 2 Pat h
Fi gure 2: Topol ogi cal Mddel for VPLS Model
Connecting 2 Tenants with 3 Sites Each

In this nodel, TRILL sites are connected to VPLS-capabl e PE devices
that provide a logical interconnect, such that TRILL RBridges

bel onging to a specific tenant are connected via a single bridged

Et hernet. These PE devices are the sane as the PE devices specified
in [RFC4026]. The Attachnent Circuit ports of PE routers are Layer 2
switch ports that are connected to the RBridges at a TRILL site.
Here, each VPLS instance |ooks like an enulated LAN. This nodel is
simlar to connecting different RBridges by a Layer 2 bridge domain
(rmulti-access link) as specified in [RFC6325]. This nodel doesn’t
requires any changes in PE routers to carry TRILL packets, as TRILL
packets will be transferred transparently.

3.1. Entities in the VPLS Mde

The PE (VPLS-PE) and Customer Edge (CE) devices are defined in
[ RFC4026] .

The generic L2VPN transport functional conponents |ike Attachnent
Circuits, pseudowires, VS, etc., are defined in [ RFC4664].

The RB (RBridge) and TRILL canpus are defined in [RFC6325] as updated
by [ RFC7780] .
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3.

3.

3.

3.

4.

2. TRILL Adjacency for VPLS Mdel

As specified in Section 3, the MPLS cloud | ooks Iike an emnul ated LAN
(also called multi-access link or broadcast link). This results in
RBridges at different sites looking |ike they are connected by a

mul ti-access link. Wth such interconnection, the TRILL adjacencies
over the link are automatically discovered and established through
TRILL I S-1S control messages [RFC7177]. These IS-1S control nessages
are transparently forwarded by the VPLS domain, after doing MPLS
encapsul ati on as specified in Section 3.3.

3. MPLS Encapsul ation for VPLS Mode

Use of VPLS [RFCA762] [RFC4A761] to interconnect TRILL sites requires
no changes to a VPLS inplenmentation -- in particular, the use of

Et her net pseudowi res between VPLS PEs. A VPLS PE receives nornal

Et hernet frames froman RBridge (i.e., CE) and is not aware that the
CE is an RBridge device. As an exanple, an MPLS-encapsul ated TRILL
packet within the MPLS network can use the format illustrated in
Appendi x A of [RFC7173] for the non-PBB case. For the PBB case,

addi tional header fields illustrated in [ RFC7041] can be added by the
entry PE and renpved by the exit PE

4. Loop-Free Provider PSN MPLS

No explicit handling is required to avoid a | oop-free topol ogy. The
"split horizon" technique specified in [RFC4664] wi |l take care of
avoi ding | oops in the provider PSN network.

5. Frame Processing

The PE devices transparently process the TRILL control and data
frames. Procedures to forward the frames are defined in [ RFC4664].

VPTS Model

The Virtual Private TRILL Service (VPTS) is a Layer 2 TRILL service
that enmul ates TRILL service across a Wde Area Network (WAN). VPTS
is simlar to what VPLS does for a bridged core but provides a TRILL
core. VPLS provides "Virtual Private LAN Service" for different
custoners. VPTS provides "Virtual Private TRILL Service" for
different TRILL tenants.

Figure 3 shows the topol ogi cal nodel of TRILL over MPLS using VPTS
In this nodel, the PE routers are replaced with TRILL Internediate
Routers (TIRs), and the VSIs are replaced with Virtual TRILL Switch
Domai ns (VTSDs). The TIR devices nust be capabl e of supporting both
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MPLS and TRILL as specified in Section 4.1.1. The TIR devices are
i nterconnected via PW and appear as a unified ermulated TRILL canpus
with each VISD inside a TIR equivalent to an RBri dge.

Bel ow are sonme of the reasons for interconnecting TRILL sites without
isolating the TRILL control plane of one TRILL site fromother sites.

1) Nicknanme uni queness: One of the basic requirenments of TRILL is
that RBridge nicknanes are unique within the canpus [ RFC6325]. If
we segregate the control plane of one TRILL site fromother TRILL
sites and provide interconnection between these sites, it may
result in nicknanme collision.

2) Distribution trees and their pruning: Wien a TRILL Data packet
traverses a Distribution Tree, it will stay on it even in other
TRILL sites. |If no end-station service is enabled for a
particular Data Label in a TRILL site, the distribution tree may
be pruned and TRILL data packets of that particular Data Label
nm ght never get to another TRILL site where the packets had no
receivers. The TRILL Reverse Path Forwardi ng (RPF) check wll
al ways be performed on the packets that are received by TIRs
t hrough pseudowi res.

3) Hop count values: Wen a TRILL data packet is received over a
pseudowire by a TIR the TIR does the processi ng of Hop Count
defined in [ RFC6325] and will not performany resetting of Hop

Count .
tomm - + tomm - +
| RBa +---+ +---| RBb |
+----- + | . . | +----- +
Site 1 | +e---t +e---t | Site 2
+----| TIRL| | TIR2| ----+
+----t MPLS d oud +----+
+o-- -t
.......... [ TIR3| ...........
+----+

| +-- Enmul ated TRILL

T +
| RBc |
R S +
Site 3

Figure 3: Topol ogi cal Mddel of VPTS/ TIR Connecting 3 TRILL Sites
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In Figure 3, Site 1, Site 2, and Site 3 (running the TRILL protocol)
are connected to TIR devices. These TIR devices, along with the MPLS
cloud, look Iike a unified emulated TRILL network. Only the PE
devices in the MPLS network should be replaced with TIRs so the

i ntermedi ate provider routers are agnostic to the TRILL protocol

Fi gure 4 bel ow extends the topol ogi cal nodel of TRILL over MPLS to
connect multiple TRILL sites belonging to a tenant ("tenant" here is
a canpus, not a Data Label) using the VPTS nodel. VISD1 and VTSD2
are two Virtual TRILL Switch Donmains (Virtual RBridges) that
segregate Tenantl's traffic from Tenant2's traffic. VISDL will
maintain its own TRILL database for Tenantl; simlarly, VISD2 will
maintain its own TRILL database for Tenant2

+----- F +----- +
| RBat 1+- - - + HAHHHHHHBHHHBHHHBHHHBHHH +---| RBbt 1|
+--- - + | . B # . | +--- - +
Tenant 1 | +o---- + R + | Tenant 1
Site 1 +----| VTSD1| | VTSDL| - ---+ Site 2
+----| VTSD2| MPLS d oud | VTSD2| - -- -+
| +- - - - - + +- - - - - + |
+----- + # # +----- +
| RBat 2+- - - + HHHBH PR+ - - - - R +- - - | RBbt 2|
+o-m - + | VTSDL|........... +o-m - +
Tenant 2 | VTSD2| n Tenant 2
Site 1 +----- + | Site 2
| |
+o---- + +o---- Enul at ed
| RBct 2| TRI LL
+----- +

Tenant2 Site 3

VTSD1 Connectivity
#### VISD2 Connectivity

Fi gure 4: Topol ogi cal Mddel of VPTS/ TIR
Connecting 2 Tenants with 3 TRILL Sites

4.1. Entities in the VPTS Mde
The CE devices are defined in [ RFC4026].

The generic L2VPN transport functional conponents |ike Attachnent
Crcuits, pseudowires, etc., are defined in [ RFC4664].

The RB (RBridge) and TRILL canpus are defined in [RFC6325] as updated
by [ RFC7780].
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Thi s nobdel introduces two new entities, TIR and VTSD, which are
descri bed bel ow.

4.1.1. TRILL Internediate Router (TIR)

The TIRs nust be capabl e of running both VPLS and TRILL protocols.
TIR devices are a superset of the VPLS-PE devices defined in

[ RFC4026] with the additional functionality of TRILL. The VSI that
provi des transparent bridging functionality in the PE device is
replaced with VTISDin a TIR

4.1.2. Virtual TRILL Switch/ Service Donai n (VTSD)

The VISD is simlar to the VSI (Layer 2 bridge) in the VPLS nodel,

but the VISD acts as a TRILL RBridge. The VISD is a superset of the
VSI and nust support all the functionality provided by the VSI as
defined in [ RFC4026]. Along with VSI functionality, the VTISD nust be
capabl e of supporting TRILL protocols and form ng TRILL adjacenci es.
The VTSD nust be capabl e of performing all the operations that a
standard TRILL switch can do

One VTSD i nstance per tenant nust be nmintai ned when multiple tenants
are connected to a TIR  The VTSD nust maintain all the infornation
kept by the RBridge on a per-tenant basis. The VTSD nust al so take
care of segregating one tenant’'s traffic fromanother’'s. Each VISD
will have its own nicknane for each tenant. |If a TIR supports 10
TRILL tenants, it needs to be assigned with 10 TRILL ni cknanes, one
for the nickname space of each of its tenants, and run 10 copies of
TRILL protocols, one for each tenant. It is possible that it would
have the same nickname for two or nore tenants, but, since the TRILL
data and control traffic are separated for the tenants, there is no
conf usi on.

4.2. TRILL Adjacency for VPTS Mde

The VTSD nust be capable of forming a TRILL adjacency with the
correspondi ng VISDs present in its peer VPTS nei ghbor and also with
the nei ghboring RBridges of the TRILL sites. The procedure to form
TRILL adj acency is specified in [RFC7173] and [ RFC7177].

4.3. MPLS Encapsul ation for VPTS Mde
The VPTS nodel uses PPP or Ethernet pseudowi res for MPLS
encapsul ati on as specified in [ RFC7173] and requires no changes in

the packet format in that RFC. In accordance with [RFC7173], the PPP
encapsul ation is the default.
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4.4. Loop-Free Provider PSN MPLS

This nodel isn't required to enploy the "split horizon" mechanismin
the provider PSN network, as TRILL takes care of |oop-free topol ogy
using distribution trees. Any multi-destination packet will traverse
a distribution tree path. Al distribution trees are cal cul ated
based on the TRILL base protocol standard [ RFC6325] as updated by

[ RFC7780] .

4.5. Frane Processing

This section specifies nmulti-destination and unicast frane processing
in the VPTS/ TI R nodel

4.5.1. Milti-destination Frame Processing

Any mnul ti-destination (unknown unicast, multicast, or broadcast, as
indicated by the nulti-destination bit in the TRILL header) packets
inside a VISD will be processed or forwarded through the distribution
tree for which they were encapsulated on TRILL ingress. |[If any

mul ti-destination packet is received fromthe wong pseudowire at a
VTSD, the TRILL protocol running in the VISD will perform an RPF
check as specified in [ RFC7780] and drop the packet.

The pruning nechanismin distribution trees, as specified in

[ RFC6325] and [RFC7780], can al so be used to avoid forwardi ng of
mul ti-destination data packets on the branches where there are no
potential destinations.

4.5.2. Unicast Frane Processing

Uni cast packets are forwarded in the sane way they get forwarded in a
standard TRILL canpus as specified in [RFC6325]. |If nultiple equal-
cost paths are avail abl e over pseudowires to reach the destination,
then VTSD shoul d be capabl e of doing ECMP for those equal -cost paths.

5. VPTS Model versus VPLS Nbdel

The VPLS nodel uses a sinpler |oop-breaking rule: the "split horizon"
rule, where a PE nust not forward traffic fromone PWto another in
the same VPLS mesh. In contrast, the VPTS nodel uses distribution
trees for loop-free topology. As this is an enulated TRILL servi ce,
for interoperability purposes, the VPTS nodel is the default.
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6

Packet Processing between Pseudow res

Whenever a packet gets received over a pseudowire, a VISD will
decapsul ate the MPLS headers then check the TRILL header. If the
egress nicknanme in the TRILL header is for a TRILL site |ocated
beyond anot her pseudowire, then the VTISD will encapsul ate the packet
with new MPLS headers and send it across the proper pseudow re.

For exanple, in Figure 3, consider that the pseudow re between TIRl
and TIR2 fails. Then, TIRL will communicate with TIR2 via TIRS3.
Whenever packets that are destined to TIR3 are received fromthe
pseudowi re between TIRL and TIR3, the VISD inside TIR3 wll
decapsul ate the MPLS headers, then check the TRILL header’s egress
ni ckname field. |If the egress nickname indicates it is destined for
the RBridge in Site 3, then the packet will be sent to RBc; if the
egress nicknane is located at Site 2, VISD will add MPLS headers for
the pseudowire between TIR3 and TIR2 and forward the packet on that
pseudowi re.

Ef fi ci ency Considerations

Since the VPTS nodel uses distribution trees for processing of nmulti-
destination data packets, it is always advisable to have at |east one
distribution tree root located in every TRILL site. This wll

prevent data packets from being received at TRILL sites where end-
station service is not enabled for that data packet.

Security Considerations

Thi s docunent specifies methods using existing standards and
facilities in ways that do not create new security probl ens.

For general VPLS security considerations, including discussion of
i solating custoners fromeach other, see [ RFC4761] and [ RFC4762].

For security considerations for transport of TRILL by pseudow res,
see [RFC7173]. In particular, since pseudowi res are supported by
MPLS or IP, which are in turn supported by a link [ayer, that
docunent recomends using | P security, such as |Psec [ RFC4301] or
DTLS [ RFC6347], or the lower |ink-layer security, such as MACSEC
[ 802. 1AE] for Ethernet |inks.

Transmi ssion outside the custoner environment through the provider
environment, as described in this docunment, increases risk of
conmprom se or injection of false data through failure of tenant
isolation or by the provider. 1In the VPLS nodel (Section 3), the use
of link encryption and authentication between the CEs of a tenant
that is being connected through provider facilities should be a good
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10.

10.

defense. |In the VPTS npdel (Section 4), it is assuned that the CEs
will peer with virtual TRILL switches of the provider network, and
thus link security between TRILL switch ports is inadequate as it
will termnate at the edge PE. Thus, encryption and authentication
fromend station to end station and authentication are nore
appropriate for the VPTS nodel.

For added security against the conpromn se of data, end-to-end
encryption and aut hentication should be considered; that is,
encryption and authentication fromsource end station to destination
end station. This would typically be provided by |Psec [ RFC4301] or
DTLS [ RFC6347] or other protocols convenient to protect the

i nformati on of concern.

For general TRILL security considerations, see [ RFC6325].
I ANA Consi derati ons

Thi s document has no | ANA acti ons.
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