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Transparent Interconnection of Lots of Links (TRILL) Smart Endnodes
Abst r act

Thi s docunent addresses the problemof the size and freshness of the
endnode learning table in edge Routing Bridges (RBridges), by

al | owi ng endnodes to vol unteer for endnode |earning and
encapsul ati on/ decapsul ation. Such an endnode is known as a "Smart
Endnode”. Only the attached edge RBridge can distinguish a "Snmart
Endnode" froma "nornmal endnode". The Smart Endnode uses the

ni ckname of the attached edge RBridge, so this solution does not
consume extra ni cknames. The solution also enabl es endnodes that are
Fi ne- Grai ned Label (FG.) aware.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://wwv. rfc-editor.org/info/rfc8384
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1.

2

2

I nt roducti on

The I ETF TRILL (Transparent |nterconnection of Lots of Links)

protocol [RFC6325] [RFC7780] provides optimal pair-wi se data frane
forwardi ng wi thout configuration, safe forwardi ng even during periods
of tenporary |oops, and support for rmnultipathing of both unicast and
mul ticast traffic. TRILL acconplishes this by using IS-1S[IS 1§

[ RFC7176] link state routing and encapsul ating traffic using a header
that includes a hop count. Devices that inplement TRILL are called
"RBridges" (Routing Bridges) or "TRILL Switches"

An RBridge that attaches to endnodes is called an "edge RBridge" or
"edge TRILL Switch", whereas one that exclusively forwards

encapsul ated frames is known as a "transit RBridge" or "transit TRILL
Switch". An edge RBridge traditionally is the one that encapsul ates
a native Ethernet frame with a TRILL header or that receives a TRILL-
encapsul at ed packet and decapsul ates the TRILL header. To
encapsul ate efficiently, the edge RBridge nust keep an "endnode
tabl e" consisting of (Media Access Control (MAC), Data Label, TRILL
egress switch nickname) sets, for those renote MAC addresses in Data
Label s currently communi cating with endnodes to which the edge

RBri dge is attached.

These table entries mght be configured, received fromEnd Station
Address Distribution Information (ESAD) [RFC7357], |ooked up in a
directory [RFC7067], or |learned from decapsul ating received traffic.
If the edge RBridge has attached endnodes conmunicating with many
renote endnodes, this table could becone very large. Also, if a MAC
address / Data Label pair in the table have noved to a different
renote TRILL switch, it might be difficult for the edge RBridge to
notice this quickly; and because the edge RBridge is encapsulating to
the incorrect egress RBridge, the traffic will get |ost.

Conventions Used in This Docunent
1. Term nol ogy
BUM Broadcast, Unknown unicast, and Multicast.

Edge RBridge: An RBridge providing endnode service on at |east one of
its ports. It is also called an edge TRILL Switch

Data Label: VLAN or FG..
DRB: Designated RBridge [ RFC6325].

ESADI : End Station Address Distribution Information [ RFC7357].
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FG.: Fine-Gained Label [RFC7172].

IS 1S Internediate Systemto Internmediate System [IS-15].

LSP: Link State PDU.

PDU: Protocol Data Unit.

RBri dge: Routing Bridge, an alternative name for a TRILL switch.

Smart Endnode: An endnode that has the capability specified in this
docunent including | earning and maintaining (MAC, Data Label,
ni cknanme) entries and encapsul ati ng/ decapsul ating TRILL frane.

Transit RBridge: An RBridge that exclusively forwards encapsul ated
frames. It is also called a transit TRILL Switch.

TRILL: Transparent |nterconnection of Lots of Links
[ RFC6325] [ RFC7780] .

TRILL ES-1S: TRILL End Systemto Internmedi ate System is a variation
of TRILL 1S-1S designed to operate on a TRILL |ink anong and between
one or nore TRILL switches and end stations on that |ink [RFC8171].

TRILL Switch: a device that inplements the TRILL protocol; an
alternative termfor an RBridge.

2.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Solution Overview

The Smart Endnode solution defined in this docunent addresses the
probl em of the size and freshness of the endnode | earning table in
edge RBridges. An endnode E, attached to an edge RBridge R, tells R
that E would like to be a "Smart Endnode", which nmeans that E wl|
encapsul ate and decapsul ate the TRILL frame, using R s nicknane.
Because E uses R s nicknane, this solution does not consune extra

ni cknarmes.
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Take Figure 1 as the exanple Snart Endnode scenario: RB1, RB2, and
RB3 are the RBridges in the TRILL domain and SE1 and SE2 are the
Smart Endnodes that can encapsul ate and decapsul ate the TRILL
packets. RBl is the edge RB to which SE1 and SE2 have attached. RB1
assigns one of its nicknames to be used by SE1 and SE2.

Each Smart Endnode, SE1 and SE2, uses RB1's ni cknanme when
encapsul ati ng and mai ntai ns an endnode table of (MAC, Data Label
TRILL egress switch nicknane) for renote endnodes that it (SEl or
SE2) is corresponding with. RB1 does not decapsul ate packets
destined for SE1 or SE2 and does not learn (MAC, Data Label, TRILL
egress switch ni cknane) for endnodes corresponding with SE1 or SE2,
but RB1 does decapsul ate and does |l earn (MAC, Data Label, TRILL
egress switch nickname) for any endnodes attached to RB1 that have
not decl ared thensel ves to be Smart Endnodes.

Just as an RBridge |learns and tines out (MAC, Data Label, TRILL
egress switch nicknanme), Smart Endnodes SE1 and SE2 al so | earn and
time out endnode entries. However, SE1 and SE2 might al so determne,
through | CVP nessages or ot her techniques that an endnode entry is
not successfully reaching the destination endnode, and it can be

del eted, even if the entry has not tinmed out.

If SE1 wishes to correspond with destination MAC D, and no endnode
entry exists, SE1 will encapsul ate the packet as an unknown
destination, or consult a directory [RFC7067] (just as an RBridge
would do if there was no endnode entry).

Fomm - - +
| SE1( Smart |
| Endnodel) | \ R R +
Foeemeemee + \ / \
\ A + Fo-m - - - + +----- + \ Fomm - - - +
/[-+-] RB1]|---] RB2|----] RB3 |----- +- - | Endnode3
[ +------ + +omm e - + +---- - + | | MAC=D |
R + / \ / R +
| SE2( Smart | \ /
| Endnode?2) | R e +
Fommmm e +

Figure 1. Smart Endnode Scenario
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4.

4.

The mechanismin this docunent is that the Smart Endnode SE1 issues a
Smart-Hello, indicating SEl’s desire to act as a Smart Endnode,
together with the set of MAC addresses and Data Labels that SE1 owns.
The Smart-Hello is used to announce the Smart Endnode capability and
paraneters (such as MAC address, Data Label, etc.). The Smart-Hello
is atype of TRILL ES-1S PDU, which is specified in Section 5 of

[ RFC8171]. The detailed content for a Snmart Endnode’s Smart-Hello is
defined in Section 4.

If RBl supports having a Snmart Endnode nei ghbor, it al so sends Snart -
Hell os. The Smart Endnode | earns fromRBl's Smart-Hell os what RBl's
ni ckname i s and which trees RB1 can use when RBl ingresses nulti-
destination frames. Although Smart Endnode SEl1 transmits Smart-
Hellos, it does not transmit or receive Link State PDUs (LSPs) or

Ext ended Level 1 Fl ooding Scope (E-L1FS) FS LSPs [ RFC7780].

Since a Smart Endnode can encapsul ate TRILL Data packets, it can
cause the Inner.Label to be a Fine-Gained Label [RFC7172]; thus,
this nmethod supports FG.-aware endnodes. Wen and how a Snart
Endnode decides to use the FA instead of VLANs to encapsul ate the
TRILL Data packet is out of scope in this docunent.

Smart-Hel | o Mechani sm between Smart Endnode and RBri dge
The subsections bel ow describe Smart-Hell o nessages.
1. Snmart-Hello Encapsul ation

Al t hough a Smart Endnode is not an RBridge, does not send LSPs or

mai ntain a copy of the |link state database, and does not perform
routing calculations, it is required to have a "Hello" nechanism (1)
to announce to edge RBridges that it is a Smart Endnode and (2) to
tell themwhat MAC addresses it is handling in what Data Labels.
Simlarly, an edge RBridge that supports Smart Endnodes needs a
message (1) to announce that support, (2) to inform Smart Endnodes
what nicknane to use for ingress and what ni ckname(s) can be used as
egress nickname in a nulti-destination TRILL Data packet, and (3) the
list of Smart Endnodes it knows about on that |ink.

The nessages sent by Snmart Endnodes and by edge RBridges that support
Smart Endnodes are called "Snart-Hellos". The Smart-Hello is a type
of TRILL ES-1S PDU, which is specified in [ RFC8171].
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The Smart-Hell o Payl oad, both for Snart-Hellos sent by Snart Endnodes
and for Smart-Hellos sent by edge RBridges, consists of TRILL IS-1S
TLVs as described in the following two subsections. The non-extended
format is used so TLVs, sub-TLVs, and APPsub-TLVs have an 8-bit size
and type field. Both types of Smart-Hellos MJST include a Smart -

Par anet ers APPsub-TLV as follows inside a TRILL GENI NFO TLV:

e (i SEp S

| Smart - Par amet er s| (1 byte)
el I T R e

I Lengt h I (1 byte)
R T i T i e s ik T e R T

| Hol di ng Ti ne | (2 bytes)
B i T R R e i o ik SR e

| Fl ags | (2 bytes)

i i s i T I S T S S

Figure 2: Smart-Paraneters APPsub-TLV
o Type: APPsub-TLV type Smart-Paraneters, value is 22.
o Length: 4.

0 Holding Time: Atime in seconds as an unsigned integer. It has
the same neaning as the Holding Time field in 1S 1S Hellos
[I1S-1S]. A Smart Endnode and an edge RBridge supporting Smart
Endnodes MJST send a Smart-Hello at |least three tines during their
Holding Tine. |If no Smart-Hellos are received froma Snart
Endnode or edge RBridge within the nost recent Holding Tine it
sent, it is assunmed that it is no |onger avail able.

o Flags: At this time, all of the Flags are reserved and MJST be
sent as zero and ignored on receipt.

o |If nore than one Smart-Paraneters APPsub-TLV appears in a Smart-
Hello, the first one is used and any foll ow ng ones are ignored.
If no Smart-Paraneters APPsub-TLVs appear in a Smart-Hello, that
Smart-Hello is ignored.
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4. 2.

4. 3.

Per

Edge RBridge’'s Smart-Hello

The edge RBridge’s Smart-Hello contains the following information in
addition to the Smart-Paraneters APPsub- TLV:

0 RBridge’s nickname. The nicknane sub-TLV, specified in
Section 2.3.2 in [RFC7176], is reused here carried inside a TLV
242 (1S-1S router capability) in a Smart-Hello frame. |f nore
than one ni cknane appears in the Smart-Hello, the first one is
used and the follow ng ones are ignored.

0 Trees that RB1 can use when ingressing nmulti-destination franes.
The Tree Identifiers sub-TLV, specified in Section 2.3.4 in
[ RFC7176], is reused here.

o Snmart Endnode neighbor list. The TRILL Nei ghbor TLV, specified in
section 2.5 in [RFC7176], is reused for this purpose.

0o An Authentication TLV MAY al so be incl uded
Smart Endnode’s Smart-Hell o

A new APPsub-TLV (Snart-MAC TLV) for use by Snart Endnodes is as
defined below. In addition, there will be a Smart-Paraneters APPsub-
TLV and there MAY be an Authentication TLV in a Snmart Endnode Snart -
Hel | o.

If there are several VLANs/FQA. Data Labels for that Smart Endnode,
the Smart-MAC APPsub-TLV is included several tinmes in the Snmart
Endnode’s Smart-Hell o. This APPsub-TLV appears inside a TRILL
GENI NFO TLV.
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R e i i i

| Type=Smart - MAC | (1 byte)

i ok ST S R TR

|  Length | (1 byte)

e . i i T T T I T i S S

| FI M RSV | VLANFG. Data Label | (4 bytes)

i R i i i e e i ik IR S R N R R S i S i R S e S i
I MAC (1) (6 bytes) |
i T S i S s T T o S S T 2
L—-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-,,,+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
| MAC (N) (6 bytes) |
i R i i i e e i ik IR S R N R R S i S i R S e S i

Figure 3: Smart- MAC APPsub- TLV
0 Type: TRILL APPsub-TLV Type Snart-MAC, value is 23.

0 Length: Total nunber of bytes contained in the value field of the
TLV, that is, the sumof the length of the F/M RSV/ FG Data Label
fields and six times the nunber of MAC addresses present. So, if
there are n MAC addresses, this is 4+6*n.

o F 1bit. If it is set to 1, it indicates that the endnode
supports FG Data Labels [RFC7172], and that this Snart-MAC
APPsub- TLV has an FG in the following VLAN FG field. Oherw se,
the VLAN FGL Data Label field is a VLANID. (See below for the
format of the VLAN FG. Data Label field).

o M 1bit. If it is set tol, it indicates multihom ng (see
Section 6). If it is set to 0, it indicates that the Smart
Endnodes are not using nultihom ng.

0 RSV: 6 bits; reserved for the future use.

0 VLAN FG Data Label: 24 bits. If Fis 1, this field is a 24-bit
FG. Data Label for all subsequent MAC addresses in this APPsub-
TLV. Oherwise, if Fis O, the lower 12 bits are the VLAN of all
subsequent MAC addresses in this APPsub-TLV, and the upper 12 bits
are not used (sent as zero and ignored on receipt). |If there is
no VLAN FG Data Label specified, the VLAN FG. Data Label is zero.

o MAC(i): This is a 48-bit MAC address reachable in the Data Label
sent by the Smart Endnode that is announcing this APPsub- TLV.
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5. Processing Data Packets

The subsections bel ow specify the processing of Smart Endnode data
packets. All TRILL Data packets sent to or from Smart Endnodes are
sent in the Designated VLAN [ RFC6325] of the local |ink but do not

necessarily have to be VLAN tagged.

5.1. Data-Packet Processing for Smart Endnodes

A Smart Endnode does not issue or receive LSPs or E-L1FS FS LSPs or
calcul ate topology. It does the foll ow ng:

0 A Snmart Endnode nmi ntains an endnode table of (the MAC address of
renote endnode, Data Label, the nicknane of the edge RBridge’s
attached) entries of end nodes with which the Smart Endnode is
communi cating. Entries in this table are popul ated the sane way
that an edge RBridge popul ates the entries in its table:

* |earning from (source MAC address ingress ni ckname) on packets
it decapsul ates.

* by querying a directory [ RFC7067].
* by having some entries configured.

o \When Smart Endnode SE1 wi shes to send unicast frame to renote node
D, if the (MAC address of renote endnode D, Data Label, nicknane)
entry is in SE1l's endnode table, SEl encapsul ates the ingress
ni ckname as the nicknane of the RBridge (RB1l), egress nicknane as
indicated in Ds table entry. |If Dis unknown, SEl1 either queries
a directory or encapsul ates the packet as a multi-destination
frame, using one of the trees that RB1 has specified in RBl's
Smart-Hello. The mechanismfor querying a directory is given in
[ RFC8171] .

o Wen SE1 wi shes to send a Broadcast, Unknown Unicast, and
Mul ticast (BUM packet to the TRILL canpus, SE1 encapsul ates the
packet using one of the trees that RB1 has specifi ed.

If the Smart Endnode SE1 sends a multi-destination TRILL Data packet,
the destination MAC of the outer Ethernet is the All-RBridges
mul ti cast address.

The Smart Endnode SE1 need not send Smart-Hellos as frequently as
normal RBridges. These Smart-Hellos could be periodically unicast to
the Appointed Forwarder RB1. In case RBl crashes and restarts, or
the DRB changes and SEl1l receives the Smart-Hell o w thout nentioning
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SE1, SE1 SHOULD send a Smart-Hello inmmediately. |1f RBl is Appointed
Forwarder for any of the VLANs that SE1 clains, RB1 MJUST list SE1 in
its Smart-Hell os as a Smart Endnode nei ghbor

5.2.

Dat a- Packet Processing for Edge RBridge

The attached edge RBridge processes and forwards TRILL Data packets
based on the endnode property rather than for encapsul ati on and
forwarding the native frames the sane way as the traditiona

RBri dges. There are several situations for the edge RBridges as
fol |l ows:

(0]

If receiving an encapsul ated unicast TRILL Data packet from a port
with a Smart Endnode, with RB1's ni ckname as ingress, the edge
RBri dge RB1 forwards the frame to the specified egress nickname,
as with any encapsul ated frame. However, RB1 SHOULD filter the
encapsul ati on frane based on the inner source MAC and Data Labe

as specified for the Smart Endnode. |If the MAC (or Data Label) is
not anong the expected entries of the Smart Endnode, the frame
woul d be dropped by the edge RBridge. |If the edge RBridge does
not performthis check, it makes it easier for a rogue end station
to inject bogus TRILL Data packets into the TRILL canpus.

If receiving a unicast TRILL Data packet with RB1's ni ckname as
egress fromthe TRILL canpus, and the destination MAC address in
the encl osed packet is a MAC address that has been listed by a
Smart Endnode, RB1l | eaves the packet encapsulated to that Smart
Endnode. The outer Ethernet destination MAC is the destination
Smart Endnode’ s MAC address, the inner destination MAC address is
either the Smart Endnode’ s MAC address or sonme ot her MAC address
that the Smart Endnode advertised in its Smart Hello, and the
outer Ethernet source MAC address is the RBl's port MAC address.
The edge RBridge still decreases the Hop count value by 1, for
there is one hop between the RB1 and Smart Endnode.

If receiving a nulti-destination TRILL Data packet froma port
with a Smart Endnode, RBridge RB1 forwards the TRILL encapsul ation
to the TRILL canmpus based on the distribution tree indicated by
the egress nickname. |If the egress nicknane does not correspond
to a distribution tree, the packet is discarded. |If there are any
nornmal endnodes (i.e., endnodes that are not Snart Endnodes)
attached to the edge RBridge RB1, RB1l decapsul ates the frane and
sends the native frame to these ports possibly pruned based on
multicast listeners, in addition to forwarding the nulti-
destination TRILL frame to the rest of the canpus.
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o If RB1 receives a native nulti-destination data frane, which is
sent by an endnode that is not a Smart Endnode, froma port,
i ncludi ng hybrid endnodes (Smart Endnodes and endnodes that are
not Smart Endnodes), RB1 will encapsulate it as multi-destination
TRILL Data packet, and send the encapsul ated nulti-destination
TRILL Data packet out that same port to the Smart Endnodes
attached to the port, and al so send the encapsul ated nulti -
destination TRILL Data packet to the TRILL canpus through other
ports.

o |If RB1 receives a multi-destination TRILL Data packet froma
renote RBridge, and the exit port includes hybrid endnodes (Snart
Endnodes and endnodes that are not Smart Endnodes), it sends two
copies of multicast frames out the port, one as native and the
other as a TRILL-encapsul ated frame. Wen a Smart Endnode
receives a multi-destination TRILL Data packet, it |earns the
renote (MAC address, Data Label, nicknanme) entry. A Snmart Endnode
i gnores native data franes. A normal (non-Smart) endnode receives
the native frame and | earns the renote MAC address and ignores the
TRILL Data packet. This transit solution may bring some
complexity for the edge RBridge and waste network bandw dth
resource, so avoiding the hybrid endnodes scenario by attaching
the endnodes that are Smart and non-Snart to different ports is
RECOMVENDED.

6. Miltihomng Scenario

Mul tihoming is a common scenario for the Smart Endnode. The Snart
Endnode is on a link attached to the TRILL domain in two places: edge
RBri dges RB1 and RB2. Take Figure 4 as an exanple. The Smart
Endnode SE1 is attached to the TRILL dormain by RB1 and RB2
separately. Both RB1 and RB2 coul d announce their nicknanmes to SEL.

-mmmm- +
| RBL |
[+------ + .
R + ./ +--- - + . R +
| SE1( Smart | /. | RB3 |...... | Smart |
| Endnodel)| .\ +o---- + . | Endnode2
S + .\ . S +
+----- +
| RB2 | TRI LL
+----- + Domai n

Figure 4: Miltihom ng Scenario
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Smart Endnode SE1 can choose either the nickname of RB1 or RB2 when
encapsul ating and forwarding a TRILL Data packet. |If the active-
active | oad bal ance is considered for the multihom ng scenario, the

Smart Endnode SE1 coul d use both the nicknane of RB1L and RB2 to
encapsul ate and forward TRILL Data packet. SE1 uses RB1's ni cknane
when forwardi ng through RB1 and RB2' s ni cknane when forwardi ng
through RB2. This will cause MAC flip-flopping (see [ RFC7379]) of
the endnode table entry in the renote RBridges (or Smart Endnodes).
The solution for the MAC flip-flopping issue is to set a nmultihom ng
bit inthe RSV field of the TRILL Data packet. Wen renote RBridge
RB3 or Smart Endnodes receive a data packet with the multihoned bit
set, the endnode entries (SE1l’s MAC address, |abel, RB1's nicknane)
and (SEl’s MAC address, label, RB2's nicknane) wll coexist as
endnode entries in the renote RBridge. (An alternative solution
woul d be to use the ESADI protocol to distribute nmultiple attachnments
of a MAC address of a nultihom ng group. The ESADI is deployed anong
the edge RBridges (see Section 5.3 of [RFC7357]).

7. Security Considerations

Smart-Hel |l os can be secured by using Authentication TLVs based on

[ RFC5310]. If they are not secured, then it is easier for a rogue
end station that does not posses the required keying material to be
fal sely recogni zed as a valid Smart Endnode

For general TRILL Security Considerations, see [ RFC6325]. As stated
there, since end stations are connected to edge RBridge ports by

Et hernet, those ports MAY require end stations to authenticate

t hensel ves using [| EEE802. 1X] and authenticate and encrypt traffic
to/fromthe RBridge port with [| EEES802. 1AF].

If they misbehave, Smart Endnodes can forge arbitrary ingress and
egress nicknanmes in the TRILL headers of the TRILL Data packets they
construct. Decapsulating at egress RBridges or renpte Snart Endnodes
that believe such a forged ingress nickname would send future traffic
destined for the inner-source MAC address of the TRILL data frame to
the wong edge RBridge if data-plane learning is in use. Because of
this, an RBridge port should not be configured to support Smart
Endnodes unl ess the end stations on that Iink are trusted or can be
adequat el y aut henti cat ed.

As with any end station, Smart Endnodes can forge the outer MAC
addresses of packets they send (see Section 6 of [RFC6325].) Because
they encapsul ate TRILL Data packets, they can also forge i nner MAC
addresses. The encapsul ation perfornmed by Smart Endnodes al so neans
they can send data in any Data Label, which neans they nust be
trusted in order to enforce a security policy based on Data Labels.
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The TRILL-Hello is a type of TRILL ES-1S and is defined in [ RFC8171].
Recei ving and processing TRILL-Hello for RBridges and Snart Endnodes

woul d not bring nore security and vulnerability issues than the TRILL
ES-1S security defined in [ RFC8171].

For added security against the conproni se of data due to its

nmi sdelivery for any reason, including the above, end-to-end
encryption and aut hentication should be considered; that is,
encryption and authentication fromsource end station to destination
end station.

The nechani sm described in this docunment requires Snart Endnodes to
be aware of the MAC address(es) of the TRILL edge RBridge(s) to which
they are attached and the egress RBridge nicknane from which the
destination of the packets is reachable. Wth that information

Smart Endnodes can | earn a substantial anmpunt about the topol ogy of
the TRILL donmain. Therefore, there could be a potential security

ri sk when the Snart Endnodes are not trusted or are conproni sed.

8. | ANA Consi der ati ons

| ANA has al |l ocated APPsub-TLV type nunbers for the Smart- MAC and
Smart - Paranet ers APPsub-TLVs. The "TRI LL APPsub- TLV Types under
IS-1S TLV 251 Application Identifier 1" registry has been updated as

fol |l ows.
R o e e e o R +
| Protocol | Descri ption | Reference |
Fom e o e e o s Fom ek +
| 22 | Smart-Paraneters | RFC 8384 |
| 23 | Smart - MAC | RFC 8384 |
N o e e e e oo oo Fomm e oo - +
Table 1
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