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Abst ract

Wen a link is being prepared to be taken out of service, the traffic
needs to be diverted fromboth ends of the link. Increasing the
metric to the highest value on one side of the Iink is not sufficient
to divert the traffic flowing in the other direction.

It is useful for the routers in an OSPFv2 or OSPFv3 routing domain to
be able to advertise a link as being in a graceful -shutdown state to
i ndi cate i npendi ng mai ntenance activity on the link. This

i nformati on can be used by the network devices to reroute the traffic
ef fectively.

Thi s docunent describes the protocol extensions to disseninate
graceful -1i nk-shutdown information in OSPFv2 and OSPFv3.

Status of This Meno

This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8379.
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1. Introduction

Thi s docunent describes a mechanismfor gracefully taking a |ink out
of service while allowing it to be used if no other path is
available. 1t also provides a nechanismto divert the traffic from
both directions of the link

Many OSPFv2 or OSPFv3 depl oyments run on overlay networks provisioned
by means of pseudowires or L2 circuits. Prior to devices in the
under | ying network going offline for nmmintenance, it is useful to
divert the traffic away fromthe node before nmaintenance is actually
performed. Since the nodes in the underlying network are not visible
to OSPF, the existing stub-router mechani smdescribed in [ RFC6987]
cannot be used. 1In a service provider’s network, there may be nmany
CE-t0- CE connections that run over a single PE. It is cunbersone to
change the netric on every CE-to-CE connection in both directions.
Thi s docunent provides a nmechanismto change the netric of the link
on the renote side and also use the link as a last-resort link if no
alternate paths are available. An application specific to this use
case is described in detail in Section 7.1

Thi s docunent provides nechani sns to advertise graceful -Iink-shutdown
state in the flexible encodings provided by "OSPFv2 Prefix/Link
Attribute Advertisenent" [RFC7684] and the E-Router-LSA [ RFC8362] for
OSPFv3.  Throughout this document, OSPF is used when the text applies
to both OSPFv2 and OSPFv3. OSPFv2 or OSPFv3 is used when the text is
specific to one version of the OSPF protocol

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Mtivation
The notivation of this docunent is to reduce manual intervention
during maintenance activities. The follow ng objectives help to
acconplish this in a range of depl oynment scenari os.

1. Advertise inpending naintenance activity so that traffic from
both directions can be diverted away fromthe |ink.

2. Alowthe solution to be backward conpati ble so that nodes that

do not understand the new adverti senent do not cause routing
| oops.
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3.

4.

4.

4.

3. Advertise the maintenance activity to other nodes in the network
so that Label Switched Path (LSP) ingress routers/controllers can
| earn about the inpending maintenance activity and apply specific
policies to reroute the LSPs for deploynments based on Traffic
Engi neering (TE)

4. Alowthe link to be used as a last-resort link to prevent
traffic disruption when alternate paths are not avail abl e.

Fl oodi ng Scope

The graceful -1ink-shutdown information is flooded in an area-scoped
Ext ended Link Opaque LSA [RFC7684] for OSPFv2 and in an E-Router-LSA
for OSPFv3 [ RFC8362]. The G aceful - Li nk- Shut down sub- TLV MAY be
processed by the head-end nodes or the controller as described in the
Section 7. The procedures for processing the G aceful-Link-Shut down
sub-TLV are described in Section 5.

Pr ot ocol Extensions
1. OSPFv2 G aceful - Li nk- Shut down Sub- TLV

The Graceful - Li nk- Shut down sub-TLV identifies the link as being
gracefully shutdown. It is advertised in the Extended Link TLV of
t he Extended Link Opaque LSA as defined in [RFC7684].

0 1 2 3
01234567890123456789012345678901
T T g S S S S g S
| Type | Length |
T T T S T D S T T T S

Figure 1: G aceful -Li nk- Shut down Sub-TLV for OSPFv2
Type: 7
Length: O
2. Renote | Pv4 Address Sub-TLV
Thi s sub-TLV specifies the | Pv4 address of the renote endpoint on the
link. It is advertised in the Extended Link TLV as defined in
[ RFC7684]. This sub-TLV is optional and MAY be advertised in an

area- scoped Extended Link Opaque LSA to identify the |link when there
are nmultiple parallel |inks between two nodes.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
R e s T o T S R El ok i R e e S S e o o s
| Renot e | Pv4 Address |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 2: Renote |Pv4 Address Sub-TLV
Type: 8
Length: 4

Val ue: Renpte | Pv4 address. The renote |Pv4 address is used to
identify a particular link on the renote side when there are nmultiple
paral l el |inks between two nodes.

4.3. Local/Renote Interface | D Sub-TLV

Thi s sub-TLV specifies Local and Renote Interface IDs. It is
advertised in the Extended Link TLV as defined in [ RFC7684]. This
sub-TLV is optional and MAY be advertised in an area-scoped Extended
Li nk Opaque LSA to identify the link when there are nultiple parallel
unnunbered |inks between two nodes. The Local Interface IDis
generally readily available. One of the mechanisnms to obtain the
Renote Interface IDis described in [ RFC4203].

0 1 2 3
01234567890123456789012345678901
T S T i i S it iR IR R S S S S i it S N
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Local Interface ID |
i i i S S S S e e
| Renpote Interface ID |
i I i i I i i i S e ih it S

Figure 3: Local/Renote Interface |ID Sub-TLV
Type: 9
Length: 8

Val ue: 4 octets of the Local Interface ID followed by 4 octets of the
Renpte Interface | D

Hegde, et al. St andards Track [ Page 5]



RFC 8379 OSPF G aceful Link Shutdown May 2018

4.4, OSPFv3 G aceful -Li nk- Shut down Sub- TLV

The G aceful - Li nk- Shut down sub-TLV is carried in the Router-Link TLV
as defined in [ RFC8362] for OSPFv3. The Router-Link TLV contains the
Nei ghbor Interface ID and can uniquely identify the link on the
renot e node

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 4: G aceful -Li nk- Shut down Sub- TLV for OSPFv3
Type: 8
Length: O
4.5. BGP-LS G aceful -Li nk- Shut down TLV

BGP-LS as defined in [ RFC7752] is a nechanismthat distributes
network information to the external entities using the BGP routing
protocol. Gaceful link shutdown is inmportant link information that
the external entities can use for various use cases as defined in
Section 7. BGP Link Network Layer Reachability Information (NLRI) is
used to carry the link information. A new TLV called "G aceful -Link-
Shut down" is defined to describe the link attribute corresponding to
graceful -1i nk-shutdown state. The TLV format is as described in
Section 3.1 of [RFC7752]. There is no Value field, and the Length
field is set to zero for this TLV.

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Length |
i e e R e T S S ko o i NI TR R R S
Figure 5: G aceful -Link-Shutdown TLV for BGP-LS
Type: 1121

Length: O

Hegde, et al. St andards Track [ Page 6]



RFC 8379 OSPF G aceful Link Shutdown May 2018

Di stinguishing Parallel Links

++++++++++] W | . y++t+tttt+++
| Router Aj------------------ | Router B |
| |- | |
++++++++++] L X | . z+++++++++++

Figure 6: Parallel Links

Consider two routers, A and B, connected with two parallel

poi nt-to-point interfaces. |.wand |I.x represent the interface
address on Router A's side, and |I.y and |.z represent interface
addresses on Router B's side. The Extended Link Opaque LSA as
defined in [ RFC7684] describes |links using Link Type, Link ID, and
Link Data. For example, a link with the address |.w is described as
bel ow on Router A

Li nk Type = Poi nt-to-point
Link ID = Router ID of B
Link Data = |.w

A third node (controller or head-end) in the network cannot

di stinguish the interface on Router B, which is connected to this
particular Interface on Router A based on the |link informtion
descri bed above. The interface with address I.y or 1.z could be
chosen due to this anbiguity. |In such cases, a Renote |Pv4 Address
sub- TLV shoul d be originated and added to the Extended Link TLV. The
use cases as described in Section 7 require controller or head-end
nodes to interpret the graceful-1ink-shutdown information and hence
the need for the Renpte | Pv4 Address sub-TLV. |.y is carried in the
Ext ended Link TLV, which unanbiguously identifies the interface on
the remote side. The OSPFv3 Router-Link TLV as described in

[ RFC8362] contains an Interface ID and a neighbor’'s Interface ID

whi ch can uniquely identify connecting the interface on the renote
si de; hence, OSPFv3 does not require a separate renote |Pv6 address
to be advertised along with the CSPFv3 G acef ul - Li nk- Shut down

sub- TLV.
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5. Elenments of Procedure

As defined in [RFC7684], every link on the node will have a separate
Ext ended Link Opaque LSA. The node that has the link to be taken out
of service MJST advertise the G aceful-Link-Shutdown sub-TLV in the
Ext ended Link TLV of the Extended Link Opaque LSA for OSPFv2, as
defined in [RFC7684], and in the Router-Link TLV of E-Router-LSA for
OSPFv3. The Graceful - Li nk- Shut down sub-TLV indicates that the link
identified by the sub-TLV is subjected to mai ntenance.

For the purposes of changing the netric OSPFv2 and OSPFv3 Router-LSAs
need to be reoriginated. To change the Traffic Engineering netric,
TE Opaque LSAs in OSPFv2 [ RFC3630] and Intra-area-TE-LSAs in OSPFv3

[ RFC5329] need to be reorigi nat ed.

The graceful -1ink-shutdown information is advertised as a property of
the link and is fl ooded through the area. This information can be
used by ingress routers or controllers to take special actions. An
application specific to this use case is described in Section 7.2.

VWen a link is ready to carry traffic, the G aceful-Link-Shutdown
sub- TLV MUST be renoved from the Extended Link TLV/ Router-Link TLV,
and the corresponding LSAs MUST be readvertised. Simlarly, the
metric MUST be set to original values, and the correspondi ng LSAs
MUST be readverti sed.

The procedures described in this document may be used to divert the
traffic anay fromthe Iink in scenarios other than |ink-shutdown or
i nk-repl acenent activity.

The precise action taken by the renote node at the other end of the
link identified for graceful -shutdown depends on the link type.

5.1. Point-to-Point Links

The node that has the link to be taken out of service MJST set the
metric of the link to MaxLinkMetric (Oxffff) and reoriginate its
Router-LSA. The Traffic Engineering netric of the |link SHOULD be set
to (Oxffffffff), and the node SHOULD reorigi nate the corresponding TE
Li nk Opaque LSAs. Wen a G aceful - Li nk- Shut down sub-TLV is received
for a point-to-point link, the renote node MJST identify the |oca
link that corresponds to the graceful -shutdown |ink and set its
metric to MaxLinkMetric (Oxffff), and the renote node MUST
reoriginate its Router-LSA with the changed netric. Wen TE is

enabl ed, the Traffic Engineering netric of the |link SHOULD be set to
(oxffffffff) and foll ow the procedures in [RFC5817]. Simlarly, the

Hegde, et al. St andards Track [ Page 8]
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renote node SHOULD set the Traffic Engineering netric of the link to
oxffffffff and SHOULD reorigi nate the TE Link Opaque LSA for the link
with the new val ue.

The Extended Link Opaque LSAs and the Extended Link TLV are not
scoped for nulti-topology [RFC4915]. In multi-topol ogy depl oynents

[ RFC4915], the Graceful -Link-Shutdown sub-TLV advertised in an

Ext ended Li nk Opaque LSA corresponds to all the topol ogies that
include the link. The receiver node SHOULD change the nmetric in the
reverse direction for all the topol ogies that include the renmpte |ink
and reoriginate the Router-LSA as defined in [ RFC4915].

When the originator of the G aceful-Link-Shutdown sub-TLV purges the
Ext ended Link Opaque LSA or reoriginates it w thout the

G acef ul - Li nk- Shut down sub-TLV, the renote node nust reoriginate the
appropriate LSAs with the netric and TE netric values set to their
ori gi nal val ues.

5. 2. Br oadcast/ NBMA Li nks

Br oadcast or Non-Broadcast Milti-Access (NBMA) networks in OSPF are
represented by a star topol ogy where the Designated Router (DR) is
the central point to which all other routers on the broadcast or NBMA
network | ogically connect. As a result, routers on the broadcast or
NBMA net work advertise only their adjacency to the DR Routers that
do not act as DRs do not form or advertise adjacencies with each
other. For the broadcast |inks, the MaxLinkMetric on the renote |ink
cannot be changed since all the neighbors are on same link. Setting
the link cost to MaxLinkMetric would inpact all paths that traverse
any of the neighbors connected on that broadcast |ink.

The node that has the link to be taken out of service MJST set the
metric of the link to MaxLinkMetric (Oxffff) and reoriginate the
Router-LSA. The Traffic Engineering nmetric of the |link SHOULD be set
to (Oxffffffff), and the node SHOULD reorigi nate the corresponding TE
Li nk Opaque LSAs. For a broadcast link, the two-part nmetric as
described in [RFC8042] is used. The node originating the

G acef ul - Li nk- Shut down sub- TLV MJST set the netric in the

Net wor k-t o- Router Metric sub-TLV to MaxLi nkMetric (Oxffff) for OSPFv2
and OSPFv3 and reoriginate the corresponding LSAs. The nodes that
receive the two-part netric should follow the procedures described in
[ RFC8042]. The backward-conpatibility procedures described in

[ RFC8042] should be followed to ensure | oop-free routing.

Hegde, et al. St andards Track [ Page 9]
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5.3. Point-to-Miltipoint Links

Qperation for the point-to-multipoint (P2MP) links is simlar to the
poi nt-to-point links. Wen a G aceful-Link-Shutdown sub-TLV is
received for a point-to-multipoint link, the renpte node MJST

i dentify the neighbor that corresponds to the graceful -shutdown |ink
and set its nmetric to MaxLinkMetric (Oxffff). The renote node MUST
reoriginate the Router-LSA with the changed netric for the
correspondi ng nei ghbor.

5.4. Unnunbered Interfaces

Unnunbered interfaces do not have a unique | P address and borrow
their address fromother interfaces. [RFC2328] describes procedures
to handl e unnunbered interfaces in the context of the Router-LSA. W
apply a simlar procedure to the Extended Link TLV advertising the
G acef ul - Li nk- Shut down sub-TLV in order to handl e unnunbered
interfaces. The Link-Data field in the Extended Link TLV incl udes
the Local Interface ID instead of the | P address. The Local/Renote
Interface I D sub-TLV MJUST be advertised when there are nultiple
paral | el unnumbered interfaces between two nodes. One of the
mechani snms to obtain the Interface ID of the renote side is defined
in [ RFC4203].

5.5. Hybrid Broadcast and P2MP I nterfaces

Hybrid Broadcast and P2MP interfaces represent a broadcast network
nodel ed as P2MP interfaces. [RFC6845] describes procedures to handl e
these interfaces. Operation for the Hybrid interfaces is simlar to
operation for the P2MP interfaces. Wen a G aceful -Li nk- Shut down
sub-TLV is received for a hybrid link, the renote node MJST identify
t he nei ghbor that corresponds to the graceful -shutdown |ink and set
its netric to MaxLinkMetric (Oxffff). Al the renpote nodes connected
to the originator MJST reoriginate the Router-LSA with the changed
metric for the nei ghbor

6. Backward Conpatibility

The nechani sns described in the document are fully backward
conpatible. It is required that the node adverting the

G acef ul - Li nk- Shut down sub-TLV as well as the node at the remote end
of the graceful -shutdown Iink support the extensions described herein

for the traffic to be diverted fromthe graceful -shutdown link. If
the renote node doesn’t support the capability, it will still use the
graceful -shutdown |ink, but there are no other adverse effects. In

the case of broadcast |inks using two-part netrics, the backward-
conpatibility procedures as described in [ RFC8042] are applicable.
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7. Applications
7.1. Overlay Network

Many service providers offer L2 services to a customer connecting
different |l ocations. The custoner’s |GP protocol creates a seanl ess
private network (overlay network) across the locations for the
customer. Service providers want to offer graceful-shutdown
functionality when the PE device is taken out for maintenance. There
can be | arge nunber of custonmers attached to a PE node, and the
renote endpoints for these L2 attachnent circuits are spread across
the service provider’s network. Changing the metric for al
corresponding L2 circuits in both directions is a tedious and error-
prone process. The graceful -1ink-shutdown feature sinplifies the
process by increasing the metric on the CE-CE overlay link so that
traffic in both directions is diverted away fromthe PE undergoi ng
mai nt enance. The graceful -1ink-shutdown feature allows the link to
be used as a last-resort link so that traffic is not disrupted when
alternate paths are not avail able.

—————— PE3---------------PE4------CES3
/ \
/ \
CEl--------- PEl---------- PE2--------- CE2
\
\
—————— CE4

CE: Custoner Edge
PE: Provi der Edge

Figure 7: Overlay Network

In the exanple shown in Figure 7, when the PEl node is going out of
service for maintenance, a service provider sets the PE1 to stub-
router state and comuni cates the pending nai ntenance action to the
overlay customer networks. The nmechani sns used to communi cate
between PE1 and CEl is outside the scope of this docunment. CEl sets
the graceful -1ink-shutdown state on its |Iinks connecting CE3, CE2,
and CE4, changes the nmetric to MaxLinkMetric, and reoriginates the
corresponding LSA. The renote end of the link at CE3, CE2, and CE4
al so set the netric on the link to MaxLinkMetric, and the traffic
fromboth directions gets diverted away from PEL.

Hegde, et al. St andards Track [ Page 11]
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7.2. Controller-Based Depl oynments

In controll er-based depl oynents where the controller participates in
the 1GP protocol, the controller can also receive the
graceful -1i nk-shutdown information as a warning that |ink nmaintenance
is immnent. Using this information, the controller can find
alternate paths for traffic that uses the affected link. The
controller can apply various policies and reroute the LSPs away from
the 1ink undergoing mai ntenance. |If there are no alternate paths
satisfying the constraints, the controller mght tenporarily rel ax
those constraints and put the service on a different path.

Increasing the link nmetric al one does not specify the maintenance
activity as the nmetric could increase in events such as LDP-1GP
synchroni zation. An explicit indication fromthe router using the

G acef ul - Li nk- Shut down sub-TLV is needed to informthe controller or
head-end routers.

P3

Al ternate Path
Figure 8: Controller-Based Traffic Engi neering

In the above exanple, the PE1->PE2 LSP is set up to satisfy a
constraint of 10 Gbhps bandwi dth on each link. The Iinks Pl1->P3 and
P3->P2 have only 1 Gops capacity, and there is no alternate path

sati sfying the bandwi dth constraint of 10 CGbhps. Wen the P1->P2 |ink
is being prepared for maintenance, the controller receives the
graceful -1i nk-shutdown information, as there is no alternate path
avail abl e that satisfies the constraints, and the controller chooses
a path that is less optimal and tenporarily sets up an alternate path
via P1->P3->P2. Once the traffic is diverted, the P1->P2 |ink can be
taken out of service for maintenance/ upgrade.
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7. 3. L3VPN Servi ces and Sham Li nks

Many service providers offer Layer 3 Virtual Private Network (L3VPN)
services to custoners, and CE-PE |inks run OSPF [ RFC4577]. Wen the
PE is taken out of service for mmintenance, all the links on the PE
can be set to graceful-1ink-shutdown state, which will guarantee that
the traffic to/fromdual -honed CEs gets diverted. The interaction
bet ween OSPF and BGP is outside the scope of this docunent. A
mechani sm based on [ RFC6987] with sunmaries and externals that are
advertised with high nmetrics could al so be used to achieve the sane
functionality when inpl enentati ons support high nmetrics adverti senent
for summaries and externals.

Anot her useful use case is when |SPs provide sham!link services to
custonmers [RFC4577]. \Wen the PE goes out of service for

mai nt enance, all shamlinks on the PE can be set to graceful-1ink-
shutdown state, and traffic can be diverted fromboth ends w t hout
having to touch the configurations on the renpte end of the sham
I'i nks.

7.4. Hub and Spoke Depl oynent

OSPF is largely deployed in Hub and Spoke depl oynents with a |arge
nunber of Spokes connecting to the Hub. It is a general practice to
deploy multiple Hubs with all Spokes connecting to these Hubs to
achi eve redundancy. The nmechani sm defined in [RFC6987] can be used
to divert the Spoke-to-Spoke traffic fromthe overl oaded Hub router
The traffic that flows from Spokes via the Hub into an externa
network may not be diverted in certain scenarios. Wen a Hub node
goes down for naintenance, all links on the Hub can be set to
graceful -1i nk-shutdown state, and traffic gets diverted fromthe
Spoke sites as well w thout having to nake configuration changes on
t he Spokes.

8. Security Considerations

Thi s docunent utilizes the OSPF packets and LSAs described in

[ RFC2328] , [RFC3630], [RFC5329], and [RFC5340]. The authentication
procedures described in [RFC2328] for OSPFv2 and [ RFC4552] for OSPFv3
are applicable to this docunent as well. This docunent does not

i ntroduce any further security issues other than those discussed in

[ RFC2328] and [ RFC5340] .
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9. | ANA Consi derations

| ANA has registered the following in the "OSPFv2 Extended Link TLV
Sub- TLVs" registry:

7 - G aceful -Li nk- Shut down Sub- TLV
8 - Renote | Pv4 Address Sub-TLV
9 - Local/Renpte Interface | D Sub-TLV

I ANA has registered the follow ng value in the "OSPFv3 Ext ended-LSA
Sub- TLVS" registry:

8 - G aceful - Li nk- Shut down sub- TLV

| ANA has registered the following value in the "BGP-LS Node
Descriptor, Link Descriptor, Prefix Descriptor, and Attribute TLVS"
registry [ RFC7752]":

1121 - G acef ul - Li nk- Shut down TLV
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