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Abst r act

Low Power W de Area Networks (LPWANs) are wirel ess technol ogies with

characteristics such as | arge coverage areas, |ow bandw dth, possibly
very smal|l packet and application-layer data sizes, and |ong battery

life operation. This nmeno is an informational overview of the set of
LPWAN t echnol ogi es being considered in the | ETF and of the gaps that

exi st between the needs of those technol ogi es and the goal of running
I P in LPWANs.
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1. Introduction

Thi s docunent provi des background material and an overvi ew of the
technol ogi es being considered in the |ETF s | Pv6 over Low Power W de-
Area Networks (LPWAN) Working Group (W . It also provides a gap
anal ysi s between the needs of these technol ogies and currently
avai |l abl e |1 ETF specificati ons.
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Most technologies in this space aimfor a simlar goal of supporting
| arge numbers of very |ow cost, |owthroughput devices with very | ow
power consunption, so that even battery-powered devices can be

depl oyed for years. LPWAN devices also tend to be constrained in
their use of bandwi dth, for exanple, with limted frequencies being
allowed to be used within limted duty cycles (usually expressed as a
percentage of time per hour that the device is allowed to transmit).
As the name inplies, coverage of |large areas is also a comon goal

So, by and large, the different technol ogies aimfor deploynent in
very simlar circunstances.

Wil e all constrai ned networks nust bal ance power consunption /
battery life, cost, and bandwi dth, LPWANs prioritize power and cost
benefits by accepting severe bandwi dth and duty cycle constraints
when making the required trade-offs. This prioritization is nmade in
order to get the nultiple-kiloneter radio links inplied by "Wde
Area" in LPWAN s nane.

Exi sting pilot deployments have shown huge potential and created mnuch
industrial interest in these technologies. At the time of witing,
essentially no LPWAN end devices (other than for W-SUN) have IP
capabilities. Connecting LPWANs to the Internet would provide
significant benefits to these networks in terms of interoperability,
appl i cation depl oynent, and managenent (anong others). The goal of
the LPWAN WG i s to, where necessary, adapt |ETF-defined protocols,
addr essi ng schemes, and naming conventions to this particul ar
constrai ned environnent.

This docunent is largely the work of the people listed in the
Contri butors section

2.  LPWAN Technol ogi es

This section provides an overview of the set of LPWAN technol ogi es
that are being considered in the LPMN WG The text for each was
mai nly contributed by proponents of each technol ogy.

Note that this text is not intended to be normative in any sense; it
simply exists to help the reader in finding the rel evant Layer 2 (L2)
specifications and in understandi ng how those integrate with | ETF-
defined technologies. Sinmlarly, there is no attenpt here to set out
the pros and cons of the rel evant technol ogies.
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LoRaVWAN
1. Provenance and Docunents

LoRaWAN is a wirel ess technol ogy based on Industrial, Scientific, and
Medical (I1SM that is used for |ong-range | ow power | owdata-rate
appl i cations devel oped by the LoRa Alliance, a nmenbership consortium
<https://ww. | ora-alliance.org/>  This docunent is based on Version
1.0.2 of the LoRa specification [LoRaSpec]. That specification is
publicly avail able and has al ready seen several deploynents across

t he gl obe.

2. Characteristics

LoRaWAN ai ns to support end devices operating on a single battery for
an extended period of tine (e.g., 10 years or nore), extended
coverage through 155 dB nmaxi mum coupling | oss, and reliable and
efficient file downl oad (as needed for renpte software/firnware

upgr ade) .

LoRaWAN networks are typically organized in a star-of-stars topol ogy
in which Gateways relay nessages between end devices and a centra
"network server" in the backend. Gateways are connected to the
network server via IP links while end devices use single-hop LoRaWAN
communi cati on that can be received at one or nore Gateways

Conmuni cation is generally bidirectional; uplink comrunication from
end devices to the network server is favored in terns of overal
bandwi dth availability.

Figure 1 shows the entities involved in a LoRaWAN net wor k.

Fomm oo - +
| End Device| * * *
TS + * R +
* | Gateway +---+
- + * S - + | S - +
| End Device| * * * +---+ Network +--- Application
R + * | | Server |
F T + | TS +
Fome - + * | Gateway +---+
| End Device| * * * R +
Ry +
Key: * LoRaWAN Radi o

+---+ | P connectivity

Figure 1: LoRaWAN Architecture
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0o End Device: a LoRa client device, sonetines called a "note".
Conmuni cates wi th Gat eways.

0 Gateway: a radio on the infrastructure side, sonetines called a
"concentrator"” or "base station”. Comrunicates with end devices
and, via IP, with a network server.

0 Network Server: The Network Server (NS) term nates the LoRaWAN
Medi um Access Control (MAC) |ayer for the end devices connected to
the network. It is the center of the star topol ogy.

0 Join Server: The Join Server (JS) is a server on the Internet side
of an NS that processes join requests froman end devices.

o Uplink message: refers to comunications froman end device to a
network server or application via one or nore Gateways.

o Downlink nessage: refers to comunications froma network server
or application via one Gateway to a single end device or a group
of end devices (considering multicasting).

o0 Application: refers to application-layer code both on the end
device and running "behind" the NS. For LoRaWAN, there will
generally only be one application running on nost end devices.
Interfaces between the NS and the application are not further
descri bed here.

I n LoRaWAN net wor ks, end device transm ssions may be received at
mul ti pl e Gateways, so, during nom nal operation, a network server may
see nultiple instances of the sane uplink nmessage froman end devi ce.

The LoRaWAN network infrastructure nanages the data rate and Radio
Frequency (RF) output power for each end device individually by nmeans
of an Adaptive Data Rate (ADR) schene. End devices may transnit on
any channel allowed by | ocal regulation at any tine.

LoRaWAN r adi os nake use of | SM bands, for exanple, 433 Mz and 868
MHz within the European Union and 915 MHz in the Americas.

The end devi ce changes channels in a pseudorandom fashi on for every

transm ssion to help nake the system nore robust to interference and/
or to conformto |ocal regulations.
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Figure 2 shows that after a transmission slot, a C ass A device turns
on its receiver for two short receive windows that are offset from
the end of the transm ssion wi ndow. End devices can only transmt a
subsequent uplink frame after the end of the associated receive

wi ndows. \When a device joins a LoRaWAN network, there are simlar
timeouts on parts of that process.

Figure 2: LoRaWAN C ass A Transm ssi on and Recepti on W ndow

G ven the different regional requirenents, the detail ed specification
for the LoRaWAN Physical |ayer (PHY) (taking up nore than 30 pages of
the specification) is not reproduced here. Instead, and mainly to
illustrate the kinds of issue encountered, Table 1 presents sone of
the default settings for one | SM band (without fully explaining those
here); Table 2 describes maxi ma and m nima for sone paraneters of
interest to those defining ways to use | ETF protocols over the
LoRaWAN MAC | ayer.

o e e e e o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Par anet ers | Def aul t Val ue |
O . +
Rx delay 1 1ls
Rx del ay 2 2 s (must be RECEIVE _DELAY1 + 1 s)

join delay 2 6 s

868MHz Def aul t
channel s

3 (868.1,868.2,868.3), data rate: 0.3-50

I I I
I I I
I I I
| | |
| join delay 1 | 5 s |
I I I
I I I
I I I
I I I
| | kbit/s |

Table 1. Default Settings for EU 868 MHz Band
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e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - R S +
| Paramet er/ Notes | Mn | Max |
o e e e e e e e e e e e e e e e e e e e e e e e e e me— o Fomm oo S R +
| Duty Cycle: sone but not all |SM bands inpose | 1% | no |
| alimt in terns of how often an end device | | limt |
| can transmt. |In sonme cases, LoORaWAN is nore | | |
| restrictive in an attenpt to avoid congestion. | | |
I I I I
| EU 868 MHz band data rate/frane size | 250 | 50000 |
| | bits/s | bits/s

| | : 59 | : 250 |
| | octets | octets

I I I I
| US 915 MHz band data rate/frane size | 980 | 21900

| | bits/s | bits/s

| | 19 | 250 |
| | octets | octets

o m e e e e e e e e e e e e e e e e e e e e e mee—ooon T S +

Table 2: Mnima and Maxi ma for Vari ous LoRaWAN Par anet er s

Note that, in the case of the snmallest frane size (19 octets), 8
octets are required for LoRa MAC | ayer headers, leaving only 11
octets for payload (including MAC | ayer options). However, those
settings do not apply for the join procedure -- end devices are
required to use a channel and data rate that can send the 23-byte
Joi n- Request nessage for the join procedure.

Upl i nk and downl i nk higher-layer data is carried in a MACPayl oad.
There is a concept of "ports" (an optional 8-bit value) to handle
di fferent applications on an end device. Port zero is reserved for
LoRaWAN- speci fi ¢ messagi ng, such as the configuration of the end
device’s network paraneters (avail abl e channels, data rates, ADR
paraneters, Rx Delay 1 and 2, etc.).

In addition to carrying higher-layer PDUs, there are Joi n-Request and
Joi n- Response (aka Joi n- Accept) nessages for handling network access.
And so-called "MAC commands" (see below) up to 15 bytes | ong can be
pi ggybacked in an options field ("FOpts").

There are a nunber of MAC commands for |ink and device status
checki ng, ADR and duty cycle negotiation, and nanagi ng the RX w ndows
and radi o channel settings. For exanple, the Iink check response
message allows the NS (in response to a request froman end device)
to informan end device about the signal attenuation seen npst
recently at a Gateway and to tell the end device how many Gateways
recei ved the corresponding |link request MAC conmand.
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Some MAC conmands are initiated by the network server. For exanple,
one command all ows the network server to ask an end device to reduce
its duty cycle to only use a proportion of the maxinumallowed in a
region. Another allows the network server to query the end device's
power status with the response fromthe end devi ce specifying whether
it has an external power source or is battery powered (in which case,
a relative battery level is also sent to the network server).

In order to operate nomnally on a LoRaWAN network, a device needs a
32-bit device address, which is assigned when the device "joins" the
network (see below for the join procedure) or that is pre-provisioned
into the device. 1In case of roam ng devices, the device address is
assi gned based on the 24-bit network identifier (NetlID) that is

all ocated to the network by the LoRa Al liance. Non-roam ng devices
can be assigned device addresses by the network without relying on a
Net I D assigned by the LoRa Alliance.

End devices are assunmed to work with one or quite a limted nunber of
applications, identified by a 64-bit AppEU, which is assuned to be a
registered | EEE EU 64 value [EU 64]. In addition, a device needs to
have two symretric session keys, one for protecting network artifacts
(port=0), the NwkSKey, and another for protecting application-I|ayer
traffic, the AppSKey. Both keys are used for 128-bit AES

crypt ographi c operations. So, one option is for an end device to
have all of the above plus channel information, somehow
(pre-)provisioned; in that case, the end device can sinply start
transmtting. This is achievable in nany cases via out-of-band means
given the nature of LoRaWAN networks. Table 3 summarizes these

val ues.

DevAddr (32 bits) = device-specific network address
generated fromthe NetlD

I I I
| | |
| AppEU | | EEE EU 64 val ue corresponding to the join server for |
| | an application |
I I I
| NwkSKey | 128-bit network session key used with AES- CMAC |
I I I
| AppSKey | 128-bit application session key used with AES- CTR |
I I I
| AppKey | 128-bit application session key used with AES-ECB |
S R T +

Tabl e 3: Val ues Required for Nomi nal Operation
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As an alternative, end devices can use the LoRaWAN j oi n procedure
with a join server behind the NS in order to set up sonme of these

val ues and dynamically gain access to the network. To use the join
procedure, an end device nust still know the AppEU and a different
(long-term symetric key that is bound to the AppEU (this is the
application key (AppKey), and it is distinct fromthe application
session key (AppSKey)). The AppKey is required to be specific to the
device; that is, each end device should have a different AppKey
value. Finally, the end device also needs a long-termidentifier for
itself, which is syntactically also an EU -64 and is known as the

device EU or DevEU . Table 4 summarizes these val ues.

S T I e +
| Val ue | Description |
S R T +
| DevEU | | EEE EU 64 nam ng the device |
I I I
| AppEU | | EEE EU 64 naming the application |
I I I
| AppKey | 128-bit long-termapplication key for use with AES

+

Tabl e 4: Val ues Required for Join Procedure

The join procedure involves a special exchange where the end device
asserts the AppEU and DevEU (integrity protected with the long-term
AppKey, but not encrypted) in a Join-Request uplink nessage. This is
then routed to the network server, which interacts with an entity
that knows that AppKey to verify the Join-Request. [If all is going
wel |, a Join-Accept downlink nessage is returned fromthe network
server to the end device. That nessage specifies the 24-bit NetlD
32-bit DevAddr, and channel information and from which the AppSKey
and NwkSKey can be derived based on know edge of the AppKey. This
provides the end device with all the values listed in Table 3.

Al'l payl oads are encrypted and have data integrity. MAC commands,
when sent as a payload (port zero), are therefore protected.

However, MAC commands pi ggybacked as frame options ("FOpts") are sent
in clear. Any MAC commands sent as frame options and not only as
payl oad, are visible to a passive attacker, but they are not
mal | eabl e for an active attacker due to the use of the Message
Integrity Check (M C) described bel ow.

For LoRaWAN version 1.0.x, the NwkSKey session key is used to provide
data integrity between the end device and the network server. The
AppSKey is used to provide data confidentiality between the end

devi ce and network server, or to the application "behind" the network
server, depending on the inplenentation of the network.
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Al MAC-| ayer nessages have an outer 32-bit M C cal cul ated using AES-
CMAC with the input being the ciphertext payl oad and ot her headers
and using the NwkSkey. Payloads are encrypted using AES-128, with a
count er-node derived from ][I EEE. 802.15.4] using the AppSKey.

Gat eways are not expected to be provided with the AppSKey or NwkSKey,
all of the infrastructure-side cryptography happens in (or "behind")
the network server. Wen session keys are derived fromthe AppKey as
a result of the join procedure, the Join-Accept nessage payload is
speci al | y handl ed.

The long-term AppKey is directly used to protect the Joi n- Accept
message content, but the function used is not an AES-encrypt
operation, but rather an AES-decrypt operation. The justification is
that this means that the end device only needs to inplenent the AES-
encrypt operation. (The counter-node variant used for payl oad
decryption neans the end device doesn’t need an AES-decrypt
primtive.)

The Joi n- Accept plaintext is always |less than 16 bytes |ong, so

El ectroni ¢ Code Book (ECB) node is used for protecting Join-Accept
messages. The Joi n- Accept nmessage contains an AppNonce (a 24-bit
value) that is recovered on the end device along with the other Join-
Accept content (e.g., DevAddr) using the AES-encrypt operation. Once
t he Joi n- Accept payload is available to the end device, the session
keys are derived fromthe AppKey, AppNonce, and other val ues, again
usi ng an ECB nmode AES-encrypt operation, with the plaintext input
bei ng a maxi num of 16 octets.

2.2. Narrowband |oT (NB-10T)
2.2.1. Provenance and Docunents

Narrowband I nternet of Things (NB-10T) has been devel oped and
standardi zed by 3GPP. The standardi zation of NB-10T was finalized
with 3GPP Rel ease 13 in June 2016, and further enhancenents for
NB-10T are specified in 3GPP Rel ease 14 in 2017 (for exanple, in the
formof nulticast support). Further features and inprovenents wll
be developed in the followi ng rel eases, but NB-10T has been ready to
be depl oyed since 2016; it is rather sinple to deploy, especially in
the existing LTE networks with a software upgrade in the operator’s
base stations. For nore information of what has been specified for
NB- 10T, 3GPP specification 36.300 [ TGPP36300] provi des an overview
and overal |l description of the Evolved Universal Terrestrial Radio
Access Network (E-UTRAN) radio interface protocol architecture, while
speci fications 36.321 [ TGPP36321], 36.322 [ TGPP36322], 36.323

[ TGPP36323], and 36.331 [ TGPP36331] give nore detail ed descriptions
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of MAC, Radio Link Control (RLC), Packet Data Convergence Protoco
(PDCP), and Radi o Resource Control (RRC) protocol |ayers,
respectively. Note that the description bel ow assunes famliarity
wi th numerous 3GPP terns.

For a general overview of NB-10T, see [nbiot-ov].
2.2.2. Characteristics

Specific targets for NB-10T include: nodule cost that is Less than US
$5, extended coverage of 164 dB maxi mum coupling |oss, battery life
of over 10 years, ~55000 devices per cell, and uplink reporting

| atency of less than 10 seconds.

NB- 10T supports Hal f Dupl ex Frequency Division Duplex (FDD) operation
nmode with 60 kbit/s peak rate in uplink and 30 kbit/s peak rate in
downl i nk, and a Maxi mum Transm ssion Unit (MIU) size of 1600 bytes,
limted by PDCP | ayer (see Figure 4 for the protocol structure),
which is the highest layer in the user plane, as explained |ater

Any packet size up to the said MIU size can be passed to the NB-10T
stack from hi gher |ayers, segnentation of the packet is performed in
the RLC | ayer, which can segnment the data to transnission blocks with
a size as small as 16 bits. As the nane suggests, NB-10T uses
narrowbands wi th bandw dth of 180 kHz in both downlink and uplink

The nultiple access schene used in the downlink is Othogona
Frequency-Di vision Miultiplex (OFDVA) with 15 kHz sub-carrier spacing.
In uplink, Sub-Carrier Frequency-Division Miultiplex (SC FDMA) single
tone with either 15kHz or 3.75 kHz tone spacing is used, or
optionally nmulti-tone SC-FDVA can be used with 15 kHz tone spacing.

NB-1 0T can be deployed in three ways. In-band depl oyment neans that
the narrowband is deployed inside the LTE band and radi o resources
are flexibly shared between NB-10T and normal LTE carrier. In Guard-

band depl oynent, the narrowband uses the unused resource bl ocks

bet ween two adj acent LTE carriers. Standal one depl oynent is al so
supported, where the narrowband can be | ocated al one in dedicated
spectrum which makes it possible, for exanple, to refrane a GSM
carrier at 850/900 MHz for NB-10T. All three depl oynent nodes are
used in licensed frequency bands. The maxi mumtransn ssion power is
either 20 or 23 dBm for uplink transm ssions, while for downlink
transm ssi on the eNodeB nay use hi gher transm ssion power, up to 46
dBm dependi ng on the depl oyment.

A Maxi mum Coupling Loss (MCL) target for NB-10T coverage enhancements
defined by 3GPP is 164 dB. Wth this MCL, the performance of NB-10T
in downlink varies between 200 bps and 2-3 kbit/s, depending on the

depl oynent node. Stand-al one operation nmay achi eve the hi ghest data
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rates, up to a few kbit/s, while in-band and guard-band operations
may reach several hundreds of bps. NB-10T may even operate with an
MCL hi gher than 170 dB with very low bit rates.

For signaling optim zation, two options are introduced in addition to
the | egacy LTE RRC connection setup; nandatory Data-over-NAS (Contro
Pl ane optim zation, solution 2 in [TGPP23720]) and optional RRC
Suspend/ Resune (User Pl ane optimnization, solution 18 in [ TGPP23720]).
In the control -plane optim zation, the data is sent over Non-Access
Stratum (NAS), directly to/fromthe Mbile Managenent Entity (MVE)
(see Figure 3 for the network architecture) in the core network to
the User Equi prment (UE) without interaction fromthe base station
This means there is no Access Stratum security or header conpression
provided by the PDCP | ayer in the eNodeB, as the Access Stratumis
bypassed, and only limted RRC procedures. Header conpression based
on Robust Header Conpression (RoHC) may still optionally be provided
and term nated in the MVE

The RRC Suspend/ Resume procedures reduce the signaling overhead
required for UE state transition fromRRC Idle to RRC Connected node
conmpared to a | egacy LTE operation in order to have qui cker user-

pl ane transaction with the network and return to RRC | dl e node
faster.

In order to prolong device battery life, both Power-Saving Mde (PSM
and extended DRX (eDRX) are available to NB-10T. Wth eDRX, the RRC
Connected node DRX cycle is up to 10.24 seconds; in RRC Idle, the
eDRX cycle can be up to 3 hours. In PSM the device is in a deep

sl eep state and only wakes up for uplink reporting. After the
reporting, there is a wi ndow (configured by the network) during which
the device receiver is open for downlink connectivity or for

peri odi cal "keep-alive" signaling (PSM uses periodic TAU signaling
with additional reception wi ndows for downlink reachability)

Since NB-10T operates in a licensed spectrum it has no channe
access restrictions allowing up to a 100% duty cycl e.

3GPP access security is specified in [ TGPP33203].
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+- -+
| UE] \ F-- - - - + F-- - - - +
+--+ \ | MME |------ | HSS |

\ [ +------ + +o-m - - +
+- -+ [ TR + / |
| UE] ----| eNodeB |- |
+- -+ [4+-------- + \ |

/ \ o Heeeeee- +

/ \ | | Homm oo + Servi ce Packet
+--+ / | S GW [----] P-GWN|---- Data Network (PDN)
| UE| | | oo + e.g., Internet
+- -+ Fommm e a - +

Figure 3: 3GPP Network Architecture

Figure 3 shows the 3GPP network architecture, which applies to
NB-10T. The MME is responsible for handling the nobility of the UE
The MME tasks include tracking and pagi ng UEs, session managenent,
choosing the Serving Gateway for the UE during initial attachment and
authenticating the user. At the MVE, the NAS signaling fromthe UE
is term nated

The Serving Gateway (S-GW routes and forwards the user data packets
t hrough the access network and acts as a nobility anchor for UEs
during handover between base stations known as eNodeBs and al so
during handovers between NB-10T and ot her 3GPP technol ogi es.

The Packet Data Network Gateway (P-GN works as an interface between
the 3GPP network and external networks.

The Hone Subscri ber Server (HSS) contains user-related and
subscription-related information. It is a database that perforns
mobi | ity managenent, session-establishnent support, user

aut henti cati on, and access authorizati on.

E- UTRAN consi sts of conponents of a single type, eNodeB. eNodeB is a
base station that controls the UEs in one or several cells.

The 3GPP radio protocol architecture is illustrated in Figure 4.
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Fomm e + Fomm e +
S |----1 Nas |
TS + | TS TS + | TS +
| RRC |----]----] RRC | S1-AP |----]----] S1-AP |
S + | S S + | S +
| PDCP  |----|----] PDCP | SCTP  |----|----| SCTP |
- + | - - + | - +
| RLC |----]----] RC | IP |----]----1 1P |
TS + | TS TS + | TS +
| MC |----]----] MG ] L2 e N ™ |
S + | S S + | S +
| PHY  |----]----] PHY | PHY  |----]----| PHY |
Fomm e + Fomm e Fomm e + Fomm e +
LTE- Uu S1- MVE
UE eNodeB MVE

Figure 4: 3GPP Radio Protocol Architecture for the Control Pl ane

The radi o protocol architecture of NB-10T (and LTE) is separated into
the control plane and the user plane. The control plane consists of
protocol s that control the radi o-access bearers and the connection
between the UE and the network. The highest |ayer of control plane
is called the Non-Access Stratum (NAS), which conveys the radio
signal i ng between the UE and the Evol ved Packet Core (EPC), passing
transparently through the radio network. The NAS is responsible for
aut henti cation, security control, nobility nmanagement, and bearer
nmanagenent .

The Access Stratum (AS) is the functional |ayer below the NAS; in the
control plane, it consists of the Radio Resource Control (RRC
protocol [TGPP36331], which handl es connection establishment and

rel ease functions, broadcast of systeminformation, radio-bearer
establi shnent, reconfiguration, and release. The RRC configures the
user and control planes according to the network status. There exist
two RRC states, RRC Idle or RRC Connected, and the RRC entity

controls the switching between these states. In RRC.Idle, the
network knows that the UE is present in the network, and the UE can
be reached in case of an incomng call/downlink data. In this state,

the UE nonitors paging, performs cell measurenents and cel
sel ection, and acquires systeminformation. Al so, the UE can receive
broadcast and multicast data, but it is not expected to transmt or

recei ve unicast data. In RRC Connected state, the UE has a
connection to the eNodeB, the network knows the UE | ocation on the
cell level, and the UE may receive and transmit unicast data. An RRC

connection is established when the UE is expected to be active in the
network, to transnmt or receive data. The RRC connection is

rel eased, switching back to RRC Idle, when there is no nore traffic;
this is in order to preserve UE battery life and radi o resources.
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However, as nentioned earlier, a new feature was introduced for
NB-10T that allows data to be transmitted fromthe MVE directly to
the UE and then transparently to the eNodeB, thus bypassing AS
functions.

The PDCP' s [ TGPP36323] mmin services in the control plane are
transfer of control -plane data, ciphering, and integrity protection.

The RLC protocol [TGPP36322] perforns transfer of upper-Ilayer PDUs
and, optionally, error correction with Autonatic Repeat reQuest
(ARQ, concatenation, segnentation, and reassenbly of RLC Service
Data Units (SDUs), in-sequence delivery of upper-|ayer PDUs,
duplicate detection, RLC SDU discarding, RLCre-establishment, and
protocol error detection and recovery.

The MAC protocol [TGPP36321] provi des mappi ng between | ogica

channel s and transport channels, multiplexing of MAC SDUs, scheduling
informati on reporting, error correction with Hybrid ARQ (HARQ,
priority handling, and transport fornmat sel ection.

The PHY [ TGPP36201] provi des data-transport services to higher

| ayers. These include error detection and indication to higher

| ayers, Forward Error Correction (FEC) encodi ng, HARQ soft-conbini ng,
rat e- mat chi ng, nmapping of the transport channels onto physica
channel s, power-wei ghting and nodul ati on of physical channels,
frequency and tine synchroni zation, and radi o characteristics

measur enent s.

The user plane is responsible for transferring the user data through
the Access Stratum It interfaces with IP and the highest |ayer of
the user plane is the PDCP, which, in the user plane, perfornms header
compressi on using ROHC, transfer of user-plane data between eNodeB
and the UE, ciphering, and integrity protection. Simlar to the
control plane, |lower layers in the user plane include RLC, MAC, and
the PHY perfornming the sane tasks as they do in the control plane.

2.3. Sigfox

2.3.1. Provenance and Docunents
The Sigfox LPWAN is in line with the term nol ogy and specifications
bei ng defined by ETSI [etsi_unb]. As of today, Sigfox's network has
been fully deployed in 12 countries, wth ongoing depl oyments in 26

other countries, giving in total a geography of 2 mllion square
kil oneters, containing 512 mllion people.
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2.3.2. Characteristics

Si gf ox LPWAN aut ononous battery-operated devices send only a few
bytes per day, week, or nonth, in principle, allowing themto remain
on a single battery for up to 10-15 years. Hence, the systemis
designed as to allow devices to | ast several years, sonetinmes even
buried underground.

Since the radi o protocol is connectionless and optim zed for uplink
conmuni cati ons, the capacity of a Sigfox base station depends on the
nunber of nmessages generated by devices, and not on the actual nunber
of devices. Likewise, the battery |life of devices depends on the
nunber of nessages generated by the device. Depending on the use
case, devices can vary fromsending | ess than one nmessage per device
per day to dozens of messages per device per day.

The coverage of the cell depends on the |ink budget and on the type
of deploynent (urban, rural, etc.). The radio interface is conpliant
with the follow ng regul ations:

Spectrum al l ocation in the USA [fcc_ref]
Spectrum al l ocation in Europe [etsi_refl] [etsi_ref2]
Spectrum al l ocation in Japan [arib_ref]
The Sigfox radio interface is also conpliant with the | oca
regul ations of the follow ng countries: Australia, Brazil, Canada,
Kenya, Lebanon, Mauritius, Mexico, New Zeal and, Oman, Peru
Si ngapore, South Africa, South Korea, and Thail and.
The radio interface is based on Utra Narrow Band (UNB)
communi cati ons, which allow an increased transm ssion range by
spending a limted anmount of energy at the device. Moreover, UNB
all ows a | arge nunber of devices to coexist in a given cell without
significantly increasing the spectruminterference.
Bot h uplink and downlink are supported, although the systemis
optim zed for uplink communi cati ons. Due to spectrum optim zations,
different uplink and downlink frames and tine synchroni zati on net hods
are needed.
The main radi o characteristics of the UNB uplink transnission are:
0 Channelization mask: 100 Hz / 600 Hz (depending on the region)

o Uplink baud rate: 100 baud / 600 baud (depending on the region)
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0 Modul ation schene: DBPSK
o Uplink transm ssion power: conpliant with |ocal regulation
0 Link budget: 155 dB (or better)

0 Central frequency accuracy: not relevant, provided there is no
significant frequency drift within an uplink packet transm ssion

For exanple, in Europe, the UNB uplink frequency band is |limted to
868.00 to 868.60 M1z, with a maxi mum out put power of 25 nWand a duty
cycle of 1%

The format of the uplink frame is the foll ow ng:

| Preanble| Frane | Dev ID | Payl oad | Msg Auth Code| FCS |

I | Sync | I I I I
Figure 5: Uplink Franme Fornmat

The uplink franme is conposed of the followi ng fields:

0 Preamble: 19 bits

o0 Frane sync and header: 29 bits

o Device ID 32 bits

o Payload: 0-96 bits

0 Authentication: 16-40 bits

o Frane check sequence: 16 bits (Cyclic Redundancy Check (CRC))

The main radi o characteristics of the UNB downlink transnission are:

0o Channelization mask: 1.5 kHz

o Downlink baud rate: 600 baud

0 Modul ation schene: G-SK

0 Downlink transm ssion power: 500 mW/ 4W (depending on the region)

0 Link budget: 153 dB (or better)
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0 Central frequency accuracy: the center frequency of downlink
transm ssion is set by the network according to the correspondi ng
uplink transm ssion

For exanple, in Europe, the UNB downlink frequency band is linmted to

869.40 to 869.65 M1z, with a maxi mum out put power of 500 mMiWwith 10%

duty cycle.

The format of the downlink frane is the foll ow ng:

| Preanble | Frane| ECC | Payl oad | Msg Aut h Code| FCS |

I | Sync | I I I I
Figure 6: Downlink Frane Format

The downlink frame is conposed of the follow ng fields:

o Preanmble: 91 bits

o0 Frane sync and header: 13 bits

0o Error Correcting Code (ECC): 32 bits

o Payload: 0-64 bits

0 Authentication: 16 bits

o Frane check sequence: 8 bits (CRC

The radio interface is optim zed for uplink transm ssions, which are

asynchronous. Downlink comunications are achi eved by devices

querying the network for avail abl e dat a.

A device willing to receive downlink nessages opens a fixed w ndow

for reception after sending an uplink transnission. The delay and

duration of this wi ndow have fixed values. The network transnmits the

downl i nk nessage for a given device during the reception w ndow, and

the network al so selects the BS for transmtting the correspondi ng

downl i nk nessage

Upl i nk and downlink transmnissions are unbal anced due to the

regul atory constraints on | SM bands. Under the strictest
regul ations, the systemcan allow a maxi mum of 140 uplink nmessages
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and 4 downlink nmessages per device per day. These restrictions can
be slightly rel axed dependi ng on system conditions and the specific
regul atory domain of operation

+-- -+
| DEV] * - - +
-+ | RA |

+---+ * |
|DEV| * * % * |
+---+ * +----+ |

+-- -+ * +----+ | |
DA ----- | DEV|] * * * | SC |----- NA
oot - I |

oot * | BS |/
|[EV| * * * * +- - -+
oo -+ *

+-- -+ *
|DEV| * *
oo -+

Figure 7: Sigfox Network Architecture

Figure 7 depicts the different el enents of the Sigfox network
architecture.

Si gf ox has a "one-contract one-network" nodel allow ng devices to
connect in any country, w thout any need or notion of either roaning
or handover.

The architecture consists of a single cloud-based core network, which
al | ows gl obal connectivity with mninmal inpact on the end device and
radi o access network. The core network el enents are the Service
Center (SC) and the Registration Authority (RA). The SCis in charge
of the data connectivity between the BS and the Internet, as well as
the control and nanagement of the BSs and End Points (EPs). The RA
is in charge of the EP network access authorization

The radi o access network is conprised of several BSs connected
directly to the SC. Each BS perforns conplex L1/L2 functions,
| eaving sone L2 and L3 functionalities to the SC

The Devices (DEVs) or EPs are the objects that conmmunicate

application data between | ocal Device Applications (DAs) and Network
Applications (NAs).
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Devi ces (or EPs) can be static or nonadic, as they associate with the
SC and they do not attach to any specific BS. Hence, they can
communi cate with the SC through one or multiple BSs.

Due to constraints in the conplexity of the Device, it is assuned
that Devices host only one or very few device applications, which
nmost of the time conmunicate each to a single network application at
atine.

The radi o protocol authenticates and ensures the integrity of each
message. This is achieved by using a unique device ID and an

AES- 128- based nessage aut hentication code, ensuring that the nessage
has been generated and sent by the device with the ID claimed in the
message. Application data can be encrypted at the application |eve
or not, depending on the criticality of the use case, to provide a
bal ance between cost and effort versus risk. AES-128 in counter node
is used for encryption. Cryptographic keys are independent for each
device. These keys are associated with the device ID and separate
integrity and confidentiality keys are pre-provisioned. A
confidentiality key is only provisioned if confidentiality is to be
used. At the time of witing, the algorithns and keying details for
this are not published.

2.4. W-SUN Alliance Field Area Network (FAN)

Text here is via personal comrunication from Bob Heile

(bheil e@eee. org) and was aut hored by Bob and Sum Chin Sean. Paul
Duf fy (paduffy@isco.con) al so provided additional comments/input on
this section.

2.4.1. Provenance and Docunents

The W-SUN Al liance <https://www. w -sun.org/> is an industry alliance
for smart city, smart grid, smart utility, and a broad set of general
| oT applications. The W-SUN Alliance Field Area Network (FAN)
profile is open-standards based (prinmarily on | ETF and | EEE 802

st andards) and was devel oped to address applications |ike snmart

muni ci pality/city infrastructure nonitoring and managenent, Electric
Vehicle (EV) infrastructure, Advanced Metering Infrastructure (AM),
Distribution Automation (DA), Supervisory Control and Data

Acqui sition (SCADA) protection/ managenent, distributed generation
moni t ori ng and nanagenent, and nany nore |oT applications.
Additionally, the Alliance has created a certification programto
pronote gl obal nulti-vendor interoperability.

The FAN profile is specified within ANSI/TIA as an extension of work

previously done on Smart Utility Networks [ANSI-4957-000]. Updates
to those specifications intended to be published in 2017 will contain
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details of the FAN profile. A current snapshot of the work to
produce that profile is presented in [w sun-pressiel] and
[ W sun-pressie?].

2.4.2. Characteristics

The FAN profile is an I Pv6 wireless mesh network with support for
enterprise-level security. The frequency-hopping wrel ess nesh
topol ogy ains to offer superior network robustness, reliability due
to hi gh redundancy, good scalability due to the flexible nesh
configuration, and good resilience to interference. Very |ow power
nmodes are in devel opnent pernitting |ong-termbattery operation of
net wor k nodes.

The following list contains sone overall characteristics of W-SUN
that are relevant to LPWAN applicati ons.

o Coverage: The range of W-SUN FAN is typically 2 - 3 kmin line of
sight, matching the needs of nei ghborhood area networks, canmpus
area networks, or corporate area networks. The range can al so be
ext ended via multi-hop networKking.

0 High-bandwidth, lowlink |atency: W-SUN supports relatively high
bandwi dth, i.e., up to 300 kbit/s [FANOV], enabl es renote update
and upgrade of devices so that they can handl e new applications,
extending their working life. W-SUN supports LPWAN | oT
applications that require on-demand control by providing | ow |ink
| atency (0.02 s) and bidirectional conmmunication

0 Low power consunption: FAN devices draw | ess than 2 uA when
resting and only 8 mA when listening. Such devices can maintain a
long lifetime, even if they are frequently listening. For
i nstance, suppose the device transmts data for 10 ns once every
10 s; theoretically, a battery of 1000 mAh can |ast nore than 10
years.

0 Scalability: Tens of millions of W-SUN FAN devi ces have been
depl oyed in urban, suburban, and rural environments, including
depl oynents with nore than 1 mllion devices

A FAN contains one or nore networks. Wthin a network, nodes assune
one of three operational roles. First, each network contains a
Border Router providing WAN connectivity to the network. The Border
Rout er mai ntains source-routing tables for all nodes within its

net wor k, provi des node authenticati on and key managenent services,
and di ssemi nates network-wi de information such as broadcast
schedul es. Second, Router nodes, which provide upward and downward
packet forwarding (within a network). A Router also provides
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services for relaying security and address nanagenent protocol s.
Finally, Leaf nodes provide m ni mum capabilities: discovering and
joining a network, sending/receiving |Pv6 packets, etc. A | ow power
network may contain a nesh topology with Routers at the edges that
construct a star topology with Leaf nodes.

The FAN profile is based on vari ous open standards devel oped by the
I ETF (including [ RFC768], [RFC2460], [RFC4443], and [ RFC6282]).

Rel ated | EEE 802 standards include [I|EEE. 802.15.4] and

[ EEE. 802. 15.9]. For Low Power and Lossy Networks (LLNs), see ANSI/
TI' A [ ANSI - 4957-210] .

The FAN profile specification provides an application-independent

| Pv6- based transport service. There are two possible methods for
establishing | Pv6 packet routing: the Routing Protocol for Low Power
and Lossy Networks (RPL) at the Network |ayer is nmandatory, and

Mul ti-Hop Delivery Service (MHDS) is optional at the Data Link |ayer
Fi gure 8 provides an overvi ew of the FAN network stack.

The Transport service is based on UDP (defined in [RFC768]) or TCP
(defined in [ RFC793].

The Network service is provided by I Pv6 as defined in [ RFC2460] with
an | Pv6 over Low Power Wrel ess Personal Area Networks (6LoWPAN)
adaptation as defined in [ RFC4944] and [RFC6282]. | CWPv6, as defined
in [RFC4443], is used for the control plane during informtion
exchange.

The Data Link service provides both control/ managenent of the PHY and
data transfer/nmanagenent services to the Network |layer. These
services are divided into MAC and Logi cal Link Control (LLC) sub-

| ayers. The LLC sub-layer provides a protocol dispatch service that
supports 6LOWPAN and an optional MAC sub-layer mesh service. The MAC
sub-layer is constructed using data structures defined in

[ EEE. 802. 15.4]. Miltiple nodes of frequency hopping are defi ned.
The entire MAC payl oad is encapsulated in an [|EEE. 802. 15. 9]
Information El enent to enable LLC protocol dispatch between upper-

| ayer 6LOWPAN processi ng and MAC sub-1ayer mesh processing, etc.
These areas will be expanded once [I|EEE. 802.15.12] is conpl et ed.

The PHY service is derived froma subset of the SUN FSK specification
in [IEEE. 802.15.4]. The 2-FSK nodul ati on schermes, with a channel -
spaci ng range from 200 to 600 kHz, are defined to provide data rates
from50 to 300 kbit/s, with FEC as an optional feature. Towards
enabling ultra-| ow power applications, the PHY | ayer design is also
extendable to | owenergy and critical infrastructure-nonitoring

net wor ks.
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| Pv6 protocol suite
6LoWPAN Adapt ati on + Header Conpression
DHCPv6 for | P address managenent

Rout i ng using RPL

| CVMPv6

Uni cast and Multicast forwarding

MAC based on
[ 1 EEE. 802. 15. 4e] +
| E extensions

Frequency hoppi ng

Di scovery and Join

Prot ocol Dispatch ([IEEE. 802.15.9])
Several Frame Exchange patterns

Optional Mesh Under routing
([ ANSI - 4957-210])

o e e e e e e e oo o mm e e e e e e e e e e e e e e e e e e e e e e e e mma—mao +
| PHY based on | Various data rates and regions |
| [IEEE.802.15. 4q] | |
N O +
Security [ I EEE. 802. 1x] / EAP- TLS/ PKI Aut henti cati on

TLS_ECDHE_ECDSA W TH_AES 128_CCM 8
required for EAP-TLS

802. 11i Group Key Managenent

Frame security is inplenented as AES- CCw
as specified in [| EEE. 802. 15. 4]

Optional [ETSI-TS-102-887-2] Node 2 Node
Key Managenent

Figure 8 W-SUN Stack Overview
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The FAN security supports Data Link |ayer network access control,

mut ual aut hentication, and establishnment of a secure pairwi se link
between a FAN node and its Border Router, which is inmplenented with
an adaptation of [I|EEE.802.1x] and EAP-TLS as described in [ RFC5216]
usi ng secure device identity as described in [|EEE. 802. 1AR].
Certificate formats are based upon [ RFC5280]. A secure group link
between a Border Router and a set of FAN nodes is established using
an adaptation of the [|EEE. 802.11] Four-Way Handshake. A set of four
group keys are mmintained within the network, one of which is the
current transmt key. Secure node-to-node |inks are supported

bet ween one-hop FAN nei ghbors using an adaptation of

[ ETSI - TS-102-887-2]. FAN nodes inpl enment Frame Security as specified
in [| EEE. 802.15. 4].

3. Generic Term nol ogy

LPWAN t echnol ogi es, such as those di scussed above, have simlar
architectures but different termnology. W can identify different
types of entities in a typical LPWAN network:

o End devices are the devices or the "things" (e.g., sensors,
actuators, etc.); they are naned differently in each technol ogy
(End Devi ce, User Equi pnent, or EP). There can be a high density
of end devi ces per Radi o Gateway.

o0 The Radio Gateway, which is the EP of the constrained link. It is
known as: Gateway, Evolved Node B or base station

0 The Network Gateway or Router is the interconnection node between
the Radio Gateway and the Internet. It is known as the Network
Server, Serving GN or Service Center.

0 LPWAN- AAA server, which controls user authentication. It is known
as the Join-Server, Hone Subscriber Server, or Registration
Authority. (W use the term LPWAN- AAA server because we’'re not
assuning that this entity speaks RADI US or Di aneter as many/ nost
AAA servers do; but, equally, we don't want to rule that out, as
the functionality will be simlar.)

o At last we have the Application Server, known al so as Packet Data
Node Gateway or Network Application.
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* SCEF = Service Capability Exposure Function

Figure 9: LPWAN Architecture Term nol ogy
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Figure 10: LPWAN Architecture
In addition to the nanes of entities, LPWANs are al so subject to
possi bly regional frequency-band regulations. Those may include
restrictions on the duty cycle, for exanple, requiring that hosts
only transmit for a certain percentage of each hour.
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4.

4.

4.

Gap Anal ysi s

Thi s section considers sone of the gaps between current LPWAN
technol ogi es and the goals of the LPWAN WG  Many of the generic
consi derations described in [RFC7452] will also apply in LPWANs, as
end devices can al so be considered to be a subclass of (so-called)
"smart objects". In addition, LPWAN device inplenenters will also
need to consider the issues relating to firmwvare updates described in
[ RFC8240] .

1. Naive Application of |Pv6

| Pv6 [ RFC8200] has been designed to allocate addresses to all the
nodes connected to the Internet. Nevertheless, the header overhead
of at |east 40 bytes introduced by the protocol is inconpatible with
LPWAN constraints. |If IPv6 with no further optinmzation were used,
several LPWAN franes could be needed just to carry the |P header
Anot her problemarises froml|Pv6é MU requirenents, which require the
| ayer bel ow to support at |east 1280 byte packets [RFC2460].

I Pv6 has a configuration protocol: Neighbor Di scovery Protocol (NDP)
[ RFC4861]). For a node to |l earn network parameters, NDP generates
regular traffic with a relatively |arge nessage size that does not
fit LPWAN constraints.

In sone LPWAN technol ogies, L2 nulticast is not supported. In that
case, if the network topology is a star, the solution and
considerations from Section 3.2.5 of [ RFC7668] may be appli ed.

O her key protocols (such as DHCPv6 [ RFC3315], | Psec [RFC4301] and
TLS [ RFC5246]) have sinmilarly problematic properties in this context.
Each protocol requires relatively frequent round-trips between the
host and some ot her host on the network. In the case of

crypt ographic protocols (such as IPsec and TLS), in addition to the
round-trips required for secure session establishnent, cryptographic
operations can require padding and addition of authenticators that
are problematic when considering LPWAN | ower |ayers. Note that nains
powered W -SUN nesh router nodes will typically be nore resource
capabl e than the other LPWAN technol ogi es di scussed. This can enable
use of nore "chatty" protocols for sone aspects of W-SUN

2. 6LOWPAN

Several technol ogies that exhibit significant constraints in various
di mensi ons have exploited the 6LOWPAN suite of specifications

([ RFC4944], [RFC6282], and [RFC6775]) to support |Pv6 [USES-6LQ .
However, the constraints of LPWANs, often nore extrene than those
typical of technol ogies that have (re-)used 6LOWPAN, constitute a
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4.

4.

chal l enge for the 6LOWPAN suite in order to enable |IPv6 over LPWAN.
LPWANs are characterized by device constraints (in terns of
processing capacity, menory, and energy availability), and
especially, link constraints, such as:

o tiny L2 payload size (from~10 to ~100 bytes),
o very lowbit rate (from~10 bit/s to ~100 kbit/s), and

o in sonme specific technol ogies, further nessage rate constraints
(e.g., between ~0.1 nessage/ m nute and ~1 nessage/ minute) due to
regional regulations that linmt the duty cycle.

2.1. Header Conpression

6LoWPAN header conpression reduces |Pv6 (and UDP) header overhead by
el i ding header fields when they can be derived fromthe |ink | ayer
and by assum ng that sonme of the header fields will frequently carry
expected val ues. 6LOWPAN provi des both statel ess and stateful header
compression. In the latter, all nodes of a 6LOWPAN are assuned to
share conpression context. |In the best case, the |IPv6 header for

i nk-1ocal communication can be reduced to only 2 bytes. For gl oba
conmuni cation, the | Pv6 header nmay be conpressed down to 3 bytes in
the nost extreme case. However, in nore practical situations, the
smal | est | Pv6 header size may be 11 bytes (one address prefix
compressed) or 19 bytes (both source and destination prefixes
compressed). These headers are | arge considering the |link-Iayer

payl oad size of LPWAN technol ogi es, and in sone cases, are even

bi gger than the LPWAN PDUs. 6LOWPAN was initially designed for

[ 1 EEE. 802. 15. 4] networks with a frame size up to 127 bytes and a

t hroughput of up to 250 kbit/s, which may or nmay not be duty cycl ed.

2.2. Address Autoconfiguration

Traditionally, Interface Identifiers (11Ds) have been derived from
link-layer identifiers [RFC4944]. This allows optim zations such as
header conpression. Neverthel ess, recent guidance has given advice
on the fact that, due to privacy concerns, 6LOWPAN devi ces shoul d not
be configured to enbed their link-layer addresses in the 11D by
default. [RFC8065] provides gui dance on better nethods for
generating |1Ds.

4.2.3. Fragnmentation

As stated above, 1Pv6 requires the |ayer below to support an MIU of
1280 bytes [RFC8200]. Therefore, given the | ow nmaxi num payl oad si ze
of LPWAN technol ogi es, fragnentation is needed.
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If a layer of an LPWAN technol ogy supports fragnentation, proper
anal ysis has to be carried out to deci de whether the fragmentation
functionality provided by the | ower |layer or fragmentation at the
adaptation |l ayer should be used. Oherw se, fragnmentation
functionality shall be used at the adaptation |ayer

6LOWPAN defined a fragnentati on mechani smand a fragmentati on header
to support the transm ssion of |Pv6 packets over |EEE. 802.15.4
networ ks [ RFC4944]. Wile the 6LoWPAN fragnmentati on header is
appropriate for the 2003 version of [I|EEE. 802.15.4] (which has a
frane payl oad size of 81-102 bytes), it is not suitable for severa
LPWAN t echnol ogi es, nmany of which have a maxi mum payl oad size that is
one order of magnitude bel ow that of the 2003 version of

[1 EEE. 802. 15.4]. The overhead of the 6LOWPAN fragmentation header is
hi gh, considering the reduced payl oad size of LPWAN technol ogi es, and
the limted energy availability of the devices using such
technologies. Furthernore, its datagramoffset field is expressed in

increments of eight octets. |In some LPWAN technol ogi es, the 6LOWPAN
fragmentati on header plus eight octets fromthe original datagram
exceeds the avail able space in the |ayer two payload. |In addition,

the MIU in the LPWAN networks could be variable, which inplies a
vari abl e fragnentation solution

4.2.4. Neighbor Discovery

6LoWPAN Nei ghbor Di scovery [RFC6775] defines optimizations to | Pv6 ND
[ RFC4861], in order to adapt functionality of the latter for networks
of devices using [|EEE. 802.15.4] or simlar technol ogies. The

optini zations conprise host-initiated interactions to allow for

sl eepi ng hosts, replacenment of nulticast-based address resolution for
hosts by an address registrati on nmechanism nultihop extensions for
prefix distribution and duplicate address detection (note that these
are not needed in a star topol ogy network), and support for 6LOoWPAN
header conpressi on.

6LOVWPAN ND may be used in not so severely constrai ned LPWAN net wor ks.
The rel ative overhead incurred will depend on the LPWAN technol ogy
used (and on its configuration, if appropriate). |In certain LPWAN
setups (with a maxi num payl oad si ze above ~60 bytes and duty-cycle-
free or equival ent operation), an RS/ RA/NS/ NA exchange may be
conpleted in a few seconds, w thout incurring packet fragnentation.

In other LPWANs (with a maxi num payl oad size of ~10 bytes and a
message rate of ~0.1 message/m nute), the sane exchange may take
hours or even days, |leading to severe fragnentati on and consum ng a
significant anount of the avail able network resources. 6LOWPAN ND
behavi or may be tuned through the use of appropriate values for the
default Router Lifetime, the Valid Lifetime in the PIGs, and the
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Valid Lifetime in the 6LOWPAN Context Option (6CO, as well as the
address Registration Lifetine. However, for the latter LPWANs
menti oned above, 6LOWPAN ND i s not suitable.

4.3. 6lo

The 6l 0 WG has been reusing and adapti ng 6LoWPAN to enable | Pv6
support over link-1layer technol ogi es such as Bl uetooth Low Energy
(BTLE), ITU- T G 9959 [(®959], Digital Enhanced Cordl ess

Tel ecommuni cations (DECT) Utra Low Energy (ULE), Ms/ TP-RS485, Near
Fi el d Conmmuni cati on (NFC) | EEE 802. 11ah. (See
<https://datatracker.ietf.org/wy/6lo/> for details on the 6lo WG)
These technol ogies are similar in several aspects to [I|EEE. 802.15. 4],
whi ch was the original 6LOWPAN target technol ogy.

6l o0 has nostly used the subset of 6LOWPAN techni ques best suited for
each | ower-1layer technol ogy and has provi ded additional optimzations
for technol ogi es where the star topology is used, such as BTLE or
DECT- ULE

The main constraint in these networks comes fromthe nature of the
devi ces (constrai ned devices); whereas, in LPWANs, it is the network
itself that inposes the nost stringent constraints.

4.4. 6tisch

The 1 Pv6 over the TSCH node of | EEE 802. 15.4e (6tisch) solution is
dedi cated to nesh networks that operate using [|EEE. 802.15.4e] NMAC

with a deternministic slotted channel. Tine-Slotted Channel Hopping
(TSCH) can help to reduce collisions and to enable a better bal ance
over the channels. It inproves the battery life by avoiding the idle

listening tine for the return channel

A key el ement of 6tisch is the use of synchronization to enable
determnism TSCH and 6tisch nay provide a standard schedul i ng
function. The LPWAN networks probably will not support
synchroni zation |ike the one used in 6tisch

4.5. RoHC

RoHC i s a header conpression nmechani sm [ RFC3095] devel oped for
multimedia flows in a point-to-point channel. RoOHC uses three |levels
of conpression, each level having its own header format. In the
first level, RoHC sends 52 bytes of header; in the second |evel, the
header could be from34 to 15 bytes; and in the third | evel, header
size could be from7 to 2 bytes. The level of conpression is nmanaged
by a Sequence Nunber (SN), which varies in size from2 bytes to 4
bits in the mninmal conpression. SN conpression is done with an

Farrell I nf or mat i onal [ Page 29]



RFC 8376 LPWAN Overvi ew May 2018

al gorithmcall ed Wndow Least Significant Bits (WLSB). This w ndow
has a 4-bit size representing 15 packets, so every 15 packets, RoHC
needs to slide the window in order to receive the correct SN, and
sliding the window inplies a reduction of the |evel of conpression
When packets are | ost or errored, the deconpressor |oses context and
drops packets until a bigger header is sent with nore conplete
information. To estimate the performance of RoHC, an average header
size is used. This average depends on the transm ssion conditions,
but nost of the time is between 3 and 4 bytes.

RoHC has not been adapted specifically to the constrai ned hosts and
networ ks of LPWANs: it does not take into account energy limtations
nor the transm ssion rate. Additionally, ROHC context is
synchroni zed during transnission, which does not allow better

comnpr essi on.

4.6. ROLL

Most technol ogi es considered by the LPWAN WG are based on a star
topol ogy, which elininates the need for routing at that |ayer.
Future work may address additional use cases that may require
adaptati on of existing routing protocols or the definition of new
ones. As of the tine of witing, work simlar to that done in the
Routing Over Low Power and Lossy Network (ROLL) WG and ot her routing
protocol s are out of scope of the LPWAN WG

4.7. CoAP

The Constrai ned Application Protocol (CoAP) [RFC7252] provides a
RESTful framework for applications intended to run on constrained |IP
networks. |t may be necessary to adapt CoAP or related protocols to
take into account the extrene duty cycles and the potentially
extrenmely limted throughput of LPWANs.

For exanple, sone of the tinmers in CoAP nay need to be redefined.
Taki ng i nto account CoAP acknow edgnents may allow the reduction of
L2 acknow edgnents. On the other hand, the current work in progress
in the CoORE W5 where the Constrai ned Managenent Interface (COM) /
Constrai ned Obj ects Language (CoCL) network management interface

whi ch, uses Structured lIdentifiers (SIDs) to reduce payl oad size over
CoAP may prove to be a good solution for the LPWAN technol ogi es. The
overhead is reduced by adding a dictionary that natches a URI to a
smal | identifier and a conpact mapping of the YANG data nodel into
the Conci se Binary Object Representation (CBOR).
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4. 8.

4.9.

Far

Mobi I ity

LPWAN nodes can be mobile. However, LPWAN nobility is different from
the one specified for Mobile IP. LPWAN inplies sporadic traffic and
will rarely be used for high-frequency, real-tine comunications

The applications do not generate a flow, they need to save energy

and, nost of the time, the node will be down.

In addition, LPWAN mobility may nmostly apply to groups of devices
that represent a network; in which case, nobility is nore a concern
for the Gateway than the devices. Network Mbility (NEMD [RFC3963]
or other nobile Gateway solutions (such as a Gateway with an LTE
uplink) may be used in the case where some end devices belonging to
the sane network Gateway nmove from one point to another such that
they are not aware of being nobile.

DNS and LPWAN

The Domai n Nanme System (DNS) [ RFC1035], enabl es applications to nane
things with a globally resolvable name. Many protocols use the DNS
to identify hosts, for exanple, applications using CoAP

The DNS query/answer protocol as a precursor to other conmunication
within the Tine-To-Live (TTL) of a DNS answer is clearly problematic
in an LPWAN, say where only one round-trip per hour can be used, and
with a TTL that is | ess than 3600 seconds. It is currently unclear
whet her and how DNS-1i ke functionality m ght be provided in LPWANs.

Security Considerations

Most LPWAN technol ogi es integrate sone authentication or encryption
mechani sms that were defined outside the | ETF. The LPWAN WG may need
to do work to integrate these mechanisms to unify nmanagenment. A

st andardi zed Aut hentication, Authorization, and Accounting (AAA)
infrastructure [ RFC2904] nmay offer a scal able solution for sone of
the security and managenent issues for LPWANs. AAA offers
centralized managenent that may be of use in LPWANs, for exanple

[ LoORaWAN- AUTH] and [ LoRaWAN- RADI US] suggest possi bl e security
processes for a LoRaWAN network. Sinmilar mechani snms may be useful to
expl ore for other LPWAN technol ogi es.

Sone applications using LPWANs nay rai se few or no privacy

consi derations. For exanple, tenperature sensors in a large office
buil ding may not raise privacy issues. However, the same sensors, if
depl oyed in a honme environnment, and especially if triggered due to
human presence, can raise significant privacy issues: if an end
device emits a (encrypted) packet every tinme someone enters a roomin
a hone, then that traffic is privacy sensitive. And the nore that
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the existence of that traffic is visible to network entities, the
nmore privacy sensitivities arise. At this point, it is not clear

whet her there are workable mtigations for problens like this. 1In a
nore typi cal network, one woul d consider defining paddi ng nechani sns
and allowing for cover traffic. |In some LPWANs, those nmechani sns nmay

not be feasible. Nonetheless, the privacy chall enges do exist and
can be real; therefore, sone solutions will be needed. Note that
many aspects of solutions in this space may not be visible in | ETF
specifications but can be, e.g., inplenentation or depl oynent

speci fic.

Anot her chall enge for LPWANs will be how to handl e key nanagenent and
associated protocols. In a nore traditional network (e.g., the Wb),
servers can "staple" Online Certificate Status Protocol (OCSP)
responses in order to allow browsers to check revocation status for
presented certificates [ RFC6961]. While the stapling approach is
likely sonething that would help in an LPWAN, as it avoids an RTT,
certificates and OCSP responses are bulky itens and will prove
challenging to handle in LPWANs w th bounded bandwi dth.

6. | ANA Consi der ations
Thi s docunent has no | ANA acti ons.
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