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BGPsec Desi gn Choices and Summary of Supporting Di scussions
Abst r act

Thi s docunent captures the design rationale of the initial draft
versi on of what became RFC 8205 (the BGPsec protocol specification).
The desi gners needed to bal ance many conpeting factors, and this
docunent |ists the decisions that were nade in favor of or against
each design choice. This docunent also presents brief sumaries of
the argunents that aided the decision process. Were appropriate,
thi s docunent also provides brief notes on design decisions that
changed as the specification was revi ewed and updated by the | ETF
SIDR Wrking Goup and that resulted in RFC 8205. These notes

hi ghl i ght the differences and provide pointers to details and
rational e regardi ng those desi gn changes

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docurment at
its discretion and makes no statenent about its value for

i mpl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |level of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
https://wwv. rfc-editor.org/info/rfc8374
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1.

I nt roducti on

The goal of the BGPsec effort is to enhance the security of BGP by
enabling full Autononmous System (AS) path validation based on
cryptographic principles. Standards work on route origin validation
based on a Resource PKI (RPKI) is already conpleted or nearing
conmpletion in the | ETF SI DR WG [ RFC6480] [ RFC6482] [ RFC6483]

[ RFC6487] [ RFC6811]. The BGPsec effort is aimed at taking advant age
of the sane RPKI infrastructure devel oped in the SIDR W5 to add
crypt ographic signatures to BGP updates, so that routers can perform
full AS path validation [ RFC7132] [RFC7353] [RFC8205]. The BGPsec
protocol specification, [RFC8205], was published recently. The key
hi gh-1 evel design goals of the BGPsec protocol are as foll ows

[ RFC7353] :

0 Rigorous path validation for all announced prefixes -- not nerely
showi ng that a path is not inpossible.

o Increnmental deploynment capability -- no flag-day requirenent for
gl obal depl oynent .

0 Protection of AS paths only in inter-domain routing (External BGP
(eBGP)) -- not applicable to Internal BGP (iBGP) (or to I GPs).

o Aiming for no increase in a provider’'s data exposure (e.g., not
requiring any disclosure of peering rel ations).

Thi s docunent provides design justifications for the initial draft
versi on of the BGPsec protocol specification [BGPsec-lnitial]. The
desi gners needed to bal ance many conpeting factors, and this docunent
lists the decisions that were made in favor of or against each design
choi ce. This docunment also presents brief summaries of the

di scussions that weighed in on the pros and cons and ai ded the
deci si on process. \Were appropriate, this docunent provides brief
notes (starting with "Note:") on design decisions that changed from
the approach taken in the initial draft version of the BGPsec
protocol specification as the specification was revi ewed and updat ed
by the | ETF SIDR Wa  (These design decisions resulted in RFC 8205

[ RFC8205].) The notes provide pointers to the details and/or

di scussi ons about the design changes.
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The desi gn choices and di scussions are presented in the follow ng
sections (under the follow ng eight broad categories, wth many
subt opi cs within each category):

0 Section 2 ("Creating Signatures and the Structure of BGPsec Update
Messages")

0 Section 3 ("Wthdrawal Protection")
0 Section 4 ("Signature Al gorithnms and Router Keys")
0 Section 5 ("Optimnzations and Resource Sizing")
0 Section 6 ("Increnmental Deploynent and Negotiation of BGPsec")
0 Section 7 ("Interaction of BGPsec with Common BGP Feat ures")
0 Section 8 ("BGPsec Validation")
0 Section 9 ("Qperational Considerations")
2. Creating Signatures and the Structure of BGPsec Update Messages
2.1. Oigin Validation Using ROAs
2.1.1. Decision
Route origin validation using Route Origin Authorizations (ROAs)
[ RFC6482] [ RFC6811] is necessary and conplenents AS path attestation
based on signed updates. Thus, the BGPsec design nmakes use of the
origin validation capability facilitated by the ROAs in the RPKI.
Note: In the finalized BGPsec protocol specification [RFC8205],
BGPsec i s synonynous with cryptographic AS path attestation. Oigin
val i dation and BGPsec (path signatures) are the two key pieces of the
SIDR WG sol ution for BGP security.
2.1.2. Discussion
Route origin validation using RPKI constructs, as developed in the
| ETF SIDR W5 is a necessary conponent of BGP security. It provides

cryptographic validation that the first-hop AS is authorized to
originate a route for the prefix in question.
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2.2. Attributes Signed by an Originating AS
2.2.1. Decision

An originating AS will sign over the Network Layer Reachability
Information (NLRI') length, NLRI prefix, its own AS number (ASN), the
next ASN, the signature algorithmsuite ID, and a signature

Expire Time (see Section 3.2) for the update. The update signatures
will be carried in a new optional, non-transitive BGP attribute.

Note: The finalized BGPsec protocol specification [ RFC8205] differs
fromthe above. There is no nention in RFC 8205 of a signature
Expire Time field in the BGPsec update. Further, there are sone
additional details concerning attributes signed by the origin AS that
can be found in Figure 8 in Section 4.2 of RFC 8205 [RFC8205]. In
particular, the signed data also includes the Address Fam |y
Identifier (AFlI) as described in RFC 8205. By adding the AFl in the
data covered by a signature, a specific security concern was

al | evi ated; see [ Mandel bergl] (post to the SIDR W5 Mailing List) and
the di scussion thread that followed on the topic. The AFl is
obtained fromthe MP_REACH NLRI attribute in the BGPsec update. As
stated in Section 4.1 of RFC 8205, a BGPsec update nessage "MJST use
the MP_REACH NLRI attribute [RFC4760] to encode the prefix."

2.2.2. Discussion

The next-hop ASN is included in the data covered by the signature.
Wthout this inclusion, the AS path cannot be secured; for exanple,
the path can be shortened (by a MTM (nman in the mddle)) wthout
bei ng det ect ed.

It was decided that only the originating AS needs to insert a
signature Expire Tine in the update, as it is the originator of the
route. The origin AS also will re-originate, i.e., beacon, the
update prior to the Expire Tine of the advertisenent (see

Section 3.2). (For an explanation of why upstream ASes do not insert
their respective signature Expire Tinmes, please see Section 3.2.2.)

Note: Expire Tinme and beaconi ng were eventual ly replaced by router
key rollover. The BGPsec protocol [RFC38205] is expected to nmake use
of router key rollover to nmitigate replay attacks and w t hdrawal
suppressi on [ BGPsec- Rol | over] [ Repl ay-Protection].

It was decided that each signed update woul d include only one NLRI
prefix. If nore than one NLRI prefix were included and an upstream
AS el ected to propagate the advertisenent for a subset of the
prefixes, then the signature(s) on the update would break (see
Sections 5.1 and 5.2). |If a mechanismwere enployed to preserve
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prefixes that were dropped, this would reveal information to
subsequent ASes that is not revealed in nornmal BGP operation. Thus,
a trade-off was made to preserve the level of route information
exposure that is intrinsic to BGP over the performance hit inplied by
limting each update to carry only one prefix.

The signature data is carried in an optional, non-transitive BGP
attribute. The attribute is optional because this is the standard
mechani sm avail able in BGP to propagate new types of data. It was
decided that the attribute should be non-transitive because of
concern about the inpact of sending the (potentially |arge)
signatures to routers that don’t understand them Also, if a router
that does not understand BGPsec sonehow gets an update nessage with
path signatures (i.e., the update includes the BGPsec_PATH attribute
(see Section 3 of RFC 8205)), then it would be undesirable for that
router to forward the update to all of its neighbors, especially
those who do not understand BGPsec and may choke if they receive nany
updates with large optional BGP attributes. It is envisioned that
BGPsec and traditional BGP will coexist while BGPsec is depl oyed
incremental ly.

2.3. Attributes Signed by an Upstream AS

In the context of BGPsec and throughout this docunent, an "upstream
AS' sinply refers to an AS that is further along in an AS path (the
origin AS being the nearest to a prefix). 1In principle, an AS that
is upstreamfroman originating AS would digitally sign the conbi ned
information, including the NLRI length, NLRI prefix, AS path, next
ASN, signature algorithmsuite ID, and Expire Tine. There are

mul tiple choices regarding what is signed by an upstream AS, as
fol | ows:

o Method 1: The signature protects the conbination of the NLR
I ength, NLRI prefix, AS path, next ASN, signature algorithmsuite
I D, and Expire Tine,

o Method 2: The signature protects just the conbination of the
previous signhature (i.e., the signature of the neighbor AS who
forwarded the update) and the next ASN, or

o Method 3: The signature protects everything that was received from
the preceding AS plus the next (i.e., target) ASN, thus, ASi signs
over the NLRI length, NLRI prefix, signature algorithmsuite ID,
Expire Time, {ASi, AS(i-1), AS(i-2), ..., AS2, ASl1}, AS(i+1)

(i.e., the next ASN), and {Sig(i-1), Sig(i-2), ..., Sig2, Sigl}.
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Note: Pl ease see the notes in Sections 2.2.1 and 2.2.2 regarding the
elimnation of the Expire Time field in the finalized BGPsec protoco
speci fication [ RFC8205].

2.3.1. Decision

It was decided that Method 2 will be used. Please see
[BGPsec-1nitial] for additional protocol details and syntax.

Not e: The finalized BGPsec protocol specification [ RFC8205]
essentially uses Method 3 (except for Expire Tine). Additiona
details concerning attributes signed by an upstream AS can be found
in Figure 8 in Section 4.2 of RFC 8205 [RFC8205]. The decision to go
with Method 3 (with suitable additions to the data signed) was
motivated by a security concern that was associated with Method 2;
see [ Mandel berg2] (post to the SIDR WG Mailing List) and the

di scussion thread that followed on the topic. Also, there is a
strong rationale for the sequence of octets to be hashed (as shown in
Figure 8 in Section 4.2 of RFC 8205); this sequencing of data is

moti vated by inplenmentation efficiency considerations. See
[Borchert] (post to the SIDR WG Mailing List) for an expl anati on.

2.3.2. Discussion

The rationale for this choice (Method 2) was as follows. Signhatures
are performed over hash bl ocks. Wen the nunber of bytes to be

si gned exceeds one hash bl ock, the remaining bytes will overflow into
a second hash bl ock, resulting in a performance penalty. So, it is
advant ageous to minimze the nunber of bytes being hashed. Also, an
anal ysis of the three options noted above did not identify any

vul nerabilities associated with this approach.

2.4. Attributes That Are Not Signed
2.4.1. Decision
Any attributes other than those identified in Sections 2.2 and 2.3

are not signed. Exanples of such attributes include the conmunity
attribute, the NO EXPORT attribute, and Local Pref.
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2.4.2. Discussion

Any of the above-mentioned attributes that are not signed are viewed
as local (e.g., do not need to propagate beyond the next hop) or |ack
clear security needs. NO EXPORT is sent over a secured next hop and
does not need signing. The BGPsec design should work with any
transport-layer protections. It is well understood that the
transport |ayer nust be protected hop by hop (if only to prevent
mal i ci ous session term nation).

2.5. Receiving Router Actions
2.5.1. Decision

The foll owi ng exanpl e descri bes the expected router actions on
recei pt of a signed update. Consider an update that was origi nated
by AS1 with NLRI prefix p and has traversed the AS path [AS(i-1)
AS(i-2) ... AS2 ASl1l] before arriving at ASi. Let the Expire Tine
(inserted by AS1) for the signature in this update be denoted as Te.
Let AlglD represent the ID of the signature algorithmsuite that is
in use. The update is to be processed at ASi and possibly forwarded
to AS(i+1). Let the attestations (signatures) inserted by each
router in the AS path be denoted by Sigl, Sig2, ..., Sig(i-2), and
Sig(i-1) corresponding to ASl, AS2, ..., AS(i-2), and AS(i-1),
respectivel y.

The nmethod (Method 2 in Section 2.3) selected for signing requires a
receiving router in ASi to performthe foll owi ng actions:

o Validate the route origin pair (p, ASl) by performng a ROA match.

o Verify that Te is greater than the clock tine at the router
perform ng these checks.

0 Check Sigl with inputs {NLRI length, p, AlglD Te, ASl, AS2}.
0 Check Sig2 with inputs {Sigl, AS3}.

0 Check Sig3 with inputs {Sig2, AS4}.

o0 Check Sig(i-2) with inputs {Sig(i-3), AS(i-1)}.
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0 Check Sig(i-1) with inputs {Sig(i-2), ASi}.

o If the route that has been verified is selected as the best path
(for prefix p), then generate Sig(i) with inputs {Sig(i-1),
AS(i+1)}, and generate an update including Sig(i) to AS(i+1).

Not e: The above description of BGPsec update validation and
forwarding differs in its details fromthe published BGPsec protoco
specification [ RFC8205]. Pl ease see Sections 4 and 5 of [RFC8205].

2.5.2. Discussion

See Section 8.1 for suggestions regarding efficient sequencing of
BGPsec validation processing in a receiving router. Sone or all of
the validation actions may be performed by an of f-board server (see
Section 9.3).

2.6. Prepending of ASes in AS Path
2.6.1. Decision

Prepending will be allowed. Prepending is defined as including nore
than one instance of the AS nunber (ASN) of the router that is
si gni ng the update.

Note: The finalized BGPsec protocol specification [RFC8205] uses a
pCount field associated with each AS in the path to indicate the
nunber of prepends for that AS (see Figure 5 in Section 3.1 of

[ RFC8205]) .

2.6.2. Discussion

The initial version [BGPsec-lnitial] of the BGPsec specification
calls for a signature to be associated with each prepended AS. The
optimzation of having just one signature for nultiple prepended ASes
was pursued later. The pCount field is now used to represent AS
prepends; see Section 3.1 in RFC 8205

2.7. RPKI Data That Needs to Be Included in Updates

2.7.1. Decision
Concerning the inclusion of RPKI data in an update, it was decided
that only the Subject Key Identifier (SKI) of the router certificate
must be included in a signed update. This information identifies the

router certificate, based on the SKI generation criteria defined in
[ RFC6487] .
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2.7.2. Discussion

Whet her or not each router public key certificate should be included
in a signed update was di scussed. Inclusion of this infornmation

m ght be hel pful for routers that do not have access to RPKI servers
or tenporarily | ose connectivity to them It is safe to assune that
inthe myjority of network environments, intermittent connectivity
woul d not be a problem So, it is best to avoid this complexity,
because the majority of the use environments do not have connectivity
constraints. Because the SKI of a router certificate is a hash of
the public key of that certificate, it suffices to select the public
key fromthat certificate. This design assunmes that each BGPsec
router has access to a cache containing the relevant data from
(validated) router certificates.

3. Wthdrawal Protection
3.1. Wthdrawal s Not Signed
3.1.1. Decision

Wthdrawal s are not signed.
3.1.2. Discussion

In the current BGP protocol, any AS can withdraw, at any time, any
prefix it previously announced. The rationale for not signing
withdrawal s is that BGPsec assunes the use of transport security
bet ween nei ghbori ng BGPsec routers. Thus, no external entity can
inject an update that withdraws a route or replay a previously
transmtted update containing a withdrawal. Because the rationale
for wwthdrawing a route is not visible to a neighboring BGPsec
router, there are residual vulnerabilities associated with
withdrawal s. For exanple, a router that advertised a (valid) route
may fail to withdraw that route when it is no |longer viable. A
router also mght re-advertise a route that it previously wthdrew,
before the route is again viable. This latter vulnerability is
mtigated by the Expire Time associated with the origin AS s
signature (see Section 3.2).

Repeat ed wi thdrawal s and announcenents for a prefix can run up the
BGP Route Flap Danping (RFD) penalty [RFC2439] and may result in
unreachability for that prefix at upstreamrouters. But what can the
attacker gain fromdoing so? This phenonenon is intrinsic to the
desi gn and operation of RFD.
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3.2. Signhature Expire Time for Wthdrawal Protection (a.k.a.
Mtigation of Replay Attacks)

3.2.1. Decision

Note: As mentioned earlier (Section 2.2.2), the Expire Time approach
to mtigation of replay attacks and withdrawal suppression was
subsequently changed to an approach based on router key rollover

[ BGPsec- Rol | over] [ Repl ay-Protection].

Only the originating AS inserts a signature Expire Tinme in the
update; all other ASes along an AS path do not insert Expire Tines
associated with their respective signatures. Further, the
originating AS will re-originate a route sufficiently in advance of
the Expire Tinme of its signature so that other ASes al ong an AS path
will typically receive the re-originated route well ahead of the
current Expire Tine for that route.

It is recomrended that the duration of the signature Expire Tine be
on the order of days (preferably), but it may be on the order of
hours (about 4 to 8 hours) in some cases on the basis of perceived
need for extra protection fromreplay attacks (i.e., where extra
replay protection is perceived to be critical).

Each AS shoul d stagger the Expire Tine values in the routes it
originates. Re-origination will be done, say, at time Th after
origination or the last re-origination, where Tb will equal a certain
percentage of the Expire Tinme, Te (for exanple, Tb = 0.75 x Te). The
percentage will be configurable. Additional guidance can be provided
via an operational considerations docunent later. Further, the
actual re-origination time should be jittered with a uniformrandom
distribution over a short interval {Tbl, Tb2} centered at Tb

It is also recomended that a receiving BGPsec router detect that the
only attribute change in an announcenent (relative to the current
best path) is the Expire Tinme (besides, of course, the signatures).
In that case, assum ng that the update is found valid, the route
processor should not re-announce the route to non-BGPsec peers. (It
shoul d sign and re-announce the route to BGPsec speakers only.) This
procedure will reduce BGP chattiness for the non-BGPsec border
routers.
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3.2.2. Discussion

Mtigation of BGPsec update replay attacks can be thought of as
protection against malicious re-advertisenents of w thdrawn routes.

If each AS along a path were to insert its own signature Expire Tineg,
then there woul d be much additional BGP chattiness and an increase in
BGP processing |load due to the need to detect and react to nmultiple
(possi bly redundant) signature Expire Times. Furthernore, there
woul d be no extra benefit fromthe point of view of mitigation of
replay attacks as conpared to having a single Expire Tine
corresponding to the signature of the originating AS.

As noted in Section 3.2.1, the recommended Expire Tine value is on
the order of days, but 4 to 8 hours may be used in sone cases on the
basis of perceived need for extra protection fromreplay attacks.
Thus, different ASes may choose different val ues based on the
perceived need to protect against malicious route replays. (A
shorter Expire Time reduces the w ndow during which an AS can
maliciously replay the route. However, shorter Expire Tinme val ues
cause routes to be refreshed nore often, thus causing nore BGP
chatter.) Even a 4-hour duration seens |ong enough to keep the
re-origination workl oad manageable. For exanple, if 500K routes are
re-originated every 4 hours, it anpbunts to an increase in BGP update
| oad of 35 updates per second; this can be considered reasonabl e.
However, further analysis is needed to confirmthese recommendati ons.

As stated in Section 3.2.1, the originating AS will re-originate a
route sufficiently in advance of its Expire Tine. Wat is considered
"sufficiently in advance"? To answer this question, nodeling should
be perforned to determine the 95t h-percentile convergence tinme of
updat e propagation in a BGPsec-enabl ed | nternet.

Each BGPsec router should stagger the Expire Tine values in the
updates it originates, especially during table dunps to a nei ghbor or
during its own recovery froma BGP session failure. By doing this,
the re-origination (i.e., beaconing) workload at the router will be
di spersed

3.3. Should Route Expire Time be Communicated in a Separate Message?
3.3.1. Decision

The idea of sending a new signature Expire Time in a special nessage
(rather than retransmtting the entire update wi th signatures) was
consi dered. However, the decision was made to not do this.
Re-origination to comunicate a new signhature Expire Tine will be
done by propagating a nornal update nessage; no special type of
message will be required.
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3.3.2. Discussion

It was suggested that if the re-beaconing of the signature

Expire Tine is carried in a separate special nmessage, then any
processing load related to the update nmay be reduced. But it was
recogni zed that such a re-beaconi ng nessage by necessity entails AS
path and prefix information and, hence, cannot be separated fromthe
updat e.

It was observed that at the edge of the Internet, there are frequent
updates that may result fromsuch sinple situations as a BGP session
being switched fromone interface to another (e.g., fromprimary to
backup) between two peering ASes (e.g., customer and provider). Wth
traditional BGP, these updates do not propagate beyond the two ASes
involved. But with BGPsec, the customer AS will put in a new
signature Expire Tine each tinme such an event happens; hence, the
update will need to propagate throughout the Internet (limted only
by the process of best-path selection). It was accepted that this
cost of added churn will be unavoi dabl e.

3.4. Effect of Expire Tine Updates in BGPsec on RFD
3.4.1. Decision

Wth regard to the RFD protocol [RFC2439] [JunOS] [Ciscol OS], no
differential treatment is required for Expire-Tine-triggered
(re-beaconed) BGPsec updates.

However, it was noted that it would be preferable if these updates
did not cause route churn (and perhaps did not even require any
RFD-rel at ed processing), since they are identical except for the
change in the Expire Time value. This can be acconplished by not
assigning an RFD penalty to Expire-Time-triggered updates. |If the
community agrees, this could be accommpdat ed, but a change to the
BGP- RFD protocol will be required.
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3.4.2. Discussion

To summari ze, this decision is supported by the follow ng
observati ons:

1. Expire-Tine-triggered updates are generally not preceded by
wi t hdrawal s; hence, the path hunting and associ ated RFD
exacerbation [ Mao02] [RI PE580] problens are not anti ci pated.

2. Such updates would not normally change the best path (unless
anot her concurrent event inpacts the best path).

3. Expire-Tinme-triggered updates woul d have a negligible inpact on
RFD penalty accunul ati on because the re-advertisenent interval is
much | onger relative to the half-tine of RFD penalty decay.

El aborating further on the third observation above, it nay be noted
that the re-advertisenents (i.e., beacons) of a route for a given
address prefix froma given peer will be received at intervals of
several hours (see Section 3.2). During that tine period, any
incremental contribution to the RFD penalty due to an Expire-Time-
triggered update woul d decay sufficiently to have negligible (if any)
i mpact on danping the address prefix in question

Additional details regarding this analysis and justification are as
fol |l ows:

The frequency with which RFD penalty increnments may be triggered for
a given prefix froma given peer is the same as the re-beaconing
frequency for that prefix fromits origin AS. The re-beaconing
frequency is on the order of once every several hours (see

Section 3.2). The increnmental RFD penalty assigned to a prefix due
to a re-beaconed update varies, depending on the inplenmentation. For
exanple, it appears that the JunCS inpl enentation [JunOS] woul d
assign a penalty of 1000 or 500, dependi ng on whether the re-beaconed
update is regarded as a re-advertisenent or an attribute change,
respectively. Normally, a re-beaconed update would be treated as an
attribute change. On the other hand, the Ci sco inplenentation
[Ciscol OS] assigns an RFD penalty only in the case of an actual flap
(i.e., aroute is available, then unavailable, or vice versa). So,
it appears that Csco' s inplenentation of RFD would not assign any
penalty for a re-beaconed update (i.e., a route was already
advertised previously and was not w thdrawn, and the re-beaconed
update is nerely updating the Expire Tinme attribute). Even if one
assunes that an RFD penalty of 500 is assigned (corresponding to an
attribute change according to the JunOS RFD inplenentation), it can
be illustrated that the increnental effect it would have on danping
the prefix in question would be negligible: the half-time of RFD

Sriram I nf or mat i onal [ Page 15]



RFC 8374 BGPsec Desi gn Choi ces April 2018

4.

4.

4.

1.

1.

penalty decay is nornally set to 15 ninutes, whereas the re-beaconing
frequency is on the order of once every several hours. An
incremental penalty of 500 would decay to 31.25 in 1 hour, 0.12 in

2 hours, and 3x107(-5) in 3 hours. It may also be noted that the
threshold for route suppression is 3000 in JunCS and 2000 in

Cisco | Cs. Based on the foregoing analysis, it may be concl uded that
routine re-beaconing by itself would not result in RFD suppression of
routes in the BGPsec protocol

Signature Algorithns and Router Keys
Si gnature Al gorithns
1. Decision

Initially, the Elliptic Curve Digital Signature Al gorithm (ECDSA)
with curve P-256 and SHA-256 will be used for generating BGPsec path
signatures. One other signature algorithm e.g., RSA-2048, will also
be used during prototyping and testing. The use of a second
signature algorithmis needed to verify the ability of the BGPsec

i mpl ementations to change froma current algorithmto the next

al gorithm

Not e: The BGPsec cryptographic al gorithns docunent [RFC8208]
specifies only the ECDSA with curve P-256 and SHA- 256

4.1. 2. Di scussi on

Initially, the RSA-2048 al gorithm for BGPsec update signatures was
consi dered as a choice because it is being used ubiquitously in the
RPKI system However, the use of ECDSA P-256 was deci ded upon
because it yields a smaller signature size; hence, the update size
and (in turn) the RIB size needed in BGPsec routers woul d be nuch
smal l er [RIB_size].

Using two different signature algorithnms (e.g., ECDSA P-256 and
RSA-2048) to test the transition fromone algorithmto the other wll
i ncrease confidence in prototype inplenentations.

Optim zations and specialized algorithns (e.g., for speedups) built
on Elliptic Curve Cryptography (ECC) algorithns nay have active |IPR
(intellectual property rights), but at the time of publication of
thi s docunent no | PR had been disclosed to the | ETF for the basic
(unoptim zed) algorithms. (To understand this better, [RFC6090] can
be useful as a starting point.)
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Not e: Recently, even open-source inplenmentations have incorporated
certain cryptographic optim zations and denonstrated significant
performance speedup [Gueron]. Researchers continue to devote
significant effort toward denpbnstrating substantial speedup for the
ECDSA as part of BGPsec inplenentations [Mhnetl] [Mehnet2].

4.2. Agility of Signature Al gorithns
4.2.1. Decision

During the transition period fromone algorithm (i.e., the current
algorithm to the next (new) algorithm the updates will carry two
sets of signatures (i.e., two Signature_Bl ocks), one corresponding to
each algorithm Each Signature_Block will be preceded by its
type-length field and an algorithmsuite identifier. A BGPsec
speaker that has been upgraded to handle the new al gorithm shoul d
val i date both Signature Bl ocks and then add its correspondi ng
signature to each Signature Bl ock for forwarding the update to the
next AS. A BGPsec speaker that has not been upgraded to handl e the
new algorithmwill strip off the Signature_Bl ock of the new al gorithm
and then will forward the update after adding its own signature to
the Signature Bl ock of the current algorithm

It was decided that there will be at nbst two Signature Bl ocks per
updat e.

Not e: BGPsec path signatures are carried in the Signature_ Bl ock,
which is an attribute contained in the BGPsec _PATH attribute (see
Section 3.2 in [RFC8205]). The algorithmagility schene described in
the published BGPsec protocol specification is consistent with the
above; see Section 6.1 of [RFC8205].

4.2.2. Di scussi on

Alength field in the Signature Block allows for delineation of the
two signature blocks. Hence, a BGPsec router that doesn't know about
a particular algorithmsuite (and, hence, doesn't know how | ong
signatures were for that algorithmsuite) could still skip over the
correspondi ng Si gnature_Bl ock when parsing the nessage.

The overl ap period between the two algorithns is expected to | ast

2 to 4 years. The RIB nenory and cryptographi c processing capacity
will have to be sized to cope with such overlap periods when updates
woul d contain two sets of signatures [RIB_size].
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The lifetime of a signature algorithmis anticipated to be nuch

| onger than the duration of a transition period fromthe current
algorithmto a new algorithm It is fully expected that all ASes
wi |l have converted to the required new algorithmw thin a certain
amount of time that is much shorter than the interval in which a
subsequent newer al gorithm nmay be investigated and standardi zed for
BGPsec. Hence, the need for nore than two Signature_Bl ocks per
update is not envisioned.

4.3. Sequential Aggregate Signatures
4.3.1. Decision

There is currently weak or no support for the Sequential Aggregate
Signature (SAS) approach. Please see Section 4.3.2 for a brief
description of what the SAS is and what its pros and cons are.

4.3.2. Discussion

In the SAS nmet hod, there would be only one (aggregated) signature per
signature bl ock, irrespective of the nunber of AS hops. For exanple,
ASn (the nth AS) takes as input the signatures of all previous ASes
[AS1, ..., AS(n-1)] and produces a single conposite signature. This
conposite signature has the property that a recipient who has the
public keys for AS1, ..., ASn can verify (using only the single
composite signature) that all of the ASes actually signed the
message. The SAS could potentially result in savings in bandw dth
and in Protocol Data Unit (PDU) size, and maybe in RIB size, but the
signature generation and validation costs will be higher as conpared
to one signature per AS hop

SAS schemes exist in the literature, typically based on RSA or its
equivalent. For a SAS with RSA and for the cryptographic strength
needed for BGPsec signatures, a 2048-bit signature size (RSA-2048)
woul d be required. However, without a SAS, the ECDSA with a 512-bit
signature (256-bit key) would suffice for equival ent cryptographic
strength. The larger signature size of RSA used with a SAS
under m nes the advantages of the SAS, because the average hop count,
i.e., the nunber of ASes, for a route is about 3.8. |In the end, it
may turn out that the SAS has nore conplexity and does not provide
sufficient savings in PDU size or RIB size to nerit its use. Further
exploration of this is needed to better understand SAS properties and
applicability for BGPsec. There is also a concern that the SAS is
not a time-tested cryptographic technique, and thus its adoption is
potentially risky.
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4.4. Protocol Extensibility

There is clearly a need to specify a transition path froma current
protocol specification to a new version. Wen changes to the
processing of the BGPsec path signatures are required, a new version
of BGPsec will be required. Exanples of this include changes to the
data that is protected by the BGPsec signhatures or adoption of a
signature algorithmin which the nunber of signatures in the
signature bl ock may not correspond to one signature per AS in the
AS path (e.g., aggregate signatures).

4.4.1. Decision

Thi s protocol -version transition mechanismis anal ogous to the
algorithmtransition discussed in Section 4.2. During the transition
period fromone protocol version (i.e., the current version) to the
next (new) version, updates will carry two sets of signatures (i.e.,
two Signature Bl ocks), one corresponding to each version. A

protocol -version identifier is associated with each Signature_Bl ock
Hence, each Signature_Block will be preceded by its type-length field
and a protocol-version identifier. A BGPsec speaker that has been
upgraded to handl e the new version should validate both

Si gnature_ Bl ocks and then add its corresponding signature to each

Si gnature_Bl ock for forwarding the update to the next AS. A BGPsec
speaker that has not been upgraded to handl e the new protocol version
will strip off the Signature_ Bl ock of the new version and then wll
forward the update with an attachnment of its own signature to the

Si gnature Bl ock of the current version

Note: The details of protocol extensibility (i.e., transition to a
new versi on of BGPsec) in the published BGPsec protocol specification
(see Section 6.3 in [ RFC8205]) differ somewhat fromthe above. In
particul ar, the protocol-version identifier is not part of the BGPsec
update. Instead, it is negotiated during the BGPsec capability
exchange portion of BGPsec session negotiation

4.4.2. Discussion

In the case that a change to BGPsec is deened desirable, it is
expected that a subsequent version of BGPsec woul d be created and
that this version of BGPsec would specify a new BGP path attribute
(let's call it "BGPsec PATH TWO') that is designed to accompdate the
desired changes to BGPsec. At this point, a transition would begin
that is analogous to the algorithmtransition discussed in

Section 4.2. During the transition period, all BGPsec speakers will
simul taneously include both the BGPsec_PATH (current) attribute (see
Section 3 of RFC 8205) and the new BGPsec PATH TWOD attribute. Once
the transition is conplete, the use of BGPsec PATH coul d then be
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deprecated, at which point BGPsec speakers will include only the new
BGPsec_PATH TWD attribute. Such a process could facilitate a
transition to new BGPsec semantics in a backwards-conpatible fashion

4.5. Key per Router (Rogue Router Problem
4.5.1. Decision

Wthin each AS, each individual BGPsec router can have a uni que pair
of private and public keys [ RFC8207].

4.5.2. Discussion

G ven a unique key pair per router, if a router is conpronised, its
key pair can be revoked independently, w thout disrupting the other
routers in the AS. Each per-router key pair will be represented in
an end-entity certificate issued under the certification authority
(CA) certificate of the AS. The Subject Key ldentifier (SKI) in the
signature points to the router certificate (and thus the unique
public key) of the router that affixed its signature, so that a
validating router can reliably identify the public key to use for
signature verification

4.6. Router ID
4.6.1. Decision
The router certificate subject name will be the string "ROUTER'
foll owed by a decimal representation of a 4-byte ASN fol |l owed by the
router ID. (Note: The details are specified in Section 3.1 in
[ RFC8209].)
4.6.2. Discussion
Every X. 509 certificate requires a subject name [ RFC6487]. The

stylized subject nane adopted here is intended to facilitate
debuggi ng by including the ASN and router |D.
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5. Optinizations and Resource Sizing
5.1. Update Packi ng and Repacki ng

Wth traditional BGP [ RFC4271], an originating BGP router nornmally
packs multiple prefix announcenents into one update if the prefixes
all share the same BGP attributes. Wen an upstream BGP router
forwards eBGP updates to its peers, it can also pack nultiple
prefixes (based on the shared AS path and attributes) into one
update. The update propagated by the upstream BGP router may include
only a subset of the prefixes that were packed in a received update.

5.1.1. Deci si on

Each update contains exactly one prefix. This avoids a |evel of
conplexity that would otherwi se be inevitable if the origin had
packed and signed nultiple prefixes in an update and an upstream AS
deci ded to propagate an update containing only a subset of the
prefixes in that update. BGPsec reconmmendations regardi ng packing
and repacking may be revisited when optim zations are considered in
the future

5.1.2. Discussion

Currently, with traditional BGP, there are, on average, approximtely
four prefixes announced per update [RIB size]. So, the nunber of BGP
updat es (carrying announcements) is about four tines fewer, on
average, as conpared to the nunber of prefixes announced.

The current decision is to include only one prefix per secured update
(see Section 2.2.2). \When optim zations are considered in the
future, the possibility of packing multiple prefixes into an update
can al so be considered. (Please see Section 5.2 for a discussion of
signature per prefix vs. signature per update.) Repacking could be
performed if signatures were generated on a per-prefix basis.

However, one problemregarding this approach -- nmultiple prefixes in
a BGP update but with a separate signature for each prefix -- is that
the resulting BGP update violates the basic definition of a BGP
update: the different prefixes will have different signatures and

Expire Tinme attributes, while a BGP update (by definition) nmust have
the sane set of shared attributes for all prefixes it carries.
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5.2. Signature per Prefix vs. Signature per Update
5.2.1. Decision

The initial design calls for including exactly one prefix per update;
hence, there is only one signature in each secured update (nodulo
algorithmtransition conditions).

5.2.2. Discussion
Sone notes to assist in future optim zation discussions follow

In the general case of one signature per update, nultiple prefixes
may be signed with one signature together with their shared AS path,
next ASN, and Expire Time. |If the "signature per update" technique
is used, then there are potential savings in update PDU size as wel
as RIB nmenory size. But if there are any changes made to the
announced prefix set along the AS path, then the AS where the change
occurs would need to insert an Explicit Path Attribute (EPA)

[ Secure-BGP]. The EPA conveys information regardi ng what the prefix
set contained prior to the change. There would be one EPA for each
AS that nmade such a nodification, and there would be a way to

associ ate each EPA with its corresponding AS. This enables an
upstream AS to know and verify what was announced and signed by prior
ASes in the AS path (in spite of changes made to the announced prefix
set along the way). The EPA adds conplexity to processing (signhature
generation and validation); further increases the size of updates
and, thus, of the RIB; and exposes data to downstream ASes that woul d
not otherw se be exposed. Not all of the pros and cons of packing
and repacking in the context of signature per prefix vs. signature
per update (with packing) have been evaluated. But the current
recomrendation is for having only one prefix per update (no packing),
so there is no need for the EPA

5.3. Maxi mum BGPsec Update PDU Size

The current BGP update nmessage PDU size is limted to 4096 bytes
[ RFC4271]. The question was raised as to whether or not BGPsec woul d
require a larger update PDU size

5.3.1. Decision

The current thinking is that the maxi mum PDU si ze shoul d be increased
to 64 KB [ BGP- Ext-Msg] so that there is sufficient roomto
acconmodate two Signature_Blocks (i.e., one block with a current

al gorithm and anot her bl ock with a new signature algorithmduring a
future transition period) for |ong AS paths.
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Note: RFC 8205 states the followi ng: "Al BGPsec UPDATE nmessages MUST
conformto BG” s maxi mum nessage size. |If the resulting nessage
exceeds the maxi mum nmessage size, then the guidelines in Section 9.2
of RFC 4271 [ RFC4271] MJST be fol |l oned. "

5.3.2. Discussion

The current maxi mum nmessage size for BGP updates is 4096 octets. An
effort is underway in the IETF to extend it to a | arger size

[ BGP- Ext-Msg]. BGPsec will conformto whatever nmaxi num nessage size
is available for BGP while adhering to the guidelines in Section 9.2
of RFC 4271 [ RFC4271].

Note: Estimates for the average and maxi mum si zes anti ci pated for
BGPsec update messages are provided in [ MsgSi ze].

5.4. Tenporary Suspension of Attestations and Validations
5.4.1. Decision

If a BGPsec-capable router needs to tenporarily suspend/defer signing
and/ or validation of BGPsec updates during periods of route processor
overload, the router may do so even though such suspensi on/ def er nent
is not desirable; the specification does not forbid it. Follow ng
any tenporary suspension, the router shoul d subsequently send signed
updat es corresponding to the updates for which validation and signing
were skipped. The router also may choose to skip only validation but
still sign and forward updates during periods of congestion

5.4.2. Discussion

In sone situations, a BGPsec router may be unable to keep up with the
wor kl oad of perform ng signing and/or validation. This can happen,
for exanple, during BGP session recovery when a router has to send
the entire routing table to a recovering router in a neighboring AS
(see [CPUworkload]). So, it is possible that a BGPsec router
tenmporarily pauses performing the validation or signing of updates.
When t he workl oad eases, the BGPsec router should clear the

val idation or signing backlog and send signed updates correspondi ng
to the updates for which validation and signing were skipped. During
peri ods of overload, the router may sinply send unsi gned updates
(with signatures dropped) or may sign and forward the updates with
signatures (even though the router itself has not yet verified the
signatures it received).
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A BGPsec-capabl e AS may request (out of band) that a BGPsec-capabl e
peer AS never downgrade a signed update to an unsi gned update.
However, in partial-depl oynent scenarios, it is not possible for a
BGPsec router to require a BGPsec-capabl e eBGP peer to send only

si gned updates, except for prefixes originated by the peer’s AS.

Note: |If BGPsec has not been negotiated with a peer, then a BGPsec
router forwards only unsigned updates to that peer; the sending
router does so by follow ng the reconstruction procedure in

Section 4.4 of [RFC8205] to generate an AS PATH attribute
corresponding to the BGPsec_PATH attribute in a received signed
update. |f the above-nentioned tenporary suspension is ever appli ed,
then the sane AS_PATH reconstruction procedure should be utilized.

6. Increnental Deploynent and Negotiati on of BGPsec
6.1. Downgrade Attacks
6.1.1. Decision

No attenpt will be made in the BGPsec design to prevent downgrade
attacks, i.e., a BGPsec-capable router sending unsigned updates when
it is capable of sending signed updates.

6.1.2. Discussion

BGPsec allows routers to temporarily suspend signing updates (see
Section 5.4). Therefore, it would be contradictory if we were to try
to incorporate in the BGPsec protocol a way to detect and reject
downgrade attacks. One proposed way to detect downgrade attacks was
consi dered, based on signed peering registrations (see Section 9.5).

6.2. Inclusion of Address Famly in Capability Advertisenent
6.2.1. Decision

It was decided that during capability negotiation, the address famly
for which the BGPsec speaker is advertising support for BGPsec will
be shared using the Address Fam ly Identifier (AFl). Initially, two
address famlies would be included, nanmely, |IPv4 and | Pv6. BGPsec
for use with other address famlies nmay be specified in the future.

Si nul t aneous use of the two (i.e., IPv4 and I Pv6) address families
for the same BGPsec session will require that the BGPsec speaker
include two instances of this capability (one for each address

fam ly) during BGPsec capability negotiation
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6.2.2. Discussion

If new address famlies are supported in the future, they will be
added in future versions of the specification. A comment was nade
that too many version nunbers are bad for interoperability.
Renegotiation on the fly to add a new address family (i.e., wthout
changeover to a new version nunber) is desirable.

6.3. Increnmental Deploynment: Capability Negotiation
6.3.1. Decision

BGPsec will be incrementally depl oyable. BGPsec routers will use
capability negotiation to agree to run BGPsec between them |If a
BGPsec router’s peer does not agree to run BGPsec, then the BGPsec
router will run only traditional BGP with that peer, i.e., it wll
not send BGPsec (i.e., signed) updates to the peer

Note: See Section 7.9 of [RFC8205] for a discussion of increnental /
parti al - depl oyment considerations. Also, Section 6 of [RFC8207]
descri bes how edge sites (stub ASes) can sign updates that they
originate but can receive only unsigned updates. This facilitates a
| ess expensive upgrade to BGPsec in resource-limted stub ASes and
expedi tes incremental depl oynment.

6. 3. 2. Di scussi on

The partial -depl oynent approach to increnental deploynment will result
in "BGPsec islands". Updates that originate within a BGPsec island
will generally propagate with signed AS paths to the edges of that
island. As BGPsec adoption grows, the BGPsec islands will expand
outward (subsum ng non-BGPsec portions of the Internet) and/or pairs
of islands may join to formlarger BGPsec islands.

6.4. Partial Path Signing

"Partial path signing" nmeans that a BGPsec AS can be pernitted to
sign an update that was received unsigned froma downstream nei ghbor.
That is, the AS would add its ASN to the AS path and sign the
(previously unsigned) update to other nei ghboring (upstream

BGPsec ASes.

6.4.1. Decision
It was decided that partial path signing in BGPsec will not be
all oned. A BGPsec update nust be fully signed, i.e., each ASin the

AS path nust sign the update. So, in a signed update, there nust be
a signature corresponding to each AS in the AS path.
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6.4.2. Discussion

Partial path signing (as described above) inplies that the AS path is
not rigorously protected. Rigorous AS path protection is a key

requi renent of BGPsec [RFC7353]. Partial path signing clearly
reintroduces the following attack vulnerability: if a BGPsec speaker
is allowed to sign an unsigned update and if signed (i.e., partially
or fully signed) updates would be preferred over unsigned updates,
then a faulty, msconfigured, or subverted BGPsec speaker can

manuf acture any unsigned update it wants (by inserting a valid origin
AS) and add a signature to it to increase the chance that its update
will be preferred.

6.5. Consideration of Stub ASes with Resource Constraints: Encouraging
Early Adoption

6.5.1. Decision

The protocol pernits each pair of BGPsec-capable ASes to
asymetrically negotiate the use of BGPsec. Thus, a stub AS (or
downstream customer AS) can agree to perform BGPsec only in the
transmt direction and speak traditional BGP in the receive
direction. 1In this arrangenent, the ISP's (upstrean) AS will not
send signed updates to this stub or customer AS. Thus, the stub AS
can avoid the need to hardware-upgrade its route processor and R B
menory to support BGPsec update validation

6.5.2. Discussion

Various other options were al so considered for accommpdating a
resour ce-constrai ned stub AS, as di scussed bel ow

1. An arrangenment that can be effected outside of the BGPsec
specification is as follows. Through a private arrangenent
(invisible to other ASes), an I SP's AS (upstream AS) can truncate
the stub AS (or downstream AS) fromthe path and sign the update
as if the prefix is originating fromthe 1SPs AS (even though
the update originated unsigned fromthe custoner AS). This way,
the path will appear fully signed to the rest of the network.
This alternative will require the owner of the prefix at the stub
AS to issue a ROA for the upstream AS, so that the upstream AS is
authorized to originate routes for the prefix.

2. Another type of arrangement that can al so be effected outside of
the BGPsec specification is as follows. The stub AS does not
sign updates, but it obtains an RPKI (CA) certificate and issues
a router certificate under that CA certificate. |t passes on the
private key for the router certificate to its upstream provider
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That ISP (i.e., the second-hop AS) would insert a signhature on
behal f of the stub AS using the private key obtained fromthe
stub AS. This arrangenent is called "proxy signing" (see
Section 6.6).

3. An extended ROA is created that includes the stub AS as the
originator of the prefix and the upstream provi der as the
second-hop AS, and partial signatures would be allowed (i.e., the
stub AS need not sign the updates). It is recognized that this
approach is also authoritative and not trust based. It was
observed that the extended ROA is not nuch different fromwhat is
done with the ROA (in its current fornm) when a Provider-

I ndependent (Pl) address is originated froma provider’s AS.

Thi s approach was rejected due to possible conplications with the
creation and use of a new RPKI object, namely, the extended ROA
Al so, the validating BGPsec router has to performa |evel of

indirection with this approach, i.e., it nust detect that an
update is not fully signed and then | ook for the extended ROA to
val i dat e.

4. Another method, based on a different formof indirection, would
be as follows. The custoner (stub) AS registers sonething like a
Proxy Signer Authorization, which authorizes the second-hop
(i.e., provider) AS to sign on behal f of the custonmer AS using
the provider’s own key [Dynamics]. This method allows for fully
si gned updates (unlike the approach based on the extended ROA).
But this approach also requires the creation of a new RPKI
obj ect, nanely, the Proxy Signer Authorization. 1In this
approach, the second-hop AS and validating ASes have to performa
| evel of indirection. This approach was al so rejected.

The various inputs regarding | SP preferences were taken into

consi deration, and eventually the decision in favor of asymetric
BGPsec was reached (Section 6.5.1). An advantage for a stub AS that
does asymetric BGPsec is that it only needs to mininmally upgrade to
BGPsec so it can sign updates to its upstream AS while it receives
only unsigned updates. Thus, it can avoid the cost of increased
processi ng and nenory needed to perform update validations and to
store signed updates in the RIBs, respectively.

6.6. Proxy Signing

6.6.1. Decision
An I SP's AS (or upstream AS) can proxy-sign BGP announcenents for a
custoner (downstreanm) AS, provided that the customer AS obtains an

RPKI (CA) certificate, issues a router certificate under that CA
certificate, and passes on the private key for that certificate to
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its upstreamprovider. That ISP (i.e., the second-hop AS) woul d
insert a signhature on behalf of the custoner AS using the private key
provided by the customer AS. This is a private arrangenment between
the two ASes and is invisible to other ASes. Thus, this arrangenent
is not part of the BGPsec protocol specification

BGPsec will not nake any special provisions for an ISP to use its own
private key to proxy-sign updates for a customer’s AS. This type of
proxy signing is considered a bad idea.

6.6.2. Discussion

Consi der a scenario when a custoner’s AS (say, AS8) is multihoned to
two ISPs, i.e., AS8 peers with AS1 and AS2 of |ISP-1 and | SP-2,
respectively. 1In this case, AS8 would have an RPKI (CA) certificate,;
it issues two separate router certificates (corresponding to AS1 and
AS2) under that CA certificate, and it passes on the respective
private keys for those two certificates to its upstream providers ASl
and AS2. Thus, AS8 has a proxy-signing service fromboth of its
upstream ASes. |In the future, if AS8 were to di sconnect from | SP-2,
then it would revoke the router certificate corresponding to AS2

6.7. Miltiple Peering Sessions between ASes
6.7.1. Decision

No probl ens are antici pated when BGPsec-capabl e ASes have multiple
peering sessions between them (between distinct routers).

6.7.2. Discussion

In traditional BGP, nmultiple peering sessions between different pairs
of routers (between two nei ghboring ASes) may be sinultaneously used
for load sharing. Simlarly, BGPsec-capable ASes can al so have
mul ti pl e peering sessions between them Because routers in an AS can
have distinct private keys, the sane update, when propagated over
these multiple peering sessions, will result in multiple updates that
may differ in their signatures. The peer (upstream) AS will apply
its normal procedures for selecting a best path fromthose nultiple
updat es (and updates from ot her peers).

Thi s decision regarding | oad bal ancing (vs. using one peering session

as the primary for carrying data and another as the backup) is
entirely local and is up to the two nei ghboring ASes.
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7. Interaction of BGsec with Commpbn BGP Features
7.1. Peer G oups

In traditional BGP, the idea of peer groups is used in BGP routers to
save on processi ng when generating and sendi ng updates. Miltiple
peers for whomthe same policies apply can be organi zed into peer
groups. A peer group can typically have tens of ASes (and maybe as
many as 300) in it.

7.1.1. Decision

It was decided that BGPsec updates are generated to target uni que AS
peers, so there is no support for peer groups in BGPsec.

7.1.2. Discussion

BGPsec router processing can nmake use of peer groups preceding the
signing of updates to peers. Sone of the update processing prior to
forwarding to nenbers of a peer group can be done only once per
update, as is done in traditional BGP. Prior to forwarding the
update, a BGPsec speaker adds the peer’'s ASN to the data that needs
to be signed and signs the update for each peer AS in the group

i ndi vidual ly.

If updates were to be signed per peer group, information about the
forward AS set that constitutes a peer group would have to be

di vul ged (since the ASN of each peer would have to be included in the
update). Sone |ISPs do not like to share this kind of information

gl obal I y.

7.2. Comunities

The need to provide protection in BGPsec for the comunity attribute
was di scussed.

7.2.1. Decision

Conmunity attribute(s) will not be included in any nessage that is
signed in BGPsec.

7.2.2. Discussion

From a security standpoint, the conmunity attribute, as currently
defined, may be inherently defective. A substantial amount of work
on the senmantics of the comunity attribute is needed, and additiona
work on its security aspects also needs to be done. The community
attribute is not necessarily transitive; it is often used only
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bet ween nei ghbors. In those contexts, transport-security mechani sms
suffice to provide integrity and authentication. (There is no need
to sign data when it is passed only between peers.) It was suggested
that one could include only the transitive conmunity attributes in
any nessage that is signed and propagated (across the AS path). It
was noted that there is a flag available (i.e., unused) in the
community attribute, and it mght be used by BGPsec (in sone
fashion). However, little information is available at this point
about the use and function of this flag. It was speculated that this
flag could potentially be used to indicate to BGPsec whet her or not
the conmunity attribute needs protection. For now, conmmunity
attributes will not be secured by BGPsec path signatures.

Consi deration of iBGP Speakers and Confederations
1. Decision

An i BGP speaker that is also an eBGP speaker and that executes BGPsec
will by necessity carry BGPsec data and perform eBGPsec functions.
Conf ederations are eBGP clouds for admi nistrative purposes and
contain multiple Menber-ASes. A Menber-AS is not required to sign
updat es sent to another Menber-AS within the same confederation
However, if BGPsec signing is applied in eBGP within a confederation
i.e., each Menber-AS signs to the next Menber-AS in the path within
the confederation, then upon egress fromthe confederation, the
Menber - AS at the boundary nust renove any and all signatures applied
within the confederation. The Menber-AS at the boundary of the
confederation will sign the update to an eBGPsec peer using the
public ASN of the confederation and its private key. The BGPsec
specification will not specify how to performthis process.

Note: In RFC 8205, signing a BGPsec update between Menber-ASes within
a confederation is required if the update were to propagate with
signatures within the confederation. A Confed Segnent flag exists in
each Secure_ Path segnment, and when set, it indicates that the
correspondi ng signature belongs to a Menber-AS. At the confederation
boundary, all signatures with Confed_Segnment flags set are renoved
fromthe update. RFC 8205 specifies in detail how all of this is
done. Please see Figure 5 in Section 3.1 of [ RFC8205], as well as
Section 4.3 of [RFC8205], for details.

2. Discussion

This topic may need to be revisited to flesh out the details
careful ly.
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7.4. Consideration of Route Servers in | XPs
7.4.1. Decision

[BGPsec-1nitial] nmade no special provisions to accommpdate route
servers in Internet Exchange Points (IXPs).

Not e: The above deci si on subsequently changed: RFC 8205 all ows the
acconmodati on of | XPs, especially for transparent route servers. The
pCount (AS prepend count) field is set to zero for transparent route
servers (see Section 4.2 of [RFC8205]). The operational guidance for
preventing the nmisuse of pCount=0 is given in Section 7.2 of

RFC 8205. Also, see Section 8.4 of RFC 8205 for a discussion of
security considerations concerni ng pCount=0.

7.4.2. Discussion

There are basically three nmethods that an | XP nay use to propagate
routes: (A) direct bilateral peering through the I XP, (B) BGP peering
between clients via peering with a route server at the I XP (w thout
the I XP inserting its ASNin the path), and (C) BGP peering with an

I XP route server, where the IXP inserts its ASN in the path.

(Note: The I XP's route server does not change the NEXT_HOP attribute
even if it inserts its ASNin the path.) It is very rare for an I XP
to use Method C because it is less attractive for the clients if
their AS path length increases by one due to the I XP. A nmeasure of
the extent of the use of Method A vs. Method Bis given in ternms of
the corresponding IP traffic | oad percentages. As an exanple, at a
maj or European | XP, these percentages are about 80% and 20% f or

Met hods A and B, respectively (this data is based on private

conmuni cation with I XPs circa 2011). However, as the I XP grows (in
terns of nunber of clients), it tends to migrate nore towards

Met hod B because of the difficulties of managing up to n x (n-1)/2
direct interconnections between n peers in Mthod A

To the extent that an I XP is providing direct bilateral peering
between clients (Method A), that nodel works naturally with BGPsec.
Al so, if the route server in the | XP plays the role of a regular
BGPsec speaker (minus the routing part for payload) and inserts its
own ASN in the path (Method C), then that nodel would al so work wel
in the BGPsec Internet and this case is trivially supported in
BGPsec.
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7.5. Proxy Aggregation (a.k.a. AS_SETs)
7.5.1. Decision

Proxy aggregation (i.e., the use of AS SETs in the AS path) will not
be supported in BGPsec. There is no provision in BGPsec to sign an
update when an AS SET is part of an AS path. |If a BGPsec-capable
router receives an update that contains an AS SET and al so finds that
the update is signed, then the router will consider the update

mal formed (i.e., a protocol error)

Note: Section 5.2 of RFC 8205 specifies that a receiving BGPsec
router "MJST handl e any syntactical or protocol errors in the
BGPsec_PATH attribute by using the 'treat-as-w thdraw approach as
defined in RFC 7606 [ RFC7606]."

7.5.2. Discussion

Proxy aggregati on does occur in the Internet today, but it is very
rare. Only a very snmall fraction (about 0.1% of observed updates
contain AS SETs in the AS path [ASset]. Since traditional BGP
currently allows for proxy aggregation with the inclusion of AS SETs
in the AS path, it is necessary that BGPsec specify what action a
receiving router nust take if such an update is received with
attestation. BCP 172 [RFC6472] recommends agai nst the use of AS_SETs
in updates, so it is anticipated that the use of AS SETs wil |

di m ni sh over tine.

7.6. 4-Byte AS Nunbers

Not all (currently depl oyed) BGP speakers are capable of dealing with
4-byte ASNs [ RFC6793]. The standard mechani sm used to acconmodat e
such speakers requires a peer ASto translate each 4-byte ASN in the
AS path to a reserved 2-byte ASN (23456) before forwarding the
update. This nmechanismis inconpatible with the use of BGPsec, since
the ASN translation is equivalent to a route nodification attack and
wi || cause signatures corresponding to the translated 4-byte ASNs to
fail validation.

7.6.1. Decision

BGP speakers that are BGPsec capable are required to process
4- byt e ASNSs.

7.6. 2. Di scussi on

It is reasonable to assunme that upgrades for 4-byte ASN support will
be in place prior to the depl oynment of BGPsec.
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8. BCGPsec Validation
8.1. Sequence of BGPsec Validation Processing in a Receiver

It is natural to ask in what sequence a receiver nust perform BGPsec
update validation so that if a failure were to occur (i.e., the
update was determined to be invalid) the processor would have spent
the | east anpunt of processing or other resources.

8.1.1. Decision

There was agreenment that the follow ng sequence of receiver
operations is quite nmeaningful; the follow ng steps are included in
[BGPsec-1nitial]. However, the ordering of these validation-
processing steps is not a normative part of the BGPsec specification

1. Verify that the signed update is syntactically correct. For
exanmpl e, check to see if the nunmber of signatures nmatches the
number of ASes in the AS path (after duly accounting for AS
pr ependi ng) .

2. Verify that the origin ASis authorized to advertise the prefix
in question. This verification is based on data from ROAs and
does not require any cryptographi c operations.

3. Verify that the advertisenment has not yet expired

4. Verify that the target ASN in the signature data matches the ASN
of the router that is processing the advertisenment. Note that
the target-ASN check is also a non-cryptographic operation and
is fast.

5. Validate the signature data starting fromthe nost recent ASto
the origin.

6. Locate the public key for the router fromwhich the adverti senent
was received, using the SKI fromthe signature data.

7. Hash the data covered by the signature algorithm |Invoke the
signature validation algorithmon the followi ng three inputs: the
| ocally conputed hash, the received signature, and the public
key. There will be one output: valid or invalid.

8. Repeat steps 5 and 6 for each preceding signature in the

Signature_Block until (a) the signature data for the origin ASis
encountered and processed or (b) either of these steps fails.
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Note: Significant refinements to the above list occurred in the
progress towards RFC 8205. The detailed syntactic-error checklist is
presented and explained in Section 5.2 of [RFC8205]. Also, a |logica
sequence of steps to be followed in the validation of
Signature Bl ocks is described in Section 5.2 of [RFC8205].

8.1.2. Discussion

If the goal is to mnimze conputational costs associated with

crypt ographi c operations, the sequence of receiver operations that is
suggest ed above is viewed as appropriate. One additional interesting
suggesti on was that when there are two Signature Bl ocks in an update,
the validating router can first verify which of the two algorithms is
cheaper, to save on processing. |If that Signature Bl ock verifies,
then the router can skip validating the other Signature_ Bl ock

8.2. Signing and Forwardi ng Updates when Signatures Failed Validation
8.2.1. Decision

A BGPsec router should sign and forward a signed update to upstream
peers if it selected the update as the best path, regardl ess of
whet her the update passed or failed validation (at this router).

8.2.2. Discussion

The availability of RPKI data at different routers (in the sane AS or
different ASes) mmy differ, depending on the sources used to acquire
RPKI data. Hence, an update may fail validation in one AS, and the
sanme update may pass validation in another AS. Also, an update may
fail validation at one router in an AS, and the sane update nay pass
val idation at another router in the sane AS.

A BCP may be published later that will identify sone update-failure
conditions that may present unanbi guous cases for rejecting the
update (in which case the router would not select the AS path in the
update). These cases are "TBD' (to be deternined).
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8. 3. Enuneration of Error Conditions

Enuneration of error conditions and the recomendati ons for how to
react to themare still under discussion

8. 3. 1. Deci si on

TBD. Al so, please see Section 8.5 for the decision and di scussion
specifically related to syntactic errors in signatures.

Not e: Section 5.2 of RFC 8205 describes the detection of syntactic
and protocol errors in BGPsec updates as well as how the updates with
such errors are to be handl ed.

8.3.2. Di scussi on

The following list is a first attenpt to provide sone possible error
conditions and recomrended receiver reactions in response to the
detection of those errors. Refinements will follow after further

di scussi ons.

El Abnornalities where a peer (i.e., the preceding AS) should
definitely not have propagated to a receiving eBGPsec router
For exanple, (A) the nunber of signatures does not match the
nunber of ASes in the AS path (after accounting for AS
prepending), (B) there is an AS SET in the received update and
the update has signatures, or (C) other syntactic errors with
si gnatures have occurred

Reaction: See Section 8.5.

E2 Situations where a receiving eBGPsec router cannot find the
certificate for an AS in the AS path.

Reaction: Mark the update as "Invalid". It is acceptable to
consider the update in the best-path selection. |If it is chosen,
then the router should sign and propagate the update.

E3 Situations where a receiving eBGPsec router cannot find a ROA for
the {prefix, origin} pair in the update.

Reaction: Sane as in (E2) above.

E4 Situations where the receiving eBGPsec router verifies signhatures
and finds that the update is "Invalid" (even though its peer
m ght not have known, e.g., due to RPKI skew).

Reaction: Sane as in (E2) above.
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In some networks, the best-path-selection policy may specify
choosi ng an unsi gned update over one with invalid signature(s).
Hence, the signatures nust not be stripped even if the update is
"Invalid'. No evil bit is set in the update (when it is
"Invalid") because an upstream peer nay not get that sane answer
when it tries to validate

8.4. Procedure for Processing Unsigned Updates

An update may cone in unsigned froman eBGP peer or internally (e.g.,
as an i BGP update). |In the latter case, the route is being
originated fromw thin the AS in question.

8.4.1. Deci si on

If an unsigned route is received froman eBGP peer and if it is

sel ected, then the route will be forwarded unsigned to other eBGP
peers -- even BGPsec-capable peers. |If the route originated in this
AS (IGP or iBGP) and is unsigned, then it shoul d be signed and
announced to external BGPsec-capabl e peers.

8.4.2. Discussion

It is also possible that an update received in IGP (or i BGP) may have
private ASNs in the AS path. These private ASNs would normally
appear in the rightnost portion of the AS path. It was noted that in
this case the private ASNs to the right would be renmoved (as done in
traditional BGP), and then the update will be signed by the
originating AS and announced to BGPsec-capabl e eBGP peers.

Note: See Section 7.5 of [RFC8205] for operational considerations for
BGPsec in the context of private ASNs.

8.5. Response to Syntactic Errors in Signatures and Recommendati ons for
How to React to Them

Note: The contents of this subsection (i.e., Section 8.5) differ
substantially fromthe reconmrendati ons in RFC 8205 regardi ng the
handl i ng of syntactic errors and protocol errors. Hence, the reader
may skip this subsection and instead read Section 5.2 of [RFC8205].
Thi s subsection (Section 8.5) is kept here for the sake of archiva
val ue concerning design discussions.

Different types of error conditions were discussed in Section 8. 3.
Here, the focus is only on syntactic-error conditions in signatures.
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8.5. 1. Deci si on

If there are syntactic-error conditions such as (A) AS SET and

BGPsec PATH both appearing in an update, (B) the nunber of signatures
not matching the nunber of ASes (after accounting for any AS
prepending), or (C) a parsing issue occurring with the BGPsec_ PATH
attribute, then the update (with the signatures stripped) will stil
be considered in the best-path-selection algorithm (**Note: This is
not true in RFC 8205**.) |If the update is selected as the best path,
then the update will be propagated unsigned. The error condition
will be |ogged |ocally.

A BGPsec router will follow whatever the current |ETF (I DR W5
recomrendations are for notifying a peer that it is sending malformed
nmessages.

In the case when there are two Signature Bl ocks in an update, and one
or nore syntactic errors are found to occur within one of them but
the other one is free of any syntactic errors, then the update wll
still be considered in the best-path-selection algorithmafter the
syntactically bad Signature_Bl ock has been renoved. (**Note: This is
not true in RFC 8205**.) |If the update is selected as the best path,
then the update will be propagated with only one (i.e., the
error-free) Signature Block. The error condition will be |ogged

| ocal ly.

8.5. 2. Di scussi on

As stated above, a BGPsec router will follow whatever the current

| ETF (I DR W5 recommendations are for notifying a peer that it is
sendi ng mal forned nessages. Question: If the error is persistent and
a full BGP table dunp occurs, then would there be 500K such errors
resulting in 500K "notify" messages sent to the peer that is
generating the errors? Answer: Rate limting would be applied to the
notify nessages and shoul d prevent any overload due to these
nmessages.

8. 6. Enuneration of Validation States

Various validation conditions are possible that can be napped to
validation states for possible input to the BGPsec deci sion process.
These conditions can be related to whether an update is signed,
Expire Time is checked, route origin validation is checked agai nst a
ROA, signature verification passed, etc.
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8.6. 1. Deci si on

It was decided that BGPsec validation outcomes will be mapped to one

of only two validation states: (1) Valid -- passed all validation
checks (i.e., Expire Tinme check, route origin and Signature_Bl ock
validation) and (2) Invalid -- all other possibilities. "lnvalid"

woul d i nclude situations such as the foll ow ng:

1. Due to a lack of RPKI data or insufficient RPKI data, validation
was not perforned.

2. The signature Expire Tine check fail ed.
3. Route origin validation fail ed.
4. Signature checks were perforned, and one or nore of themfail ed.

Note: Expire Tine is obsolete (see the notes in Sections 2.2.1 and
2.2.2). RFC 8205 uses the states "Valid" and "Not Valid", but only
with respect to AS path validation (i.e., not including the result of
origin validation); see Section 5.1 of [RFC8205]. "Not Valid"
includes all conditions in which path validation was attenpted but a
"Valid" result could not be reached. (Note: Path validation is not
attenpted in the case of syntactic or protocol errors in a BGPsec
update; see Section 5.2 of [RFC8205].) Each Relying Party (RP) is
expected to devise its own policy to suitably factor the results of
origin validation [ RFC6811] and path validation [ RFC8205] into its
pat h-sel ecti on deci si on.

8.6.2. Discussion
It may be noted that the result of update validation is just an
additional input for the BGP decision process. The router’s |loca
policy ultimately has control over what action (regarding BGP path
sel ection) is taken.
Initially, four validation states were consi dered:

1. The update is not signed.

2. The update is signed, but the router does not have corresponding
RPKI data to performa validation check

3. The validation check was perforned, and the check fail ed
(I'nvalid).

4. The validation check was perforned, and the check passed (Valid).
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As stated above, it was |ater decided that BGPsec validation outcones
wi Il be mapped to one of only two validation states. It was observed
that an update can be invalid for many different reasons. To begin
to differentiate these nunerous reasons and to try to enunerate
different flavors of the Invalid state will not |ikely be
constructive in route-sel ection decisions and may even introduce new
vul nerabilities in the system However, sone questions renmain, such
as the foll ow ng:

Question: Is there a need to define a separate validation state for
the case when an update is not signed but the {prefix, origin} pair
mat ches the ROA information? After sone discussion, a tentative
concl usi on was reached: this is in principle sinmlar to validation
based on partial path signing (which was rul ed out; see Section 6.4).
So, there is no need to add another validation state for this case;
treat it as "Invalid", considering that it is unsigned.

Anot her remai ni ng question: Wuld the RP want to give the update a

hi gher preference over another unsigned update that failed origin
validation or over a signed update that failed both signhature and ROA
val i dati on?

8.7. Mechanismfor Transporting Validation State through i BGP
8.7.1. Decision

BGPsec validati on need be performed only at eBGP edges. The

val idation status of a BGP signed/ unsigned update nay be conveyed via
i BGP froman ingress edge router to an egress edge router. Loca
policy in the AS will determ ne how the validation status is conveyed
internally, using various preexisting mechanisnms, e.g., setting a BGP
community, or nodifying a nmetric value such as Local _Pref or MED. A
si gned update that cannot be validated (except those with syntax
errors) should be forwarded with signatures fromthe ingress router
to the egress router, where it is signed when propagated towards

ot her eBCGPsec speakers in neighboring ASes. Based entirely on |oca
policy settings, an egress router may trust the validation status
conveyed by an ingress router, or it my performits own validation
The | atter approach may be used at an operator’s discretion, under
circunstances when RPKI skew is known to happen at different routers
within an AS.

Note: An extended comunity for carrying the origin validation state
in i BGP has been specified in RFC 8097 [ RFC8097].
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8.7.2. Discussion

The attribute used to represent the validation state can be carried
between ASes, if desired. [ISPs may like to carry it over their eBGP
links between their own ASes (e.g., sibling ASes). A peer (or
custoner) may receive it over an eBGP link froma provider and may
want to use it to shortcut their own validation check. However, the
peer (or customer) should be aware that this validation-state
attribute is just a preview of a neighbor’s validation and nust
performtheir own validation check to be sure of the actual state of
the update’s validation. Question: Should validation-state
propagati on be protected by attestation in cases where it is usefu
for diagnostics purposes? The decision was made to not protect the
val idation-state informati on using signatures.

The followi ng validation states nmay be needed for propagation via
i BGP between edge routers in an AS:

0 Validation states communicated in i BGP for an unsigned update
(route origin validation result): (1) Valid, (2) Invalid,
(3) Not Found (see [RFC6811]), (4) Validation Deferred.

* An update could be unsigned for either of the follow ng two
reasons, but they need not be distinguished: (a) it had no
signatures (i.e., came in unsigned froman eBGP peer) or
(b) signatures were present but stripped.

0 Validation states communicated in i BGP for a signed update:
(1) valid, (2) Invalid, (3) Validation Deferred.

The reason for conveying the additional "Validation Deferred" state

may be illustrated as follows. An ingress edge Router A receiving an
update from an eBGPsec peer may not attenpt to validate signatures
(e.g., in a processor overload situation), and in that case Router A

shoul d convey "Validation Deferred" state for that signed update (if
sel ected for best path) in iBGP to other edge routers. An egress
edge Router B, upon receiving the update fromingress Router A, would
then be able to performits own validation (origin validation for an
unsi gned update or origin/signature validation for a signed update).
As stated before, the egress router (Router B in this exanple) may

al ways choose to performits own validation when it receives an
update fromi BGP (i ndependently of the update’s validation status
conveyed in i BGP) to account for the possibility of RPKI data skew at
different routers. These various choices are |local and entirely at
the operator’s discretion
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9.

9.

9.

9.

Oper ational Considerations

Note: Significant thought has been devoted to operations and
managenment consi derati ons subsequent to the witing of
[BGPsec-1nitial]. The reader is referred to [ RFC8207] and Section 7
of [RFC8205] for details.

1. Interworking with BGP G aceful Restart

BGP Graceful Restart (BGP-GR) [RFC4724] is a mechanismcurrently used
to facilitate nonstop packet forwardi ng when the control plane is
recovering froma fault (i.e., the BGP session is restarted) but the
data plane is functioning. Two questions were raised: Are there any
speci al concerns about how BGP-GR works whil e BGPsec is operational ?
Al so, what happens if the BGP router operation transitions from
traditional BGP operation to BGP-GR to BGPsec, in that order?

1.1. Decision

No deci sion was made relative to this issue (at the time that
[BGPsec-lnitial] was witten).

Note: See Section 7.7 of [RFC8205] for coments concerning the
operation of BGP-GR with BGPsec. They are consistent with the
di scussi on bel ow.

1.2. Di scussi on

BGP- CR can be inplemented with BGPsec, just as it is currently
inplemented with traditional BGP. The Restart State bit, Forwarding
State bit, End-of-RI B marker, staleness marker (in the Adj-RIB-1n),
and Sel ection_Deferral _Tinmer are key parameters associated with
BGP- CR [ RFC4724] . These paraneters would apply to BGPsec, just as
they apply to traditional BGP.

Regar di ng what happens if the BGP router transitions fromtraditional
BGP to BGP>-GR to BGPsec, the answer would sinply be as follows. |If
there is a software upgrade to BGPsec during BGP-GR (assum ng that
the upgrade is being done on a live BGP speaker), then the BGP-GR
session should be term nated before a BGPsec session is initiated.
Once the eBGPsec peering session is established, the receiving
eBGPsec speaker will see signed updates fromthe sending (newy

upgr aded) eBGPsec speaker. There is no apparent harm (it may, in
fact, be desirable) if the receiving speaker continues to use
previously | earned unsigned BGP routes fromthe sendi ng speaker until
they are replaced by new BGPsec routes. However, if the Forwarding
State bit is set to zero by the sending speaker (i.e., the newy
upgr aded speaker) during BGPsec session negotiation, then the
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recei ving speaker would mark all previously |earned unsi gned BGP
routes fromthat sending speaker as "stale" in its Adj-RIB-In. Then,
as BGPsec updates are received (possibly interspersed with unsigned
BGP updates), the "stale" routes will be replaced or refreshed.

9.2. BCP Recomendations for Mnimzing Churn: Certificate Expiry/
Revocation and Sighature Expire Tine

9.2.1. Decision
Wrk related to this topic is still in progress.
9.2.2. Discussion

BCP recommendati ons for mnimzing churn in BGPsec have been

di scussed. There are various potential strategies on how routers
shoul d react to such events as certificate expiry/revocati on and

signature Expire Tine exhaustion [Dynanics]. The details will be
docunented in the near future after additional work is conpleted

9.3. CQutsourcing Update Validation
9.3.1. Decision

Updat e signature validation and signing can be outsourced to an
of f-board server or processor.

9.3.2. Discussion

Possi bly, an off-router box (one or nore per AS) can be used that
performs path validation. For exanple, these capabilities night be
incorporated into a route reflector. At an ingress router, one needs
the Adj-RIB-1n entries validated but not the RIB-out entries. So,
the off-router box is probably unlike the traditional route
reflector; it sits at the network edge and validates all incom ng
BGPsec updates. Thus, it appears that each router passes each BGPsec
update it receives to the off-router box and receives a validation
result before it stores the route in the Adj-RIB-1n. Question: What
about failure nodes here? The failure nodes would be dependent on
the foll ow ng:

1. How nuch of the control plane is outsourced.

2. Howreliable the off-router box is (or, equivalently,
communi cation to and fromit).

3. How centralized vs. distributed this arrangenent is.
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When any kind of outsourcing is done, the user needs to be watchfu
and ensure that the outsourcing does not cross trust/security
boundari es.

9.4. New Hardware Capability
9.4.1. Decision

It is assuned that BGPsec routers (Provider Edge (PE) routers and
route reflectors) will require significantly upgraded hardware --
much nmore nenory for RIBs and hardware cryptographi c assi stance.
However, stub ASes woul d not need to make such upgrades because they
can negotiate asynmetric BGPsec capability with their upstream ASes,
i.e., they sign updates to the upstream AS but receive only unsigned
BGP updates (see Section 6.5).

9.4.2. Discussion

It is accepted that it m ght take several years to go beyond test

depl oynent of BGPsec because of the need for additional route
processor CPU and nmenory. However, because BGPsec depl oynment will be
i ncrenmental and because signed updates are not sent outside of a set
of contiguous BGPsec-enabled ASes, it is not clear how nmuch
additional (RIB) memory will be required during initial deploynent.
See [RIB size] for prelimnary results on nodeling and estinmation of
BGPsec RIB size and its projected growh. Hardware cryptographic
support reduces the conputation burden on the route processor and

of fers good security for router private keys. However, given the

i ncrenment al -depl oynment nodel, it also is not clear how substantial a
crypt ographic processing load will be incurred in the early phases of
depl oynent .

Note: There are recent detailed studies that considered software
optimzations for BGPsec. In [Mehnetl] and [ Mehnet 2], conputationa
optimzations for cryptographic processing (i.e., ECDSA speedup) are
consi dered for BGPsec inplenmentati ons on general - purpose CPUs. In
[V_Sriran], software optim zations at the |evel of update processing
and path selection are proposed and quantified for BGPsec

i mpl ement ati ons.
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9.5. Signed Peering Registrations
9.5.1. Decision

The idea of signed BGP peering registrations (for the purpose of path
val idation) was rejected.

9.5. 2. Di scussi on

The idea of using a secure map of AS relationships to "validate"
updat es was di scussed and rejected: such solutions were not pursued
because they cannot provide strong guarantees regarding the validity
of updates. Using these techniques, one can say only that an update
is "plausible"; one cannot say that it is "definitely" valid (based
on signed peering relations al one).

10. Security Considerations

Thi s docunent requires no security considerations. See [RFC8205] for
security considerations for the BGPsec protocol.

11. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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