I nternet Engi neering Task Force (IETF) V. Beeram Ed.

Request for Comments: 8370 Juni per Networ ks
Cat egory: Standards Track I. Mnei
I SSN: 2070-1721 R Shakir
CGoogl e, Inc

D. Pacella

Verizon

T. Saad

Cisco Systens

May 2018

Techniques to Inprove the Scalability of RSVP-TE Depl oynents
Abst r act

Networ ks that utilize RSVP-TE LSPs are encountering inplementations
that have a linmted ability to support the growmh in the number of
LSPs depl oyed.

Thi s docunent defines two techni ques, Refresh-Interval |ndependent
RSVP (Rl -RSVP) and Per-Peer Flow Control, that reduce the nunber of
processing cycles required to maintain RSVP-TE LSP state in Labe
Switching Routers (LSRs) and hence allow inpl enentati ons to support
| arger scal e depl oynents.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8370

Beeram et al. St andards Track [ Page 1]



RFC 8370

Copyri ght Notice

RSVP- TE Scal i ng - Techni ques

May 2018

Copyright (c) 2018 | ETF Trust and the persons identified as the

docunent aut hors.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Al'l rights reserved.

Provisions Relating to | ETF Docunents

(https://trustee.ietf.org/license-info)
publication of this docunent.

in effect on the date of
Pl ease revi ew t hese docunents

carefully, as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of

to this docunent.

the Trust Legal

described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction

2. Required Support for RFC 2961 e
2.1. Required Functionality from RFC 2961
2.2. Making Acknow edgenents Mandatory . .

3. Refresh-Interval |ndependent RSVP (RI—RSVP)
3.1. Capability Advertisenent
3.2. Conpatibility . .

4. Per-Peer Flow Control
4.1. Capability Advertlsenent
4.2. Conpatibility . . .

5. | ANA Considerations . . .

5.1. Capability Object Values

6. Security Considerations

7. Ref er ences

7.1. Nor mati ve References
7.2. Informative References .
Appendi x A,  Recommended Defaults

Acknowl edgenent s
Contributors

Aut hor s’ Addresses

Beeram et al.

St andards Track

Provi sions and are provided without warranty as

O©Coooooo~N~N~N~NOOOO UMW

[ Page 2]



RFC 8370 RSVP- TE Scal i ng - Techni ques May 2018

1.

I nt roducti on

Net works that utilize RSVP-TE [ RFC3209] LSPs are encountering
i npl ementations that have a limted ability to support the growth in
the nunber of LSPs depl oyed.

The set of RSVP Refresh Overhead Reduction procedures [ RFC2961]
serves as a powerful toolkit for RSVP-TE inplenmentations to help
cover a majority of the concerns about soft-state scaling. However,
even with these tools in the toolkit, analysis of existing

i mpl ement ati ons [ RFC5439] indicates that the processing required
beyond a certain scale nmay still cause significant disruption to a
Label Switching Router (LSR)

Thi s docunent builds on existing scaling work and anal ysis and
defines protocol extensions to hel p RSVP-TE depl oynents push the
envel ope further on scaling by increasing the threshold above which
an LSR struggles to achieve sufficient processing to naintain LSP
state.

Thi s docunent defines two techni ques, Refresh-Interval |ndependent
RSVP (Rl -RSVP) and Per-Peer Flow Control, that cut down the nunber of
processing cycles required to maintain LSP state. RI-RSVP hel ps
conpletely elimnate RSVP's reliance on refreshes and refresh

ti meouts, while Per-Peer Flow Control enables a busy RSVP speaker to
apply back pressure to its peer(s). This docunent defines a unique
RSVP Capability [RFC5063] for each techni que (support for the
CAPABI LI TY object is a prerequisite for inplenenting these
techniques). Note that the Per-Peer Flow Control technique requires
the RI-RSVP technique as a prerequisite. In order to reap maxi mum
scaling benefits, it is strongly recommended that inplenentations
support both techni ques and have them enabl ed by default. Both
techni ques are fully backward conpati bl e and can be depl oyed
incremental ly.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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Requi red Support for RFC 2961

The techni ques defined in Sections 3 and 4 are based on proposal s
made in [RFC2961]. |Inplenentations of these techniques need to
support the RSVP nessages and procedures defined in [ RFC2961] with
sonme minor nodifications and alterations to recomrended tine
intervals and iteration counts (see Appendix A for the set of
recomrended defaults).

Required Functionality from RFC 2961

An inplenentation that supports the techniques discussed in Sections
3 and 4 rust support the functionality described in [ RFC2961] as
fol |l ows:

o It MIUST indicate support for RSVP Refresh Overhead Reduction
extensions (as specified in Section 2 of [RFC2961]).

o |t MUST support receipt of any RSVP Refresh Overhead Reduction
message as defined in [ RFC2961].

o It MUST initiate all RSVP Refresh Overhead Reducti on nmechani sns as
defined in [ RFC2961] (including the SRefresh nessage) with the
default behavior being to initiate the nmechani snms; however, a
configuration override shoul d be offered.

o It MUST support reliable delivery of Path/Resv and the
correspondi ng Tear/Err nessages (as specified in Section 4 of
[ RFC2961]).

o It MUST support retransm ssion of all unacknow edged RSVP-TE
messages usi ng exponential backoff (as specified in Section 6 of
[ RFC2961] ).

Maki ng Acknow edgenents Mandat ory

The reliabl e message delivery nechani smspecified in [ RFC2961] states
that "Nodes receiving a non-out of order [sic] nessage containing a
MESSAGE I D object with the ACK Desired flag set, SHOULD respond wth
a MESSAGE | D_ACK object."

In an inplementation that supports the techniques discussed in
Sections 3 and 4, nodes receiving a non-out-of-order nmessage
containing a MESSAGE | D object with the ACK Desired flag set MJUST
respond with a MESSAGE | D ACK object. This MESSAGE | D _ACK object can
be packed with other MESSAGE | D ACK or MESSAGE | D NACK objects and
sent in an Ack nmessage (or piggybacked in any other RSVP nessage).

Beeram et al. St andards Track [ Page 4]



RFC 8370 RSVP- TE Scal i ng - Techni ques May 2018

This inprovenent to the predictability of the systemin terns of
reliable nessage delivery is key for being able to take any action
based on a non-recei pt of an ACK

3. Refresh-Interval |ndependent RSVP (Rl -RSVP)

The RSVP protocol relies on periodic refreshes for state
synchroni zati on between RSVP nei ghbors and recovery from| ost RSVP
messages. It relies on a refresh tineout for stale-state cl eanup

The primary notivation behind introducing the notion of Refresh-

I nterval |ndependent RSVP (RI-RSVP) is to conpletely elimnate RSVP' s
reliance on refreshes and refresh timeouts. This is done by sinply
increasing the refresh interval to a fairly large value. [RFC2961]
and [ RFC5439] tal k about increasing the value of the refresh interva
to provide |inear inprovement of transm ssion overhead, but they also
poi nt out the degree of functionality that is |ost by doing so. This
section revisits this notion, but also sets out additiona
requirenents to make sure that there is no loss of functionality
incurred by increasing the value of the refresh interval

An i mpl enentation that supports RI-RSVP:
0 MJST support all of the requirenents specified in Section 2.

0 MJIST make the default value of the configurable refresh interva
(R be a large value (tens of mnutes). A default value of 20
m nutes i s RECOVWENDED by this docunent.

0 MJST use a separate shorter refresh interval for refreshing state
associ ated with unacknow edged Pat h/ Resv (uR) nessages. A default
val ue of 30 seconds is RECOMMENDED by this docunent.

o MJST inplenment coupling the state of individual LSPs with the
state of the correspondi ng RSVP-TE signaling adjacency. Wen an
RSVP- TE speaker detects RSVP-TE signaling adjacency failure, the
speaker MUST act as if all the Path and Resv states |earned via
the failed signaling adjacency have timed out.

0 MJST make use of the Hell o session based on the Node-1D ([ RFC3209]
[ RFC4558]) for detection of RSVP-TE signaling adjacency fail ures.
A default value of 9 seconds is RECOMVENDED by this docunent for
the configurable node hello interval (as opposed to the default
value of 5 nilliseconds proposed in Section 5.3 of [RFC3209]).

0 MJST indicate support for R -RSVP via the CAPABILITY object
[ RFC5063] in Hell o nmessages.
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3.1. Capability Advertisenent

An i mpl enent ati on supporting the R -RSVP techni que MJST set a new
flag, RI-RSVP Capable, in the CAPABILITY object signaled in Hello
messages. The following bit indicates that the sender supports

Rl - RSVP:

Bit Number 28 (0x0008) - RI-RSVP Capable (I1-bit)

Any node that sets the new I-bit in its CAPABILITY object MJST al so

set the Refresh-Reduction-Capable bit [RFC2961] in the common header
of all RSVP-TE nmessages. |If a peer sets the I-bit in the CAPABILITY
obj ect but does not set the Refresh-Reduction-Capable bit, then the

Rl - RSVP functionality MJUST NOT be activated for that peer.

3.2. Conpatibility

The RI-RSVP functionality MJST NOT be activated with a peer that does
not indicate support for this functionality. |Inactivation of the

Rl - RSVP functionality MJST result in the use of the traditiona
smal l er refresh interval [RFC2205].

4. Per-Peer Flow Contro

The functionality discussed in this section provides an RSVP speaker
with the ability to apply back pressure to its peer(s) to reduce/
elimnate a significant portion of the RSVP-TE control nessage | oad.

An i npl enentation that supports Per-Peer Flow Control
0 MJST support all of the requirenments specified in Section 2.
0 MJST support RI-RSVP (Section 3).

0 MJST treat |ack of ACKs froma peer as an indication of a peer’s
RSVP-TE control - pl ane congestion. |If congestion is detected, the
| ocal system MJUST throttle RSVP-TE nessages to the affected peer
This MJUST be done on a per-peer basis. (Per-peer throttling MAY
be inplemented by a traffic-shaping nechani smthat proportionally
reduces the RSVP-signaling packet rate as the nunber of
out st andi ng ACKs increases. Wen the nunber of outstandi ng ACKs
decreases, the send rate woul d be adjusted up again.)

0 SHOULD use a Retry Limt (R') value of 7 (Section 6.2 of [RFC2961]
suggests using 3).

0 SHOULD prioritize Hell o nessages and nessages carrying
Acknowl edgenents over other RSVP nessages.
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0 SHOULD prioritize Tear/Error over trigger Path/Resv (nessages that
bring up new LSP state) sent to a peer when the |ocal system
detects RSVP-TE control -pl ane congestion in the peer.

0 MJST indicate support for this technique via the CAPABILITY object
[ RFC5063] in Hell o messages.

Capabi lity Adverti senent

An i npl enentati on supporting the Per-Peer Flow Control technique MJST
set a new flag, Per-Peer Flow Control Capable, in the CAPABILITY

obj ect signaled in Hello nmessages. The following bit indicates that
the sender supports Per-Peer Flow Control:

Bit Number 27 (0x0010) - Per-Peer Flow Control Capable (F-bit)

Any node that sets the new F-bit in its CAPABILITY object MJST al so
set the Refresh-Reduction-Capable bit in the cormon header of all
RSVP-TE nessages. |If a peer sets the F-bit in the CAPABILITY object
but does not set the Refresh-Reduction-Capable bit, then the Per-Peer
Fl ow- Control functionality MJST NOT be activated for that peer.

Conpatibility

The Per-Peer Flow Control functionality MJUST NOT be activated with a
peer that does not indicate support for this functionality. If a
peer hasn’t indicated that it is capable of participating in Per-Peer
Fl ow Control, then it SHOULD NOT be assumed that the peer woul d

al ways acknow edge a non-out-of -order nessage containing a MESSAGE | D
object with the ACK Desired flag set.

| ANA Consi derati ons

Capabi lity Object Val ues
| ANA naintains the "Capability Object val ues" subregistry [ RFC5063]
within the "Resource Reservation Protocol (RSVP) Paranmeters" registry

<http://ww.iana. org/ assi gnment s/ rsvp- parameters>. | ANA has assi gned
two new Capability Object Value bit flags as foll ows:

Bi t Hex Nane Ref erence
Nunber Val ue
28 0x0008 RI-RSVP Capable (1) Section 3
27 0x0010 Per-Peer Flow Control Capable (F) Section 4
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6. Security Considerations

Thi s docunent does not introduce new security issues. The security
considerations pertaining to the original RSVP protocol [RFC2205] and
RSVP- TE [ RFC3209], and those that are described in [ RFC5920], renmin
rel evant.
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Appendi x A, Recomrended Defaults

a. Refresh Interval (R) - 20 minutes (Section 3):
G ven that an inplenentation supporting R -RSVP doesn’'t rely on
refreshes for state sync between peers, the function of the RSVP
refresh interval is analogous to that of IGP refresh interva
(the default of which is typically in the order of tens of
m nutes). Choosing a default of 20 minutes allows the refresh
timer to be randomy set to a value in the range [10 m nutes
(0.5R), 30 minutes (1.5R)].

b. Node Hello Interval - 9 seconds (Section 3):

[ RFC3209] defines the hello timeout as 3.5 tinmes the hello
interval. Choosing 9 seconds for the node hello interval gives a
hello timeout of 3.5 * 9 = 31.5 seconds. This puts the hello
timeout value in the vicinity of the IGP hello tineout val ue.

c. Retry-Linmt (R) - 7 (Section 4):
Choosing 7 as the retry-limt results in an overall rapid
retransmt phase of 31.5 seconds. This matches up with the hello
timeout of 31.5 seconds.

d. Refresh Interval for refreshing state associated with
unacknow edged Pat h/ Resv nessages (uR) - 30 seconds (Section 3):
The recommended refresh interval (R) value of 20 m nutes (for an
i mpl ement ati on supporting RI-RSVP) cannot be used for refreshing
state associ ated with unacknow edged Pat h/ Resv nessages. This
docunment recomends the use of the traditional default refresh
interval value of 30 seconds for uR
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