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Update to Digital Signatures on Internet-Draft Docunents

Abst ract

RFC 5485 specifies the conventions for digital signatures on
Internet-Drafts. The Cryptographic Message Syntax (CM5) is used to
create a detached signature, which is stored in a separate conpanion
file so that no existing utilities are inpacted by the addition of
the digital signature.

The RFC Editor recently published the first RFC that includes non-
ASCI| characters in a text file. The conventions specified in RFC
7997 were followed. W assunme that non-ASCI| characters will soon
start appearing in Internet-Drafts as well. This docunent updates
the handling of digital signatures on Internet-Drafts that contain
non- ASCI | characters in a text file.

Thi s docunent updates RFC 5485.
Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8358

Housl ey I nf or mati onal [ Page 1]



RFC 835

Copyri g

8 Update to Digital Signatures

ht Notice

March 2018

Copyright (c) 2018 | ETF Trust and the persons identified as the

docu

Thi s
Pr ov
(htt
publ
care
tot

t he
desc

Table o

1.
1.
1

o
NN

©No O

8.
8.
Ackn
Aut h

Housl ey

ment authors. All rights reserved.

docunment is subject to BCP 78 and the | ETF Trust’s Lega

isions Relating to | ETF Documents

ps://trustee.ietf.org/license-info) in effect on the date of
ication of this docunent. Please review these docunents

fully, as they describe your rights and restrictions with respect
his docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
Trust Legal Provisions and are provided without warranty as

ribed in the Sinplified BSD License.
f Contents

I ntroduction
1. Termnol ogy .

.2. ASN. 1 .

Det ached Signatu%e.Filés
Addi tional Content Types
Need for Canonicalization

.1. ASCI, UTF-8, and HTNL.FiIé Caﬁohiéaiiiaiibn
.2. XM File Canonicalization . e e e
. 3. No Canonicalization of G her File Formats

| ANA Consi der ations

Security Considerations . e
Depl oynment and Operational Considerations
Ref er ences A

1. Normative References

2. Informative References

owl edgemnent s

or’s Address

I nf or mat i onal

OCOONNNN~N~NOCOUPRAPRWWW

[ Page 2]



RFC 8358 Update to Digital Signatures March 2018

1.

1.

1.

I nt roducti on

RFC 5485 [IDSI G specifies the conventions for digital signatures on
Internet-Drafts. The Cryptographic Message Syntax (CMS) [CMB] is
used to create a detached signature, which is stored in a separate
conpanion file so that no existing utilities are inpacted by the
addition of the digital signature.

The RFC Editor recently published the first RFC that includes non-
ASCI| characters in a text file. The conventions specified in RFC
7997 [RFCED] were foll owed. W assune that non-ASCI| characters will
soon start appearing in Internet-Drafts as well. This docunent
updates the handling of digital signatures on Internet-Drafts that
contain non-ASClI|I characters in a text file.

Thi s docunent updates RFC 5485 [IDSI G, which contains the
conventions that have been used by the | ETF Secretariat to digitally
sign Internet-Drafts for the past few years. The |ETF Secretari at
generates the digital signature shortly after the Internet-Draft is
posted in the repository.

The digital signature allows anyone to confirmthat the contents of
the Internet-Draft have not been altered since the tine that the
docunent was signed.

The digital signature is intended to provide a straightforward way
for anyone to determ ne whether a particular file contains the
Internet-Draft that was nmade avail able by the | ETF Secretariat. The
signing-tinme associated with the signature provides the wall clock
time at which the signature was generated; it is not intended to
provide a trusted tinestanp.

1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ STDWORDS] [ STDWORDS2] when, and only when, they appear in al
capital s, as shown here

2. ASN. 1

The CMS uses Abstract Syntax Notation One (ASN. 1) [X. 680]. ASN. 1 is
a formal notation used for describing data protocols, regardl ess of
the programm ng | anguage used by the inplenentation. Encoding rules
descri be how the values defined in ASN.1 will be represented for
transm ssion. The Basic Encoding Rules (BER) [ X 690] are the nost

wi dely enployed rule set, but they offer nore than one way to
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represent data structures. For exanple, definite | ength encoding and
indefinite length encoding are supported. This flexibility is not
desirabl e when digital signatures are used. As a result, the

Di stingui shed Encoding Rules (DER) [X. 690] were invented. DER is a
subset of BER that ensures a single way to represent a given val ue.
For exanple, DER always enploys definite | ength encodi ng.

2. Detached Signature Files

Al Internet-Draft file names begin with "draft-". The next portion
of the file nane depends on the source of the docunent. For exanple,
docunents from | ETF worki ng groups usually have "ietf-" foll owed by

t he wor ki ng group abbreviation, and this is followed by a string that
hel ps people figure out the subject of the docunent.

Al Internet-Draft file nanes end with a hyphen followed by a two
digit version nunber and a suffix. The suffix indicates the type of

file. For example, a text file will have a suffix of ".txt". Today,
plain text files are the nost common, but the RFC Editor has
announced pl ans to make use of other formats [RFCSERIES]. Each file

format enploys a different suffix.

CGoi ng forward, one cannot assune that a text file with a suffix of
".txt" will contain only ASCI| characters.

The conpani on signature file has exactly the sanme file name as the
RFC or Internet-Draft, except that ".p7s" is added to the end. This
file name suffix confornms to the conventions in RFC 5751 [M5G. Here
are a few exanpl e nanes:

Internet-Draft: draft-ietf-exanple-w dgets-03.1txt
Signature File: draft-ietf-exanpl e-w dgets-03.txt.p7s

Internet-Draft: draft-ietf-exanpl e-w dgets-03. pdf
Signature File: draft-ietf-exanple-w dgets-03. pdf.p7s

Internet-Draft: draft-housley-internet-draft-sig-file-00.txt
Signature File: draft-housley-internet-draft-sig-file-00.txt.p7s

3. Additional Content Types

The CM5 is used to construct the detached signatures for Internet-
Drafts. The CM5 Contentlnfo content type MJST al ways be present, and
it MJUST encapsul ate the CM5 SignedData content type. Since a

det ached signature is being created, the CM5 SignedData content type
MUST NOT encapsul ate the Internet-Draft. The CVS detached signature
is summarized in RFC 5485 [IDSI G .
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4.

The Si gnedDat a. Si gner | nf o. Encapsul at edCont ent | nf 0. eCont ent Type val ue
MUST identify the format of the Internet-Draft that is being signed.
Section 5 of RFC 5485 [IDSIG lists the file formats and the

associ ated content type. This docunent expands that |ist as foll ows:

Fil e Format Content Type

ASCI | text id-ct-ascii Text Wt hCRLF
UTF-8 text (includes non-ASClI) id-ct-utf8TextWthCRLF
Hyper Text Markup Language (HTM.) id-ct-htm Wt hCRLF

EPUB i d-ct-epub

Ext ensi bl e Markup Language (XM.) i d-ct-xn

Port abl e Docunent Format (PDF) i d-ct - pdf

Post Scri pt i d-ct-postscript

The object identifiers associated with the content types |isted above
table are:

id-ct OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) smnme(16) 1 }

id-ct-ascii Text WthCRLF OBJECT IDENTIFIER ::= { id-ct 27 }

id-ct-utf8TextWthCRLF OBJECT IDENTIFIER ::={ id-ct 37 }

id-ct-htm WthCRLF OBJECT IDENTIFIER ::= { id-ct 38 }

i d-ct-epub OBJECT IDENTIFIER ::={ id-ct 39 }

id-ct-xm OBJECT IDENTIFIER ::={ id-ct 28 }

i d-ct-pdf OBJECT IDENTIFIER ::= { id-ct 29 }

i d-ct-postscript OBJECT IDENTIFIER ::= { id-ct 30 }

Need for Canonicalization

In general, the content of an Internet-Draft is treated like a single
octet string for the generation of the digital signature.
Unfortunately, the text and HTM. files require canonicalization to
avoi d signature validation problens. The primary concern is the
manner in which different operating systens indicate the end of a
line of text. Some systens use a single newline character, other
systens use the conbination of the carriage-return character foll owed
by a line-feed character, and other systens use fixed-length records
padded with space characters. For the digital signature to validate
properly, a single convention nust be enpl oyed.
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4.1. ASCII, UTF-8, and HTM. File Canonicalization

The canonicalization procedure follows the conventions used for text
files in the File Transfer Protocol (FTP) [FTP]. Such files nust be
supported by FTP inpl enentati ons, so code reuse seens |ikely.

The canoni calization procedure converts the data fromits interna
character representation to the standard 8-bit NVT- ASCl |
representation (see TELNET [ TELNET]). |In accordance with the NVT
standard, the <CRLF> sequence MJST be used to denote the end of a
line of text. Using the standard NVT-ASCI| representati on neans that
data MJUST be interpreted as 8-bit bytes.

Trailing space characters MJST NOT appear on a line of text. That
is, the space character nust not be foll owed by the <CRLF> sequence.

Thus, a blank line is represented solely by the <CRLF> sequence.

The formfeed nonprintable character (0x0C) is expected in Internet-
Drafts. Oher non-printable characters, such as tab and backspace,
are not expected, but they do occur. Non-printable or non-ASC I
characters (ones outside the range 0x20 to O0x7E) MJST NOT be changed
in any way not covered by the rules for end-of-line handling in the
previ ous paragraph.

Trailing blank |ines MJUST NOT appear at the end of the file. That
is, the file must not end with nmultiple consecutive <CRLF> sequences.

In sone environnents, a Byte Order Mark (BOVW (U+FEFF) is used at the
beginning of a file to indicate that it contai ns non-ASCl |

characters. |In UTF-8 or HTM. files, a BOM at the beginning of the
file is not considered to be part of the file content. One or nore
consecutive | eading BOVs, if present, MJST NOT be processed by the
digital signature algorithm

Any end-of-file marker used by an operating systemis not considered
to be part of the file content. \When present, such end-of-file
mar kers MJUST NOT be processed by the digital signature algorithm

Note: This text file canonicalization procedure is consistent with
the NVT-ASCI| definition offered in Appendix B of RFC 5198 [UFNI].

4.2. XM File Canonicalization
Uilities that produce XML files are expected to follow the guidance
provided by the Wrld Wde Wb Consortium (WC) in Section 2.11 of

[ RR0081126]. If this guidance is followed, no canonicalization is
needed.
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A robust signature generation process MAY perform canonicalization to
ensure that the WBC gui dance has been foll owed. This guidance says
that a <LF> character MJST be used to denote the end of a |line of
text within an XM. file. Therefore, any two-character <CRLF>
sequence and any <CR> that is not followed by <LF> are to be
translated to a single <LF> character.

4. 3. No Canonicalization of G her File Formats

8.

No canonicalization is needed for file formats currently used or

pl anned for Internet-Drafts other than ASCI |, UTF-8, HTM., and XM
files. Oher file formats, including PDF [ PDF], PostScript [PS], and
EPUB [ EPUB] are treated as a sinple sequence of octets by the digital
signature al gorithm

| ANA Consi der ati ons

| ANA has registered object identifiers for three content types in the
"SM Security for SIMME CMS Content Type (1.2.840.113549.1.9.16.1)"
registry as foll ows:

Descri ption ab Speci fication

id-ct-utf8Text WthCRLF 1.2.840.113549.1.9.16.1.37 [RFC8358]
id-ct-htm WthCRLF 1.2.840.113549.1.9.16.1.38 [RFC8358]
i d-ct-epub 1.2.840.113549.1.9.16.1.39 [RFC8358]

Security Considerations
The security considerations in RFC 5485 [IDSI G are unchanged.
Depl oyment and Operational Considerations
The depl oynent considerations in RFC 5485 [IDSI G are unchanged.
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