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Energy-Efficient Features of Internet of Things Protocols
Abst r act

Thi s docunent describes the challenges for energy-efficient protoco
operation on constrained devices and the current practices used to
overcone those challenges. It summarizes the main |ink-Ilayer

techni ques used for energy-efficient networking, and it highlights
the inpact of such techniques on the upper-layer protocols so that
they can together achieve an energy-efficient behavior. The docunent
al so provides an overview of energy-efficient mechani sns avail abl e at
each layer of the | ETF protocol suite specified for constrained-node
net wor ks.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8352
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1.

1.

I nt roducti on

Net work systens for nonitoring the physical world contain many
battery-powered or energy-harvesting devices. For exanple, in an
environmental nonitoring systemor a tenperature and humidity
moni toring system there may not be always on and sustai ned power

supplies for the potentially |Iarge nunber of constrained devices. In
such depl oynent scenarios, it is necessary to optim ze the energy
consunption of the constrained devices. 1In this docunent, we

descri be techniques that are in comobn use at Layer 2 and at Layer 3,
and we indicate the need for higher-layer awareness of |ower-|ayer
features.

Many research efforts have studied this "energy efficiency" problem
Most of this research has focused on how to optim ze the systenis
power consunption in certain deploynent scenarios or how an existing
network function such as routing or security could be nore energy
efficient. Only few efforts have focused on energy-efficient designs
for I ETF protocols and standardi zed network stacks for such
constrai ned devi ces [ CLASS1- CoAP].

The | ETF has devel oped a suite of Internet protocols suitable for
such constrai ned devices, including |Pv6 over Low Power Wrel ess
Personal Area Networks (6LoWPAN) [ RFC6282] [RFC6775] [RFC4944], the

I Pv6 Routing Protocol for Low Power and Lossy Networks (RPL)

[ RFC6550], and the Constrained Application Protocol (CoAP) [RFC7252].
Thi s docunent tries to summarize the design considerations for making
the | ETF constrained protocol suite as energy efficient as possible.
Wil e this docunent does not provide detailed and systematic
solutions to the energy-efficiency problem it summarizes the design
efforts and anal yzes the design space of this problem In
particular, it provides an overview of the techni ques used by the

| ower |ayers to save energy and how t hese may inmpact on the upper

| ayers. Cross-layer interaction is therefore considered in this
docunent fromthis specific point of view Providing further design
recomrendati ons that go beyond the | ayered protocol architecture is
out of the scope of this docunent.

After review ng the energy-efficient designs of each |ayer, we
sunmari ze the docunent by presenting sone overall concl usions.
Though the | ower-Ilayer conmmuni cation optimzation is the key part of
energy-efficient design, the protocol design at the upper layers is
al so inportant to nake the device energy efficient.

1. Term nol ogy

Ternms used in this docunent are defined in [ RFC7228] [ CNN- TERMS]
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2. Overview

The | ETF has devel oped protocols to enable end-to-end IP

conmuni cati on between constrai ned nodes and fully capabl e nodes.
This work has expedited the evolution of the traditional Internet
protocol stack to a |ightweight Internet protocol stack. As shown in
Figure 1 below, the | ETF has devel oped CoAP as the application |ayer
and 6LoOWPAN as the adaption layer to run | Pv6 over |EEE 802.15.4

[ 1 EEE802. 15. 4] and Bl uetooth Low Energy (also referred to as

Bl uetooth LE and BTLE), with the support of routing by RPL and

ef ficient neighbor discovery by 6LOWPAN Nei ghbor Di scovery (6L0OWPAN-
ND). 6LOWPAN is currently being adapted by the 6l o Wrking Goup to
support | Pv6 over various other technol ogies, such as ITUT G 9959

[ @959], Digital Enhanced Cordl ess Tel ecomuni cations Utra Low
Energy (DECT ULE) [TS102], Building Automation and Control Networks
Mast er - Sl ave/ Token- Passi ng (BACnet MS/ TP) [ MSTP], and Near Field
Conmruni cati on [ NFC] .

R + R + R + R — +
| HTTP | | FTP | | SNVP | | CoAP
AR + AR + AR + Fommm e +
\ / / / \
O + O + O + O +
| TCP | | UDP | | TCP | | UDP |
R + R + ===> R + R +
\ / \ /
AR O T N + Fommm e + AR +
| RTG|--| IPv6 |--|1CVP/ ND| | 1Pv6 |---| RTG |
R N i + R + R +
+---!---+ +---!---+ . +
| MAC/ PHY| | 6Lo |--| 6LOVWPAN- ND|
oo - + oo - T +
I
fome oo +
| MAC/ PHY]
R T +

Figure 1: Traditional and Lightweight Internet Protocol Stack

There are nunerous published studies reporting conprehensive

measur enents of wreless comunication platforns [Powertrace]. As an
exanpl e, below we list the energy-consunption profile of the nost
comon operations involved in comruni cati on on a preval ent sensor
node platform The neasurenment was based on the Tnote Sky with
Conti ki MAC [ Conti ki MAC] as the Radio Duty Cycling algorithm From
this and many ot her neasurenent reports (e.g., [ANO79]), we can see
that the energy consunption of optimnized transmni ssion and reception
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are in the same order. For |EEE 802.15.4 [|EEE802.15.4] and Utra
WdeBand (UMB) links, transmitting may actually be even cheaper than
receiving. It also shows that broadcast and non-synchronized
conmuni cati on transm ssions are energy costly because they need to
acquire the mediumfor a long tine.

o m e e e e e e e e e e e e e e e ao oo oo +
| Activity | Energy |
| | (mcrojoules) |
o e m e e e e e e e e e e e e mo oo S +
| Broadcast reception | 178 |
o m e e e e e e e e e e e e aao o o +
| Unicast reception | 222 |
o m e e e e e e e e e e e e e emamao - o m e e e oo - +
| Broadcast transm ssion | 1790

o e m e e e e e e e e e e e e mo oo S +
| Non-synchroni zed uni cast transm ssion | 1090

o m e e e e e e e e e e e e aao o o +
| Synchronized uni cast transm ssion | 120

o m e e e e e e e e e e e e e emamao - o m e e e oo - +
| Unicast TX to awake receiver | 96 |
o e m e e e e e e e e e e e e mo oo S +
| Listening (for 1000 ns) | 63000

o m e e e e e e e e e e e e aao o o +

Figure 2: Power Consunption of Common Operations Involved in
Conmruni cation on the Tnote Sky with Conti ki MAC

At the Physical |ayer, one approach that may reduce the energy
consunption of a device that uses a wireless interface is based on
reduci ng the device transmt power level, as long as the intended
next hop(s) is still within range of the device. |In some cases, if
node A has to transmit a nessage to node B, a solution to reduce node
A transmt power is to leverage an internedi ate device, e.g., node C
as a nessage forwarder. Let d be the distance between node A and
node B. Assumi ng free-space propagation, where path loss is
proportional to d*2, if node Cis placed right in the niddle of the
pat h between A and B (that is, at a distance d/2 from both node A and
node B), the mninumtransmt power to be used by node A (and by node
C) is reduced by a factor of 4. However, this solution requires
additional devices, it requires a routing solution, and it al so

i ncreases transni ssion delay between A and B
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3.  Medium Access Control and Radio Duty Cycling

I n networ ks, communi cati on and power consunption are interdependent.
The communi cation device is typically the npbst power-consum ng
conponent, but nerely refraining fromtransm ssions is not enough to
achi eve a | ow power consunption: the radio nay consunme as much power
in listen node as when actively transmitting. This illustrates the
key probl em known as idle Iistening, whereby the radio of a device
may be in receive node (ready to receive any nessage), even if no

nmessage is being transmitted to that device. |Idle listening can
consune a huge anount of energy unnecessarily. To reduce power
consunption, the radi o nust be switched conpletely off -- duty-cycled

-- as nuch as possible. By applying duty cycling, the lifetine of a
devi ce operating on a comopn button battery may be on the order of
years, whereas otherw se the battery may be exhausted in a few days
or even hours. Duty cycling is a technique generally enpl oyed by
devices that use the Pl strategy [ RFC7228], which need to be able to
communi cate on a relatively frequent basis. Note that a nore
aggressi ve approach to save energy relies on the PO (Normally-off)
strategy, whereby devices sleep for very |l ong periods and comuni cate
i nfrequently, even though they spend energy in network reattachnent
procedur es.

Fromthe perspective of Medium Access Control (MAC) and Radi o Duty
Cycling (RDC), all upper-layer protocols, such as routing, RESTful

communi cati on, adaptation, and managenent flows, are applications.

Since the duty-cycling algorithmis the key to energy efficiency of
the wireless nedium it synchronizes transm ssion and/or reception
requests fromthe higher |ayers.

MAC and RDC are not in the scope of the | ETF, yet |ower-I|ayer

desi gners and chi pset manufacturers take great care to save energy.
By know ng the behaviors of these |ower |ayers, engineers can design
protocols that work well with them The |IETF protocols to be

di scussed in the followi ng sections are the custoners of the | ower

| ayers.

3.1. Techniques for Radio Duty Cycling

Thi s subsection describes three main RDC techniques. Note that nore
than one of these techni ques nay be avail abl e or can even be conbi ned
in a specific radio technol ogy:

a) Channel sanpling: In this solution, the radio interface of a
device periodically nmonitors the channel for very short tine
intervals (i.e., with a low duty cycle) with the aimof detecting
incomng transmissions. In order to nmake sure that a receiver
can correctly receive a transmtted data unit, the sender nmay
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prepend a preanble of a duration at |east the sanpling period to
the data unit to be sent. Another option for the sender is to
repeatedly transmt the data unit instead of sending a preanble
before the data unit. Once a transmission is detected by a
receiver, the receiver nmay stay awake until the conplete
reception of the data unit. Exanples of radio technol ogies that
use preanbl e sanpling include Contiki MAC, the Coordi nated Sanpl ed
Li stening (CSL) node of |EEE 802.15. 4e [| EEE802. 15.4], and the
Frequently Listening (FL) node of ITU T G 9959 [ (®959].

b) Schedul ed transm ssions: This approach allows a device to know
the particular tinme at which it should be awake (during sone tine
interval) in order to receive data. Oherw se, the device may
remain in sleep node. The decision on the tinmes at which
comuni cation is attenpted relies on sonme form of negotiation
bet ween the invol ved devices. Such negotiation may be perforned
per transm ssion or per session/connection. Bluetooth Low Energy
(Bluetooth LE) is an exanple of a radio technol ogy based on this
mechani sm

c) Listen after send: This technique allows a node to remain in
sl eep node by default, then wake up and poll a sender (which nust
be ready to receive a poll nmessage) for pending transm ssions.
After sending the poll nessage, the node remains in receive node
and is ready for a potential incomng transnission. After a
certain time interval, the node may go back to sleep. For
exanple, this technique is used in the Receiver Initiated
Transm ssion (RIT) node of | EEE 802. 15.4e [| EEE802. 15.4] and in
the transm ssion of data between a coordinator and a device in
the 2003 version of | EEE 802. 15.4 [| EEE802. 15. 4].

3.2. Latency and Buffering

The latency of a data unit transm ssion to a duty-cycled device is
equal to or greater than the latency of transmtting to an al ways-on
device. Therefore, duty cycling |leads to a trade-off between energy
consunption and latency. Note that in addition to a |latency
increase, RDC may introduce | atency variance since the |atency
increase is a randomvariable (which is uniformy distributed if duty
cycling follows a periodic behavior).

On the other hand, due to the latency increase introduced by duty
cycling, a sender waiting for a transm ssion opportunity may need to
store subsequent outgoing packets in a buffer. This buffering would
increase nenory requirenents and potentially incur queuing wait
times. Such wait tinmes would in turn contribute to packet

transm ssion delay and increase the probability of buffer overfl ow,

| eading to | osses.
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3.3. Throughput

Al t hough throughput is not typically a key concern in constrained-
node network applications, it is indeed inportant in sone services in
such networks, such as over-the-air software updates or when off-line
sensors accunul ate neasurenents that have to be quickly transferred
when there is an opportunity for connectivity.

Since RDC introduces inactive intervals in energy-constrained
devices, it reduces the throughput that can be achi eved when
conmmuni cating with such devices. There exists a trade-off between
the achi evabl e t hroughput and energy consunpti on.

3.4. Radio Interface Tuning

The paraneters controlling the radio duty cycle have to be carefully
tuned to achieve the intended application and/or network
requirenents. On the other hand, upper l|ayers should take into
account the expected |atency and/or throughput behavi or due to RDC
The next subsection provides details on key paraneters controlling
RDC mechani sms, and thus fundanental trade-offs, for various exanples
of relevant | ow power radi o technol ogies.

3.5. Packet Bundling

Anot her technique that may be useful to increase comunication energy
efficiency is packet bundling. This technique, which is available in
several radio interfaces (e.g., LTE and sone 802.11 variants), allows
for aggregation of several snmall packets into a single |arge packet.
Header and communi cati on overhead is therefore reduced.

3.6. Power Save Services Available in Exanple Low Power Radi os

Thi s subsection presents power save services and techniques used in a
few rel evant exanpl es of wrel ess | ow power radios: |EEE 802.11

[ EEE802. 11], Bluetooth LE, and | EEE 802.15.4 [| EEE802.15.4]. For a
nmore detailed overview of each technol ogy, the reader may refer to
the literature or to the correspondi ng specifications.

3.6.1. Power Save Services Provided by | EEE 802. 11

| EEE 802.11 [| EEE802. 11] defines the Power Save Mdde (PSM whereby a
station may indicate to an Access Point (AP) that it will enter a

sl eep node state. While the station is sleeping, the AP buffers any
frames that should be sent to the sleeping station. The station
wakes up every listen interval (which can be a multiple of the beacon
interval) in order to receive beacons. The AP signals, by neans of a
beacon field, whether there is data pending for the station or not.
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If there are not frames to be sent to the station, the latter may get
back to sleep nbde. Oherwi se, the station may send a nessage
requesting the transm ssion of the buffered data and stay awake in
recei ve node

| EEE 802. 11v [ | EEE802. 11] further defines mechani snms and services for
power save of stations/nodes that include Flexible Milticast Service
(FVB), Proxy ARP advertisement, extended sleep nodes, and traffic
filtering. Upper-layer protocol’s know edge of such capabilities,
provided by the | ower |ayer, enables better interworking.

These services incl ude:

Proxy ARP: The Proxy ARP capability enables an Access Point (AP) to
indicate that the non-AP station (STA) will not receive ARP
franmes. The Proxy ARP capability enabl es the non-AP STA to renain
in power save node for |onger periods of tine.

Basic Service Set (BSS) Max Idle Period Managenent: Enables an AP to
indicate a time period during which the AP does not disassociate a
STA due to non-receipt of frames fromthe STA. This supports
i mproved STA power saving and AP resource nanagenent.

FMS: A service in which a non-AP STA can request a nulticast
delivery interval longer than the Delivery Traffic Indication
Message (DTIM interval for the purposes of |engthening the period
of time a STA may be in a power save state.

Traffic Filtering Service (TFS): A service provided by an AP to a
non- AP STA that can reduce the nunber of frames sent to the STA by
droppi ng individually addressed franes that do not match traffic
filters specified by the STA

Usi ng the above services provided by the | ower |ayer, the constrained
nodes can achieve either client-initiated power save (via TFS) or

net wor k- assi sted power save (Proxy ARP, BSS Max |dle Period, and
FMVS) .

Upper -1 ayer protocols should synchronize with the paranmeters such as

FMS interval and BSS MAX Idle Period so that the wirel ess
transm ssions are not triggered periodically.
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3.6.2. Power Save Services Provided by Bluetooth LE

Bl uetooth LE is a wirel ess | ow power conmmunications technol ogy that
is the hall mark conponent of the Bluetooth 4.0, 4.1, and 4.2
specifications [Bluetooth42]. BTLE has been designed for the goal of
ultra-1ow power consunption. |Pv6 can be run | Pv6 over Bluetooth LE
networ ks by using a 6LOWPAN variant adapted to BTLE [ RFC7668] .

Bl uet ooth LE networks conprise a master and one or nore slaves, which
are connected to the master. The Bluetooth LE master is assuned to
be a relatively powerful device, whereas a slave is typically a
constrai ned device (e.g., a Cass 1 device).

Medi um access in Bluetooth LE is based on a Tinme-Division Miltiple
Access (TDVA) schene that is coordinated by the master. This device
determines the start of connection events in which communication

bet ween the nmaster and a sl ave takes place. At the beginning of a
connection event, the naster sends a poll nessage, which may
encapsul ate data, to the slave. The latter nmust send a response,

whi ch may al so contain data. The master and the slave may continue
exchangi ng data until the end of the connection event. The next
opportunity for communication between the master and the slave will
be in the next connection event schedul ed for the slave.

The tine between consecutive connection events is defined by the
connl nterval paraneter, which nay range between 7.5 ms and 4 s. The
slave may remain in sleep node fromthe end of its |ast connection
event until the beginning of its next connection event. Therefore,
Bl uetooth LE is duty-cycled by design. Furthernore, after having
replied to the naster, a slave is not required to listen to the
master (and thus may keep the radio in sleep node) for

connSl avelLat ency consecutive connection events. connSl avelLatency is
an integer parameter between 0 and 499 that should not cause |ink
inactivity for nore than connSupervisionTi neout tinme. The
connSuper vi si onTi neout paraneter is in the range between 100 ns and
32 s.

Upper -1 ayer protocols should take into account the medi um access and
duty-cycling behavior of Bluetooth LE. In particular, connlnterval,
connSl avelLat ency, and connSupervi si onTi meout determ ne the tine

bet ween two consecutive connection events for a given slave. The
upper -l ayer packet generation pattern and rate should be consi stent
with the settings of the aforenmenti oned paraneters (and vice versa).
For exanpl e, assume connlnterval = 4 seconds, connSlavelLatency =

7 seconds, and connSupervi sionTi meout = 32 seconds. Wth these
settings, conmunication opportunities between a master and a sl ave
wi Il occur during a given interval every 32 seconds. Duration of the
interval will depend on several factors, including nunber of
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connected sl aves, ampbunt of data to be transmitted, etc. In the
wor st case, only one data unit can be sent frommaster to slave (and
Vi ce versa) every 32 seconds

3.6.3. Power Save Services in | EEE 802.15.4

| EEE 802.15.4 [I EEE802.15.4] is a famly of standard radio interfaces
for lowrate, | ow power wreless networking. Since the publication
of its first version in 2003, |EEE 802.15.4 [I|EEE802. 15. 4] has becone
the de facto choice for a wi de range of constrained-node network
appl i cation domains and has been a prinmary target technol ogy of
various | ETF worki ng groups such as 6LoWPAN [ RFC6282] [ RFC6775]

[ RFC4944] and 6Ti SCH [ ARCH 6Ti SCH]. | EEE 802. 15. 4 [| EEE802. 15. 4]
specifies a variety of related Physical |ayer (PHY) and MAC | ayer
functionalities.

| EEE 802.15.4 [| EEEB02. 15. 4] defines three roles called device,

coordi nator, and Personal Area Network (PAN) coordinator. The device
role is adequate for nodes that do not inplenent the conplete | EEE
802. 15.4 [1 EEE802. 15.4] functionality and is mainly targeted for
constrained nodes with a limted energy source. The coordinator role
i ncl udes synchroni zation capabilities and is suitable for nodes that
do not suffer severe constraints (e.g., a mmins-powered node). The
PAN coordi nator is a special type of coordinator that acts as a
principal controller in an | EEE 802. 15.4 [I| EEE802. 15. 4] net wor k.

| EEE 802.15.4 [I| EEE802. 15. 4] defines two main types of networks
dependi ng on their configuration: beacon-enabl ed and non-beacon-
enabl ed networks. In the first network type, coordinators
periodically transmt beacons. The tine between beacons is divided
in three main parts: the Contention Access Period (CAP), the

Contention Free Period (CFP), and an inactive period. 1In the first
peri od, nodes use slotted Carrier Sense Miultiple Access with
Col l'i sion Avoi dance (CSMY CA) for data conmunication. |In the second

one, a TDMA schene controls medi um access. During the idle period,
communi cati on does not take place, and thus the inactive period is a
good opportunity for nodes to turn the radio off and save energy.

The coordi nat or announces in each beacon the |list of nodes for which
data will be sent in the subsequent period. Therefore, devices may
remain in sleep node by default and wake up periodically to listen to
the beacons sent by their coordinator. |If a device wants to transmt
data, or learns froma beacon that it is an intended destination,
then it will exchange nmessages with the coordinator (and thus consume
energy). An underlying assunption is that when a nmessage is sent to
a coordinator, the radio of the coordinator will be ready to receive
t he nessage.
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The beacon interval and the duration of the active portion of the
beacon interval (i.e., the CAP and the CFP), and thus the duty cycle,
can be configured. The parameters that control these tines are
cal |l ed macBeaconOrder and nmacSuperframeOrder, respectively. As an
exanpl e, when | EEE 802. 15.4 [| EEEB02. 15.4] operates in the 2.4 GHz
PHY, both times can be (independently) set to values in the range

bet ween 15.36 ns and 251.6 s.

In the beaconl ess node, nodes use unslotted CSMA/ CA for data

transm ssion. The device may be in sleep node by default and may
activate its radio to either i) request to the coordi nator whether
there is pending data for the device, or to ii) transmt data to the
coordi nator. The wake-up pattern of the device, if any, is out of
the scope of | EEE 802.15.4 [I| EEE802. 15. 4] .

Conmruni cati on between the two ends of an | EEE 802. 15.4 [| EEE802. 15. 4]
link may al so take place in a peer-to-peer configuration, whereby
both link ends assune the same role. In this case, data transm ssion
can happen at any nonent. Nodes nust have their radio in receive
mode and be ready to listen to the nmedium by default (which for
battery-enabl ed nodes may | ead to a quick battery depletion) or apply
synchroni zati on techniques. The latter are out of the scope of |EEE
802. 15. 4 [| EEEB02. 15. 4] .

The main MAC | ayer | EEE 802.15.4 [| EEE802. 15. 4] anendnent to date is
| EEE 802.15.4e. This anendment includes various new MAC | ayer nodes,
some of which include nechanisns for | ow energy consunption. Anong
these, the Tine-Slotted Channel Hopping (TSCH) is an outstandi ng node
that offers robust features for industrial environnents, anobng
others. In order to provide the functionality needed to enable | Pv6
over TSCH, the 6Ti SCH Wrking G oup was created. TSCH is based on a
TDMA schedul e whereby a set of tinmeslots are used for frame

transm ssion and reception, and other tineslots are unschedul ed. The
|latter tineslots may be used by a dynam ¢ schedul i ng mechani sm

ot herwi se, nodes nay keep the radio off during the unschedul ed
timeslots, thus saving energy. The mninal schedul e configuration
specified in [ RFC8180] conprises 101 tineslots; 95 of these timeslots
are unschedul ed and the tinmeslot duration is 15 ns.

The previously nmentioned CSL and RIT are al so 802. 15. 4e nobdes
desi gned for | ow energy.

3.6.4. Power Save Services in DECT ULE
DECT Utra Low Energy (DECT ULE) is a wireless technol ogy buil ding on
the key fundanentals of traditional DECT / Cordl ess Advanced

Technol ogy - internet and quality (CAT-iq) [EN300] but with specific
changes to significantly reduce the power consunption at the expense
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of data throughput [TS102]. DECT ULE devices typically operate on
speci al power-optimzed silicon but can connect to a DECT Gat eway
supporting traditional DECT/CAT-iq for cordless tel ephony and data as
wel | as the DECT ULE extensions. |[|Pv6 can be run over DECT ULE by
usi ng a 6LoWPAN vari ant [ RFC8105].

DECT defines two major roles: the Portable Part (PP) is the power
constrai ned device while the Fixed Part (FP) is the Gateway or base
station in a star topology. Because TDVMA/ FDVA and Ti ne- Di vi si on
Dupl ex (TDD) using dynam ¢ channel allocation for interference, DECT
operates in license-free and reserved frequency bands. It provides
good i ndoor (~50 n) and outdoor (~300 n) coverage. It uses a franme
length of 10 ms divided into 24 tinmeslots, and it supports
connection-oriented packet data and connection-1less services.

The FP usually transmts a so-called durmy bearer (beacon) that is
used to broadcast synchroni zation, system and pagi ng infornation.
The slot/carrier position of this dummy bearer can automatically be
reallocated in order to avoid nutual interference with other DECT
si gnal s.

At the MAC | evel, DECT ULE commrunications between FP and PP are
initiated by the PP. An FP can initiate comrunication indirectly by
sending a paging signal to a PP. The PP determ nes the tineslot and
frequency in which the conmuni cati on between FP and PP takes pl ace.
The PP verifies the radio timeslot/frequency position is unoccupied
before it initiates its transmtter. An access-request nessage,
which usually carries data, is sent to the FP. The FP sends a
confirm nmessage, which also may carry data. Mre data can be sent in
subsequent franes. A MAC-level automatic retransmni ssion schene
significantly inproves the reliability of data transfer. A
segnment ati on and reassenbly schene supports transfer of I|arger,

hi gher-1 ayer Service Data Units (SDUs) and provides data integrity
checks. The DECT ULE packet data service ensures data integrity,
proper sequencing, and duplicate protection but not guaranteed
delivery. Higher-layer protocols have to take this into

consi derati on.

The FP may send paging information to PPs to trigger connection setup
and indicate the required service type. The interval between paging
information to a specific PP can be defined in the range of 10 ns to
327 s. The PP may enter sleep node to save power. The |istening
interval is defined by the PP application. For short sleep intervals
(bel ow ~10 seconds), the PP may be able to retain synchronization to
the FP dummy bearer and only turn on the receiver during the expected
timeslot. For longer sleep intervals, the PP can't keep
synchroni zati on and has to search for, and resynchronize to, the FP
dummy bearer. Hence, |longer sleep intervals reduce the average
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energy consunption but add an energy consunption penalty for

acqui ring synchroni zation to the FP dummy bearer. The PP can obtain
all information to determ ne pagi ng and acquire synchronization
information in a single reception of one full tineslot.

Packet data latency is normally 30 ns for short packets (bel ow or
equal to 32 octets), however, if retry and back-off scenarios occur,
the latency is increased. The latency can actually be reduced to
about 10 ns by doi ng energy consum ng Received Signal Strength

I ndication (RSSI) scanning in advance. 1In the direction fromFP to
PP, the latency is usually increased by the used paging interval and
the sleep interval. The MAC | ayer can piggyback commands to inprove

efficiency (reduce | atency) of higher-layer protocols. Such comands
can instruct the PP to initiate a new packet transfer in N franmes
wi t hout the need for resynchronization and can |isten to paging or
instruct the PP to stay in a higher duty-cycle paging detection node.

The DECT ULE technol ogy allows a per-PP configuration of paging
interval, MIU size, reassenbly w ndow size, and hi gher-1layer service
negoti ati on and protocol

4. 1P Adaptation and Transport Layer
6LoWPAN provi des an adaptation | ayer designed to support |Pv6 over
| EEE 802.15.4 [| EEE802. 15.4]. 6LOWPAN affects the energy-efficiency

problemin three aspects, as follows.

First, 6LOWPAN provides one fragnmentation and reassenbly nmechani sm
which is ained at solving the packet size issue in |IPv6 and could

al so affect energy efficiency. |Pv6 requires that every link in the
Internet have an MIU of 1280 octets or greater. On any link that
cannot convey a 1280-octet packet in one piece, |link-specific

fragmentation and reassenbly nust be provided at a | ayer bel ow | Pv6
[ RFC8200]. 6LOWPAN provides fragnentation and reassenbly bel ow t he
IP layer to solve the problem One of the benefits from placing
fragmentation at a | ower |ayer such as the 6LoWPAN | ayer is that it
can avoi d the presence of nore |P headers because fragnentation at
the IP layer will produce nore | P packets, each one carrying its own
| P header. However, performance can be severely affected if, after

I P layer fragnentation, then 6LoWPAN fragnentation happens as wel
(e.g., when the upper layer is not aware of the existence of the
fragmentation at the 6LOWPAN | ayer). One solution is to require that
t he higher |ayers have an awareness of the |ower-layer features and
generate small enough packets to avoid fragnentation. |In this
regard, the Bl ock option in CoAP can be useful when CoAP is used at
the application | ayer [ RFC7959].
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Secondl y, 6LOWPAN swaps conputing wi th comruni cati on. 6LOWPAN applies
compression of the | Pv6 header. Subject to the packet size limt of

| EEE 802.15.4 [I| EEE802. 15.4], a 40-octet-long |Pv6 header and an 8 or
20-octet-long UDP and TCP header will consune even nore packet space
than the data itself. 6LoWPAN provides | Pv6 and UDP header
conpression at the adaptation |ayer. Therefore, a | ower anmount of
data will be handled by the | ower |ayers, whereas both the sender and
receiver will spend nore conputing power on the conpression and
deconpressi on of the packets over the air. Conpression can al so be
performed at higher l|ayers (see Section 6.4).

Finally, the 6LoWPAN Worki ng Group devel oped the energy-efficient

Nei ghbor Di scovery called 6LOWPAN-ND, which is an energy-efficient
repl acenent of the IPv6 ND in constrai ned environnents. |Pv6

Nei ghbor Di scovery was not designed for non-transitive wreless
links, as its heavy use of multicast nmakes it inefficient and
sonetines inpractical in a | owpower and | ossy network. 6LOWPAN- ND
describes sinple optim zations to | Pv6 Nei ghbor Di scovery, its

addr essi ng nechani sns, and duplicate address detection for Low Power
Wrel ess Personal Area Networks and simlar networks. However,
6LoWPAN- ND does not nodify Nei ghbor Unreachability Detection (NUD)
timeouts, which are very short (by default three transm ssions spaced
1 second apart). NUD timeout settings should be tuned to take into
account the latency that nmay be introduced by duty-cycl ed nechani sns
at the link layer or the alternative, less inpatient NUD al gorithms
shoul d be consi dered [ RFC7048].

I Pv6 underlies the higher-layer protocols, including both TCP/ UDP
transport and applications. By design, the higher-layer protocols do
not typically have specific information about the |ower |ayers and
thus cannot solve the energy-efficiency problem

The network stack can be designed to save conputing power. For
exanple, the Contiki inplenentation has nultiple cross-I|ayer
optinmizations for buffers and energy nmanagenent, e.g., the conputing
and validation of UDP/TCP checksuns w thout the need of reading IP
headers froma different layer. These optinizations are software

i npl ement ati on techni ques and are out of the scope of the | ETF and
the LW G Wor ki ng G oup.

5. Routing Protocols

RPL [ RFC6550] is a routing protocol designed by the | ETF for
constrai ned environnents. RPL exchanges nessages periodically and
keeps routing states for each destination. RPL is optimzed for the
many-t o-one comuni cation pattern (where network nodes prinmarily send
data towards the border router) but has provisions for any-to-any
routing as well.
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6

The authors of the Powertrace tool [Powertrace] studied the power
profile of RPL. Their analysis divides the routing protocol into
control and data traffic. The control plane carries | CVMP nessages to
establish and maintain the routing states. The data plane carries
any application that uses RPL for routing packets. The study has
shown that the power consunption of the control traffic goes down
over time in a relatively stable network. The study also reflects
that the routing protocol should keep the control traffic as | ow as
possible to nake it energy friendly. The anount of RPL contro
traffic can be tuned by setting the Trickle [ RFC6206] al gorithm
paraneters (i.e., Imn, Imax, and k) to appropriate values. However,
there exists a trade-off between energy consunption and ot her
performance paraneters such as network convergence tinme and

r obust ness.

RFC 6551 [ RFC6551] defines routing netrics and constraints to be used
by RPL in route conputation. Anpong others, RFC 6551 specifies a Node
Energy object that allows to provide information related to node
energy, such as the energy source type or the estimted percentage of
remai ni ng energy. Appropriate use of energy-based routing netrics
may hel p to bal ance energy consunption of network nodes, minimze
network partitioning, and increase network lifetine.

Application Layer

.1. Energy-Efficient Features in CoAP

CoAP [ RFC7252] is designed as a RESTful application protocol that
connects the services of smart devices to the Wrld Wde Wb. CoAP
is not a chatty protocol. It provides basic comrunication services
such as service discovery and GET/ POST/ PUT/ DELETE met hods with a

bi nary header.

Energy efficiency is part of the CoAP protocol design. CoAP uses a
fi xed-1ength binary header of only four bytes that nmay be foll owed by
bi nary options. To reduce regular and frequent queries of the
resources, CoAP provides an observe node in which the requester
registers its interest of a certain resource and the responder wl|l
report the val ue whenever it was updated. This reduces the request/
response round trips while keeping information exchange an ubi quitous
service; an energy-constrained server can renmain in sleep node during
the period between observe notification transm ssions.

Furt hernmore, [RFC7252] defines CoAP proxies that can cache resource
representations previously provided by sl eepy CoAP servers. The
proxi es thensel ves may respond to client requests if the
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correspondi ng server is sleeping and the resource representation is
recent enough. Oherwi se, a proxy may attenpt to obtain the resource
fromthe sl eepy server

CoAP proxy and cache functionality may al so be used to performdata
aggregation. This technique allows a node to receive data nessages
(e.g., carrying sensor readings) from other nodes in the network,
perform an operation based on the content in those nessages, and
transmt the result of the operation. Such operation may sinply be
i ntended to use one packet to carry the readings transported in
several packets (which reduces header and transmi ssion overhead), or
it may be a nore sophisticated operation, possibly based on

mat hematical, logical, or filtering principles (which reduces the
payl oad size to be transmitted).

6.2. Sl eepy Node Support

Beyond t hese features of CoAP, there have been a nunber of proposals
to further support sleepy nodes at the application | ayer by

| everagi ng CoAP nmechani sms. A good summary of such proposals can be
found in [ SLEEPY-DEVI CES], while an exanple application (in the
context of illustrating several security mechanisns) in a scenario
wi th sl eepy devices has been described [ CRYPTO SENSORS]. Approaches
to support sleepy nodes include exploiting the use of proxies,

| everagi ng the resource directory [ CoRE-RD], or signaling when a node
is awake to the interested nodes. Recent work defines publish-
subscri be and nessage queui ng extensions to CoAP and the resource
directory in order to support devices that spend nost of their tine
asl eep [ CoAP-BROKER]. Notably, this work has been adopted by the
CoRE Wor ki ng Group.

In addition to the work within the scope of CoAP to support sleepy
nodes, other specifications define application-layer functionality
for the same purpose. The Lightwei ght Mchi ne-to-Machi ne (Lwiv2M
specification fromthe Qpen Mbile Alliance (OMA) defines a queue
nmode wher eby an LwM2M Server queues requests to an LwMM Cient unti
the latter (which may often stay in sleep node) is online. LwWwM
functionality operates on top of CoAP.

oneM2M defi nes a CoAP binding with an application-layer nechanismfor
sl eepy nodes [oneM2M .

6.3. CoAP Tiners
CoAP offers nechanisns for reliable comruni cati on bet ween two CoAP
endpoints. A CoAP nessage may be signaled as a confirnmabl e (CQON)

message, and an acknow edgnment (ACK) is issued by the receiver if the
CON nessage is correctly received. The sender starts a
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Retransm ssion Timeout (RTO for every CON nessage sent. The initial
RTO val ue is chosen randomy between 2 and 3 s. |If an RTO expires,
the new RTO value is doubled (unless a limt on the nunber of
retransm ssions has been reached). Since duty cycling at the link
|layer may lead to long latency (i.e., even greater than the initial
RTO val ue), CoAP RTO paraneters should be tuned accordingly in order
to avoi d spurious RTGs that woul d unnecessarily waste node energy and
other resources. On the other hand, note that CoAP can also run on
top of TCP [ RFC8323]. In that case, simlar guidance applies to TCP
timers, albeit with greater notivation to carefully configure TCP RTO
paraneters since [ RFC6298] reduced the default initial TCP RTOto 1
second, which may interact nmore negatively with duty-cycled |inks
than default CoAP RTO val ues.

6.4. Data Conpression

Anot her method intended to reduce the size of the data units to be
comuni cated in constrai ned-node networks is data conpression, which
all ows to encode data using fewer bits than the original data
representation. Data conpression is nore efficient at higher |ayers,
particularly before encryption is used. 1In fact, encryption
mechani sns may generate an output that does not contain redundancy,
making it alnost inpossible to reduce the data representation size.

I n CoAP, nessages nmay be encrypted by using Datagram Transport Layer
Security (DTLS) or TLS when CoAP over TCP is used, which is the
default mechani smfor securing CoAP exchanges.

7. Summary and Concl usi ons
We sumari ze the key takeaways of this docunent:

a. Internet protocols designed by the | ETF can be considered the
customer of the lower layers (PHY, MAC, and duty cycling). To
reduce power consunption, it is recommended that Layer 3 designs
shoul d operate based on awareness of |ower-Ilevel paraneters
rather than treating the |ower |ayer as a black box (see Sections
4, 5, and 6).

b. It is always useful to conpress the protocol headers in order to
reduce the transm ssion/reception power. This design principle
has been enpl oyed by nany protocols in the 6l o and CoRE Wr ki ng
Groups (see Sections 4 and 6).

c. Broadcast and non-synchroni zed transm ssi ons consune nore than
other TX/RX operations. |If protocols nust use these ways to
collect information, reduction of their usage by aggregating
simlar nmessages together will be hel pful in saving power (see
Sections 2 and 6.1).
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8.

10.

10.

d. Saving power by sleeping as nuch as possible is used w dely
(Section 3).

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Consi derations

Thi s docunent di scusses energy-efficient protocol design and does not
i ncur any changes or chall enges on security issues besides what the
protocol specifications have anal yzed.
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