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Abst ract

Thi s docunent outlines an approach to nitigate the negative inpact on
networ ks resulting from nmai ntenance activities. 1t includes guidance
for both I P networks and I nternet Exchange Points (I1XPs). The
approach is to ensure BGP-4 sessions that will be affected by

mai nt enance are forcefully torn down before the actual nmintenance
activities comence.

Status of This Meno
This nmeno docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc8327
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Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

BGP Session Culling is the practice of ensuring BGP sessions are
forcefully torn down before mai ntenance activities on a | ower-|ayer
network comence -- activities that otherwi se would affect the flow
of data between the BCGP speakers. BGP Session Culling is the
practice of ensuring BGP sessions are forcefully torn down before
comrenci ng mai nt enance activities (that otherw se would affect the
fl ow of data between the BGP speakers) on a | ower-|ayer network

BGP Session Culling minimzes the anount of disruption that |ower-
| ayer network mai ntenance activities cause, by maki ng BGP speakers
preenptively converge onto alternative paths while the | ower-1|ayer
network’s forwardi ng plane remains fully operational

The grace period required for a successful application of BG Session
Culling is the sumof the tine needed to detect the | oss of the BGP
session plus the tine required for the BGP speaker to converge onto
alternative paths. The first value is often governed by the BGP Hold
Timer (see Section 6.5 of [RFC4271]), which is commonly between 90
and 180 seconds. The second value is inplenentation specific, but it
coul d be as nuch as 15 m nutes when a router with a slow contro

plane is receiving a full set of Internet routes.

Throughout this docunent, the "Caretaker" is defined to be in contro
of the | ower-layer network, while "Operators” directly adm nistrate
the BGP speakers. Operators and Caretakers inplenmenting BGP Session
Culling are encouraged to avoid using a fixed grace period, and
instead to nonitor forwardi ng-plane activity while the culling is
taking place and to consider it conplete once traffic |evels have
dropped to a mni num (Section 3. 3).

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

BGP Session Culling

Fromthe viewpoint of the Operator, there are two types of BGP
Session Cul ling:

Vol untary BGP Session Teardown: The Operator initiates the teardown
of the potentially affected BGP session by issuing an
Admi ni strative Shutdown.
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I nvol untary BGP Session Teardown: The Caretaker of the |ower-I|ayer
networ k di srupts (higher-layer) BGP control-plane traffic, causing
the BGP Hold Tinmers of the affected BGP session to expire,
subsequently triggering rerouting of end-user traffic.

3.1. Voluntary BGP Session Teardown Recommendati ons

Bef ore an Operator conmences activities that can cause disruption to
the flow of data through the | ower-Ilayer network, an Operator can
reduce loss of traffic by issuing an adm nistrative shutdown to al
BGP sessions running across the | ower-layer network and wait a few
m nutes for data-plane traffic to subside.

VWil e architectures exist to facilitate quick network reconvergence
(such as BGP Prefix Independent Convergence (PIC) [BGP_PIC]), an
Qperator cannot assune the renote side has such capabilities. As
such, a grace period between the Adm nistrative Shutdown and the

i npacting nmai ntenance activities is warranted.

After the mai ntenance activities have concluded, the Operator is
expected to restore the BGP sessions to their original Admnistrative
state.

3.1.1. Mintenance Consi derations

Initiators of the Adm nistrative Shutdown MAY consi der using G acefu
Shut down [ RFC8326] to facilitate smooth drainage of traffic prior to
session tear down, and the Shutdown Communication [ RFC8203] to inform
the remote side on the nature and duration of the maintenance
activities.

3.2. Involuntary BGP Session Teardown Reconmendati ons

In the case where nmultilateral interconnection between BGP speakers
is facilitated through a switched Layer 2 fabric, such as commonly
seen at Internet Exchange Points (I1XPs), different operationa

consi derations can apply.

Oper ational experience shows that many Operators are unable to carry
out the Voluntary BGP Sessi on Teardown recomrendati ons, because of
the operational cost and risk of coordinating the two configuration
changes required. This has an adverse affect on Internet

per f or mance.

In the absence of notifications fromthe |lower |ayer (e.g., Ethernet
I'ink down) consistent with the planned maintenance activities in a

switched Layer 2 fabric, the Caretaker of the fabric could choose to
cull BGP sessions on behalf of the Operators connected to the fabric.
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Such culling of control-plane traffic will preenpt the |oss of end-
user traffic by causing the expiration of BGP Hold Timers ahead of
the monent where the expiration would occur without intervention from
the fabric’'s Caretaker

In this scenario, BGP Session Culling is acconplished as described in
the next subsection, through the application of a conbined Layer 3
and Layer 4 (Layer 3/4) packet filter deployed in the Caretaker’s
swi tched fabric.

3.2.1. Packet-Filter Considerations

The peering LAN prefixes used by the I XP formthe control plane, and
the follow ng considerations apply to the packet-filter design

0 The packet filter MJST only affect BGP traffic specific to the

Layer 2 fabric, i.e., traffic formng part of the control plane of
the system described, rather than nultihop BGP traffic that nerely
transits.

o The packet filter MJST only affect BGP, i.e., TCP port 179

0 The packet filter SHOULD nmake provision for the bidirectiona
nature of BGP, i.e., sessions may be established in either
di rection.

o0 The packet filter MJUST affect all Address Famly ldentifiers.

Appendi x A contains exanpl es of correct packet filters for various
pl at f or ns.

3.2.2. Hardware Considerations
Not all hardware is capable of deploying conbined Layer 3/4 filters
on Layer 2 ports; even on platfornms that claimsupport for such a
feature, linmtations may exist or hardware resource allocation
failures may occur during filter deploynent, which may cause
unexpected results. These problens may incl ude:

o Platforminability to apply Layer 3/4 filters on ports that
al ready have Layer 2 filters appli ed.

o0 Layer 3/4 filters supported for |IPv4 but not for |Pv6.

o Layer 3/4 filters supported on physical ports, but not on | EEE
802. 1AX Link Aggregate ports [| EEE802. 1AX].
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o Failure of the Caretaker to apply filters to all |EEE 802. 1AX Link
Aggregate ports [l EEE802. 1AX].

0o Limtations in Access Control List (ACL) hardware nechanisns
causing filters not to be appli ed.

o Fragmentation of ACL | ookup nmenory causing transient ACL
application problens that are resolved after ACL renoval/
reappl i cation.

0 Tenporary service |oss during hardware programm ng

0 Reduction in hardware ACL capacity if the platform enables
| ossl ess ACL application

It is advisable for the Caretaker to be aware of the limtations of
their hardware and to thoroughly test all conplicated configurations
in advance to ensure that problens don’t occur during production
depl oynent s.

3.3. Procedural Considerations
The Caretaker of the |ower-|layer network can nonitor data-plane
traffic (e.g., interface counters) and carry out the maintenance
wi t hout inpact to traffic once session culling is conplete.
It is reconmrended that the packet filters be deployed for the
duration of the maintenance only and be renoved i medi ately after the
mai nt enance is conpleted. To prevent unnecessary troubl eshooting, it
i s RECOVWENDED t hat Caretakers notify the affected Operators before
the mai ntenance takes place and nake it explicit that the Involuntary
BGP Session Culling methodol ogy will be applied.

4. Security Considerations
There are no security considerations.

5. | ANA Consi derations

Thi s docunent has no actions for | ANA
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Appendi x A.  Exanpl e Packet Filters

Thi s section includes exanpl es of packet filters performng
I nvol untary BGP Session Teardown at an | XP using peering LAN prefixes
192.0.2.0/24 and 2001:db8:2::/64 as its control plane.

A repository of configuration exanples for a nunber of assorted
pl atforns can be found at
<https://github. conl bgp/ bgp-sessi on-cul | i ng- confi g- exanpl es>

A. 1. Example Configuration for Cisco I0S, 10S XR, and Arista ECS

i pv6 access-list acl-ipv6-permt-all-except-bgp
10 deny tcp 2001:db8:2::/64 eq bgp 2001: db8:2::/64
20 deny tcp 2001: db8:2::/64 2001: db8: 2::/64 eq bgp
30 permt ipv6 any any

ip access-list acl-ipvd-permt-all-except-bgp
10 deny tcp 192.0.2.0/24 eq bgp 192.0.2.0/24
20 deny tcp 192.0.2.0/24 192.0.2.0/24 eq bgp
30 permt ip any any
I
i nterface Ethernet33
description | XP Participant Affected by Mi ntenance
ip access-group acl-ipv4-pernit-all-except-bgp in
i pv6 access-group acl-ipve-permt-all-except-bgp in
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A. 2. Exanple Configuration for Nokia SR CS

ip-filter 10 create
filter-name "ACL I Pv4 Permt Al Except BG"
defaul t-action forward
entry 10 create
mat ch protocol tcp
dst-ip 192.0.2.0/24
src-ip 192.0.2.0/24
port eq 179
exit
action
drop
exit
exit
exit

i pv6-filter 10 create
filter-name "ACL I Pv6 Permit Al Except BG
defaul t-action forward
entry 10 create

mat ch next - header tcp
dst-ip 2001:db8:2::/64
src-ip 2001: db8:2::/64
port eq 179

exit

action
drop

exit

exit
exit

interface "port-1/1/1"
description "I XP Participant Affected by Mii ntenance"

i ngress
filter ip 10
filter ipve 10
exit

exit
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