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Abst r act

As Internet traffic is increasingly sourced fromand destined to
wirel ess endpoints, it is crucial that Quality of Service (QS) be
al i gned between wired and wrel ess networks; however, this is not
al ways the case by default. This docunment specifies a set of

mappi ngs fromDifferentiated Services Code Point (DSCP) to | EEE
802. 11 User Priority (UP) to reconcile the marki ng recormendati ons
offered by the IETF and the I EEE so as to maintain consistent QS
treatment between wired and | EEE 802. 11 wirel ess networKks.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8325

Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The wirel ess nmedi um defined by | EEE 802. 11 [| EEE. 802. 11-2016] has
becone the preferred nmedium for endpoints connecting to business and
private networks. However, it presents several design challenges for
ensuring end-to-end Q©S. Sonme of these challenges relate to the
nature of the | EEE 802.11 Radi o Frequency (RF) nediumitself, being a
hal f - dupl ex and shared nedium while other challenges relate to the
fact that the I EEE 802.11 standard is not adm nistered by the same
standards body as | P networking standards. Wile the | EEE has

devel oped tools to enable QS over wireless networks, little guidance
exists on how to maintain consistent QoS treatnment between wired IP
networks and w rel ess | EEE 802. 11 networks. The purpose of this
docunent is to provide such guidance

1.1. Related Wrk

Several RFCs outline Diffserv QoS recommendati ons over |P networks,
i ncl udi ng:

RFC 2474 Specifies the Diffserv Codepoint Field. This RFC al so
details Cass Selectors, as well as the Default
Forwardi ng (DF) PHB for best effort traffic. The Default
Forwarding PHB is referred to as the Default PHB in RFC
2474.

RFC 2475 Defines a Diffserv architecture.

RFC 3246 Speci fies the Expedited Forwardi ng (EF) Per-Hop Behavi or
(PHB) .

RFC 2597 Speci fies the Assured Forwardi ng (AF) PHB.

RFC 3662 Specifies a Lower-Effort Per-Donmain Behavi or (PDB).
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RFC 4594 Presents configuration guidelines for Diffserv service
cl asses.
RFC 5127 Presents the aggregation of Diffserv service classes.

RFC 5865 Specifies a DSCP for capacity-admitted traffic.

Note: [RFCA594] is intended to be viewed as a framework for
supporting Diffserv in any network, including wreless networks;

thus, it describes different types of traffic expected in |IP networks
and provides gui dance as to what DSCP marking(s) shoul d be associ at ed
with each traffic type. As such, this docunment draws heavily on

[ RFC4594], as well as [RFC5127], and [ RFC8100].

In turn, the relevant standard for wireless QoS is | EEE 802.11, which
is being progressively updated; at the tine of witing, the current
versi on of which is [I|EEE. 802.11-2016].

1. 2. Interaction with RFC 7561

There is also a recommendation fromthe d obal Systemfor Mbile
Conmuni cati ons Associ ation (GSMA) on DSCP-to-UP Mapping for | P Packet
eXchange (1 PX), specifically their Guidelines for |PX Provider

net wor ks [ GSMA- | PX_Gui del i nes]. These GSMA Gui del i nes were devel oped
wi thout reference to existing | ETF specifications for various
services, referenced in Section 1.1. 1In turn, [RFC7561] was witten
based on these GSMA Cuidelines, as explicitly called out in

[ RFC7561], Section 4.2. Thus, [RFC7561] conflicts with the overal
Diffserv traffic-conditioning service plan, both in the services
specified and the codepoints specified for them As such, these two
pl ans cannot be nornalized. Rather, as discussed in [RFC2474],
Section 2, the two dommins (| EEE 802.11 and GSMA) are different
Differentiated Services Donains separated by a Differentiated

Servi ces Boundary. At that boundary, codepoints fromone domain are
translated to codepoints for the other, and maybe to Default (zero)
if there is no corresponding service to translate to.

1.3. Applicability Statenent

Thi s docunent is applicable to the use of Differentiated Services
that interconnect with | EEE 802. 11 wirel ess LANs (referred to as
W-Fi, throughout this docunment, for sinplicity). These guidelines
are applicable whether the wireless access points (APs) are depl oyed
in an autononous manner, nmanaged by (centralized or distributed) WAN
controllers, or some hybrid depl oyment option. This is because, in
all these cases, the wireless AP is the bridge between wired and
wirel ess nedia.

Szigeti, et al. St andards Track [ Page 4]



RFC 8325 Mapping Diffserv to | EEE 802. 11 February 2018

Thi s docunment applies to I P networks using W-Fi infrastructure at
the link layer. Such networks typically include wired LANs with
wirel ess APs at their edges; however, such networks can al so include
W -Fi backhaul, wireless nesh solutions, or any other type of AP-to-
AP wireless network that extends the wi red-network infrastructure.

1.4. Docunent Organization
Thi s docunent is organized as foll ows:

Section 1 introduces the wired-to-wreless QS challenge, references
rel ated work, outlines the organization of the docunent, and
specifies both the requirenments | anguage and the term nol ogy used in
this docurent.

Section 2 begins the discussion with a conparison of |ETF Diffserv
QS and W-Fi QS standards and hi ghlights discrepanci es between
these that require reconciliation.

Section 3 presents the marki ng and mappi ng capabilities that wreless
APs and wirel ess endpoint devices are recomended to support.

Section 4 presents DSCP-to-UP nmappi ng recommendati ons for each of the
[ RFC4594] service classes, which are primarily applicable in the
downstream (wired-to-wirel ess) direction.

Section 5, in turn, considers upstream (wireless-to-wired) QS
options, their respective nerits and reconmendati ons.

Section 6 (in the formof an Appendi x) presents a brief overvi ew of
how QoS is achi eved over | EEE 802.11 wirel ess networks, given the
shared, hal f-duplex nature of the wreless nedium

Section 7 contains | ANA consi derati ons.

Section 8 presents security considerations relative to DSCP-to-UP
mappi ng, UP-to- DSCP mappi ng, and re-narki ng.

1.5. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Szigeti, et al. St andards Track [ Page 5]



RFC 8325 Mapping Diffserv to | EEE 802. 11 February 2018

1.6. Terminology Used in This Docunent
Key term nol ogy used in this docunment includes:

AC. Access Category. A label for the common set of enhanced
di stributed channel access (EDCA) paraneters that are used by a
QS station (STA) to contend for the channel in order to transmit
medi um access control (MAC) service data units (MSDUs) with
certain priorities; see [|EEE. 802.11-2016], Section 3. 2.

AIFS: Arbitration Interframe Space. Interfrane space used by QS
stations before transm ssion of data and other frane types defined
by [I| EEE. 802. 11-2016], Section 10.3.2. 3. 6.

AP:  Access Point. An entity that contains one station (STA) and
provi des access to the distribution services, via the wireless
medi um (WM for associated STAs. An AP conprises a STA and a
distribution systemaccess function (DSAF); see
[ | EEE. 802. 11- 2016], Section 3. 1.

BSS: Basic Service Set. Informally, a wireless cell; formally, a set
of stations that have successfully synchronized using the JON
service primtives and one STA that has used the START primtive.
Alternatively, a set of STAs that have used the START prinmtive
speci fying matchi ng mesh profiles where the match of the nmesh
profil es has been verified via the scanning procedure. Menbership
in a BSS does not inply that wirel ess comunication with all other
menbers of the BSS is possible. See the definition in
[ I EEE. 802. 11- 2016], Section 3. 1.

Cont enti on Wndow. See CW

CSMN CA:  Carrier Sense Miultiple Access with Collision Avoi dance. A
MAC nethod in which carrier sensing is used, but nodes attenpt to
avoid collisions by transnmtting only when the channel is sensed
to be "idle". Wen these do transnmt, nodes transmt their packet
data in its entirety.

CSMN CD:  Carrier Sense Miultiple Access with Collision Detection. A
MAC net hod (used nost notably in early Ethernet technol ogy) for
| ocal area networking. It uses a carrier-sensing schene in which
a transmtting station detects collisions by sensing transm ssions
fromother stations while transnitting a frame. VWhen this
collision condition is detected, the station stops transnmitting
that frane, transmts a jamsignal, and then waits for a random
time interval before trying to resend the frane.
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CW Contention Wndow. Limts a CWMn and CWhax, fromwhich a
random backoff is conputed

CWvax: Contention Wndow Maxi mum  The maxi numvalue (in units of
Slot Tine) that a CWcan take.

CWM n: Contention Wndow M nimum The m ni mum val ue that a CWcan
t ake.

DCF: Distributed Coordinated Function. A class of coordination
function where the sane coordination function logic is active in
every station (STA) in the BSS whenever the network is in
operati on.

DIFS: Distributed (Coordination Function) Interframe Space. A unit
of tinme during which the mediumhas to be detected as idle before
a station should attenpt to send frames, as per
[ I EEE. 802. 11- 2016], Section 10.3. 2. 3.5.

DSCP: Differentiated Service Code Point [ RFC2474] and [ RFC2475].
The DSCP is carried in the first 6 bits of the |IPv4d Type of
Service (TOS) field and the I1Pv6 Traffic Class field (the
remaining 2 bits are used for IP Explicit Congestion Notification
(ECN) [ RFC3168]).

EIFS: Extended Interframe Space. A unit of tine that a station has
to defer before transmtting a frane if the previous frame
contained an error, as per [I|EEE. 802.11-2016], Section 10.3.2.3.7.

HCF:  Hybrid Coordination Function. A coordination function that
combi nes and enhances aspects of the contention-based and
contention-free access methods to provide QoS stations (STAs) with
prioritized and paraneterized QoS access to the WM while
continuing to support non-QS STAs for best-effort transfer; see
[ I EEE. 802. 11- 2016], Section 3.1

IFS: Interframe Space. Period of silence between transnissions over
| EEE 802. 11 networks. [IEEE.802.11-2016] describes several types
of Interfrane Spaces.

Random Backof f Tinmer: A pseudorandominteger period of tinme (in
units of Slot Tinme) over the interval (0,CW, where CWrin is |ess
than or equal to CW which in turn is less than or equal to CWAX.
Stations desiring to initiate transfer of data frames and/or
managenent frames using the DCF shall invoke the carrier sense
mechanismto determne the busy-or-idle state of the nedium |If
the mediumis busy, the STA shall defer until the nediumis
determined to be idle without interruption for a period of tine
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equal to D FS when the last frame detected on the nedi um was
received correctly or after the mediumis determned to be idle
wi thout interruption for a period of tine equal to EIFS when the
| ast franme detected on the nmediumwas not received correctly.
After this DIFS or EIFS mediumidle tinme, the STA shall then
generate a random backoff period for an additional deferral tine
before transmtting. See [I|EEE. 802.11-2016], Section 10.3. 3.

RF:  Radi o Frequency.

SIFS: Short Interframe Space. An |IFS used before transm ssion of
specific frames as defined in [|EEE. 802.11-2016],
Section 10.3.2.3.3.

Slot Time: A wunit of tinme used to count tine intervals in | EEE
802. 11 networks; it is defined in [|EEE. 802.11-2016],
Section 10.3.2.13.

Trust: Froma QoS-perspective, "trust" refers to the accepting of
the QoS markings of a packet by a network device. Trust is
typically extended at Layer 3 (by accepting the DSCP), but may
al so be extended at | ower |ayers, such as at Layer 2 by accepting
UP markings. For exanple, if an AP is configured to trust DSCP
marki ngs and it receives a packet marked EF, then it woul d treat
the packet with the Expedite Forwarding PHB and propagate the EF
mar ki ng val ue (DSCP 46) as it transmits the packet.

Al ternatively, if a network device is configured to operate in an
untrusted manner, then it would re-mark packets as these entered
the device, typically to DF (or to a different nmarki ng val ue at
the network administrator’s preference). Note: The terns
"trusted" and "untrusted" are used extensively in [ RFC4594].

UP: User Priority. A value associated with an MSDU that i ndicates
how the MSDU is to be handled. The UP is assigned to an MSDU in
the | ayers above the MAC, see [I|EEE. 802.11-2016], Section 3.1.
The UP defines a level of priority for the associated frame, on a
scale of 0 to 7.

W-Fi: An interoperability certification defined by the W-Fi
Al'liance. However, this termis comonly used, including in the
present docunent, to be the equival ent of | EEE 802. 11.

Wreless: |In the context of this docunent, "wireless" refers to the

nmedi a defined in | EEE 802. 11 [I| EEE. 802. 11-2016], and not 3G 4G LTE
or any other radio tel econmuni cations specification
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2. Service Conparison and Default Interoperation of Diffserv and
| EEE 802. 11

(Section 6 provides a brief overview of | EEE 802. 11 Q0S.)

The foll owi ng conparisons between | EEE 802. 11 and Diffserv services
shoul d be not ed:

[ 1 EEE. 802. 11-2016] does not support an EF PHB service [ RFC3246],
as it is not possible to assure that a given access category will
be serviced with strict priority over another (due to the random
el ement within the contention process)

[ 1 EEE. 802. 11-2016] does not support an AF PHB service [ RFC2597],
again because it is not possible to assure that a given access
category will be serviced with a m ni mum anount of assured
bandwi dth (due to the non-deterninistic nature of the contention
process)

[ 1 EEE. 802. 11-2016] | oosely supports a Default PHB ([ RFC2474]) via
the Best Effort Access Category (AC BE)

[ EEE. 802. 11-2016] | ocosely supports a Lower Effort PDB service
([ RFC3662]) via the Background Access Category (AC BK)

As such, these high-1level considerations should be kept in mnd when
mapping fromDi ffserv to [|EEE. 802.11-2016] (and vice versa);
however, APs nay or may not always be positioned at Diffserv domain
boundaries, as will be discussed next.

2.1. Diffserv Domai n Boundari es

It is inportant to recognize that the wired-to-wrel ess edge may or
may not function as an edge of a Diffserv domain or a domain
boundary.

In nmost commonly depl oyed WLAN nodel s, the wirel ess AP represents not
only the edge of the Diffserv domain, but also the edge of the
network infrastructure itself. As such, only client endpoint devices
(and no network infrastructure devices) are downstreamfromthe
access points in these deploynment nodels. Note: security

consi derations and recomendations for hardeni ng such W-Fi-at-the-
edge depl oynent nodels are detailed in Section 8; these
recomendat i ons i ncl ude mappi ng network control protocols (which are
not used downstreamfromthe AP in this depl oynent nodel) to UP O.
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Al ternatively, in other deploynment nodels, such as W-Fi backhaul

wi rel ess mesh infrastructures, wireless AP-to-AP depl oynents, or in
cases where a W-Fi link connects to a device providing service via
anot her technology (e.g., W-Fi to Bluetooth or Zi gbee router), the
wi rel ess AP extends the network infrastructure and thus, typically,
the Diffserv domain. |In such deploynents, both client devices and

i nfrastructure devices may be expected downstream fromthe APs, and,
as such, network control protocols are RECOMWENDED to be mapped to UP
7 in this deployment nodel, as is discussed in Section 4.1.1

Thus, as can be seen fromthese two exanples, the QS treatnent of
packets at the AP will depend on the position of the AP in the
network infrastructure and on the W.AN depl oynent nodel .

However, regardl ess of whether or not the AP is at the Diffserv
boundary, marking-specific inconpatibilities exist fromDiffserv to
802. 11 (and vice versa) that nust be reconciled, as will be discussed
next .

2.2. EDCF Queuing

[ 1 EEE. 802. 11-2016] di splays a reference inplenentati on queui ng nodel
in Figure 10-24, which depicts four transnmt queues, one per access
cat egory.

However, in practical inplementations, it is conmon for W.AN networ k
equi prent vendors to inplenment dedicated transmt queues on a per-UP
(versus a per-AC) basis, which are then dequeued into their
associated ACin a preferred (or even in a strict priority manner).
For exanple, it is common for vendors to dequeue UP 5 ahead of UP 4
to the hardware perform ng the EDCA function (EDCAF) for the Video
Access Category (AC VI).

Sone of the recommendati ons nade in Section 4 nake reference to this
conmon i npl enent ati on nodel of queuing per UP

2.3. Default DSCP-to-UP Mappi ngs and Conflicts

VWhile no explicit guidance is offered in mapping (6-Bit) Layer 3 DSCP
values to (3-Bit) Layer 2 markings (such as | EEE 802. 1D, 802.1p or
802. 11e), a common practice in the networking industry is to nap
these by what we will refer to as "default DSCP-to-UP mappi ng" (for
lack of a better tern), wherein the three Most Significant Bits
(MSBs) of the DSCP are used as the correspondi ng L2 markings.
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2.

4.

Not e: There are mappi ngs provided in [I|EEE. 802.11-2016], Annex V
Tables V-1 and V2, but it bears nentioning that these mappings are
provi ded as exanpl es (as opposed to explicit reconmendations).

Furt hernore, sone of these mappings do not align with the intent and
recomendat i ons expressed in [RFC4594], as will be discussed in this
and the foll owing section (Section 2.4).

However, when this default DSCP-to-UP mapping nethod is applied to
packets marked per recommendations in [ RFC4594] and destined to
802.11 WAAN clients, it will yield a nunmber of inconsistent QS
mappi ngs, specifically:

o Voice (EF-101110) will be mapped to UP 5 (101), and treated in the
Vi deo Access Category (AC VI) rather than the Voice Access
Category (AC VO, for which it is intended

o Miltinmedia Stream ng (AF3-011xx0) will be mapped to UP 3 (011) and
treated in the Best Effort Access Category (AC BE) rather than the
Vi deo Access Category (AC V), for which it is intended

o Broadcast Video (CS3-011000) will be mapped to UP 3 (011) and
treated in the Best Effort Access Category (AC BE) rather than the
Vi deo Access Category (AC VI), for which it is intended

o OAMtraffic (CS2-010000) will be mapped to UP 2 (010) and treated
in the Background Access Category (AC BK), which is not the intent
expressed in [RFC4594] for this service class

It should al so be noted that while [|EEE. 802.11-2016] defines an
i ntended use for each access category through the AC naning
convention (for example, UP 6 and UP 7 belong to AC VO, the Voice
Access Category), [I|EEE. 802.11-2016] does not:

o define how upper-Ilayer markings (such as DSCP) should map to UPs
(and, hence, to ACs)

o define how UPs should translate to other nediunms’ Layer 2 QoS
mar ki ngs

0 strictly restrict each access category to applications reflected
in the AC name

Def aul t UP-to- DSCP Mappi ngs and Conflicts

In the opposite direction of flow (the upstreamdirection, that is,
fromwireless-to-wired), many APs use what we will refer to as
"default UP-to-DSCP mappi ng" (for lack of a better tern), wherein
DSCP val ues are derived from UP val ues by nultiplying the UP val ues
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by 8 (i.e., shifting the three UP bits to the left and adding three
additional zeros to generate a DSCP value). This derived DSCP val ue
is then used for QoS treatnent between the wirel ess AP and the
nearest classification and marking policy enforcement point (which
may be the centralized wireless LAN controller, relatively deep
within the network). Alternatively, in the case where there is no
ot her classification and marking policy enforcement point, then this
derived DSCP value will be used on the remainder of the Internet
pat h.

It goes without saying that when six bits of marking granularity are
derived fromthree, then information is lost in translation

Servicing differentiation cannot be made for 12 classes of traffic
(as recommended in [ RFC4594]), but for only eight (with one of these
cl asses being reserved for future use (i.e., UP 7, which maps to DSCP
CsS7).

Such default upstream mappi ng can al so yield several inconsistencies
with [ RFC4594], including:

o Mapping UP 6 (which would include Voice or Tel ephony traffic, see
[ RFC4594]) to CS6, which [ RFC4594] recomrends for Network Contro

o Mapping UP 4 (which would include Miltinmedia Conferencing and/or
Real -Time Interactive traffic, see [RFC4594]) to CS4, thus | osing
the ability to differentiate between these two distinct service
cl asses, as recomended in [ RFC4594], Sections 4.3 and 4.4

o Mapping UP 3 (which would include Miltinmedia Stream ng and/ or
Broadcast Video traffic, see [RFC4594]) to CS3, thus |l osing the
ability to differentiate between these two distinct service
cl asses, as recommended in [ RFC4594], Sections 4.5 and 4.6

o Mapping UP 2 (which would include Low Latency Data and/or OAM
traffic, see [RFC4594]) to CS2, thus losing the ability to
differenti ate between these two distinct service classes, as
recommended in [ RFC4594], Sections 4.7 and 3.3, and possibly
overwhel mi ng the queues provisioned for OAM (which is typically
|l ower in capacity (being Network Control Traffic), as conpared to
Low Lat ency Data queues (being user traffic))

o Mapping UP 1 (which would include Hi gh-Throughput Data and/or Low
Priority Data traffic, see [RFC4594]) to CS1, thus losing the
ability to differentiate between these two distinct service
cl asses, as recomended in [ RFC4594], Sections 4.8 and 4.10, and
causing legitimte business-rel evant Hi gh- Throughput Data to
receive a [ RFC3662] Lower-Effort PDB, for which it is not intended
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The foll owi ng sections address these linmitations and concerns in
order to reconcile [ RFC4594] and [| EEE. 802. 11-2016]. First
downstream (w red-to-w rel ess) DSCP-to-UP mappings will be aligned
and then upstream (wirel ess-to-wired) nodels will be addressed

3. Recommendations for Capabilities of Wrel ess Device Marking and
Mappi ng

Thi s docunent assumes and RECOMMENDS that all wireless APs (as the
i nterconnects between wired-and-wirel ess networks) support the
ability to:

o mark DSCP, per Diffserv standards

o mark UP, per the [IEEE. 802.11-2016] standard

o support fully configurabl e nappi ngs between DSCP and UP
0 process DSCP markings set by wirel ess endpoi nt devices

Thi s docunment further assunes and RECOMVENDS that all w rel ess
endpoi nt devi ces support the ability to:

o mark DSCP, per Diffserv standards
o mark UP, per the [I|EEE. 802.11-2016] standard

o0 support fully configurable nappi ngs between DSCP (set by
applications in software) and UP (set by the operating system and/
or wireless network interface hardware drivers)

Havi ng made the assunptions and reconmendati ons above, it bears

menti oning that, while the mappings presented in this docunment are
RECOMVENDED to replace the current common default practices (as

di scussed in Sections 2.3 and 2.4), these mappi ng recommendati ons are
not expected to fit every | ast depl oynent nodel; as such, they MAY be
overridden by network adninistrators, as needed.

4. Recommendations for DSCP-to-UP Mappi ng

The foll owi ng section specifies downstream (w red-to-wirel ess)

mappi ngs between [ RFC4594], "Configuration Guidelines for Diffserv
Service C asses" and [I|EEE. 802. 11-2016]. As such, this section draws
heavily from [ RFC4594], including service class definitions and
recommendat i ons.
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Thi s section assunes [|EEE. 802.11-2016] wireless APs and/or WAN
controllers that support custonizable, non-default DSCP-to-UP mappi ng
schenes.

This section al so assunes that [I|EEE. 802.11-2016] APs and endpoi nt
devices differentiate UP narkings wi th correspondi ng queui ng and
dequeuing treatments, as described in Section 2.2.

4. 1. Net wor k Control Traffic

Network Control Traffic is defined as packet flows that are essential
for stable operation of the adm nistered network [ RFC4594],

Section 3. Network Control Traffic is different from user
application control (signaling) that may be generated by sone
applications or services. Network Control Traffic MAY be split into
two service classes

0 Network Control, and
0 Operations, Adninistration, and M ntenance (OQAM
4.1.1. Network Control Protocols

The Network Control service class is used for transmtting packets
bet ween network devices (e.g., routers) that require contro
(routing) information to be exchanged between nodes within the
adm nistrative domain, as well as across a peering point between
different administrative domains.

[ RFC4594], Section 3.2, reconmmends that Network Control Traffic be

mar ked CS6 DSCP. Additionally, as stated in [RFC4594], Section 3.1
"CS7 DSCP val ue SHOULD be reserved for future use, potentially for

future routing or control protocols."”

By default (as described in Section 2.4), packets narked DSCP CS7
will be mapped to UP 7 and serviced within the Voice Access Category
(AC_ VO . This represents the RECOMVENDED mappi ng for CS7, that is,
packets marked to CS7 DSCP are RECOMMENDED to be napped to UP 7.

However, by default (as described in Section 2.4), packets marked
DSCP CS6 will be mapped to UP 6 and serviced within the Voice Access
Cat egory (AC VO); such napping and servicing is a contradiction to
the intent expressed in [ RFC4594], Section 3.2. As such, it is
RECOMVENDED to map Network Control Traffic marked CS6 to UP 7 (per

[ 1 EEE. 802. 11-2016], Section 10.2.4.2, Table 10-1), thereby admtting
it to the Voice Access Category (AC VO, albeit with a marking

di stinguishing it from (data-plane) voice traffic.
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It should be noted that encapsul ated routing protocols for

encapsul ated or overlay networks (e.g., VPN, Network Virtualization
Overlays, etc.) are not Network Control Traffic for any physica
network at the AP; hence, they SHOULD NOT be marked with CS6 in the
first place.

Additionally, and as previously noted, the Security Considerations
section (Section 8) contains additional recommendati ons for hardening
W - Fi -at-the-edge depl oynent nodels, where, for exanple, network
control protocols are not expected to be sent nor received between
APs and client endpoint devices that are downstream

4.1.2. CQOperations, Adm nistration, and Mi ntenance (OAM

The OAM (Operations, Adm nistration, and M ntenance) service class
is reconmended for QAMEP (Qperations, Adm nistration, and M ntenance
and Provisioning). The OAM service class can include network
managenent protocols, such as SNWP, Secure Shell (SSH), TFTP, Sysl og,
etc., as well as network services, such as NTP, DNS, DHCP, etc.

[ RFC4594], Section 3.3, recomends that OAMtraffic be marked CS2
DSCP

By default (as described in Section 2.3), packets narked DSCP CS2
will be mapped to UP 2 and serviced with the Background Access
Category (AC BK). Such servicing is a contradiction to the intent
expressed in [ RFC4594], Section 3.3. As such, it is RECOMVENDED t hat
a non-default mapping be applied to OAMtraffic, such that CS2 DSCP
is mapped to UP 0, thereby admtting it to the Best Effort Access

Cat egory (AC BE).

4. 2. User Traffic

User traffic is defined as packet flows between different users or
subscribers. It is the traffic that is sent to or fromend-term nals
and that supports a very wide variety of applications and services

[ RFC4594], Section 4.

Net wor k adm ni strators can categorize their applications according to
the type of behavior that they require and MAY choose to support al
or a subset of the defined service classes.

4.2.1. Tel ephony

The Tel ephony service class is reconmended for applications that
require real-tinme, very |low delay, very low jitter, and very | ow
packet loss for relatively constant-rate traffic sources (inelastic
traffic sources). This service class SHOULD be used for |IP tel ephony
service. The fundanmental service offered to traffic in the Tel ephony
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service class is minimumjitter, delay, and packet |oss service up to
a specified upper bound. [RFC4594], Section 4.1, recomends that
Tel ephony traffic be marked EF DSCP

Traffic marked to DSCP EF will map by default (as described in
Section 2.3) to UP 5 and, thus, to the Video Access Category (AC VI)
rather than to the Voice Access Category (AC VO, for which it is

i ntended. Therefore, a non-default DSCP-to-UP mapping is
RECOMVENDED, such that EF DSCP is mapped to UP 6, thereby admitting
it into the Voice Access Category (AC VO.

Simlarly, the VOCE-ADM T DSCP (44 decimal / 101100 binary)
described in [ RFC5865] is RECOMWENDED to be mapped to UP 6, thereby
admitting it also into the Voice Access Category (AC VO .

4.2.2. Signaling

The Signaling service class is recommended for del ay-sensitive
client-server (e.g., traditional tel ephony) and peer-to-peer
application signaling. Telephony signaling includes signaling
between 1) | P phone and soft-switch, 2) soft-client and soft-swtch,
and 3) nedia gateway and soft-switch as well as peer-to-peer using
various protocols. This service class is intended to be used for
control of sessions and applications. [RFC4594], Section 4.2,
recomrends that Signaling traffic be marked CS5 DSCP

VWhile Signaling is recormended to receive a superior |evel of service
relative to the default class (i.e., ACBE), it does not require the
hi ghest | evel of service (i.e., ACVO. This |leaves only the Video
Access Category (AC VI), which it will map to by default (as
described in Section 2.3). Therefore, it is RECOMVENDED to map
Signaling traffic marked CS5 DSCP to UP 5, thereby admitting it to
the Video Access Category (AC VI)

Note: Signaling traffic is not control-plane traffic fromthe
perspective of the network (but rather is data-plane traffic); as
such, it does not merit provisioning in the Network Control service
class (marked CS6 and nmapped to UP 6). However, Signaling traffic is
control -plane traffic fromthe perspective of the voice/video

tel ephony overlay-infrastructure. As such, Signaling should be
treated with preferential servicing versus other data-plane flows.
This may be achi eved in cormmon WLAN depl oynents by mappi ng Signaling
traffic marked CS5 to UP 5. On APs supporting per-UP EDCAF queui ng
logic (as described in Section 2.2), this will result in preferential
treatment for Signaling traffic versus other video flows in the sane
access category (AC VI), which are narked to UP 4, as well as
preferred treatnent over flows in the Best Effort (AC BE) and
Background (AC BK) Access Categories.
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4.2.3. Miltinmedia Conferencing

The Mul tinedia Conferencing service class is recomended for
applications that require real-tinme service for rate-adaptive
traffic. [RFC4594], Section 4.3, recomends Miltinedia Conferencing
traffic be nmarked AF4x (that is, AF41, AF42, and AF43, according to
the rules defined in [ RFC2475]).

The primary nmedia type typically carried within the Miltimedi a
Conferencing service class is video; as such, it is RECOWENDED to
map this class into the Video Access Category (AC VI), which it does
by default (as described in Section 2.3). Specifically, it is
RECOMVENDED to map AF41, AF42, and AF43 to UP 4, thereby admitting
Mul tinmedia Conferencing into the Video Access Category (AC VI).

4.2.4. Real-Tine Interactive

The Real -Time Interactive service class is recomended for
applications that require lowloss and jitter and very | ow delay for
variable-rate inelastic traffic sources. Such applications may

i nclude inelastic video-conferencing applications, but may al so

i nclude gam ng applications (as pointed out in [RFC4594], Sections
2.1 through 2.3 and Section 4.4). [RFC4594], Section 4.4, recommends
Real -Time Interactive traffic be marked CS4 DSCP

The primary nedia type typically carried within the Real -Tine
Interactive service class is video; as such, it is RECOWENDED to map
this class into the Video Access Category (AC VI), which it does by
default (as described in Section 2.3). Specifically, it is
RECOMVENDED to map CS4 to UP 4, thereby admitting Real -Tine
Interactive traffic into the Video Access Category (AC_VI).

4.2.5. Miltinmedia Stream ng

The Multinedia Stream ng service class is recomrended for
applications that require near-real-time packet forwardi ng of
variable-rate elastic traffic sources. Typically, these flows are
unidirectional. [RFC4594], Section 4.5, recommends Ml tinedia
Stream ng traffic be marked AF3x (that is, AF31, AF32, and AF33,
according to the rules defined in [ RFC2475]).

The primary nmedia type typically carried within the Miultinmedi a
Stream ng service class is video; as such, it is RECOWENDED to nap
this class into the Video Access Category (AC VI), which it will by
default (as described in Section 2.3). Specifically, it is
RECOMVENDED to map AF31, AF32, and AF33 to UP 4, thereby admitting
Multinedia Streaming into the Video Access Category (AC VI).
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4.2.6. Broadcast Video

The Broadcast Video service class is recommended for applications
that require near-real -tinme packet forwarding with very | ow packet
| oss of constant rate and variable-rate inelastic traffic sources.
Typically these flows are unidirectional. [RFC4594] Section 4.6
recommends Broadcast Video traffic be narked CS3 DSCP.

As directly inplied by the nane, the primary nedia type typically
carried within the Broadcast Video service class is video; as such,
it is RECOWENDED to map this class into the Video Access Category
(AC_VI); however, by default (as described in Section 2.3), this
service class will map to UP 3 and, thus, the Best Effort Access
Category (AC BE). Therefore, a non-default mapping i s RECOVMENDED,
such that CS4 maps to UP 4, thereby adnmitting Broadcast Video into
the Video Access Category (AC VI).

4.2.7. Low Latency Data

The Low Latency Data service class is recommended for elastic and
time-sensitive data applications, often of a transactional nature,
where a user is waiting for a response via the network in order to
continue with a task at hand. As such, these flows are considered
foreground traffic, with delays or drops to such traffic directly
i mpacting user productivity. [RFC4594], Section 4.7, recomends
Low Latency Data be marked AF2x (that is, AF21, AF22, and AF23,
according to the rules defined in [ RFC2475]).

By default (as described in Section 2.3), Low Latency Data will map
to UP 2 and, thus, to the Background Access Category (AC_BK), which
is contrary to the intent expressed in [ RFC4594].

Mappi ng Low Latency Data to UP 3 may allow targeted traffic to
receive a superior level of service via per-UP transnmt queues
servicing the EDCAF hardware for the Best Effort Access Category
(AC_BE), as described in Section 2.2. Therefore it is RECOVMMENDED to
map Low Latency Data traffic marked AF2x DSCP to UP 3, thereby
admitting it to the Best Effort Access Category (AC BE).

4.2.8. High-Throughput Data

The Hi gh- Throughput Data service class is reconmended for elastic
applications that require tinmely packet forwarding of variable-rate
traffic sources and, nore specifically, is configured to provide
efficient, yet constrained (when necessary) throughput for TCP

|l onger-lived flows. These flows are typically not user interactive.
According to [ RFC4594], Section 4.8, it can be assuned that this
class will consune any avail abl e bandwi dt h and that packets
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traversing congested |inks may experience hi gher queuing del ays or
packet loss. It is also assumed that this traffic is elastic and
responds dynamcally to packet |oss. [RFC4594], Section 4.8,
recomends Hi gh- Thr oughput Data be marked AF1lx (that is, AFl1l, AF12,
and AF13, according to the rules defined in [ RFC2475]).

By default (as described in Section 2.3), High-Throughput Data will
map to UP 1 and, thus, to the Background Access Category (AC BK),
which is contrary to the intent expressed in [ RFC4594].

Unfortunately, there really is no corresponding fit for the High-
Throughput Data service class within the constrained 4 Access
Category [I| EEE. 802.11-2016] nodel. |If the Hi gh-Throughput Data
service class is assigned to the Best Effort Access Category (AC BE),
then it would contend with Low Latency Data (while [ RFC4594]
recomends a distinction in servicing between these service cl asses)
as well as with the default service class; alternatively, if it is
assigned to the Background Access Category (AC BK), then it would
receive a less-then-best-effort service and contend with LowPriority
Data (as discussed in Section 4.2.10).

As such, since there is no directly corresponding fit for the Hi gh-
Thr oughout Data service class within the [I|EEE. 802.11-2016] nodel, it
is generally RECOWENDED to nap Hi gh- Throughput Data to UP 0, thereby
admtting it to the Best Effort Access Category (AC _BE).

4.2.9. Standard

The Standard service class is recommended for traffic that has not
been classified into one of the other supported forwardi ng service
classes in the Diffserv network domain. This service class provides
the Internet’s "best-effort" forwardi ng behavior. [RFC4594],
Section 4.9, states that the "Standard service class MJST use the
Default Forwardi ng (DF) PHB".

The Standard service class |oosely corresponds to the

[ EEE. 802. 11-2016] Best Effort Access Category (AC BE); therefore, it
i's RECOWENDED to map Standard service class traffic marked DF DSCP
to UP 0, thereby admitting it to the Best Effort Access Category

(AC BE). This happens to correspond to the default nmapping (as
described in Section 2.3).
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4.2.10. LowPriority Data

The LowPriority Data service class serves applications that the user
is willing to accept w thout service assurances. This service class
is specified in [ RFC3662] and [ LE-PHB].

[ RFC3662] and [ RFC4594] both recomend LowPriority Data be nmarked
CS1 DSCP.

Not e: This marki ng recomendati on nay change in the future, as
[LE-PHB] defines a Lower Effort (LE) PHB for LowPriority Data
traffic and recomends an additional DSCP for this traffic.

The LowPriority Data service class |oosely corresponds to the

[ 1 EEE. 802. 11- 2016] Background Access Category (AC BK); therefore, it
is RECOVWENDED to map LowPriority Data traffic marked CS1 DSCP to UP
1, thereby adnmitting it to the Background Access Category (AC BK).

Thi s happens to correspond to the default mapping (as described in
Section 2.3).

4.3. Summary of Recommendati ons for DSCP-to- UP Mappi ng
Figure 1 summarizes the [ RFC4594] DSCP mar ki ng recomendati ons napped

to [I EEE. 802. 11-2016] UP and Access Categories applied in the
downstream direction (i.e., fromw red-to-wreless networks).

o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| TETF Diffserv | PHB |Reference | | EEE 802. 11 |
| Service Cass | | RFC | User Priority| Access Category |
| | | | 7 | AC VO (Voi ce) |
| Network Control| CS7 | RFC 2474 | orR |
| (reserved for | | | 0 | AC BE (Best Effort)]|
| future use) | | | See Security Considerations-Sec.8 |
oo Femmm o - S Fom e o - o e e e e o s +

| | 7 | AC VO (Voi ce) |
| Network Control| CS6 | RFC 2474 | OR |
| | | | 0 | AC BE (Best Effort)]|
| | | | See Security Considerations |
S +o-m - - TS S o e e e e oo +
| Tel ephony | EF | RFC 3246 | 6 | AC_VO ( Voi ce) |
o Fomm o - S S o e e oo +
| VOCE-ADMT | VA | RFC 5865 | 6 | AC_VO (Voi ce) |
e SRR S e USSR .
| Si gnal i ng | CS5 | RFC 2474 | 5 | AC VI (Video) |
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oo S S R Fom e e e e e oo o +
| Mil tinmedia | AF41 | | | |
| Conferencing | AF42 | RFC 2597 | 4 | AC VI (Video) |
I | AF43 | I I I
oo Femmm o - S Fom e o - o e e e e o s +
| Real - Ti ne | CS4 | RFC 2474 | 4 | AC VI (Video) |
| Interactive | | | | |
o m e e e oo - Fom e e - - Fomm oo - o m e e e oo - Fom e e e e oo o +
| Miltinedia | AF31 | | | |
| Stream ng | AF32 | RFC 2597 | 4 | AC VI (Video) |
I | AF33 | I I I
o Fomm o - S S o e e oo +
| Broadcast Video| CS3 | RFC 2474 | 4 | AC VI (Video) |
o m e e e oo - Fom e e - - Fomm oo - o m e e e oo - Fom e e e e oo o +
| Low- | AF21 | | |

| Lat ency | AF22 | RFC 2597 | 3 | AC BE (Best Effort)]
| Dat a | AF23 | | | |
o Fomm o - S S o e e oo +
| OAM | CS2 | RFC 2474 | 0 | AC BE (Best Effort)|
o m e e e oo - Fom e e - - Fomm oo - o m e e e oo - Fom e e e e oo o +
| Hi gh- | AF11 | | |

|  Throughput | AF12 | RFC 2597 | 0 | AC BE (Best Effort)]
| Dat a | AF13 | | | |
o Fomm o - S S o e e oo +
| St andard | DF | RFC 2474 | 0 | AC BE (Best Effort)]|
o m e e e oo - Fom e e - - Fomm oo - o m e e e oo - Fom e e e e oo o +
| LowPriority | CS1 | RFC 3662 | 1 | AC BK (Background) |
I Dat a I I I I

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeoo oo +

Note: All unused codepoints are RECOWENDED to be mapped to UP O
(See Security Considerations bel ow)

Figure 1: Sumary of Mappi ng Recommendati ons from Downstream
DSCP to | EEE 802.11 UP and AC

5. Recommendati ons for Upstream Mappi ng and MarKki ng

In the upstreamdirection (i.e., wireless-to-wired), there are three
types of mapping that may be inpl enented:

0 DSCP-to-UP mapping within the wireless client operating system
and

0 UP-to-DSCP mapping at the wirel ess AP, or

0 DSCP-Passt hrough at the wirel ess AP (effectively a 1:1 DSCP-to-
DSCP nmappi ng)
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As an alternative to the latter two options, the network

adm ni strator MAY choose to use the wirel ess-to-wired edge as a
Diffserv boundary and explicitly set (or reset) DSCP marki ngs
according to adm nistrative policy, thus making the wirel ess edge a
Diffserv policy enforcenent point; this approach i s RECOMWENDED
whenever the APs support the required classification and marking
capabilities.

Each of these options will now be considered.

5.1. Upstream DSCP-to-UP Mapping within the Wreless Cient Operating
System

Sone operating systens on wireless client devices utilize a simlar
default DSCP-to-UP mappi ng schenme as that described in Section 2.3.
As such, this can lead to the sanme conflicts as described in that
section, but in the upstreamdirection.

Therefore, to inprove on these default mappings, and to achi eve
parity and consistency with downstream QoS, it is RECOVWENDED t hat
wirel ess client operating systens instead utilize the same DSCP-to- UP
mappi ng recomrendations presented in Section 4. Note that it is
explicitly stated that packets requesting a marking of CS6 or CS7
DSCP SHOULD be mapped to UP O (and not to UP 7). Furthernore, in
such cases, the wireless client operating system SHOULD re-mark such
packets to DSCP 0. This is because CS6 and CS7 DSCP, as well as UP 7
mar ki ngs, are intended for network control protocols, and these
SHOULD NOT be sourced fromwi reless client endpoint devices. This
recomendation is detailed in the Security Considerations section
(Section 8).

5.2. Upstream UP-to- DSCP Mappi ng at the Wrel ess AP

UP-t 0- DSCP mappi ng generates a DSCP val ue for the I P packet (either
an unencapsul ated | P packet or an | P packet encapsulated within a
tunneling protocol such as Control and Provisioning of Wreless
Access Points (CAPWAP) -- and destined towards a wireless LAN
controll er for decapsul ation and forwardi ng) fromthe Layer 2

[1 EEE. 802. 11-2016] UP marking. This is typically done in the manner
described in Section 2.4.

It should be noted that any explicit re-marking policy to be
performed on such a packet generally takes place at the nearest
classification and marki ng policy enforcenment point, which may be:

o At the wireless AP, and/or
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o0 At the wired network switch port, and/or
0 At the wireless LAN controller

Note: Multiple classification and narking policy enforcenent points
may exi st, as some devices have the capability to re-mark at only
Layer 2 or Layer 3, while other devices can re-mark at either/both
| ayers.

As such, UP-to-DSCP mapping allows for wireless L2 nmarkings to affect
the QoS treatnent of a packet over the wired IP network (that is,
until the packet reaches the nearest classification and marking
policy enforcenent point).

It should be further noted that nowhere in the [|EEE. 802. 11-2016]
specification is there an intent expressed for UP markings to be used
to influence QS treatnent over wired | P networks. Furthernore,

[ RFC2474], [RFC2475], and [ RFC8100] all allow for the host to set
DSCP marki ngs for end-to-end QoS treatnment over |P networKks.
Therefore, wireless APs MIST NOT | everage Layer 2 [I|EEE. 802.11-2016]
UP mar ki ngs as set by w reless hosts and subsequently performa
UP-t 0- DSCP mapping in the upstreamdirection. But rather, if

wi rel ess host markings are to be | everaged (as per business

requi renents, technical constraints, and adm nistrative policies),
then it is RECOWENDED to pass through the Layer 3 DSCP mar ki ngs set
by these wirel ess hosts instead, as is discussed in the next section

5.3. Upstream DSCP- Passt hrough at the Wrel ess AP

It is generally NOT RECOMVENDED to pass through DSCP mar ki ngs from
unaut henti cated and unaut hori zed devi ces, as these are typically
consi dered untrusted sources.

When busi ness requirenents and/or technical constraints and/or

adm nistrative policies require QS narkings to be passed through at
the wireless edge, then it is RECOWENDED to pass through Layer 3
DSCP mar ki ngs (over Layer 2 [IEEE. 802.11-2016] UP markings) in the
upstream direction, with the exception of CS6 and CS7 (as wll be

di scussed further), for the foll owi ng reasons:

o0 [RFC2474], [RFC2475], and [RFC8100] all allow for hosts to set
DSCP nmarkings to achieve an end-to-end differentiated service

o [IEEE. 802.11-2016] does not specify that UP markings are to be
used to affect QS treatnent over wired |IP networks
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0 Mbdst present wirel ess device operating systens generate UP val ues
by the same nethod as described in Section 2.3 (i.e., by using the
3 MSBs of the encapsul ated 6-bit DSCP); then, at the AP, these
3-bit markings are converted back into DSCP val ues, typically in
the default manner described in Section 2.4; as such, information
is lost inthe translation froma 6-bit marking to a 3-bit marking
(which is then subsequently translated back to a 6-bit marking);
passi ng through the original (encapsul ated) DSCP marki ng prevents
such loss of information

0 A practical inplementation benefit is also realized by passing
through the DSCP set by wireless client devices, as enabling
applications to mark DSCP is much nore preval ent and accessible to
programers of applications running on wrel ess device platforns,
vis-a-vis trying to explicitly set UP val ues, which requires
special hooks into the wirel ess device operating system and/or
har dwar e device drivers, many of which do not support such
functionality

CS6 and CS7 are exceptions to this passthrough recomrendati on because
wi rel ess hosts SHOULD NOT use them (see Section 5.1) and traffic with
those two markings poses a threat to operation of the wired network
(see Section 8.2). CS6 and CS7 SHOULD NOT be passed through to the
wired network in the upstreamdirection unless the AP has been
specifically configured to do that by a network adm nistrator or
oper at or.

5.4. Upstream DSCP Marking at the Wrel ess AP

An alternative option to mapping is for the adnministrator to treat
the wirel ess edge as the edge of the Diffserv donmain and explicitly
set (or reset) DSCP markings in the upstreamdirection according to
adm nistrative policy. This option is RECOWENDED over mapping, as
this typically is the nbst secure sol ution because the network

adm nistrator directly enforces the Diffserv policy across the IP
network (versus an application devel oper and/or the devel oper of the
operating system of the wirel ess endpoint device, who may be
functioning conpletely independently of the network adm nistrator).

6. Overview of |EEE 802.11 QoS
QS is enabl ed on wirel ess networks by neans of the Hybrid
Coordi nation Function (HCF). To give better context to the

enhancements in HCF that enable QS, it nay be hel pful to begin with
a review of the original Distributed Coordination Function (DCF).
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6.1. Distributed Coordination Function (DCF)

As has been noted, the W-Fi nediumis a shared nmedium wth each
station -- including the wireless AP -- contending for the medi um on
equal terns. As such, it shares the sane chall enge as any ot her
shared nmediumin requiring a mechanismto prevent (or avoid)

col l'i sions, which can occur when two (or nore) stations attenpt

si mul t aneous transni ssi on

The | EEE Et hernet Working Group solved this challenge by inplenenting
a Carrier Sense Multiple Access/Collision Detection (CSMA CD)

mechani smthat could detect collisions over the shared physical cable
(as collisions could be detected as refl ected energy pul ses over the
physical wire). Once a collision was detected, then a predefined set
of rules was invoked that required stations to back off and wait
random periods of tine before reattenpting transm ssion. Wile CSMA
CD i nproved the usage of Ethernet as a shared nedium it should be
noted the ultimate solution to solving Ethernet collisions was the
advance of sw tching technol ogi es, which treated each Ethernet cable
as a dedicated collision domain.

However, unlike Ethernet (which uses physical cables), collisions
cannot be directly detected over the wirel ess nmedium as RF energy is
radi ated over the air and colliding bursts are not necessarily
reflected back to the transmitting stations. Therefore, a different
mechanismis required for this nmedi um

As such, the | EEE nodified the CSMA CD nechanismto adapt it to
wirel ess networks to provide Carrier Sense Multiple Access/Collision
Avoi dance (CSMAN CA). The origi nal CSMY CA nechani smused in | EEE
802.11 was the Distributed Coordination Function. DCF is a tiner-
based systemthat |everages three key sets of tinmers, the slot tinme,
interframe spaces and CWs.

6.1.1. Slot Tinme

The slot time is the basic unit of tinme nmeasure for both DCF and HCF
on which all other timers are based. The slot-time duration varies
with the different generations of data rates and perfornances
descri bed by [I| EEE. 802. 11-2016]. For exanple, [I|EEE. 802.11-2016]
specifies the slot time to be 20 m croseconds ([ EEE. 802. 11-2016],
Tabl e 15-5) for |egacy inplenmentations (such as | EEE 802. 11b,
supporting 1, 2, 5.5, and 11 Mips data rates), while newer

i mpl ement ati ons (including | EEE 802. 11g, 802.11a, 802.11n, and

802. 11ac, supporting data rates from6.5 Mips to over 2 Gohps per
spatial stream define a shorter slot tine of 9 microseconds

([ I EEE. 802. 11-2016], Section 17.4.4, Table 17-21).
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6.1.2. Interframe Space (IFS)

The tine interval between frames that are transmitted over the air is
called the Interfrane Space (IFS). Several |IFSs are defined in

[ EEE. 802. 11-2016], with the nost relevant to DCF being the Short
Interfrane Space (SIFS), the DCF Interframe Space (DI FS), and the

Ext ended I nterframe Space (ElIFS)

The SIFS is the anbunt of time in mcroseconds required for a
wireless interface to process a received RF signal and its associ ated
frane (as specified in [| EEE 802.11-2016]) and to generate a response
frane. Like slot tinmes, the SIFS can vary according to the
performance inpl enentation of [|EEE 802.11-2016]. The SIFS for |EEE
802. 11a, 802.11n, and 802.1l1ac (in 5 GHz) is 16 m croseconds

([ I EEE. 802. 11-2016], Section 17.4.4, Table 17-21).

Additionally, a station nust sense the status of the wirel ess nedi um
before transmitting. |If it finds that the nediumis continuously
idle for the duration of a DIFS, then it is pernmtted to attenpt
transm ssion of a frane (after waiting an additional random backof f
period, as will be discussed in the next section). |If the channel is
found busy during the DIFS interval, the station nust defer its
transm ssion until the mediumis found to be idle for the duration of
a DFS interval. The D FS is calculated as:

DIFS = SIFS + (2 * Slot tine)

However, if all stations waited only a fixed anount of tine before
attenpting transm ssion, then collisions would be frequent. To

of fset this, each station nust wait, not only a fixed anmount of tine
(the DIFS), but also a random amount of time (the random backoff)
prior to transm ssion. The range of the generated random backof f
timer is bounded by the CW

6.1.3. Contention Wndow (CW

Cont enti on wi ndows bound the range of the generated random backof f
timer that each station nust wait (in addition to the DI FS) before
attenpting transmission. The initial range is set between 0 and the
CWminimumvalue (CWnin), inclusive. The CWrin for DCF (in 5 GHz) is
specified as 15 slot tinmes ([I|EEE. 802.11-2016], Section 17.4.4,

Table 17-21).

However, it is possible that two (or nmore) stations happen to pick
the exact same randomvalue within this range. |If this happens, then
a collision may occur. At this point, the stations effectively begin
the process again, waiting a DIFS and generate a new random backof f
val ue. However, a key difference is that for this subsequent
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attenpt, the CWapproximately doubles in size (thus, exponentially

i ncreasing the range of the randomvalue). This process repeats as
often as necessary if collisions continue to occur, until the maxi num
CWsize (CWrax) is reached. The CWmx for DCF is specified as 1023
slot times ([I| EEE. 802. 11-2016], Section 17.4.4, Table 17-21).

At this point, transmission attenpts nmay still continue (until sone
other predefined Iimt is reached), but the CWsizes are fixed at the
CwWrax val ue.

Incidentally it may be observed that a significant anount of jitter
can be introduced by this contention process for wrel ess

transm ssion access. For exanple, the incremental transm ssion del ay
of 1023 slot times (CWmx) using 9-mcrosecond slot times may be as
high as 9 ns of jitter per attenpt. And, as previously noted,
multiple attenpts can be nade at CWmax.

6.2. Hybrid Coordination Function (HCF)

Therefore, as can be seen fromthe precedi ng description of DCF

there is no preferential treatment of one station over another when
contending for the shared wireless nedia; nor is there any
preferential treatment of one type of traffic over another during the
same contention process. To support the latter requirenent, the | EEE
enhanced DCF in 2005 to support QoS, specifying HCF in | EEE 802. 11
which was integrated into the main | EEE 802.11 standard in 2007

6.2.1. User Priority (UP)

One of the key changes to the frame format in [| EEE. 802. 11-2016] is
the inclusion of a QS Control field, with 3 bits dedicated for QS
mar ki ngs. These bits are referred to the User Priority (UP) bits and
these support eight distinct marking values: 0-7, inclusive.

Wil e such narkings allow for frane differentiation, these alone do
not directly affect over-the-air treatment. Rather, it is the

non- confi gurabl e and standard-specified mappi ng of UP nmarkings to the
Access Categories (ACs) from[I|EEE. 802.11-2016] that generate
differentiated treatnment over wirel ess media.
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6.2.2. Access Category (AQ

Pairs of UP values are mapped to four defined access categories that
correspondi ngly specify different treatnments of frames over the air.
These access categories (in order of relative priority fromthe top
down) and their corresponding UP mappi ngs are shown in Figure 2
(adapted from [ | EEE. 802. 11- 2016], Section 10.2.4.2, Table 10-1).

| User Access Desi gnati ve |

| Priority I Cat egory I (informative) |
| 7 | AC VO | Voi ce |
N Fomm e oo - oo o - +
| 6 | AC VO | Voi ce |
S R S +
| 5 | AC_VI | Vi deo |
Fom e oo Fom e e o - o a o +
| 4 | AC_VI | Vi deo |
N Fomm e oo - oo o - +
| 3 | AC BE | Best Effort |
S R S +
| 0 | AC BE | Best Effort |
Fom e oo Fom e e o - o a o +
| 2 | AC BK | Backgr ound |
N Fomm e oo - oo o - +
| 1 | AC BK | Backgr ound |
T +

Fi gure 2: Mappings between | EEE 802. 11
Access Categories and User Priority

The manner in which these four access categories achieve
differentiated service over-the-air is primarily by tuning the fixed
and randomtiners that stations have to wait before sending their
respective types of traffic, as will be discussed next.
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.2.3. Arbitration Interframe Space (AlFS)

As previously nmentioned, each station nmust wait a fixed anmount of
time to ensure the nediumis idle before attenpting transm ssion.

Wth DCF, the DIFS is constant for all types of traffic. However,
with [|EEE. 802.11-2016], the fixed anpbunt of time that a station has
to wait will depend on the access category and is referred to as an
Arbitration Interframe Space (AIFS). AIFSs are defined in slot tines
and the Al FSs per access category are shown in Figure 3 (adapted from
[ I EEE. 802. 11- 2016], Section 9.4.2.29, Table 9-137).

I Trrrrrree—— +
| Access | Designative | Al FS |
| Category | (informative) | (slot tinmes)|
| ::::::::::::+:::::::::::::::::+::::::::::::|
| AC VO | Voi ce | 2 |
S TR S TR +
| AC VI | Vi deo | 2 |
S ISR oo mmeeemeeaaaas S ISRy +
| AC BE | Best Effort | 3 |
R o e e e oo R +
| AC_BK | Backgr ound | 7 |
S TR N S TR +

Figure 3: Arbitration Interframe Spaces by Access Category
.2.4. Access Category CW

Not only is the fixed anpbunt of tine that a station has to wait
skewed according to its [|EEE. 802.11-2016] access category, but so
are the relative sizes of the CW that bound the random backof f
timers, as shown in Figure 4 (adapted from [ EEE. 802. 11- 2016] ,
Section 9.4.2.29, Table 9-137).

e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
| Access | Designative | CWri n | CWhrax |
| Category | (informative) |(slot tines)|(slot tines)|
| AC VO | Voi ce | 3 | 7 |
S o e e e e oo R R +
| AC_VI | Vi deo | 7 | 15 |
Fom e oo o e e oo Fom e e o - Fom e e o - +
| AC BE | Best Effort | 15 | 1023 |
N o e e e e oo - Fomm e oo - Fomm e oo - +
| AC BK | Backgr ound | 15 | 1023 |
S o e e e e oo R R +

Figure 4. CWSizes by Access Category
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When the fixed and randomly generated tinmers are added together on a
per-access-category basis, then traffic assigned to the Voice Access
Category (i.e., traffic marked to UP 6 or 7) will receive a
statistically superior service relative to traffic assigned to the
Vi deo Access Category (i.e., traffic marked UP 5 and 4), which, in
turn, will receive a statistically superior service relative to
traffic assigned to the Best Effort Access Category traffic (i.e.,
traffic marked UP 3 and 0), which finally will receive a
statistically superior service relative to traffic assigned to the
Background Access Category traffic (i.e., traffic marked to UP 2 and
1).

6.3. | EEE 802.11u QoS Map Set

| EEE 802. 11u [| EEE. 802- 11u-2011] is an addendum that has now been
included within the main standard ([|EEE. 802. 11-2016]), and which

i ncl udes, anong ot her enhancenents, a nechani sm by which wirel ess APs
can communi cate DSCP to/from UP nmappi ngs that have been configured on
the wired I|P network. Specifically, a QoS Map Set information

el ement (described in [I|EEE. 802.11-2016], Section 9.4.2.95, and
commonly referred to as the "QoS Map elenent”) is transmitted from an
AP to a wirel ess endpoint device in an association / re-association
Response frame (or within a special QS Map Configure frane).

The purpose of the QoS Map el enent is to provide the mappi ng of

hi gher -1 ayer QoS constructs (i.e., DSCP) to User Priorities. One

i ntended effect of receiving such a map is for the wrel ess endpoint
device (that supports this function and is admi nistratively
configured to enable it) to perform correspondi ng DSCP-to- UP nappi ng
within the device (i.e., between applications and the operating
system/ wireless network interface hardware drivers) to align with
what the APs are mapping in the downstreamdirection, so as to

achi eve consistent end-to-end QS in both directions.

The QoS Map el ement includes two key conponents:

1) each of the eight UP values (0-7) is associated with a range of
DSCP val ues, and

2) (up to 21) exceptions fromthese range-based DSCP to/from UP
mappi ng associ ati ons may be optionally and explicitly specified.
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Inline with the recommendati ons put forward in this docunent, the
foll owi ng recommendati ons apply when the QS Map el erent is enabl ed:

1) each of the eight UP values (0-7) are RECOWENDED to be napped to
DSCP 0 (as a baseline, so as to nmeet the recomendati on nmade in
Section 8.2, and

2) (up to 21) exceptions fromthis baseline mappi ng are RECOMVENDED
to be made in line with Section 4.3, to correspond to the
D ffserv Codepoints that are in use over the I P network

It is inmportant to note that the QoS Map elenent is intended to be
transmitted froma wireless AP to a non-AP station. As such, the
nmodel where this elenent is used is that of a network where the AP is
the edge of the Diffserv domain. Networks where the AP extends the
D ffserv domain by connecting other APs and infrastructure devices
through the | EEE 802. 11 nedium are not included in the cases covered
by the presence of the QS Map el enment, and therefore are not
included in the present reconmmrendation

7. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
8. Security Considerations

The recomendations in this docunent concern wi dely depl oyed wired
and wirel ess network functionality, and, for that reason, do not
present additional security concerns that do not already exist in
these networks. In fact, several of the recomendations nade in this
docunment serve to protect wired and wirel ess networks from potenti al
abuse, as is discussed further in this section

8.1. Security Recomendations for General QoS

It may be possible for a wired or wirel ess device (which could be
either a host or a network device) to mark packets (or map packet
mar ki ngs) in a manner that interferes with or degrades existing QS
policies. Such marking or mapping may be done intentionally or

uni ntentionally by devel opers and/or users and/or adm nistrators of
such devi ces

To illustrate: A gam ng application designed to run on a smartphone
or tablet may request that all its packets be marked DSCP EF and/ or
UP 6. However, if the traffic fromsuch an application is forwarded
wi t hout change over a business network, then this could interfere
with QoS policies intended to provide priority services for business
voi ce applications.

Szigeti, et al. St andards Track [ Page 31]



RFC 8325 Mapping Diffserv to | EEE 802. 11 February 2018

To mitigate such scenarios, it is RECOWENDED to i npl enent genera
QoS security measures, including:

0 Setting a traffic conditioning policy reflective of business
obj ectives and policy, such that traffic fromauthorized users
and/ or applications and/or endpoints will be accepted by the
net wor k; ot herwi se, packet markings will be "bleached" (i.e.,
re-marked to DSCP DF and/or UP 0). Additionally, Section 5.3 nade
it clear that it is generally NOI RECOWENDED to pass through DSCP
mar ki ngs from unaut hori zed and/ or unaut henticated devices, as
these are typically considered untrusted sources. This is
especially relevant for Internet of Things (l1oT) depl oynents,
where tens of billions of devices are being connected to IP
networks with little or no security capabilities, |eaving them
vul nerable to be utilized as agents for DDoS attacks. These
attacks can be anplified with preferential QS treatnents, should
the packet narkings of such devices be trusted.

o Policing EF marked packet flows, as detailed in [ RFC2474],
Section 7, and [ RFC3246], Section 3.

In addition to these general QoS security recomendati ons, W.AN
specific QoS security recommendati ons can serve to further nitigate
attacks and potential network abuse.

8.2. Security Reconmendations for W.AN QS

The wirel ess LAN presents a unique DoS attack vector, as endpoint
devi ces contend for the shared nedia on a conpletely egalitarian
basis with the network (as represented by the AP). This neans that
any wireless client could potentially nonopolize the air by sending
packets marked to preferred UP values (i.e., UP values 4-7) in the
upstreamdirection. Simlarly, airtime could be nonopolized if
excessi ve amobunts of downstreamtraffic were marked/ mapped to these
sanme preferred UP values. As such, the ability to mark/map to these
preferred UP val ues (of UP 4-7) should be controll ed.

I f such marki ng/ mappi ng were not controlled, then, for example, a
mal i ci ous user could cause WLAN DoS by flooding traffic marked CS7
DSCP downstream This codepoint would nap by default (as described
in Section 2.3) to UP 7 and woul d be assigned to the Voice Access
Category (AC VO . Such a flood could cause Denial -of-Service to not
only wirel ess voice applications, but also to all other traffic
classes. Simlarly, an uninformed application devel oper may request
all traffic fromhis/her application be marked CS7 or CS6, thinking
this woul d achi eve the best overall servicing of their application
traffic, while not realizing that such a marking (if honored by the
client operating systen) could cause not only WLAN DoS, but also IP
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network instability, as the traffic marked CS7 or CS6 finds its way
into queues intended for servicing (relatively | ow bandw dth) network
control protocols, potentially starving legitimte network contro
protocols in the process.

Therefore, to mtigate such an attack, it is RECOMVENDED that al
packets marked to Diffserv Codepoints not authorized or explicitly
provi sioned for use over the wirel ess network by the network

adm ni strator be mapped to UP 0; this recomendati on applies both at
the AP (in the downstreamdirection) and within the operating system
of the wirel ess endpoint device (in the upstreamdirection).

Such a policy of mapping unused codepoints to UP O would al so prevent
an attack where non-standard codepoints were used to cause W.AN DoS
Consi der the case where codepoints are mapped to UP val ues using a
range function (e.g., DSCP values 48-55 all nap to UP 6), then an
attacker could flood packets marked, for exanple, to DSCP 49, in

ei ther the upstream or downstream direction over the WLAN, causing
DoS to all other traffic classes in the process.

In the majority of WLAN depl oynents, the AP represents not only the
edge of the Diffserv donmmin, but also the edge of the network
infrastructure itself; that is, only wireless client endpoint devices
are downstreamfromthe AP. In such a deployment nodel, CS6 and CS7
also fall into the category of codepoints that are not in use over
the wireless LAN (since only wireless client endpoint devices are
downstreamfromthe AP in this nodel and these devices do not
(legitinmately) participate in network control protocol exchanges).

As such, it is RECOMWENDED that CS6 and CS7 DSCP be nmapped to UP O in
these W-Fi-at-the-edge deploynment nodels. Qherwise, it would be
easy for a malicious application devel oper, or even an inadvertently
poorly programred |oT device, to cause W.AN DoS and even wired I P
network instability by flooding traffic marked CS6 DSCP, which woul d,
by default (as described in Section 2.3), be mapped to UP 6, causing
all other traffic classes on the W.AN to be starved, as well as

hi j acki ng queues on the wired I P network that are intended for the
servicing of routing protocols. To this point, it was also
recomrended in Section 5.1 that packets requesting a marking of CS6
or CS7 DSCP SHOULD be re-marked to DSCP 0 and mapped to UP O by the
wirel ess client operating system

Finally, it should be noted that the recomendati ons put forward in
this docunent are not intended to address all attack vectors

| everagi ng QS marki ng abuse. Mechanisns that may further help
mtigate security risks of both wired and w rel ess networks depl oyi ng
QoS include strong device- and/or user-authentication, access-
control, rate-limting, control-plane policing, encryption, and other
techni ques; however, the inplenmentation recomendations for such
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mechani sms are beyond the scope of this docunent to address in
detail. Suffice it to say that the security of the devices and
net wor ks i npl ementi ng QS, including QS mappi ng between wired and
wirel ess networks, nerits consideration in actual depl oynents.

9. References
9.1. Nor mat i ve Ref erences

[ | EEE. 802. 11- 2016]
| EEE, "I|EEE Standard for Information technol ogy -
Tel ecommuni cations and i nformati on exchange between
systens - Local and netropolitan area networks - Specific
requirenents - Part 11: Wreless LAN Medi um Access Contr ol
(MAC) and Physical Layer (PHY) Specifications”,
| EEE 802. 11, DO 10.1109/1 EEESTD. 2016. 7786995, Decenber
2016, <https://standards.ieee.org/findstds/
st andar d/ 802. 11- 2016. ht i >.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC2474] N chols, K, Blake, S., Baker, F., and D. Bl ack,
"Definition of the Differentiated Services Field (DS
Field) in the IPv4 and | Pv6 Headers", RFC 2474,
DO 10.17487/ RFC2474, Decenber 1998,
<https://www. rfc-editor.org/info/rfc2474>.

[ RFC2597] Heinanen, J., Baker, F., Wiss, W, and J. Wocl awski,
"Assured Forwardi ng PHB G oup", RFC 2597,
DA 10.17487/ RFC2597, June 1999,
<https://ww.rfc-editor.org/info/rfc2597>.

[ RFC3168] Ranukrishnan, K, Floyd, S., and D. Black, "The Addition
of Explicit Congestion Notification (ECN) to IP",
RFC 3168, DO 10.17487/ RFC3168, Septenber 2001,
<https://www. rfc-editor.org/info/rfc3168>.

[ RFC3246] Davie, B., Charny, A, Bennet, J., Benson, K, Le Boudec,
J., Courtney, W, Davari, S., Firoiu, V., and D
Stiliadis, "An Expedited Forwardi ng PHB (Per-Hop
Behavior)", RFC 3246, DO 10.17487/ RFC3246, March 2002,
<https://www.rfc-editor.org/info/rfc3246>.

Szigeti, et al. St andards Track [ Page 34]



RFC 8325

[ RFC3662]

[ RFCA594]

[ RFC5865]

[ RFC8174]

Mapping Diffserv to | EEE 802. 11 February 2018

Bless, R, N chols, K, and K Whrle, "A Lower Effort
Per - Domai n Behavior (PDB) for Differentiated Services",
RFC 3662, DO 10.17487/ RFC3662, Decenber 2003,
<https://ww. rfc-editor.org/info/rfc3662>.

Babi arz, J., Chan, K., and F. Baker, "Configuration
Quidelines for DiffServ Service Casses", RFC 4594,
DA 10.17487/ RFC4594, August 2006,
<https://www.rfc-editor.org/info/rfc4594>.

Baker, F., Polk, J., and M Dolly, "A Differentiated

Servi ces Code Point (DSCP) for Capacity-Admitted Traffic",
RFC 5865, DO 10. 17487/ RFC5865, May 2010,
<https://www.rfc-editor.org/info/rfc5865>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

9. 2. I nformati ve References

[ GSMA- | PX_Qui del i nes]

GSM Associ ation, "Cuidelines for |PX Provider networks
(Previously Inter-Service Provider |P Backbone CGui delines)
Version 11.0", Oficial Docunent IR 34, Novenber 2014,
<https://ww. gsma. conl newsr oonf wp- cont ent / upl oads/

I R 34-v1l. 0. pdf >.

[ | EEE. 802- 11u- 2011]

[ LE- PHB]

[ RFC2475]

| EEE, "I|EEE Standard for Information technol ogy -

Tel ecommuni cati ons and i nformati on exchange between
systens - Local and netropolitan area networks - Specific
requirenents - Part 11: Wreless LAN Medi um Access Contr ol
(MAC) and Physical Layer (PHY) specifications: Arendnent
9: Interworking with External Networks", |EEE 802. 11,

DO 10. 1109/ | EEESTD. 2011. 5721908, February 2011,
<http://standards. i eee. org/ geti eee802/

downl oad/ 802. 11u- 2011. pdf >.

Bless, R, "A Lower Effort Per-Hop Behavior (LE PHB)",
Work in Progress, draft-ietf-tsvwg-I|e-phb-02, June 2017.

Bl ake, S., Black, D., Carlson, M, Davies, E., Wang, Z. ,
and W Weiss, "An Architecture for Differentiated
Services", RFC 2475, DO 10.17487/ RFC2475, Decenber 1998,
<https://ww. rfc-editor.org/info/rfc2475>.

Szigeti, et al. St andards Track [ Page 35]



RFC 8325 Mapping Diffserv to | EEE 802. 11 February 2018

[ RFC5127] Chan, K., Babiarz, J., and F. Baker, "Aggregation of
Diffserv Service O asses", RFC 5127, DO 10.17487/ RFC5127,
February 2008, <https://ww.rfc-editor.org/info/rfc5127>.

[ RFC7561] Kaippallimlil, J., Pazhyannur, R, and P. Yegani,
"Mapping Quality of Service (QS) Procedures of Proxy
Mobile I Pv6 (PM Pv6) and W.AN', RFC 7561,
DA 10.17487/ RFC7561, June 2015,
<https://www. rfc-editor.org/info/rfc7561>.

[ RFC8100] Geib, R, Ed. and D. Black, "Diffserv-Interconnection

Cl asses and Practice", RFC 8100, DO 10.17487/ RFC8100,
March 2017, <https://ww. rfc-editor.org/info/rfc8100>.

Szigeti, et al. St andards Track [ Page 36]



RFC 8325 Mapping Diffserv to | EEE 802. 11 February 2018

Acknowl edgenent s

The authors wish to thank David Bl ack, CGorry Fairhurst, Ruediger
Gei b, Vincent Roca, Brian Carpenter, David Blake, Cullen Jennings,
Davi d Benham and the TSWW\G

The authors al so acknowl edge a great many inputs, notably from David
Kl oper, Mark Montanez, d en Lavers, M chael Fingleton, Sarav
Radhakri shnan, Karthi k Dakshi nanoorthy, Sinobne Arena, Ranga Marat he,
Ramachandra Murthy, and many ot hers.

Aut hors’ Addresses
Ti m Szi geti
Ci sco Systens
Vancouver, British Colunbia V6K 3L4
Canada
Emai | : szigeti @i sco.com
Jeronme Henry
Cisco Systens
Research Triangle Park, North Carolina 27709
United States of Anerica
Emai |l : jerhenry@isco.com
Fred Baker
Santa Barbara, California 93117
United States of America

Enai | : FredBaker.| ETF@nuai |l . com

Szigeti, et al. St andards Track [ Page 37]






